


Introduction
The use of surveillance systems including CCTV and body worn recording devices constitutes a processing of personal data and is therefore subject to the requirements of data protection legislation.
The UK GDPR requires organisations to identify a clear purpose and lawful basis for the processing of personal data (Article 6). In addition, organisations are responsible for ensuring that all surveillance systems in place respect the individual rights provided by the UK GDPR (Articles 13-22). The organisation is also required to ensure recorded information is retained for no longer than necessary (Article 5).  
Organisations should have relevant and up to date policies and procedures in place to ensure they remain compliant with data protection legislation. Organisations are required to maintain an ‘Information Asset Register’, surveillance systems should be evidenced on the IAR with the lawful basis for processing recorded. Data Protection Impact Assessments should be undertaken on pre-existing and new systems in order to identify risks and implement mitigating actions. Further information on the DPIA process can be found within the ‘Data Protection Impact Assessment’ page.  

How do we reach Attainment Level 1?
The organisation must know and have a record of what surveillance systems it uses, surveillance systems should be evident on the organisation’s IAR. The organisation should ensure it has identified a clear purpose and lawful basis for each system and this is documented within the IAR. Each system should have a designated individual responsible for its development and day to day use, where various purposes for the operation of a system, each individual that is accountable for each purpose should be identified.
The organisation should have defined policies and procedures around the use of surveillance systems on the premises and body worn recording devices in place. The policies and procedures should be in place prior to the use of surveillance systems and should provide details of the authorisation process for the deployment, as well as the secure day to day use of surveillance systems. Surveillance camera system images and information should be subject to appropriate security measures to safeguard against unauthorised access and use, such as physical security arrangements, encryption, etc.
Prior to the deployment of any new surveillance system a DPIA must be carried out, failure to complete a DPIA prior to the deployment of a surveillance camera system could result in the ICO taking enforcement action. The DPIA should determine and record the following:
· Are surveillance cameras the right solution to the problem you are trying to solve?
· What are the risks to data subjects raised by the deployment of surveillance cameras?
· Is the impact on individuals’ rights and freedoms proportionate to the problem you are addressing?
· Can the risks be reduced to an acceptable level?
The organisation must ensure appropriate fair processing notices are clearly displayed where surveillance systems are in use in order to meet the UK GDPR requirements under Article 13, the right to be informed. Fair processing notices should include:
· the identity and the contact details of the controller and, where applicable, of the controller's representative;
· the contact details of the data protection officer, where applicable;
· the purposes of the processing for which the personal data are intended as well as the legal basis for the processing.

How do we reach Attainment Level 2?
The organisation should have processes in place to ensure that staff manage or operate recording devices are appropriately trained and have the necessary level of awareness and understanding of how surveillance fits in with the organisation's data protection requirements. and policies and procedures should be communicated as part of the induction and ongoing professional training and development of all system users.
The organisation is required to undertake Data Protection Impact Assessments for pre-existing systems to assess the privacy and proportionality implications of the use of these devices. Appropriate mitigations for any identified risks must be implemented.
The organisation must ensure retention periods are the minimum necessary and clearly documented. Recorded information must be kept for no longer than necessary for the stated purpose of a surveillance system, in line with Article 5 of the UK GDPR. Images and information should be securely deleted/disposed of, in line with the organisation’s relevant policies and procedures, once their purposes have been discharged.

How do we reach Attainment Level 3?
The organisation is should conduct spot checks or internal audits to ensure compliance with policies and procedures around the use of surveillance systems within the organisation. Ideally, a register or log of audit checks will be maintained to allow for compliance with the relevant policies and procedures to be monitored. In addition, the organisation should review the continued use of a surveillance systems on a regular basis, at least annually, to ensure it remains necessary, proportionate and effective in meeting its stated purpose for deployment. This should include an assessment whether the location of cameras remains justified in meeting the stated purpose and whether there is a case for removal or relocation. The results of the review should be documented.
The organisation should ensure that there are procedures in place to report compliance to the appropriate forum and any issues of concern are escalated to the responsible individual and DPO as necessary.
Supporting Resources
ICO: The Accountability Framework - Accountability is one of the key principles in data protection law 
ICO: Data Protection by Design and by Default – The UK GDPR requires you to put in place appropriate technical and organisational measures  
ICO: Guidance on Video Surveillance
ICO: Guide to the UK General Data Protection Regulation (UK GDPR)  
ICO: Introduction to data protection 
ICO: Record of Processing and Lawful Basis - guidance on documenting your processing activities and the lawful basis
GOV.UK: Surveillance Camera Code of Practice
GOV.UK: Surveillance Camera Commissioner and ICO: Data protection impact assessments guidance for carrying out a data protection impact assessment on surveillance camera systems
 
Summary Requirement
	Attainment Level
	   Summary Requirement

	1
	The organisation has defined policies and procedures around the use of surveillance systems in use, including CCTV on the premises, body worn recording devices and any other surveillance systems in use within the organisation

	2
	Training has been provided to all staff who manage or operate recording devices. Identified risks are highlighted with current and new recording equipment

	3
	There is an effective review process and audit mechanisms are in place to ensure legal requirements, policies and standards are complied with in practice.  Compliance reports and issues of concern are reported to the appropriate forum
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