C-PIP Assessment Standards
	Number
	Assessment Standard


	Section 1 – Governance

The organisation must assign Caldicott and Information Governance responsibilities

	G1
	Has your organisation appointed a Caldicott Guardian?


	G2
	Does your organisation have an Information Management or Governance Strategy that has been approved by the Board or equivalent?


	G3
	Is Information Governance included within the responsibilities of a Board within your organisation and does it receive regular reports from Information Governance?


	G4
	Is there an Information Governance work plan, sponsored by the Caldicott Guardian and approved by the Board or its equivalent?


	G5
	Has the Records Management Policy and implementation plan been approved by the Board or its equivalent, communicated to appropriate staff and reviewed on a regular basis?


	G6
	Do mechanisms and guidelines exist to ensure that any decision taken by a patient or service user to restrict the disclosure of their personal information are appropriately respected?


	G7
	Is information risk management included in the organisation’s wider risk assessment and management framework?


	G8
	Does the organisation have documented and accessible information security incident reporting, investigation and resolution procedures in place that are explained to all staff?


	G9
	Does the organisation have formal contractual arrangements with all contractors and support organisations that include their responsibilities in respect of information security and confidentiality?


	G10
	Does the organisation ensure that all new services, projects, processes, software and hardware comply with information security, confidentiality and data protection requirements?


	Section 2 – Management

The organisation must have core policies in place for Caldicott and Information Governance.

	M1
	Where staff have been assigned Information Governance roles, are they appropriately qualified & trained?


	M2
	Was the organisations last assessment of performance against the Caldicott Standards completed within the last year?


	M3
	Does the organisation have a comprehensive Records Management Policy for corporate and medical records?


	M4
	Does the organisation have an accurate and up to date Notification to the Information Commissioner under the Data Protection Act 1998?


	M5
	Is Data Protection comprehensively addressed either in a dedicated policy or by its incorporation into another policy?


	M6
	Is Information Security comprehensively addressed either in a dedicated policy or by its incorporation in a wider security policy?


	M7
	Does the organisation have a Business Continuity and Disaster Recovery Plan?


	M8
	Is a comprehensive confidentiality statement included within all established staff and non-staff contracts?


	M9
	Does the organisation have arrangements in place to include staff responsibility for the following areas?


	Section 3 – Information for Patients and Service Users

The organisation must have an active information campaign in place to inform patients about the use of their information.

	IP1
	Does the organisation have appropriate procedures for recognising and responding to patient and service user requests to access their own records?


	IP2
	Do you tell patients and service users about the ways in which their information will, or may, be used?


	Section 4 – Training and Awareness

The organisation must assess Information Governance training needs and ensure that role specific information is provided to all staff.

	TA1
	Does your organisation have a mechanism for addressing Information Governance for new staff at induction?


	TA2
	Have you conducted an analysis of information governance training needs?


	TA3
	Do you provide information governance training to staff, other than at induction?


	TA4
	What percentage of your staff have undertaken an Information Governance training session?


	Section 5 – Information Management

The organisation must ensure that information is dealt with legally, securely, efficiently and effectively.

	IM1
	Have information flows been comprehensively mapped and has ownership for information assets been established?


	IM2
	Does the organisation have a policy and procedures in place to ensure the security of paper and electronic records in transit? 



	IM3
	Has the organisation made progress in implementing the Wales Accord for the Sharing of Personal Information (WASPI)?


	IM4
	Is there awareness of the organisation's responsibilities when transferring personal data outside of the European Economic Area (EEA)? 



	IM5
	Does the organisation have a strategy to ensure the correct NHS number is recorded for each active patient and service user, and that it is used routinely in clinical communications? 


	IM6
	Does the organisation have paper health records of a standard design?


	IM7
	Does the organisation have documented procedures on the identification and resolution of duplicate or confused paper and electronic records for patients and service users?
 

	IM8
	Does the organisation have processes and procedures in place to enable it to regularly monitor, measure and trace paper health records?


	Section 6 – Controlling Access to Confidential Information

The organisation must have arrangements in place to control and monitor access to information.

	CA1
	Is there a Confidentiality Code of Conduct which provides staff with clear guidance on the disclosure of patient/service user identifiable information?


	CA2
	Are processes in place to ensure that contractors understand their responsibilities regarding confidentiality and information security?


	CA3
	Has the organisation made progress with encryption of devices containing personal identifiable information (PII) in line with the Encryption Code of Practice for NHS Wales Organisations (2009)?


	CA4
	What controls are in place to restrict staff access to patient/service user identifiable information?


	CA5
	Are there physical access controls in place for relevant buildings?


	CA6
	What password management controls are in place for information systems that hold patient/service user identifiable information?


	CA7
	Has the organisation established appropriate confidentiality audit procedures to monitor access to patient identifiable information?


	CA8
	Does the organisation have appropriate policies in place to cover risks associated with off-site working using electronic and manual records containing person identifiable information (PII)?
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