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Gmail Passwords Confirmed Within 183 million Account Infostealer Leak 

Updated October 28 with a new statement from Google regarding the 183 million passwords and other login credentials infostealer log dump 

offering further clarification regarding the nature of the incident, as well as more advice for concerned Gmail users and comments from 

cybersecurity experts. 

 

Individual convicted and fined for data protection breach 

Executive director of enforcement and market oversight at the FCA, said: 'the individual abused his position of trust and enabled others to commit 

crimes which led to huge financial and emotional consequences for victims. This is our first prosecution under the Data Protection Act. Going 

forward, those who enable crime should be clear that we will use all of our powers to hold them to account.' 

 

Marina Bay Sands fined S$315,000 for customer data breach 

The data breach occurred during a software migration, which, according to the PDPC, the operator left to a single employee. That person manually 

compiled the list of API configurations, minus second-layer checks. Due to a lack of checks, an unknown party was able to access and exfiltrate the 

data illegally. Relevance – Singapore 
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https://www.forbes.com/sites/daveywinder/2025/10/28/gmail-passwords-confirmed-as-part-of-183-million-account-data-breach/
https://www.fca.org.uk/news/press-releases/individual-convicted-and-fined-data-protection-breach
https://www.gamingintelligence.com/legal/221932-marina-bay-sands-fined-s315000-for-customer-data-breach/

