Digital Governance & Safety
Committee - PUBLIC

Fri 18 February 2022, 09:00 - 12:00

MS Teams
Agenda

09:00 - 09:05
5 min

09:05-09:15
10 min

1. PART 1 - PRELIMINARY ITEMS

1.1. Welcome and Introductions

For Noting Chair

1.2. Apologies for Absence

For Noting Chair

1.3. Declarations of Interest

For Noting Chair

1.4. Matters Arising

For Noting Chair

2. PART 2 - CONSENT AGENDA

2.1. Forward Workplan Report

For Noting Board Secretary

B 2.1 Forward WorkPlan Report.pdf (4 pages)
B 2.1i Appendix - DG&S Forward Workplan .pdf (1 pages)

2.2. SAIL Policy and MOU

For Noting Executive Medical Director

B 2.2 SAIL Policy and MOU.pdf (6 pages)
Bj 2.2i MOU - SAIL Appliance - V1.0.pdf (12 pages)

2.3. Provision of Service Agreement with NHS Digital

For Noting Chief Operating Officer

Bj 2.3 NHS Digital and DHCW PoSA.pdf (4 pages)
B 2.3i NHSD DHCW POSA V1.0[21388].pdf (18 pages)

2.4, British Standard 10008 — External Audit Outcome

For Noting Executive Medical Officer

Bj 2.4 British Standard 10008 — External Audit Outcome.pdf (6 pages)

2.5. Appropriate Policy Document

For Assurance Executive Medical Director



09:15-12:00
165 min

B 2.5 Appropriate Policy Document Committee Paper (3).pdf (15 pages)

2.6. Health and Care Standards

For Assurance Head of Corporate Services

Bj 2.6 Health and Care Standards.pdf (9 pages)

2.7. Minutes of the Last Meeting Public & Private abridged

For Approval Chair

Bj 2.7i Digital Governance and Safety Committee DRAFT Minutes November - PUBLIC.pdf (13 pages)
Bj 2.7ii Digital Governance and Safety Committee DRAFT Minutes November - PRIVATE Abridged Copy.pdf (4 pages)

3. PART 3 — MAIN AGENDA

3.1. Action Log

For Discussion Chair

Bj 3.1 Action Log.pdf (1 pages)

3.2. Annual Cycle of Business and Forward Workplan 2022/23

For Approval Board Secretary

B 3.2 DHCW Digital Governance and Safety Committee Annual Cycle of Business and Forward Workplan.pdf (4 pages)
B 3.2i Digital Governance and Safety Committee Annual Cycle of Business 22_23.pdf (2 pages)
Bj 3.2ii DHCW DG&S Forward Workplan 2022-23.pdf (2 pages)

3.3. Annual Committee Self-Assessment Report

For Discussion Chair

Bj 3.3 Digital Governance and Safety Effectiveness Self Assessment Report.pdf (5 pages)

3.4. Terms of Reference Review

For Approval Board Secretary

Bj 3.4 DG&S ToR Review.pdf (4 pages)
B 3.4i Digital Governance and Safety Committee ToR.pdf (10 pages)

3.5. Policies, Procedures and Strategies

For Approval Board Secretary

Bj 3.5 Policies, Procedures and Strategies.pdf (5 pages)
B 3.5i POL-COM-003 Intellectual Property.pdf (10 pages)
B 3.5ii DHCW The Creation, Identification and Exploitation of Intellectual Property within DHCW.pdf (8 pages)

3.6. Corporate Risk Register

For Discussion Board Secretary

Bj 3.6 Risk Management Report.pdf (7 pages)
B 3.6i Appendix A Risk Assessment Considerations.pdf (2 pages)
B 3.6ii Appendix B DHCW Corporate Risk Register.pdf (6 pages)

3.6.1. Deep Dive - ICT / Infrastructure Risks

For Discussion Director of ICT

B 3.6iii Appendix C ICT - DHCW Risk Deep Dive Report V2.pdf (9 pages)



3.7. Incident Review and Organisational Learning Report
For Assurance Chief Operating Officer

B 3.7 Incident Review and Organisational Learning Report.pdf (10 pages)

3.8. Assurance Reports

3.8.1. Information Governance Assurance Report

For Assurance Head of Information Governance

B 3.8i Information Governance Report.pdf (17 pages)

3.8.2. Informatics Assurance Report

For Assurance Quality Manager (Regulatory Compliance)
B 3.8ii Informatics Assurance Repor 18Feb2022.pdf (11 pages)
3.8.3. Information Services Assurance Report

For Assurance Deputy Director of Information

B 3.8iii Information Assurance Report Feb 22 (1).pdf (5 pages)

Comfort Break - 10 minutes

3.9. Digital Programme Overview Update

For Assurance Chief Operating Officer

B 3.9 Digital Programme Overview Update.pdf (4 pages)
Bj 3.9i DG&S DHCW Programme Overview Dashboard.pdf (4 pages)

3.9.1. Deep Dive — Electronic Test Requesting Programme

For Assurance Product Manager

B 3.9ii ETR DG&S Committee.pdf (11 pages)

3.10. Data Centre Transition Close Out Report

For Assurance Director of ICT

Bj 3.10 Data Centre Transition Close Out Report .pdf (18 pages)

12:00-12:00 4, PART 4 — CLOSING MATTERS

0 min
4.1. Any Other Urgent Business

For Discussion Chair

4.2. Items for Chair’s Highlight Report to the Board

For Noting Chair

4.3. Date of next meeting: Thursday 12th May 2022

For Noting Chair
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DIGITAL HEALTH AND CARE WALES
FORWARD WORKPLAN

Agenda 2.1
Item

Name of Meeting

Digital Governance and Safety Committee

Date of Meeting

18 February 2022

Public or Private

Public

IF PRIVATE: please
indicate reason

N/A

Executive Sponsor

Chris Darling, Board Secretary

Prepared By

Laura Tolley, Corporate Governance Support
Manager

Presented By

Chris Darling, Board Secretary

Purpose of the Report

For Noting

Recommendation

The Digital Governance & Safety Committee is being asked to:
NOTE the contents of the report.

TY GLAN-YR-AFON 21 Heol Ddwyreiniol Y Bont-Faen, Caerdydd CF11 9AD

TY GLAN-YR-AFON 21 Cowbridge Road East, Cardiff CF11 9AD
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DHCW | Digital Health and Care Wales AW Audit Wales
SHA Special Health Authority A Internal Audit
COPI Control of Patient Information

1 SITUATION/BACKGROUND

1.1 The Digital Governance and Safety Committee have a Cycle of Committee Business that is
reviewed on an annual basis. Additionally, to that is a forward workplan which is used to identify
any additional timely items for inclusion to ensure the Committee are reviewing and receiving
all relevant matters in a timely fashion.

2 SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

2.1 The Chair of the Committee previously requested additional horizon scanning was undertaken
by officer members for inclusions in the forward workplan including the large-scale projects
identified within the Annual Plan with the highest potential to materially affect delivery of
DHCW’s strategic objectives. The Corporate Governance team will continue to support the
officer members to identify items for the forward workplan.

3 KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

3.1 The result of the horizon scanning work between independent members and officer members
of the Committee has resulted in a Digital Programme Overview Report included in this meeting
at item 3.10, this will be presented to each Committee meeting to provide an update on key
areas of work for the organisation.

3.2 The following items have been added to the Forward Workplan and are due to be presented at
the Committee meeting on 18 February 2022:

e Data Centre Transition Close Out Report

e SAIL Policy and Memorandum of Understanding

e Provision of Service Agreement with NHS Digital

e  British Standard 10008 — External Audit Outcome

e Appropriate Policy Document

e Health and Care Standards

e Annual Committee Cycle of Business

e Annual Committee Self-Assessment Report

e Terms of Reference Review

e Deep Dive — Electronic Test Requesting Programme
Forward Workplan Report — February Page 2 of 4 Author: Laura Tolley

Approver: Chris Darling
INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY
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In addition, the below items are scheduled to be presented to the Committee meeting on 12 May 2022:

e Internal Audit Report ‘DHCW Data Centre Project Move — and the current position regarding
data centres’

e Quality and Safety Framework Update
e Research and Innovation Strategy Update

3.3 Please see attached the updated forward workplan at item 2.1i Appendix 1.

4 RECOMMENDATION

The Digital Governance & Safety Committee is being asked to:
NOTE the content of the report.

5 IMPACT ASSESSMENT

STRATEGIC OBJECTIVE [Development of the new Digital Organsation

CORPORATE RISK (ref if appropriate)

WELL-BEING OF FUTURE GENERATIONS ACT | A healthier Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS N/A

If more than one standard applies, please list below:

HEALTH CARE STANDARD Governance, leadership and acccountability

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT  Date of submission: N/A

No, (detail included below as to reasoning) ‘Outcome: N/A

Statement:
N/A

APPROVAL/SCRUTINY ROUTE:
Person/Committee/Group who have received or considered this paper prior to this meeting

COMMITTEE OR GROUP DATE OUTCOME
Digital Governance and Safety Committee May 2021 Initial workplan approved

Forward Workplan Report — February Page 3 of 4 Author: Laura Tolley

Approver: Chris Darling
INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY
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Digital Governance and Safety Committee November | Noted
2021

IMPACT ASSESSMENT
QUALITY AND SAFETY No, there are no specific quality and safety implications
IMPLICATIONS/IMPACT related to the activity outlined in this report.
LEGAL No, there are no specific legal implications related to the
IMPLICATIONS/IMPACT activity outlined in this report.
FINANCIAL No, there are no specific financial implication related to the
IMPLICATION/IMPACT activity outlined in this report
WORKFORCE No, there is no direct impact on resources as a result of the
IMPLICATION/IMPACT activity outlined in this report.
SOCIO ECONOMIC No. there are no specific socio-economic implications related
IMPLICATION/IMPACT to the activity outlined in this report
Forward Workplan Report — February Page 4 of 4 Author: Laura Tolley

Approver: Chris Darling
INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY

4/4 4/247
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Meeting Date

Standing items

Assurance Reports

Additional items

16 February
2022

Welcome and Introductions

Minutes

Declarations of interest

Action log

Review of risk register relevant to
committee

Forward Work Programme
Committee Highlight Report to Board

Information Governance

Informatics Assurance

Information Services Assurance
Incident Review and Learning Report
Cyber Security — Private

NIS Compliance Update Report - Private
Cyber Security Highlight of previous
private session

Data Centre Transition Close Out Report

SAIL Policy and MOU

Provision of Service Agreement with NHS Digital
British Standard 10008 — External Audit Outcome
Appropriate Policy Document

Health and Care Standards

Annual Committee Cycle of Business 2022-23
Annual Committee Self-Assessment Report

Terms of Reference Review

Deep Dive — Electronic Test Requesting Programme

12t May

Welcome and Introductions

Minutes

Declarations of interest

Action log

Review of risk register relevant to
committee

Forward Work Programme
Committee Highlight Report to Board

Information Governance

Informatics Assurance

Information Services Assurance
Incident Review and Learning Report
Cyber Security — Private

NIS Compliance Update Report - Private
Cyber Security Highlight of previous
private session

Internal Audit Report ‘DHCW data centre project move —
and the current position regarding data centres’

Update on the Quality and Safety Framework

R&I Strategy Update

Medical Devices and Alerts Group Terms of Reference
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DIGITAL HEALTH AND CARE WALES
SAIL’S USE OF “SENSITIVE CATEGORIES OF
DATA” AND MEMORANDUM OF

UNDERSTANDING

Agenda 2.2
Item

Name of Meeting

Digital Governance and Safety Committee

Date of Meeting

18 February 2022

Public or Private

Public

IF PRIVATE: please
indicate reason

N/A

Executive Sponsor

Rhidian Hurle, Executive Medical Director

Prepared By

Marcus Sandberg, DHCW Information
Governance

Presented By

Darren Lloyd, Associate Director for
Information Governance and Patient Safety
and Data Protection Officer

Purpose of the Report

For Noting

Recommendation

The Digital Governance and Safety Committee is being asked to:
NOTE the Policy produced by SAIL regarding processing of special category data and the
Memorandum of Understanding.

1/6

TY GLAN-YR-AFON 21 Heol Ddwyreiniol Y Bont-Faen, Caerdydd CF11 9AD

TY GLAN-YR-AFON 21 Cowbridge Road East, Cardiff CF11 9AD
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1 SITUATION/BACKGROUND
1.1  The Secure Anonymised Information Linkage (SAIL) databank is an important part of research

1.2

1.3

2.1

2.2

and improving health and care services in Wales.

Anonymised person-based records are held in the SAIL Databank and, subject to safeguards
and approvals, these can be linked together to address important research questions. This
advanced data linkage research platform is the UK’s first single resource for population, health
and social care data intended solely for research. The SAIL Databank is home to the broadest
and most accessible source of anonymised population data in the world and offers a secure
environment to conduct research analysis.

The security and protection of the data held within is ensured through its tightly controlled,
robust, proportionate Privacy by Design methodology that is regulated by a team of specialists
and overseen by an independent Information Governance Review Panel. The SAIL Databank
does not receive or handle identifiable data. The commonly recognised identifying details are
removed before datasets come to the SAIL Databank, and so the SAIL Databank cannot
reconstruct the identifiable datasets.

SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

As a key partner to SAIL, DHCW sends SAIL variety of data, which is covered by existing
agreements and arrangements. DHCW considers that some of these categories of data warrant
an extra level of protection due to the quality and nature of the information.

SAIL have developed a procedure (Appendix A) which sets out how they will ensure the
security and legality of the processing of this data. SAIL has called this data ‘sensitive categories
of data’ (SCD), which is defined as:

Miscarriage

Abortion

Sexually Transmitted Disease

Codes related to gender reassignment procedures

The procedure relates only to codes provided by DHCW as part of Work Package 1 under the
Service Level Agreement between SAIL and DHCW. SAIL have set out in the procedure how they

SAIL Policy and MOU Page 2 of 6 Author: Marcus Sandberg

2/6

Approver: Rhidian Hurle
INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY
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will maintain lists of clinical codes that pertain to SCDs and review these to ensure each use is
justified.

2.3 The SAIL Memorandum of Understanding is included within the papers at item 2.1i.

3 KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

3.1 Both SAIL and DHCW Information Governance are content with this approach but for
ownership and oversight, Committee Members are being asked to approve the policy from a
DHCW perspective, which will allow SAIL to process SCDs. The lack of approval for SAIL to use
SCD’s would hamper how research data is used in improving health and care services in Wales.

4 RECOMMENDATION

4.1 The Digital Governance and Safety Committee is being asked to:
NOTE the Policy produced by SAIL regarding processing of special category data and the
Memorandum of Understanding.

5 IMPACT ASSESSMENT

STRATEGIC OBJECTIVE [Driving value from data for better outcomes

CORPORATE RISK (ref if appropriate)

WELL-BEING OF FUTURE GENERATIONS ACT ‘ A globally responsible Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS N/A

If more than one standard applies, please list below:

HEALTH CARE STANDARD N/A

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission: TBC
Yes, applicable ‘Outcome: TBC

Statement: An EQIA is in the process of being undertaken. No impact is anticipated.

SAIL Policy and MOU Page 3 of 6 Author: Marcus Sandberg
Approver: Rhidian Hurle

INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY
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https://gov.wales/sites/default/files/publications/2019-08/well-being-of-future-generations-wales-act-2015-the-essentials.pdf
https://nhswales365.sharepoint.com/sites/DHC_Quality
http://www.wales.nhs.uk/sitesplus/documents/1064/24729_Health%20Standards%20Framework_2015_E1.pdf
https://phw.nhs.wales/services-and-teams/equality-impact-assessment-in-wales-practice-hub/equality-impact-assessment/
https://nhswales365.sharepoint.com/sites/DHC_PST/SitePages/Business-Plans-and-Strategies.aspx
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APPROVAL/SCRUTINY ROUTE:

Person/Committee/Group who have received or considered this paper prior to this meeting

COMMITTEE OR GROUP

DATE

OUTCOME

IMPACT ASSESSMENT

QUALITY AND SAFETY
IMPLICATIONS/IMPACT

No, there are no specific quality and safety implications
related to the activity outlined in this report.

LEGAL
IMPLICATIONS/IMPACT

No, there are no specific legal implications related to the
activity outlined in this report.

FINANCIAL
IMPLICATION/IMPACT

No, there are no specific financial implication related to the
activity outlined in this report

WORKFORCE
IMPLICATION/IMPACT

No, there is no direct impact on resources as a result of the
activity outlined in this report.

SOCIO ECONOMIC

No. there are no specific socio-economic implications related
to the activity outlined in this report

IMPLICATION/IMPACT

SAIL Policy and MOU

Page 4 of 6

Author: Marcus Sandberg
Approver: Rhidian Hurle

INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY
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& APPENDIX A —=SAIL Policy

SAIL Policy in respect of the processing and use of ‘special’ category data

Context
SAIL receives a variety of data from its partner Digital Health and Care Wales (DHCW). DHCW considers that
some of these categories of data warrant a special level of protection due to the quality and nature of the
information. This procedure sets out how SAIL will ensure the security and legality of the processing of this
data. The term ‘sensitive categories of data’ (SCD) is an operational definition used for reference purposes
between the parties.
Sensitive categories of data (SCDs) are defined as:

e Miscarriage

e Abortion

e Sexually Transmitted Disease

e Codes related to gender reassignment procedures

This procedure relates only to codes provided by DHCW as part of Work Package 1 under the Service Level
Agreement between SAIL and DHCW.

SAIL shall maintain lists of clinical codes that pertain to SCDs—one list for each clinical coding system in
datasets provided by DHCW that contain sensitive content. The code lists will be based on the combination
of lists previously provided by DHCW, other published sources, and any codes that are discovered within
datasets on an ad hoc basis (for example, reported by researchers).

The code lists will be stored in the Concept Library web application and made available to SAIL staff,
researchers, and (upon request) any DHCW staff who require access. SAIL shall create a process for regularly
adding any new codes that are identified, as well as reviewing the code lists at least annually. SAIL will
provide updated lists to DHCW, and DHCW will have an opportunity to request revision of the lists if
required.

All SAIL research projects are subject to Information Governance Review Panel (IGRP) approval. Where a
project requests sensitive data categories, each specific category must be explicitly mentioned and justified
in the IGRP application and approved.

Projects using the data codes detailed above shall be subject to regular audit of no less than once every two
years. The results of these audits shall be provided in summary form to DHCW.

The following technical controls shall be applied to all sensitive data codes supplied to researchers:
Technical/Operational Measure Implementation Review Data
Automated testing and reviews of Automated testing is already

project data provision will be updated operational for other sensitive data. Will
to include checking that sensitive data | be extended to these SCDs when

hasn’t mistakenly been provided. provisioning of those categories begins.

Project encryption prevents users from
sharing sensitive data between
projects

Operational

Output reviewers will be trained on
how to review requests with sensitive
data, and how to look to ensure that

Reviewers already trained to identify
SCDs, as they can occur in fields where

they are not masked; reviewers also

SAIL Policy and MOU

Page 5 of 6

INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY

Author: Marcus Sandberg
Approver: Rhidian Hurle
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no sensitive data is present when it already trained to check other sensitive

shouldn’t be. data requested in IGRP form, so existing

process already adequate to cover SCDs.

The SAIL project audit procedure will To be implemented for 2022 project

be updated with a check for sensitive audits.

data items.

This procedure shall be subject to regular review of not less than once every two years.

27t of October 2021.

SAIL Policy and MOU Page 6 of 6 Author: Marcus Sandberg
Approver: Rhidian Hurle

INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY
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MEMORANDUM OF UNDERSTANDING

For the provision and ongoing operation of the “Appliance” by Swansea University

1.1
(A)

(B)

2.1

2.2

2.3

2.4

2.5

3.1

and Digital Health and Care Wales

PARTIES

The Parties to this Memorandum of Understanding (“MOU”) are:

Digital Health and Care Wales, 21 Cowbridge Road East, Cardiff, CF11 9AD

Swansea University, Singleton Park, Swansea, SA2 8PP

DEFINITIONS

“Appliance” is a software application running on a set of physical servers developed
by Swansea University which provides probabilistic and deterministic linkage
services.

“End Users” are those employees, agents and independent third Parties who are
authorised by Digital Health and Care Wales (DHCW) to access the Appliance.

Data Protection Legislation means the General Data Protection Regulation (GDPR),
the Data Protection Act 2018 and all legislation enacted in the UK in respect of the
protection of Personal Data. ‘Personal Data’, ‘Controller’, ‘Processor’ are to have
the same meaning as they do in the Data Protection Legislation.

“File 1 Data” is data that includes identifiers including personal data such as name,
address and postcode which shall be used to support linkage of records and be
deidentified by the Appliance

“Personal Data” is data as defined with the UK GDPR Atrticle 4 as any information
relating to an identified or identifiable natural person (‘data subject’), an identifiable
natural person is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as name, an identification number, location data, an
online identifier or to one or more factors specific to the physical, physiological,
genetic, mental economic, cultural or social identity of that natural person.

PURPOSE

The Parties have a longstanding relationship in respect of the provision of Trusted
Third Party (TTP) services by DHCW to the SAIL Databank (SAIL). SAIL is a wholly
owned product of Swansea University.

12/247
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3.2

3.3

41

4.2

4.3

4.4

5.1

6.1

A new solution for the provision of the TTP services is being implemented, hereafter
referred to as ‘The Appliance’. The Appliance shall serve to provide for all TTP
services currently provided by DHCW to Swansea University and shall operate to
provide deidentification services for data processed under the Digital Economy Act
2017.

The purpose of this MOU is to set out the intentions of the Parties and the roles and
responsibilities in relation to the Appliance related to installation, services to be
provided, maintenance and access to data for the purposes of servicing the
Appliance.

STATUS AND INTERPRETATION

DHCW acts as a Processor, under direction of those third party suppliers who
provide Personal Data in File 1 as processed within the Appliance. DHCW acts also
as a Processor in respect of data provided to it for the purposes of deidentification
services under the Digital Economy Act. Data held within the Appliance whether in
personally identifiable form or other form shall remain the responsibility of DHCW in
its capacity as a Processor up to the point of file export to Swansea University.

The Parties make this agreement to comply with Article 5 of the GDPR.

The Parties agree they shall each take appropriate organisational, security and
technical measures to prevent unauthorised or unlawful processing of Personal
Data and against accidental loss or destruction of, or damage to Personal Data.

The Appliance consists of hardware infrastructure located within the DHCW
Newport Data Centre. The hardware and operating system has been purchased,
configured and installed by Swansea University/SAIL.The software installed on the
operating system is a Swansea based application known by both organisations as
the Appliance. The Appliance is the Intellectual Property of Swansea University,
developed in collaboration with Curtin University.

COMMENCEMENT AND PERIOD OF OPERATION

This MOU shall take effect from the date the Parties fix their signatures below and
shall stay in force until a Service Level Agreement is entered into by the Parties to
give legal force to the responsibilities outlined in this document when the Appliance
becomes operational, unless the MOU is terminated earlier by either or both Parties
by providing one month’s notice in writing.

ROLES AND RESPONSIBILITIES

DHCW are the commissioner of Services from Swansea University in respect of the
supply and management of the Appliance. DHCW shall manage Swansea
University under its supplier management policy and ensure that Swansea
University complies with all requirements to establish the TTP Service within the
Appliance.

13/247
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6.2

7.1

8.1

8.2

9.1

9.2

10.

10.1

11.

11.1

11.2

12.

121

Swansea University is a supplier of services to DHCW in respect of the provision of
the Appliance. Swansea University shall provide its services in accordance with the
requirements of DHCW as prescribed by its policies and procedures relating to
Supplier Management and as set out within the DEA accreditation scheme.
Swansea University shall assist with any evidence to support its compliance with its
obligations. Detailed responsibilities of both Parties are set out in within the
Schedules of this MOU. The specific responsibilities of the Parties are set out in
Schedules 1 and 2.

BUSINESS CONTINUITY AND DISASTER RECOVERY

The Parties have agreed that given the nature and extent of the services provided
through the Appliance that no Business Continuity or Disaster Recovery measures
shall be implemented.

VARIATION

This Agreement, including the Schedule, may be varied by written agreement
between the Parties.

Written correspondence relating to the agreement will be via Sharon Heys, Head of
Legislation and Due Diligence, Swansea University and Alex Percival, Strategic
Contracts and Commercial Manager, Digital Health and Care Wales.

TERMINATION

This Agreement may be terminated by either Party giving one months notice in
writing to the other at any time.

Despite termination of this MOU the Parties agree that the provisions of clauses 10,
11 and 12 shall remain in full force along with the requirements of Schedule 1 and
2.

CONFIDENTIALITY

Each Party agrees to treat as confidential, and to continue in perpetuity to treat as
confidential upon termination of this agreement information obtained under the
provisions of this MOU.

DISPUTE RESOLUTION

The Parties shall each appoint a nominated representative to whom any disputes
arising from the operation of this MOU shall be referred.

The Parties shall, where a dispute cannot be resolved by agreement between their
appointed representatives, appoint a neutral umpire whose decision shall be final.

LAW AND JURISDICTION

This MOU and all terms, provisions, conditions and all questions of construction,
validity and performance under this MOU shall be governed by the laws of England

14/247



and Wales. Dispute Resolution shall be subject to the exclusive jurisdiction of the
English courts

Signed for and on behalf of DHCW

Name -
Position -
Date

Signed for and on behalf of Swansea University

Name
Position
Date

4/12 15/247
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SCHEDULE 1 - DHCW Responsibilities

DHCW shall:

1.

Establish a process within DHCW with the purpose and function of undertaking reviews of
the TTP service with Swansea University at an interval of not less than annually
Supplier Management:

a. Establish a suitable forum between the Parties with the purpose of conducting
Service Reviews, the remit is covered within the SAIL Service Review Group Terms
of Reference.

b. Establish a suitable forum between the Parties with the purpose of conducting
Operational Reviews, the remit is covered within the SAIL Operation Review group
Terms of Reference.

Align with DHCW Risk Management Policy and the DHCW Risk Management Group to
manage risks / issues relating to the TTP service.

Align with existing organisational process within DHCW to undertake supplier audits
associated with the TTP Service on an annual basis.

To formalise specific duties and requirements of staff who work with the Appliance and
establish an internal DHCW owner for the Appliance and data owners for the data to be
processed.
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Schedule 2 — Swansea University Responsibilities

Swansea University shall:

1.

2.

Cooperate fully with DHCW in the delivery of its responsibilities in Schedule 1 through the
provision of information and evidence as required

Undertake counterpart activities and remediate within Swansea University in respect of any
actions identified

Provide support in respect of technical and software issues relating to the Appliance as set
out in Schedule 3.

Ensure that members of staff responsible for supporting the Appliance and where there is
potential access to Personal Data as part of their role, are specifically identified and
trained on their responsibilities, and are separated by these obligations to the wider SAIL
technical team.

Develop and draft a SOP in respect of tripartite agreements relating to data to be
processed within the Appliance

To inform DHCW of any changes to Swansea University documentation pertaining to the
TTP service provision, to include but not limited to:

o Security Policy and Information Security

DHCW require Swansea University to have a policy for linformation Security and
clearly identified Roles and Responsibilities for the management of Information
Security.

DHCW requires Swansea University to have a process for the reporting of
suspected information security weaknesses and security incidences.

o Physical Security
Swansea University must adhere to the DHCW POL-OSD-001 Access Control
Policy relating to the TTP service and specifically access to the infrastructure
hosting the Appliance.

o Asset Management
DHCW require Swansea University to have an asset management policy which
covers the handling of assets related to the management and technical support of the
Appliance.

o Access Control
DHCW require Swansea University to have an Access Control Policy, related to the

support of the Appliance. This must cover access to networks and services, user
access management as well as system and application access control.

o Cryptography
DHCW require Swansea University to have a Cryptographic control policy.
o Operations Security
DHCW require Swansea University to have policies related to the Change

Management of the operational hardware, networks and software required to
underpin the TTP service.
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DHCW require Swansea University to provide assurance around Enginering
Secure Systems, Software modifications and Outsource System
Development.

DHCW require Swansea University to provide suitable documentation for End
Users related to software changes impacting End Users.

DHCW require Swansea University to have policies related to the Capacity
Management of the operational hardware, networks and software required to
underpin the TTP service.

DHCW require Swansea University to have policies related to the Operations Security
Policy management of the operational hardware, networks and software required to
underpin the TTP service.

Audit

DHCW require Swansea University to cooperate with DHCW as a result of audit
activity performed by DHCW.
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1.1

Schedule 3 - SUPPORT SERVICES TO BE PROVIDED BY
SWANSEA UNIVERSITY TO DHCW

INTERPRETATION

The following definitions and rules of interpretation apply in this schedule.

Definitions:

Business Days: a measurement of time that typically refers to any day in which normal

business is conducted within the United Kingdom. This is generally considered to be Monday
through Friday from 9am to 5pm local time and excludes weekends and public holidays.

Commercially Reasonable Efforts: the same degree of priority and diligence with which
Swansea University meets the support needs of its other similar Appliance users.

End User Cause: any of the following causes:

(a) any improper use, misuse or unauthorised alteration of the Appliance by DHCW;

(b) any use of the Appliance by DHCW in a manner inconsistent with the then-current
documents;

(c) the use by DHCW of the Appliance not provided by Swansea University; or

(d) the use of a non-current version or release of the Appliance.

Fault: any failure of the Appliance, including any failure or error referred to in the Service
Level Table.

Help Desk Support: any support provided by help desk technicians sufficiently qualified and
experienced to identify and resolve most support issues relating to the Appliance.

Main Agreement: the agreement to which this schedule relates.

Out-of-scope Services: any services provided by Swansea University in connection with
any apparent problem regarding the Appliance reasonably determined by Swansea
University not to have been caused by a Fault, but rather by an End User Cause or a cause
outside Swansea Universities control (including any investigational work resulting in such a

determination).

Service Levels: the service level responses and response times referred to in the Service
Level Table.

Service Level Table: the table set out in Schedule 3, paragraph 6.1.
Solution: either of the following outcomes:

(e) correction of a Fault; or
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(f)  a workaround in relation to a Fault (including a reversal of any changes to the
Appliance if deemed appropriate by Swansea University) that is reasonably
acceptable to DHCW.

Support Hours: Monday to Friday (excluding bank holidays in England and Wales) between
the hours of 9am to 5pm local time.

Support Period: the Term of the Agreement.

Support Process: the process followed by DHCW and Swansea University (where
necessary) to resolve end user support requests in relation to the Appliance.

Support Request: request made by DHCW in accordance with this schedule for support in
relation to the Appliance, including correction of a Fault.

Support Services: maintenance of the then-current version or release of the Appliance,
including Help Desk Support, but excluding any Out-of-scope Services.

All initial capitalised terms in this schedule shall have the meaning given to them in the Main
Agreement.

Roles and Responsibilities - DHCW

DHCW is responsible for raising support requests with Swansea University where a fault is
identified.

Roles and Responsibilities - Swansea University

Swansea University is responsible for the support of the Appliance and resolving faults
identified in the Appliance.

SUPPORT SERVICES

During the Support Period Swanseea University shall perform the Support Services during
the Support Hours in accordance with the Service Levels.

As part of the Support Services, Swansea University shall:

(a) provide Help Desk Support by means of the following e-mail address
helpdesk@chi.swan.ac.uk

(b) use Commercially Reasonable Efforts to correct all Faults notified under Schedule
3, paragraph 4.2; and

(c) provide technical support for the System in accordance with the Service Levels.
Swansea University may reasonably determine that any services are Out-of-scope Services.

If Swansea University makes any such determination, it shall promptly notify DHCW of that
determination.
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4.4

5.1

5.2

5.3

54

5.5

5.6

5.7

5.8

6.1

DHCW acknowledges that Swansea University is not obliged to provide Out-of-scope
Services.

SUBMITTING SUPPORT REQUESTS AND ACCESS
DHCW may request Support Services by way of a Support Request.

Each Support Request shall include a description of the problem and the start time of the
incident.

DHCW shall provide Swansea University with:
(a)  prompt notice of any faults; and

(b) such output and other data, documents, information, assistance and (subject to
compliance with DHCW’s security and encryption requirements notified to Swansea
University in writing) remote access to the DHCW'’s non-production systems, as are
reasonably necessary to assist Swansea University to reproduce operating
conditions similar to those present when DHCW detected the relevant Fault and to
respond to the relevant Support Request.

All Support Services shall be provided from Swansea University premises.

DHCW acknowledges that, to properly assess and resolve Support Requests, it may be
necessary to permit the Swansea University support team with direct access at DHCW site
and personnel.

DHCW shall provide such access in accordance with timelines specified in the data centre
security access policies and procedures, provided that Swansea University complies with all
of DHCW’s security requirements and other policies and procedures relating to contractors
entering and working on the DHCW data centre site, as notified to Swansea University.

Such on-site support detailed within clause 5.5 and 5.6 shall be provided at the reasonable
discretion of Swansea University subject to all other remote support options having been

exhausted.

Swansea University acknowledges that DHCW may request Support Services using
contractors acting on DHCW'’s behalf.

SERVICE LEVELS
Swansea University shall:

(a) prioritise all Support Requests based on its reasonable assessment of the severity
level of the problem reported; and

(b) respond to all Support Requests in accordance with the responses and response
times specified in the table set out below:
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Severity level | Definition Service Level response and
of Fault response time
1 Business Critical Failures: An Level 1 Response:
error in, or failure of, the Acknowledgment of receipt of a
System that: Support Request within 24
hours.
a) materially impacts the Level 2 Response:
operations of DHCW'’s business | Swansea University shall:
or marketability of its service or | a) restore the Appliance to a
product; state that allows DHCW to
continue to use all functions of
b) prevents necessary work the Appliance in all material
from being done; or respects within 2 Business
Days after the Level 1
c) disables major functions of Response time has elapsed,;
the System from being and
performed. b) exercise Commercially
Reasonable Efforts until full
restoration of function is
provided.
2 System Defect with Level 1 Response:
Workaround: Acknowledgment of receipt of a
Support Request within 24
a) a critical error in the System | hours.
for which a work- around exists; | Level 2 Response:
or Swansea University shall,
b) a non-critical error in the within 5 Business Days after
System that affects the the Level 1 Response time has
operations of DHCW'’s elapsed, provide:
business or marketability of its | a) an emergency System fix or
service or product. workaround, or; and
b) temporary release or update
release, which allows DHCW to
continue to use all functions of
the Appliance in all material
respects.
Level 3 Response:
Swansea University shall
provide a permanent Fault
correction as soon as
practicable and no later than 2
Business Days after Swansea
University takes receipt of the
Support Request.
3 Minor Error: Level 1 Response:

An isolated or minor error in the
System that:

Acknowledgment of receipt of
the Support Request within 24
hours.
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a) does not significantly affect Level 2 Response:

System functionality; Swansea University shall

b) may disable only certain provide a permanent Fault
non-essential functions; or correction within 10 Business
c) does not materially impact Days after the Level 1
DHCW'’s business Response time has elapsed.
performance.

6.2 The Parties may, on a case-by-case basis, agree in writing to a reasonable extension of the
Service Level response times.

6.3 Swansea University shall give DHCW regular updates of the nature and status of its efforts
to correct any Fault
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Purpose of the Report

For Noting

Recommendation

The Digital Governance and Safety Committee is being asked to:
NOTE the execution of the PoSA between NHS Digital and DHCW
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Acronyms

PoSA | Provision of Services Agreement DHCW | Digital Health and Care Wales

1  SITUATION/BACKGROUND

1.1 Digital Health and Care Wales take various services from NHS Digital as set out below. These
services are integral to DHCW:s ability to deliver digital services in NHS Wales.

e SPINE Services —including:

Personal Demographic Service

Summary Care Record Application

Demographics Batch Service

Messaging Exchange for Social Care and Health (MESH)
Helpdesk services

Care Identity Service (CIS)

National Back Office Service (NBO)

O O O O O O O

e Terminology Services

e Secondary Uses Services

2  SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

2.1 The PoSA is a framework memorandum of understanding setting out the key principles of the
collaboration arrangements agreed and the services to be delivered by NHS Digital to Digital
Health and Care Wales/NHS Wales. The term of the PoSA is from 015t April 2021 — 315t March
2024.

The key terms and conditions governing the agreement include the following;
e Standards
e Data Protection
e Intellectual Property
e Termination
e Limitation on liability

e Dispute Resolution

PoSA Page 2 of 4 Author: Julie Francis
Approver: Helen Thomas
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e Freedom of Information

e Confidentiality

e Change Control procedures

0

Q lechyd a Gofal

@ ,!Agu Digidol Cymru
Digital Health

\ol Al_L|£SS and Care Wales

5

The specific services are called off under separate work-packages which set out the distinct
services being delivered to Digital Health and Care Wales together with the roles,
responsibilities, key deliverables and other arrangements of the parties.

The framework allows additional work-packages to be called off other than those above on an-

ad-hoc basis.

Please note that the POSA is not intended to be contractually binding nor will it give rise to any
other legally enforceable rights or obligations.

3 KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

3.1 There are no key risks/matters for escalation to Board/Committee.

4 RECOMMENDATION

4.1 The Digital Governance and Safety Committee is being asked to:
NOTE the execution of the PoSA between NHS Digital and DHCW

5 IMPACT ASSESSMENT

STRATEGIC OBJECTIVE

All Objectives apply

CORPORATE RISK (ref if appropriate)

WELL-BEING OF FUTURE GENERATIONS ACT ‘ A healthier Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS 150 20000

All quality standards apply

If more than one standard applies, please list below:

HEALTH CARE STANDARD N/A

If more than one standard applies, please list below:

PoSA

Page 3 of 4

INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY

3/4

Author: Julie Francis
Approver: Helen Thomas

26/247


https://gov.wales/sites/default/files/publications/2019-08/well-being-of-future-generations-wales-act-2015-the-essentials.pdf
https://nhswales365.sharepoint.com/sites/DHC_Quality/
http://www.wales.nhs.uk/sitesplus/documents/1064/24729_Health%20Standards%20Framework_2015_E1.pdf
https://nhswales365.sharepoint.com/sites/DHC_PST/SitePages/Business-Plans-and-Strategies.aspx

Q lechyd a Gofal
@ Y JA(RJU Digidel Cymru
\ / H Digital Health

o ALESs | and Care Wales

I3}

5

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission: N/A

No, (detail included below as to reasoning) ‘Outcome: N/A

Statement:
Not applicable

Workforce EQIA page

APPROVAL/SCRUTINY ROUTE:

Person/Committee/Group who have received or considered this paper prior to this meeting
COMMITTEE OR GROUP DATE OUTCOME

Management Board 14 January 2022 Approved

IMPACT ASSESSMENT

QUALITY AND SAFETY Yes, please see detail below

IMPLICATIONS/IMPACT
The services require to be delivered to an agreed standard
and quality as set out in the terms and conditions of the POSA
and any subsequent work package

LEGAL No, there are no specific legal implications related to the
IMPLICATIONS/IMPACT activity outlined in this report.

The PoSA is not legally enforceable as set out above
FINANCIAL Yes, please see detail below
IMPLICATION/IMPACT

No financial implications set out in the POSA but at a work
package level.

WORKFORCE No, there is no direct impact on resources as a result of the
IMPLICATION/IMPACT activity outlined in this report.

SOCIO ECONOMIC No. there are no specific socio-economic implications related
IMPLICATION/IMPACT to the activity outlined in this report

PoSA Page 4 of 4 Author: Julie Francis

Approver: Helen Thomas

INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY
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BETWEEN:

(1)

@)

DIGITAL HEALTH AND CARE WALES OF TY GLAN-YR-AFON, 21 COWBRIDGE ROAD
EAST, CARDIFF, CF11 9AD. (“SERVICE RECIPIENT?).

HEALTH AND SOCIAL CARE INFORMATION CENTRE of 7&8 Wellington Place, Leeds, LS1
4AP. (""NHS Digital™)

together the "parties™.

BACKGROUND:

A This POSA is a framework memorandum of understanding for agreeing the detail and delivery of
individual services of various scope and specification by NHS Digital to the Service Recipient.

B NHS Digital is the Health and Social Care Information Centre as detailed in Part 9, Chapter 2 of the
Health and Social Care Act 2012. Pursuant to the statutory powers, direction(s) or other basis detailed
in the relevant Work Package, NHS Digital shall provide the services detailed in the relevant Work
Package to the Service Recipient.

C Service Recipient is a health service body, as defined by the National Health Service Act 2006.
Service Recipient is a Special Health Authority is a central national organisation building and
designing digital services for health and care in Wales

D Subject to the above, this POSA codifies the roles, responsibilities, key deliverables and other
arrangements of the parties in relation to the services as detailed in completed work packages.

E With the exception of data protection clauses and content?, in accordance with the National Health

Service Act 2006 section 9(5) this POSA is not intended to be contractually binding in a court of law,
nor to give rise to any other legally enforceable rights or obligations, nor does this document constitute
an offer to purchase or to supply services or goods on the terms set out in this document or at all.

IT ISAGREED AS FOLLOWS:

1

11

INTERPRETATION

For the purposes of this POSA, the following definitions shall apply unless the context requires
otherwise:

""Change Control Note" or "CCN"' is the form to be completed in relations to changes as set
out at Schedule 3;

“Charges” means the fees and charges set out in the Work Package;

""Commencement Date™ means the commencement date of this POSA set out on
page 1;

""Confidential Information™ means any information, however it is conveyed, that relates

to the business, affairs, developments, trade secrets, know-
how, personnel, and suppliers of the parties, including all
Intellectual Property Rights, together with all information

1 see clause 2.1.4 of this POSA.

POSA template 8.2 Page 2 of 16
© NHS Digital 2020
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“Cost Model”
“Controller”
“Processor”

“Data Protection Impact
Assessment”

""Data Protection Laws"'

“Data Recipient”

"Data Subject™

“Data Subject Access Request”

"Dispute Resolution Procedure™

"Environmental Information

Regulations"

"FOIA™

""Guidance™

derived from any of the above, all Personal Data including
without limitation information which relates to any patient
or other service user or his or her treatment or clinical or
care history, any other information clearly designated as
being confidential (whether or not it is marked confidential)
or which ought reasonably be considered to be confidential,
and policies and such other documents which either party
may obtain or have access to through the other party's
intranet;

means the cost model set out in the Work Package;
means as defined by Data Protection Laws;
means as defined by Data Protection Laws;

an assessment by the Controller of the impact of the
envisaged processing on the protection of Personal Data;

means applicable legislation protecting the fundamental
rights and freedoms of individuals, in respect of their right
to privacy and the processing of their personal data, as
amended from time to time Regulation (EU) 2016/679, 'the
General Data Protection Regulation' ("GDPR") and the
Data Protection Act 2018) and the Privacy and Electronic
Communications  Regulations 2003, together with
decisions, guidelines, guidance notes and codes of practice
issued from time to time by courts, data protection
authorities and other applicable Government authorities;

means a party which receives Personal Data from the other
party, where such Personal Data is shared on a Controller
to Controller basis;

means as defined by Data Protection Laws;

means a request made by a Data Subject in accordance
with rights granted pursuant to the Data Protection Laws to
access his or her Personal Data;

means the procedure for resolving disputes as set out in
clause 11 of this POSA,;

means the Environmental Information Regulations 2004
together with any guidance and/or codes of practice issued
by the Information Commissioner or relevant government
department in relation to such regulations;

means the Freedom of Information Act 2000;

means any applicable guidance, direction or determination
and any policies, advice or industry alerts which apply to
the Services, to the extent that the same are published and
the contents of them have been notified to NHS Digital by
NHS England and/or the Department of Health and Social
Care;

POSA template 8.2
© NHS Digital 2020
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"HSCA12"
"Information™

"Intellectual Property Rights™

"'Key Personnel™

“Law"

""Liability Cap"

"Milestones""

"NHS™
"NHSA06"

"NHS Digital Background
Intellectual Property Rights"

""NHS Digital Responsibilities™

“NIS Regulations”

means the Health and Social Care Act 2012 (as amended);
has the meaning given under section 84 of FOIA;

means any patents, copyright, rights in and to inventions,
trademarks, service marks, design rights, registered
designs, know-how, database rights, moral rights, rights in
get-up, goodwill and the right to sue for passing off, rights
to use, and protect the confidentiality of, confidential
information, confidential formulae and applications for any
of the foregoing, patents, trademarks, registered designs,
copyright, database rights, know-how, trade or business
names (including internet domain names) and other rights
of a similar nature, where registered or unregistered,
existing now or in the future anywhere in the world;

means those members of personnel identified in an agreed
Work Package;

means any applicable act, statute or proclamation or any
delegated or subordinate legislation or regulation; European
Union directive, regulation, decision or law; an enforceable
community right within the meaning of section 2(1)
European Communities Act 1972; a judgment of a relevant
court of law which is a binding precedent in England and
Wales; requirements set by any regulatory body; and any
applicable code of practice, in each case as in England and
Wales;

means in respect of this POSA and agreed Work Packages
the higher of (i) £5,000, (ii) the amount stated in the agreed
Work Package;

means the milestone dates by which certain Objectives and
responsibilities are to be achieved as specified in an agreed
Work Package;

means the National Health Service;
means the National Health Service Act 2006 (as amended);

means (unless otherwise explicitly specified in an agreed
Work Package), the Intellectual Property Rights owned by
NHS Digital or its licensors prior to the commencement of
the Work Package, that will be shared by NHS Digital or
used in the performance of the Work Package, and includes
but is not limited to any Intellectual Property Rights in any
Personal Data shared by NHS Digital and those rights listed
under the heading "NHS Digital Background IPR" in an
agreed Work Package;

means the responsibilities of NHS Digital in respect of the
Services, as set out in an agreed Work Package;

means The Network and Information Systems Regulations
2018 and any guidelines, guidance notes, codes of practice
and codes of conduct issued from time to time by a

POSA template 8.2
© NHS Digital 2020
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""Notice of Dispute™

""Objectives"

""Personal Data"

“Personal Data Breach”

"POSA"

“POSA Expiry Date”

"Process""

""Request for Information"

“Restricted Country”

"'Senior Management Team"*

"Service Recipient Background
Intellectual Property Rights"

""Service Recipient
Responsibilities™

competent authority;

means a written notice served by one party on the other
stating that the party serving the notice believes there is a
dispute;

means the objectives of the parties for the Work Package as
set out in an agreed Work Package;

has the meaning given to it in the Data Protection Laws,
and applies to personal data which is Processed by the
Processor or any sub-contractor on behalf of the Controller
or a Central Government Body pursuant to or in connection
with this POSA,;

means a breach of security leading to the accidental or
unlawful destruction, loss, alteration, unauthorised
disclosure of, or access to, Personal Data transmitted,
stored or otherwise Processed;

means this arrangement and its Schedules as varied or
novated from time to time;

means 31st March 2024;

has the meaning given to it under Data Protection Law and,
for the purposes of this POSA, it shall include both manual
and automatic processing. “Processing” and “Processed”
shall be construed accordingly;

a request for information or an apparent request under the
Code of Practice on Access to Government Information,
FOIA or the Environmental Information Regulations;

means any country which is not (i) a member of the
European Economic Area; (ii) the United Kingdom; nor
(iii) deemed adequate by the European Commission
pursuant to article 25(6) of Directive 95/46/EC or article
45(3) of the General Data Protection Regulation;

means each respective party's senior management team
responsible for the Work Package, the members of which
are set out in an agreed Work Package;

means (unless otherwise explicitly specified in an agreed
Work Package), the Intellectual Property Rights owned by
Service Recipient or its licensors prior to the
commencement of the Work Package, that will be shared
by Service Recipient or used in the performance of the
Work Package, and includes but is not limited to any
Intellectual Property Rights in any Personal Data shared by
Service Recipient and those rights listed under the heading
“ Service Recipient Background IPR” in an agreed Work
Package;

means the responsibilities of Service Recipient in respect of
the Services, as set out in an agreed Work Package;

POSA template 8.2
© NHS Digital 2020
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"'Services"

“Shared Personal Data”

"'Special Category Data""

"'Staff"’

"'Standard Contractual Clauses

"'Sub-Processor"’

“Term"

"Work Package"

means the services described in an agreed Work Package;

means Personal Data which is shared by one party to the
other on a Joint Controller basis;

means Personal Data which falls within the special
categories of data set out in Article 9(1) of GDPR,;

means:

in relation to NHS Digital, all persons employed or
engaged by NHS Digital to perform its obligations under
this POSA and the Work Packages, including any
contractors and subcontractors and person employed or
engaged by such contractor or subcontractors, but for the
avoidance of doubt, excluding Service Recipient and its
contractors, subcontractors and agents;

and

in relation to Service Recipient, all persons employed or
engaged by Service Recipient, to perform its obligations
under this POSA and the Work Packages, including any
contractors and subcontractors and person employed or
engaged by such contractor or subcontractors, but
excluding NHS Digital and its contractors, subcontractors
and agents;

" means the standard contractual clauses for the transfer of
personal data to processors established in third countries
which do not ensure an adequate level of protection as set
out in Commission Decision C (2010) 593 and reference to
the standard contractual clauses shall be to the clauses as
updated, amended, replaced or superseded from time to
time by the European Commission;

has the meaning given to it in paragraphs Error!
Reference source not found. and Error! Reference
source not found. of Schedule 4;

shall have the meaning set out in clause 8.1;

means a description of Services and other details using the
templates included at Schedule 1 (Work Packages), that
shall be agreed by the parties in accordance with the
process set out at clause 3; and

"Working Day" any day other than a Saturday, Sunday or public holiday in
England and Wales.
1.2 In this POSA references to any statute or statutory provision shall, unless the context otherwise

requires, be construed as a reference to that statute or statutory provision as from time to time amended,
consolidated, modified, extended, re-enacted or replaced.

1.3 References to ‘clauses’ are references to the clauses of this POSA, and references to ‘Schedules’ are

references to the Schedules of this POSA.
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14

1.5

1.6

1.7

1.8

2.1

3

3.1

3.2

3.3

3.4

References to ‘days’ are references to calendar days.
The headings in this POSA shall not affect the construction or interpretation of this POSA.

The singular shall include the plural and vice versa.

The words “including”, “other”, “in particular”, “for example” and similar words shall not limit the
generality of the preceding words and shall be construed as if they were immediately followed by the
words “without limitation”.

Unless the context otherwise requires if there is any conflict between the clauses of this POSA and an
agreed Work Package, the conflict shall be resolved so that the content of the relevant Work Package
takes precedence, but it shall only take precedence in relation to that Work Package.

LEGAL STATUS OF THIS POSA
This POSA:

2.1.1 seeks to outline the key principles of the collaboration arrangements agreed between
Service Recipient and NHS Digital in respect of each Work Package;

212 sets out the respective duties, obligations and allocations of risk which have been and shall
be agreed between the parties;

2.1.3 is for the benefit of the parties and is not intended to benefit to, or be enforceable by, any
third party;

2.1.4 with the exception of this clause 2.1.4, clause 2.1.5, clause 6 (Data Protection), Schedule 4
(Data Protection), the elements of an agreed Work Package relating to data protection, and
all associated or referenced definitions, is not intended to be contractually binding in a
court of law nor to give rise to any other legally enforceable rights or obligations, nor does
this document constitute an offer to purchase or to supply services or goods on the terms
set out in this document or at all;

2.15 shall be governed by, and construed in accordance with the laws of England and Wales;
and

2.1.6 together with the Work Packages, represents the entire agreement of the parties relating to
its subject matter.

AGREEING DETAILS OF WORK PACKAGES

During the term, Service Recipient may wish to commission and NHS Digital may agree to deliver
Services. If either party wishes to initiate a Work Package, it shall send to the other party its proposals
using the standard form attached. The receiving party shall then consider the proposal in good faith, and
the parties shall use their best endeavours to agree the basis of the Work Package.

Once the Work Package(s) are executed by both parties, the Work Package(s) together with this POSA
shall form the agreed scope and terms of the arrangement. The parties recognise that a Work Packages
must be executed prior to inclusion under this POSA and/or commencement of the relevant work.

Each Work Package will have a unique identification number which will be allocated by NHS Digital’s
Portfolio Office.

Each Work Package will have a unique Service Recipient reference number which will be allocated by
Service Recipient.
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3.5 The governance regime set out in the Work Package shall apply.
3.6 The parties here agree that:
3.6.1 a Work Package’s term may not exceed the POSA Expiry Date.

3.6.2 NHS Digital shall be entitled to use a third-party supplier, contractor, consultant or sub-
contractor to provide the Services.

3.6.3 unless otherwise agreed in the Work Package, all third-party software licences and
maintenance support necessary to deliver a Work Package will be provided by NHS
Digital, and chargeable to Service Recipient under the Work Package.

4 OBLIGATIONS

4.1 The parties shall work together in good faith throughout the term of the Work Package(s) and shall use
reasonable endeavours to achieve the stated Objectives.

4.2 Service Recipient shall issue such directions and/or requests, as may be required in order to enable
NHS Digital to deliver the Services.

4.3 Unless otherwise specified in the Work Package, Service Recipient remains responsible for the clinical
assurance of its requirements.

4.4 The parties recognise that NHS Digital is not regulated by the Care Quality Commission and is not
authorised to provide regulated activities. NHS Digital shall not be required in a Work Package to
provide regulated activities?.

4.5 SUnless otherwise specified in the Work Package, NHS Digital is providing the Services on behalf of
Service Recipient, and Service Recipient is the responsible manufacturer of any medical device®*. Service
Recipient is responsible for the costs of any processes and procedures as required in law and by the
Medical Health Regulatory Authority associated with the provision of the medical device, and any costs
associated with CE marking.

4.6 Both parties shall, in the POSA and each Work Package, have due regard to the public sector equality
duty, as detailed in the Equality Act 2010, and include in each agreed Work Package details of any
relevant review.

4.7 Service Recipient shall carry out Service Recipient Responsibilities in a timely and professional
manner, using all due skill and care, in accordance with the stated Objectives.

4.8 Service Recipient shall make payments specified in the Work Package in accordance with clause 12
and the payment provisions set out in the Work Package

4.9 Subject to Service Recipient complying with its obligations, NHS Digital shall provide the Services
detailed in the agreed Work Package.

2 The Health and Social Care Act 2008 (Regulated Activities) Regulations 2014 Schedule 1 and Schedule 2.

3 European Parliament and the Council of the European Union (2007) Council Directive 2007/47/EC of 5 September 2007 amending
Council Directive 93/42/EEC concerning medical devices, and European Union Medical Device Regulation 2017/745.

Note definition currently includes - “any .., appliance, software, material or other article, whether used alone or in combination, together
with any accessories, including the software intended by its manufacturer to be used.. to be used specifically for diagnostic and/or
therapeutic purposes and necessary for its proper application.. for the purpose of:.. diagnosis, prevention.. monitoring, treatment, alleviation..
investigation..”

4 as defined in the European Council Directive 90/385/EEC on the approximation of the laws of the Member States relating to active
implantable medical devices
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4.10 Unless otherwise specified in a Work Package the Charges do not include any decommissioning or exit
activities, which, if required, are to be agreed in accordance with clause 9.2.

411 NHS Digital shall carry out the NHS Digital Responsibilities in a timely and professional manner,
using all due skill and care, in accordance with the stated Objectives.

5 STANDARDS

5.1 The parties shall comply with the information governance standards and procedures as set out in the
Work Package.

6 DATA PROTECTION

6.1 The Work Package shall specify the party/ies that is/are the Controller(s) and the party (if any) that is
the Processor for each data set.

6.2 Unless otherwise specified in the Work Package, Schedule 4 (Data Protection) shall apply, as detailed
in the Work Package.

6.3 The parties acknowledge their respective duties under Data Protection Laws and shall give each other
reasonable assistance as appropriate or necessary to enable each other to comply with those duties.

6.4 The parties agree should any Service Recipient security and/or data request involve a change of the
NHS Digital processes, procedures, systems and/or Services, then additional time and materials based
Charges shall apply and shall be subject to agreement by the parties in a further Work Package.

7 INTELLECTUAL PROPERTY RIGHTS

7.1 For each Work Package, the parties shall identify any third-party licences for software or other
materials which are required, and the parties shall agree and record in the Work Package who shall be
responsible for procuring and paying for the licences to such items.

7.2 Unless otherwise specified in an agreed Work Package, all Intellectual Property Rights in deliverables
created by either party under this POSA and the Work Packages shall be owned by NHS Digital.

7.3 Unless otherwise specified in an agreed Work Package and subject to clause 7.5, NHS Digital grants to
Service Recipient a non-exclusive, revocable, royalty-free licence to use any NHS Digital owned
deliverables and the NHS Digital Background Intellectual Property Rights in England as necessary to
receive and benefit from the Services for the term of the relevant Work Package.

7.4 Unless otherwise specified in an agreed Work Package, Service Recipient grants to NHS Digital a non-
exclusive, revocable, royalty-free licence to use any Service Recipient owned deliverables and Service
Recipient Background Intellectual Property Rights in England as necessary for completion and delivery
of the Services during the term of the relevant Work Package.

7.5 Software that is provided by NHS Digital which is licensed to NHS Digital under an open source
licence, is not warranted by NHS Digital, and is licensed to Service Recipient in accordance with the
terms of the relevant open source licence.

7.6 Where either party acquires, by operation of law, title to Intellectual Property Rights that is inconsistent
with the allocation of title set out in clause 7.2 (or the relevant Work Package), it shall assign in writing
such Intellectual Property Rights as it has acquired to the other party promptly upon receipt of a written
request from the other party.

7.7 Unless otherwise specified in an agreed Work Package, and subject to clause 7.5, NHS Digital warrants
to Service Recipient that it owns, or is entitled to grant a licence to use on the terms set out in clause 7.3
to:
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7.8

8.1

8.2

8.3

9.1

9.2

9.3

9.4

7.7.1 the NHS Digital Background Intellectual Property Rights; and
7.7.2 any Intellectual Property Rights developed by NHS Digital during the Work Package.

Service Recipient warrants to NHS Digital that it owns, or can grant a licence on the terms set out in
clause 7.4 to:

7.8.1 Service Recipient Background Intellectual Property Rights; and
7.8.2 any Intellectual Property Rights developed by Service Recipient during the Work Package.
TERM AND TERMINATION

This POSA shall commence on the Commencement Date and shall continue until the POSA Expiry
Date, unless terminated earlier by either party in accordance with clause 8.2 (the “Term”).

Either party shall be entitled to terminate this POSA by giving the other party not less than one months’
prior written notice.

The termination of the POSA shall end either party's ability to agree new Work Packages but shall not
affect the validity of existing Work Packages and the terms of this POSA shall continue to apply to those
Work Packages.

TERMINATION OF A WORK PACKAGE

Unless otherwise specified in the relevant Work Package, either party shall be entitled to terminate an
agreed Work Package by giving the other party not less than six months’ prior written notice.

Service Recipient is responsible for undertaking or procuring all exit and decommissioning activities.
If Service Recipient requires NHS Digital to undertake such activities it shall, as soon as possible
following the service by either party of a notice to terminate any whole or part of any Work Package or
at least one month prior to the expiry of any Work Package, inform NHS Digital and the parties shall
agree an exit management plan which shall detail all obligations, procedure and timings regarding the
termination or expiry and the costs, expenses or other charges which NHS Digital shall receive in respect
of any activities undertaken by it pursuant to such exit management plan or otherwise connected with the
termination of such Work Package.

Following the expiry or termination of an agreed Work Package, each party shall:
9.3.1 make any assignment required by the other party pursuant to clause 7;

9.3.2 cease to use the other party's Confidential Information and shall return or destroy such
Confidential Information (as instructed by the party who owns the Confidential
Information); and

9.3.3 shall make all outstanding payments due to the other party, in accordance with the payment
provisions in the Work Package (if any such provisions are specified in the Work
Package), up to and including the date of termination.

The return of data and Confidential Information shall be a chargeable service payable on a time and
materials basis in accordance with clause 12 (Charges and Payment).

Where Service Recipient terminates an agreed Work Package, it shall be immediately liable for
payment to cover any existing NHS Digital and third-party cost and charge commitments, liabilities or
expenditure (including any associated staffing costs) which represent an unavoidable direct loss to NHS
Digital by reason of the termination of the Work Package, provided that NHS Digital takes all reasonable
steps to mitigate such loss. NHS Digital shall submit a fully itemised and costed list of unavoidable
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9.5

10

10.1

10.2

10.3

10.4

10.5

11

111

11.2

11.3

direct loss which it is seeking to recover from Service Recipient, with supporting evidence, of any losses
reasonably and actually incurred as a result of termination.

For the avoidance of doubt, Service Recipient shall not be liable to NHS Digital for any loss of NHS
Digital’s profit (if any) due to termination of an agreed Work Package, nor for any amount which was
claimable under any NHS Digital commercial insurance policy.

LIMITATION ON LIABILITY

In order to guide the Secretary of State or his appointee in the resolution of any dispute between the
parties and recognising the need to, insofar as possible, act as professional and commercial entities in
their dealings with one another the parties have agreed the following allocation of risk between them.

Subject to clause 10.5, neither party shall be liable to the other party (as far as permitted by law) for
indirect, special or consequential loss or damage in connection with the POSA and Work Packages
which shall include, without limitation, any loss of or damage to profit, revenue, contracts, anticipated
savings, goodwill or business opportunities.

Each party shall at all times take all reasonable steps to minimise and mitigate any loss or damage for
which the relevant party is entitled to bring a claim against the other party pursuant to this POSA and
Work Package.

Subject to clause 10.5, both parties' total aggregate liability:

104.1 in respect of the indemnities given by either party in Schedule 2 is unlimited; and

10.4.2 in respect of all other claims, losses or damages, whether arising from tort (including

negligence), breach of contract or otherwise under or in connection with this POSA shall in
no event exceed the Liability Cap, (other than in respect of a failure to pay any of the
Charges that are properly due and payable and for which the relevant party shall remain
fully liable).

Notwithstanding any other provision of this POSA, neither party limits or excludes its liability for:

10.5.1 fraud or fraudulent misrepresentation;

10.5.2 death or personal injury caused by its negligence;

10.5.3 breach of any obligation as to title implied by statute; or

1054 any other act or omission, liability for which may not be limited under any applicable law.

DISPUTE RESOLUTION PROCEDURE

If a dispute arises between the parties during the term of the POSA in relation to any matter either party
shall be entitled to initiate the Dispute Resolution Procedure by serving a Notice of Dispute on the other
party setting out the nature of and reasons for the dispute.

Upon the initiation of the Dispute Resolution Procedure, in the first instance, the parties will use
reasonable endeavours to resolve the dispute as soon as possible within the local operational
management of each party involved in the Work Package.

Where the dispute cannot be resolved by local operational management of each party involved in the
Work Package within 14 days of service of the Notice of Dispute, either party may refer the matter for
senior management determination. Any dispute referred for senior management determination shall be

considered by a meeting of an equal number of members of each party's Senior Management Team, who
shall meet and seek in good faith to resolve the dispute reasonably.
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114 If any dispute is not resolved within 30 days of the referral of the dispute to the Senior Management
Team, then either party may escalate it for determination to the Secretary of State as set out in section 9
of the NHSAO06 (as amended by the HSCA12).

115 Nothing in this POSA and the Work Packages shall prevent:

1151

1152

either party taking action in any court in relation to any death or personal injury arising or
allegedly arising in connection with the provision of the Services; or

either party seeking from any court any interim or provisional relief that may be necessary
to protect the rights or property of that party or that relates to the safety of patients and
other service users or the security of Confidential Information, pending resolution of the
relevant dispute in accordance with clause 11.3.

12 CHARGES AND PAYMENT

121 The Charges shall be payable from the commencement date specified in the individual Work Package.

12.2 Unless otherwise specified in a Work Package:

1221

12.2.2

12.2.3

1224

NHS Digital shall be entitled to charge reasonable expenses in accordance with its
expenses policy;

the Charges do not include any decommissioning or exit costs, which, if required, are to be
agreed in accordance with clause 9.2;

the payments shall be made monthly in arrears; and
NHS Digital shall invoice Service Recipient within fourteen (14) days of the end of each

calendar month, the Charges in respect of the Services provided in compliance with these
terms in the preceding calendar month.

12.3 The rates and Charges may be increased with effect from 1 April in each year (i) in accordance with
any formula as specified in any agreed Work Package; or (ii) to align to the standard NHS Digital rate
card, (whichever is the higher).

12.4 NHS Digital shall ensure that each invoice contains the following information:

1241

1242

12.4.3

1244

1245

12.4.6

12.4.7

12.4.8

the date of the invoice;

a unique invoice number;

the period for which the invoice relates;

details of the NHS Digital Work Package reference number;
any payments due in respect of the achievement of Milestones;

a contact name and telephone number of a responsible person in NHS Digital's finance
department in the event of any administrative queries;

the banking details for payment to NHS Digital via electronic transfer of funds; and

(if known), the Service Recipient purchase order no.

12.5 Each invoice shall contain such information and be addressed to such individual as Service Recipient
may inform NHS Digital from time to time.
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12.6 The Charges are exclusive of VAT, which, if properly chargeable, Service Recipient shall pay at the
prevailing rate subject to receipt from NHS Digital of a valid and accurate VAT invoice. Such VAT
invoices shall show the VAT calculations as a separate line item.

12.7 Service Recipient shall pay each validly invoiced and undisputed amount in accordance with the
provision of this Work Package within thirty days of receipt of such invoice at the latest. However,
Service Recipient shall use its reasonable endeavours to pay such validly invoiced and undisputed
amounts sooner in accordance with any applicable government prompt payment targets.

12.8 NHS Digital may suspend Services in whole or part for any non-payment by Service Recipient.

13 FREEDOM OF INFORMATION

13.1 Where a party receives a Request for Information associated with this POSA or any Work Package(s)
(the ""Receiving Party™), it shall as soon as reasonably possible, inform the other party (the ""Non-
Receiving Party™).

13.2 The Non-Receiving Party acknowledges that the Receiving Party is subject to the requirements of the
FOIA. The Non-Receiving Party shall assist and co-operate with the Receiving Party to enable it to
comply with its disclosure obligations under the FOIA. The Non-Receiving Party agrees:

13.2.1 that this POSA and any other recorded information held by the Non-Receiving Party on the
Receiving Party’s behalf for the purposes of this POSA are subject to the obligations and
commitments of the Receiving Party under FOIA,;

13.2.2 that the decision on whether any exemption to the general obligations of public access to
information applies to any Request for Information received under FOIA is a decision
solely for the Receiving Party (if this is to whom the request is addressed);

13.2.3 that the Receiving Party, acting in accordance with the codes of practice issued and revised
from time to time under both section 45 of FOIA, and regulation 16 of the Environmental
Information Regulations 2004, may disclose information concerning the Non-Receiving
Party and this POSA either without consulting with the Non-Receiving Party, or following
consultation with the Non-Receiving Party and having taken its views into account; and

13.2.4 to assist the Receiving Party in responding to a Request for Information, by processing
information or environmental information (as the same are defined in FOIA) in accordance
with a records management system that complies with all applicable records management
recommendations and codes of conduct issued under section 46 of FOIA and providing
copies of all information requested by the Receiving Party within 5 working days of that
request and without charge.

14 CONFIDENTIALITY

14.1 Except to the extent set out in this clause or where disclosure is expressly permitted elsewhere in this
POSA, each party shall treat the other party's Confidential Information as confidential and safeguard it
accordingly and shall not disclose the other party's Confidential Information to any other person without
the Confidential Information owner's prior written consent.

14.2 Clause 14.1 shall not apply to the extent that:

14.2.1 such disclosure is a requirement of law placed upon the party making the disclosure,
including any requirements for disclosure under FOIA (as amended), Codes of Practice on
Access to Government Information, on Discharge of Public Authorities' Functions or on
the Management of Records or the Environmental Information Regulations 2004 (as
amended);
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14.3

15

15.1

16

16.1

16.2

16.3

16.4

16.5

17

17.1

14.2.2 such information was in the possession of the party making the disclosure without
obligation of confidentiality prior to its disclosure by the information owner;

14.2.3 such information was obtained from a third party without obligation of confidentiality;

1424 such information was already in the public domain at the time of disclosure otherwise than
by a breach of this POSA; or

14.25 it is independently developed without access to the other party's Confidential Information.

The parties may disclose the Confidential Information received to Staff who are directly involved in the
provision of the Work Package and who need to know the information.  The parties shall ensure that all
Confidential Information received, is held securely, protected against unauthorised use or loss.

PUBLICITY

The parties will not make any announcement or other disclosure concerning the contents of this POSA
except as required by Law or any regulatory authority, without mutual agreement between the parties.
Where such an announcement or disclosure is required, the parties shall work together to ensure that the
publicity statements are coordinated.

CHANGE CONTROL PROCEDURE

Subject to paragraphs 2.11, 3.25 and 4.13 of Schedule 4 if either party wishes to amend any part of this
POSA and / or any Work Package, it shall contact the other party and shall send to them a completed
CCN setting out in writing its proposals for changes to the relevant part of the POSA or relevant Work
Package, along with an explanation of why such changes are mutually desirable and in the interests of
the POSA or relevant Work Package and of the overall Objectives.

Each CCN shall be in the form set out at Schedule 3 (Change Control Note).

Upon receipt of a CCN, the receiving party shall evaluate the CCN, and as appropriate either:

16.3.1 request further information; or

16.3.2 approve the CCN; or

16.3.3 notify the other of the rejection of the CCN; and

16.3.4 if approved, arrange for two copies of the approved CCN to be signed for and on behalf of
NHS Digital and Service Recipient. The signing of the CCN shall signify acceptance of a
change by NHS Digital and Service Recipient.

Once signed by NHS Digital and Service Recipient in accordance with clause 16.3 the change shall be

immediately effective and NHS Digital and Service Recipient shall perform their respective obligations

on the basis of the agreed amendment.

For each CCN agreed, NHS Digital shall allocate a unique number which will be a sub-set of the
allocated Work Package number.

NOTICES

Any notice to be given under this POSA shall be in writing and shall include the POSA reference and
title. All notices must be served by:

17.1.1  either personal delivery or first class recorded post using the details on page 2 of this POSA
and marked FAO: Commercial Department (or such other details as either Party may notify
the others from time to time); or
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17.1.2 by email to:

NHS Digital: NHSDcommercial@nhs.net

Service Recipient: Michelle Sell, Chief Operating Officer — michelle.sell@wales.nhs.uk

and where applicable to the email address provided in sections 3 or 4 (as applicable) of the
relevant Work Package.

17.2 Notices served as above shall be deemed served on the Working Day of delivery provided delivery is
before 5.00 pm on a Working Day. Otherwise delivery shall be deemed to occur on the next Working
Day. An email shall be deemed delivered when sent unless an error message is received.

18 SIGNATURES

18.1 This POSA and each Work Package may be executed in any number of counterparts (including by
electronic transmission), each of which when executed shall constitute an original but all counterparts
together shall constitute one and the same instrument.

18.2 Execution of this POSA may be carried out in accordance with the Electronic Identification and Trust
Services for Electronic Transactions Regulations 2016 (SI 2016/696) and the Electronic
Communications Act 2000. In the event each party agrees to sign this POSA by electronic signature
(whatever form the electronic signature takes) it is confirmed that this method of signature is as
conclusive of each party’s intention to be bound by this POSA as if signed by each party’s manuscript
signature.
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Signed on behalf of NHS Digital

=t

NAME OF AUTHORISED SIGNATORY : Carl Vincent
JOBTITLE : Chief Financial Officer
DATE: 07/01/2022

Signed on behalf of Service Recipient

Uuudroaes

NAME OF AUTHORISED SIGNATORY :
Helen Thomas

JOB TITLE : CEO
DATE: 07/01/2022
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DIGITAL HEALTH AND CARE WALES
BRITISH STANDARD 10008 EXTERNAL AUDIT
UPDATE

Item

Agenda 2.4

Name of Meeting

Digital Governance and Safety Committee

Date of Meeting

18 February 2022

Public or Private

Public

IF PRIVATE: please
indicate reason

N/A

Executive Sponsor

Rhidian Hurle, Executive Medical Director

Prepared By

Darren Reynolds, National Monitoring
Solution Development Manager & Lewis
Moon, Information Governance Assurance
Officer

Presented By

Darren Lloyd, Associate Director for
Information Governance and Patient Safety
and Data Protection Officer

Purpose of the Report

For Noting

Recommendation

The Digital Governance and Safety Committee is being asked to: NOTE the outcomes of the
recent British Standard 10008 external audit held in December 2021.
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BS10008 | British Standard 10008 WCRS | Welsh Care Records Service
WRRS Welsh Results Reporting Service | WCP | Welsh Clinical Portal

1

11

1.2

1.3

SITUATION/BACKGROUND

The Digital Health and Care Wales (DHCW) Information Governance team manages application
of British Standard 10008 (BS10008): Evidential Weight and Legal Admissibility of Electronic
Information. The scope of the standard currently covers the DHCW's national data
repositories, namely the Welsh Care Records Service (WCRS) and Welsh Results Reporting
Service (WRRS). The standard was initially achieved in November 2019, with reaccreditation
granted via annual external audits in 2020 and 2021.

BS10008 outlines best practice for the implementation and operation of electronic information
management systems, including the storage and transfer of information. Achieving BS10008
accreditation allows DHCW to provide our stakeholders with assurances that the information
contained within our national data repositories is reliable, authentic and has appropriate
governance arrangements that follow best practice.

In the British Standard institution’s (BSI) audit, they identify areas for improvement and list as
one of the following, descending in severity: Major Non-Conformity, Minor Non-Conformity,
opportunity for improvement.

The previous external audit (2020) identified one Minor Non-Conformity and two opportunities
for improvement. The findings did not affect re-accreditation due to none of them constituting
a Major Non-Conformity.

The responses to the findings are outlined below. All requirements were planned and
implemented by DHCW Information Governance prior to the December 2021 external audit.

British Standard 10008 External Audit Outcome Page 2 of 6 Authors: Darren Reynolds and Lewis Moon

Approver: Rhidian Hurle
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Minor Non-Conformity 1: - There is no
formal internal audit schedule to define
the audits planned during 2020

Opportunity for Improvement 1:- “The
organisation will need to ensure it can
suitably identify the source of a document
to establish it is an original document
created within the system or a copy of a
document presented to the system
through the scanning process and
accepted as being the original.”

OFI 2:- “The role of information stewards
is currently owned by the management
representative, but it is recognised that
this role will need to be subdivided to
include those responsible and
accountable for the information assets
used by the organisation.”

British Standard 10008 External Audit Outcome
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DHCW Information Governance team implemented an audit
schedule. This covers the Applications and Teams that govern
and impact WCRS & WRRS, such as the WCP Team and National
Operational Database (NOD) Team, as part of the BS10008
internal audit process. This schedule of six sessions with formal
audit with reports created and signed off. The BS10008 team
will align further with a centralised audit schedule in
development by the DHCW Quality Improvement Team.
Continuous Self Assessments focusing on BS10008 have been
conducted via the organisation’s Quality Improvement Action
List.

A data standard has been published which mandates the
requirement for standardised metadata to be attached to all
forms stored in WCRS — see Data Standard Change Notice
(DSCN) 2020 / 20. This standard is published and
implementation within the organisation is underway, with a
compliance deadline of April 2022.

Relevant personnel have been identified and trained as
Information Asset Owners and Controllers of the Asset
Register. As part of this training the role of Information
Steward has been instigated. More specifically, all trainees
were provided with Information Steward specific instruction
and context on the BS10008 Standard.
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2 SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

2.1  On December 13th, 2021, DHCW completed its most recent external audit. The report
concluded the audit objectives have been achieved and the certificate scope remains
appropriate. Whilst no non-conformities were identified two opportunities for improvement
were outlined. These small improvements will be incorporated into 2022’s programme of work
for BS10008. The next assessment will be held in November 2022.

3 KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

3.1 Despite not raising any Major or Minor Non-Conformities, BSI have identified the following
opportunities for improvement.

Opportunity for improvement 01

Finding 2144227-202112-T1 Certificate EIMS 707512
Reference Reference

Certificate

standard BS 10008:2014 Clause 9.3

Location 0047717324-000

reference

Assessment

N 3288270

Category Opportunity for Improvement

Area/process: System Governance

The management review provides feedback to the management team,
however the references to BS 10008 are limited and to prevent future

Details - . . .
nonconformities, the inclusion of more references to BS 10008 will be
helpful,
British Standard 10008 External Audit Outcome Page 4 of 6 Authors: Darren Reynolds and Lewis Moon

Approver: Rhidian Hurle
INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY

49/247



5/6

0

Q lechyd a Gofal
% ,!Agu Digidol Cymru
Digital Health

\bl Al_L|ES§ and Care Wales

5

Opportunity for improvement 02

Finding 2144227-202112-12 Certificate EIMS 707512
Reference Reference

Certificate

Standard BS 10008:2014 Clause 9.2

Location 0047717324-000

reference

Assessment

Number 3288270

Category Opportunity for Improvement

Area/process: System Governance

Details Internal audits undertaken by the Quality and regulatory team do not yet

include audits against BS 10008,

3.2 Opportunity for improvement 01 recommends that visibility be given to BS10008 within the
Quality team’s reporting functions. At the time of the external audit, BS10008 was not included
within the organisation’s Standards Reporting for November 2021 due to the reports still
expanding to incorporate all standards. It was however included in December 2021.

3.3  Opportunity for improvement 02 recommends the BS10008 Internal Audit schedule be
incorporated into the Quality Team’s new centralised Standard Audit schedule. This will be
implemented once an internal audit schedule has been set for 2022 by the Information
Governance team.

4 RECOMMENDATION

4.1 The Digital Governance and Safety Committee is being asked to:
NOTE the outcomes of the recent British Standard 10008 external audit held in December
2021.

5 IMPACT ASSESSMENT

STRATEGIC OBJECTIVE Mobilising digital transformation and ensuring high quality health and
care data

CORPORATE RISK (ref if appropriate)

WELL-BEING OF FUTURE GENERATIONS ACT | A healthier Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS BS 10008

British Standard 10008 External Audit Outcome Page 5 of 6 Authors: Darren Reynolds and Lewis Moon
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If more than one standard applies, please list below:

HEALTH CARE STANDARD

N/A

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT  Pate of submission: N/A

No, (detail included below as to reasoning)

‘Outcome: N/A

Statement: N/A

APPROVAL/SCRUTINY ROUTE:

Person/Committee/Group who have received or considered this paper prior to this meeting

COMMITTEE OR GROUP

DATE OUTCOME

IMPACT ASSESSMENT

QUALITY AND SAFETY
IMPLICATIONS/IMPACT

No, there are no specific quality and safety implications
related to the activity outlined in this report.

LEGAL
IMPLICATIONS/IMPACT

No, there are no specific legal implications related to the
activity outlined in this report.

FINANCIAL
IMPLICATION/IMPACT

No, there are no specific financial implication related to the
activity outlined in this report

WORKFORCE
IMPLICATION/IMPACT

No, there is no direct impact on resources as a result of the
activity outlined in this report.

SOCIO ECONOMIC
IMPLICATION/IMPACT

No. there are no specific socio-economic implications related
to the activity outlined in this report

British Standard 10008 External Audit Outcome Page 6 of 6 Authors: Darren Reynolds and Lewis Moon
Approver: Rhidian Hurle
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DIGITAL HEALTH AND CARE WALES
APPROPRIATE POLICY DOCUMENT

Agenda 2.5
Item

Name of Meeting Digital Governance and Safety Committee

Date of Meeting 18 February 2022

Public or Private Public

IF PRIVATE: please | N/A
indicate reason

. Rhidian Hurle, Medical Director and Caldicott

Executive Sponsor .

Guardian

Marcus Sandberg, DHCW Information
Prepared By

Governance

Darren Lloyd, Associate Director for
Presented By Information Governance and Patient Safety

and Data Protection Officer

Purpose of the Report For Assurance

Recommendation

The Digital Governance and Safety Committee is being asked to:
RECEIVE the Appropriate Policy Document for ASSURANCE
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DHCW Digital Health and Care Wales | UK GDPR | UK General Data Protection Regulation
DPA 2018 | Data Protection Act 2018 APD Appropriate Policy Document
1 SITUATION/BACKGROUND
1.1  As part of Digital Health and Care Wales’ (DHCW) statutory and corporate functions, we

1.2

2.1

3.1

process special category data and criminal offence data in accordance with the requirements
of Article 9 and 10 of the UK General Data Protection Regulation (‘UK GDPR’) and Schedule 1 of
the Data Protection Act 2018 (‘DPA 2018’).

Some of the Schedule 1 conditions for processing special category and criminal offence data
require us to have an Appropriate Policy Document (‘APD’) in place, setting out and explaining
our procedures for securing compliance with the principles in Article 5 of the UK GDPR; for
example, policies regarding the retention and erasure of such personal data.

SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

An Appropriate Policy Document has been developed to meet the requirement under the DPA
2018 for an APD (Appendix A). This has been developed by the DHCW Information Governance
team to ensure we meet the requirement for an APD and approved by Rhidian Hurle in his
capacity as Medical Director and Caldicott Guardian

KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

Under “Principle (e): storage limitation”, the APD requires DHCW to reference retention
periods. The current Welsh Health Circular on managing records in NHS Wales (WHC(2000)71)
is over 21 years old and not suitable for the digital environment in which DHCW and other NHS
Wales stakeholders operate. Welsh Government is currently considering the adoption of the
more recent Records Management Code of Practice published by NHSX in December 20211, As

1 https://www.nhsx.nhs.uk/media/documents/NHSX Records Management CoP V7.pdf

Appropriate Policy Document

Author: Marcus Sandberg
Approver: Rhidian Hurle
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an interim measure, the proposal is for DHCW to work to the principles of the code. The APD
will be reviewed annually and will be revised should this change.

4 RECOMMENDATION

4.1 The Digital Governance and Safety Committee is being asked to RECEIVE the Appropriate Policy
Document for ASSURANCE.

5  IMPACT ASSESSMENT

STRATEGIC OBJECTIVE [Development of the new Digital Organsation

CORPORATE RISK (ref if appropriate) ‘

WELL-BEING OF FUTURE GENERATIONS ACT ‘ A healthier Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS N/A

If more than one standard applies, please list below:

HEALTH CARE STANDARD N/A

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT  [Date of submission: 02/02/2022
Yes, applicable ‘Outcome: No Impact
Statement: No impact.

Workforce EQIA page

APPROVAL/SCRUTINY ROUTE:

Person/Committee/Group who have received or considered this paper prior to this meeting
COMMITTEE OR GROUP DATE OUTCOME

Appropriate Policy Document

Author: Marcus Sandberg
Approver: Rhidian Hurle
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IMPACT ASSESSMENT

QUALITY AND SAFETY
IMPLICATIONS/IMPACT

No, there are no specific quality and safety implications
related to the activity outlined in this report.

LEGAL
IMPLICATIONS/IMPACT

Yes, please see detail below

DHCW are required by law to have an Appropriate Policy
Document. This document sets out this requirement.

FINANCIAL
IMPLICATION/IMPACT

No, there are no specific financial implication related to the
activity outlined in this report

WORKFORCE
IMPLICATION/IMPACT

No, there is no direct impact on resources as a result of the
activity outlined in this report.

SOCIO ECONOMIC
IMPLICATION/IMPACT

No. there are no specific socio-economic implications related
to the activity outlined in this report

Appropriate Policy Document

Author: Marcus Sandberg
Approver: Rhidian Hurle
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6 APPENDIX A—APPROPRIATE POLICY DOCUMENT

DIGITAL HEALTH AND CARE WALES
APPROPRIATE POLICY DOCUMENT

This Policy Statement sets out the Appropriate Policy Document for
Digital Health and Care Wales

Document Version

V1.0

Status

Approved

Appropriate Policy Document

Document author:

Darren Lloyd, Associate Director for
Information Governance and Patient
Safety and Data Protection Officer

Approved by:

Rhidian Hurle, Medical Director and
Caldicott Guardian

Date approved:

31/01/2022

Review date:

31/02/2022

Author: Marcus Sandberg
Approver: Rhidian Hurle
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TY GLAN-YR-AFON 21 Heol Ddwyreiniol Y Bont-Faen, Caerdydd CF11 9AD

TY GLAN-YR-AFON 21 Cowbridge Road East, Cardiff CF11 9AD

STRATEGIC OBJECTIVE Development of the new digital organisation

WELL-BEING OF FUTURE GENERATIONS ACT | A healthier Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS

N/A

If more than one standard applies, please list below:

HEALTH CARE STANDARD

N/A

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT  Pate of submission: 02/02/2022

Yes, applicable

‘Outcome: Approved.

Statement:

PUBLIC POLICY EXCEMPTION STATEMENT  [Choose an item.

Choose an item.

APPROVAL/SCRUTINY ROUTE:

Person/Committee/Group who have received or considered this paper prior to this meeting

COMMITTEE OR GROUP

DATE

OUTCOME

Digital Governance and Safety
Committee

18/02/2022

Appropriate Policy Document

Author: Marcus Sandberg
Approver: Rhidian Hurle
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IMPACT ASSESSMENT

QUALITY AND SAFETY
IMPLICATIONS/IMPACT

No, there are no specific quality and safety implications
related to the activity outlined in this report.

LEGAL
IMPLICATIONS/IMPACT

Yes, please see detail below

DHCW are required by law to have an Appropriate Policy
Document. This document sets out this requirement.

FINANCIAL
IMPLICATION/IMPACT

No, there are no specific financial implication related to the
activity outlined in this report

WORKFORCE
IMPLICATION/IMPACT

No, there is no direct impact on resources as a result of the
activity outlined in this report.

SOCIO ECONOMIC
IMPLICATION/IMPACT

No. there are no specific socio-economic implications related
to the activity outlined in this report

Appropriate Policy Document

Author: Marcus Sandberg
Approver: Rhidian Hurle
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Author’s Name: Darren Lloyd
Associate Director for Information Governance and Patient Safety and
Role: . .
Data Protection Officer
Signature: Date:
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8 SCOPE

As part of Digital Health and Care Wales’ (DHCW) statutory and corporate functions, we process
special category data and criminal offence data in accordance with the requirements of Article 9
and 10 of the UK General Data Protection Regulation (‘UK GDPR’) and Schedule 1 of the Data
Protection Act 2018 (‘DPA 2018’).

Some of the Schedule 1 conditions for processing special category and criminal offence data require
us to have an Appropriate Policy Document (‘APD’) in place, setting out and explaining our
procedures for securing compliance with the principles in Article 5 of the UK GDPR; for example,
policies regarding the retention and erasure of such personal data.

This policy covers both DHCW's responsibility for health and corporate data and has been
developed to meet the requirement under the DPA 2018 for an APD.

9  DEFINITION OF SPECIAL CATEGORY DATA AND CRIMINAL OFFENCE DATA

9.1 Special category data

Special category data is defined by Article 9(1) of the UK GDPR as “personal data revealing”:
e Racial or ethnic origin;
e Political opinions;
e Religious or philosophical beliefs;
e Trade union membership;
e Genetic data;
e Biometric data for the purpose of uniquely identifying a natural person;
e Data concerning health; or

Appropriate Policy Document Page 10 of 15 Author: Marcus Sandberg
Approver: Darren Lloyd
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e Data concerning a natural person’s sex life or sexual orientation.

9.2 Criminal conviction data

Article 10 of the UK GDPR covers processing in relation to criminal convictions and offences or
related security measures. In addition, section 11(2) of the DPA 2018 specifically confirms that this
includes personal data relating to the alleged commission of offences or proceedings for an offence
committed or alleged to have been committed, including sentencing. This is collectively referred to
as ‘criminal offence data’.

10 DESCRIPTION OF DATA PROCESSED
Our privacy notice and staff privacy notice provide details of the type of information we process.

DHCW is a statutory body established under the Digital Health and Care Wales (Establishment and
Membership) Order 2020 with a range of functions relating to the development and management
of digital platforms and services, the collection and analysis of health service data and the provision
of advice and guidance regarding the improvement of such services. We also have our own
corporate responsibilities that involve the processing of personal data about staff and others.

Our role requires us to process a range of information about citizens in Wales who receive care and
treatment from the NHS and other health and care providers. This includes information about
people’s physical and mental health, religious beliefs and sexual orientation, as well as genetic data.

We may process information about criminal convictions, offences or alleged offences; for example
where it relates to our own staff, users of the systems we host or manage (for example disclosure
of information to support investigations into alleged fraud), and citizens (for example where such

information is recorded on national health and care systems as part of safeguarding measures).

We process information about our employees’ trade membership; for example, to ensure
subscription fees are deducted appropriately as part of the payroll process and to help trade union
representatives facilitate the co-ordination of activities like annual meetings, which requires the use
of our IT systems.

11 SCHEDULE 1 CONDITION FOR PROCESSING

We may process special categories of data under any of the conditions provided by Article 9 of the
UK GDPR. We process data relating to criminal convictions and offences in line with Article 10 of the
UK GDPR. We must also comply with Schedule 1 of the DPA 2018, which requires an APD in certain
circumstances. Those circumstances are set out below.

Taking into account the categories and types of specifical category data and data about criminal

Appropriate Policy Document Page 11 of 15 Author: Marcus Sandberg
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offences we process, the following Schedule 1 conditions are relevant?:

Part 1 of Schedule 1
Paragraph 1, employment, social security and social protection.

Part 2 of Schedule 1

Paragraph 6, statutory purposes etc.

Paragraph 8, equality of opportunity or treatment.

Paragraph 9, racial and ethnic diversity at senior levels of organisations.

Paragraph 10, preventing or detecting unlawful acts.

Paragraph 11, protecting the public against dishonesty etc.

Paragraph 12, regulatory requirements relating to unlawful acts and dishonesty etc.
Paragraph 14, preventing fraud.

Paragraph 15, suspicion of terrorist financing or money laundering.

Paragraph 16, support for individuals with a particular disability or medical condition.
Paragraph 18, safeguarding of children and of individuals at risk.

Paragraph 19, safeguarding of economic well-being of certain individuals.
Paragraph 21, occupational pensions.

Paragraph 24, disclosure to elected representatives

12 OUR COMPLIANCE WITH THE DATA PROTECTION PRINCIPLES

12.1 Accountability principle

We have put in place appropriate technical and organisational measures to meet the requirements
of accountability. These include:
e The appointment of a Data Protection Officer who reports directly to our highest
management level.
e A governance structure that includes a committee which provides our Board with assurance
that DHCW is meeting its data protection responsibilities.
e Taking a ‘data protection by design and default’ approach to our activities.
e Maintaining documentation of our processing activities.
e Adopting and implementing data protection policies and ensuring we have written contracts
in place with our data processors.
e Implementing appropriate organisational and technical security measures in relation to the
personal data we process.
e Carrying out data protection impact assessments for our high-risk processing.

We regularly review our accountability measures and update or amend them when required.

2 Only conditions that may be relevant to DHCW AND which do require an APD have been included.

Appropriate Policy Document Page 12 of 15 Author: Marcus Sandberg
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Principle (a): lawfulness, fairness and transparency
We identify and record our lawful basis for processing personal data.

We provide clear and transparent information about why we process personal data including our
lawful basis for processing in our privacy notice, staff privacy notice and this policy
document.

We have processes in place that allow proposals to uses of personal data for secondary purposes to
be considered objectively.

Principle (b): purpose limitation

If we are sharing data with another controller, we will document that they are authorised by law to
process the data for their purpose using data protection impact assessment, data sharing
agreements and/or processing agreements, as required and appropriate.

We will not process personal data for purposes incompatible with the original purpose it was
collected for unless there is another lawful basis or exemption that allows us to do so.

Principle (c): data minimisation

We collect personal data necessary for the relevant purposes and ensure it is not excessive. The
information we process is necessary for and proportionate to our purposes. Where personal data is
provided to us or obtained by us, but is not relevant to our stated purposes, we will erase it.

Principle (d): accuracy

Where we become aware that personal data is inaccurate or out of date, having regard to the
purpose for which it is being processed, we will take every reasonable step to ensure that data is
erased or rectified without delay. If we decide not to either erase or rectify it, for example because
the lawful basis we rely on to process the data means these rights don’t apply, we will document
our decision.

We contribute to the accuracy of national health service data by maintaining systems that compile
demographic data of citizens in Wales. We use a national electronic staff record to maintain
accurate information about our staff.

Principle (e): storage limitation

All special category data processed by us for the purpose of employment or substantial public
interest is, unless retained longer for archiving purposes, retained for the periods set out in set put
in the Records Management Code of Practice 2021 — a guide to the management of health and care
records. We determine the retention period for this data based on our legal obligations and the
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necessity of its retention for our business needs. Our retention schedule is reviewed regularly and
updated when necessary.

Principle (f): integrity and confidentiality (security)

Electronic information processed within our secure network is subject to appropriate controls and
standards. Hard copy information is processed in line with our security procedures, which includes a
requirement for secure disposal. Where electronic information processed by third parties on our
behalf — for example where we use cloud-based solutions or third-party data centres — we will
undertake due diligence to ensure they apply appropriate controls and standards. Any processing
by third parties is under contract.

Electronic systems and physical storage facilities have appropriate access controls applied; for
example, user authentication and role-based access for electronic systems and secure building

access and CCTV for the physical environment.

The systems we use to process personal data allow us to erase or update personal data where
appropriate.

13 DEFINITIONS

TERM DEFINITION

DHCW Digital Health and Care Wales

UK GDPR UK General Data Protection Regulation
DPA 2018 Data Protection Act 2018

APD Appropriate Policy Document

14 REVIEW DATE

This policy statement will be reviewed annually or revised more frequently if necessary.

15 EQUALITY IMPACT ASSESSMENT

This policy has been subject to an equality assessment.

Following assessment, this policy was not felt to be discriminatory or detrimental in any way with
regard to the protected characteristics, the Welsh Language or carers.
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16 REFERENCES

DOCUMENT VERSION

DHCW Establishment and Functions Digital Health and Care
Wales: establishment and
functions | GOV.WALES
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DIGITAL HEALTH AND CARE WALES
HEALTH & CARE STANDARDS ASSESSMENT
2021/22

Agenda 2.6
Item

Name of Meeting

Digital Governance and Safety Committee

Date of Meeting

18 February 2022

Public or Private

Public

IF PRIVATE: please
indicate reason

N/A

Executive Sponsor

Chris Darling, Board Secretary

Prepared By

Julie Ash, Head of Corporate Services

Presented By

Julie Ash, Head of Corporate Services

Purpose of the Report

For Assurance

Recommendation

The Digital Governance and Safety Committee is being asked to RECEIVE the Health and Care
Standards Annual Assessment for 2012/22 for ASSURANCE.

TY GLAN-YR-AFON 21 Heol Ddwyreiniol Y Bont-Faen, Caerdydd CF11 9AD

TY GLAN-YR-AFON 21 Cowbridge Road East, Cardiff CF11 9AD
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DHCW | Digital Health & Care Wales SHA Special Health Authority
WCP Welsh Clinical Portal SOs Standing Orders
SFls Standing Financial Instructions IG Information Governance
NIIAS | National Intelligent Integrated WASPI | Wales Accord for Sharing of Personal
Audit Solution Information
WCDR | Welsh Clinical Data Repository DPO Data Protection Officer

1  SITUATION/BACKGROUND

1.1 The Health and Care Standards Wales 2015 set out the requirements for the delivery of health
care in Wales at every level and in every setting. The standards have been designed to fit the
seven themes of the NHS Outcomes and Delivery Framework and establish a basis for improving
the quality and safety of healthcare services, by providing a framework to identify strengths and
areas for improvement.

1.2 The seven themes collectively describe how a service provides high quality, safe and reliable
care, centred on the person. Person centred care is positioned in the centre of illustration and
the dependence on good governance, leadership and accountability is illustrated by placing
them around the seven themes. The seven themes are (supported by an overarching
Governance, Leadership and Accountability Standard) are:

= Staying Healthy
= Safe Care

= Effective Care

= Dignified Care
=  Timely Care

» |ndividual Care
=  Qur Staff

1.3 The Audit and Assurance Committee received the Health and Care Standards Annual Assessment
in January 2022 and it has been deemed appropriate for it also to be shared with the Digital
Governance and Safety Committee to enable members to have sight of achievements and
improvement actions for standards that fall under their remit, namely:

Standard Title

3.1 Safe and Clinically Effective Care

33 Quality Improvement, Research and Innovation

3.4 Information Governance and Communications Technology
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3.5 Record Keeping
6.3 Listening and Learning from Feedback

2 SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

2.1 Self-Assessment ratings are categorised as follows:

2 3 4

We are aware of the We are developing We have well
improvements that need plans and processes developed plans
to be made and and can and processes can
have prioritised them, demonstrate demonstrate

but are not yet able to progress with some sustainable
demonstrate meaningful of our key areas for improvement
action. improvement throughout

the organisation /
business

2.2 Leads for each standard were identified and assessment undertaken which were subject to
review by the relevant Director Lead and the Risk Management Group. Assessment scores,
achievements throughout the year and improvement actions for the next year are summarised
in the tables below:

Score 2020/21 Corporate Score
2021/22
3
Std O Governance 0 Governance

Our Achievements:

= Successful launch of DHCW, with SOs/SFlIs and essential Policies approved at the inaugural Board
Meeting on 1 April 2021

= The establishment of a robust Planning and Performance Management functions, supported by a
team led by the Chief Operating Officer and the organisation-wide Planning and Performance
Management Group (PPMG)

= Delivering the business of the Board and associated Committees and Advisory Groups virtually

= Virtual and Hybrid Board Development Programme to embed and develop the new Board

Our Priorities and Aims 2022/23

= Toimplement a new structure as a result of re-organisation following appointment of two further
Executive Director Roles and three Board level Director roles (August 2022)

= To provide a Programme of Board Development and Board Briefing Sessions throughout 2022/23
(March 2023)

= |mplementation of the Risk and Board Assurance Framework Strategy including the new risk
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appetite across the organisation (May 2022)
= Development of the Governance Assurance Framework and implementation across the organisation
(April 2022)

. Score 2020/21 Corporate Score
41'&\qu heé\[‘ﬂ«y 2021/22
4 4
Std 1.1 Health Promotion 1 Staying Healthy

Our Achievements:

= During Covid-19, continued to support staff working remotely and updated Covid-19 support pages
= Re-certification of BS76000 Valuing People Standard

= Corporate Health Standard Status Check

Our Priorities and Aims 2022/23

= Achievement of the new Healthy Working Wales Wellbeing Standard (December 2022)

= |mplementation of new model of working by April 2022, to become a more attractive and flexible
employer of choice (May 2022)

Score Corporate Score
44‘[:& Core 2020/21 2021/22
Std 2.1 Managing Risk and H&S _ 4
Std 2.2 Preventing Pressure Damage N/A N/A
Std 2.3 Falls Prevention N/A N/A
Std 2.4 Infection Prevention and Control
Std 2.5 Nutrition and Hydration N/A N/A
Std 2.6 Medicines Management N/A N/A
Std 2.7 Safeguarding N/A N/A
Std 2.8 Blood Management N/A N/A
Std 2.9 Medical Devices, Equipment and Systems 3 4

2.1 Managing Risk and Promoting Health & Safety

2.4 Infection Prevention and Control (IPC) and Decontamination

2.9 Medical Devices Equipment and Diagnostic Systems

Our Achievements:

= Development of a Risk and Board Assurance Framework for DHCW

= Development of an Organisation-wide Risk Appetite

=  Appointment of a Water Safety Consultant and establishment of a DHCW Water Safety Group

= Maintained compliance of organisation led testing at all sites

= Putin place controls in our office in response to the Covid-19 Pandemic and Welsh Government
Guidance to ensure that our offices remain Covid-19 secure enabling some on-site presence where
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required

Formation of the Medical Devices and Alerts Group

Development of a defined projects strategy and plan of implementation to ensure compliance with
Medical Devices Regulations

Our Priorities and Aims 2022/23

Undertake and publish Business Impact Analyses for all DHCW Teams (June 2022)

Upgrade to new Datix Cloud (Risk and Incident Management System) as part of Once for Wales
Programme (December 2022)

Appoint Corporate Services Estates Officer for the North Wales region (April 2022)

Plan testing of plant systems and equipment (April 2022)

Review and confirm future Estate footprint (June 2022)

Work across the organisation to integrate Medical Devices Regulations at departmental level and
educating on cultural impact (Ongoing activity to March 2023 and beyond)

éF-Fecﬁve Coare Score Corporate Score

2020/21 2021/22

Std 3.1 Safe and clinically Effective Care
Std 3.2 Communicating Effectively

1

Std 3.3 Quality Improvement, Research and 4 4
Innovation

Std 3.4 IG and Technology 4 4
Std 3.5 Record Keeping 4 4

3.1 Safe and Clinically Effective Care

3.2 Communicating Effectively

3.3 Quality Improvement, Research and Innovation

3.41G and Technology

3.5 Record Keeping

Our Achievements:

Robust National Informatics Assurance process and Clinical Risk Management processes has helped
to deliver key pandemic response electronic systems

In April 2021 we became a Special Health Authority, Digital Health and Care Wales. We worked to
set up open and effective communications to enable the new Board to hold virtual Board Meetings
with the ability for the Public to access the meetings

We continued to provide communications through all our channels in the appropriate format and
language

Collaboration across healthcare and with academia and industry has been maintained

Networked Data Labs Wales have published co-authored reports on Shielded Patients during Covid-
19 and Children and Young People’s access to Mental Health Services during Covid-19

Creation of an IG Framework for Wales (supporting Primary and Secondary Care) — |G Toolkit,
National Intelligent Integrated Audit Solution (NIIAS), Data Protection Officer (DPO) Service for GP,
support for Wales Information Governance Board and Wales IG Management Advisory Group
Maintaining the Wales Accord for Sharing of Personal Information (WASPI)

Development of Welsh Clinical Portal (WCP) and its implementation has increased significantly over
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the last year

Our Priorities and Aims 2022/23

= |ncrease the inclusion of Clinical Professionals on the safe design and implementation of clinical
systems in the areas of Mental Health, Maternity, Nursing and other specialist areas (April 2022)

= Raising awareness and understanding of the role and products of DHCW with Stakeholders, including
NHS Staff, Patients and Public and also raising awareness of the Board and SHA Governance model
(Ongoing activity)

= Build and grow the reputation of DHCW with all our Stakeholders and continue providing open,
effective and accessible communications to NHS Staff, Patients and Public (Ongoing Activity)

= Strengthen research, improvement and innovation as part of the organisation’s objectives (June
2022)

= Development and embedding of Data Strategy (September 2022)

= Maintain the IG Framework in support of the Covid-19 pandemic — to include the technical support
for the Test, Trace and Protect WG Strategy — examples include roll-out of the Wales Immunisation
System (WIS) and Track and Trace System (April 2022)

= Expending BS10008 Standard to bring in Welsh Clinical Data Repository (WCDR) (April 2022)

Score Corporate Score
2020/21 2021/22
Std 4.1 Dignified Care N/A N/A
Std 4.2 Patient Information N/A N/A
Not Applicable to DHCW
= Score Corporate Score
Timely care 2020/21 2021/22
N/A N/A
Std 5.1 Timely Access
Not Applicable to DHCW
- Score Corporate Score
Inclividual care 2020/21 2021/22
Std 6.1 Promote Independence N/A N/A
Std 6.2 Peoples Rights 3 4

Std 6.3 Learning from Feedback _ 4

6.2 Peoples Rights
6.3 Listening and Learning from Feedback

Our Achievements:

=  People and OD Strategy implemented which includes Diversity and Inclusion Workstream and aligned
to Wellbeing of Future Generation Act (WBFGA) and maintenance of BS 76000 Standard

= Launch of Yammer to enable social groups to be formed

= (Creation of a Shared Listening and Learning Framework to be overseen by the SHA Board

= Establishment of Patients and Public Assurance Group and Stakeholder Networks for Digital Services
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for Patients and the Public and user research activity has commenced

Our Priorities and Aims 2022/23

= |mplementation of Diversity and Inclusion Forum and Strategy (June 2022)

= Delivery of Equality Training (April 2022)

= NHS App to be made available for the Patients and Public in Wales (May 2022)

= Review of the Shared Listening and Learning Framework (April 2022)

= Updating the Putting Things Right Regulations to include SHAs (December 2022)

= Strengthening the DHCW Incident and Learning Review Group’s reach and embedding the learning
across the organisation (March 2023)

= Further develop processes for recording and acting upon Stakeholder Feedback (June 2022)

Score Corporate Score
v stAat 2020/21 2021/22

Std 7.1 Workforce 4 4

7.1 Workforce

Our Achievements:

=  Procurement of e-learning platform

= Apprentice recruitment and appointment of Finance and Management Graduate Trainees
= Delivery of Management Programmes and Workforce Planning Training

Our Priorities and Aims 2022/23

= To continue to progress e-learning platform and deliver an internal training programme

= To progress partnerships with academic institutions and increase number of placements and work
experience opportunities in the organisation

= Workforce Planning
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3 KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

3.1 Improvement actions identified from the self-assessment will be included within the DHCW
Health & Care Standards improvement plan and monitored by the Risk Management Group with
reports at mid and end year.

3.2 This assessment will be shared with the Digital Governance and Safety Committee to enable
scrutiny of performance and plans for standards under its remit.

3.3 A comprehensive update report will be provided to the relevant DHCW Committee at the end
of the period with the next annual submission.

4 RECOMMENDATION

4.1 The Digital Governance and Safety Committee is being asked to RECEIVE the Health and
Care Standards Annual Assessment for 2012/22 for ASSURANCE.

5 IMPACT ASSESSMENT

STRATEGIC OBJECTIVE All Objectives apply

CORPORATE RISK (ref if appropriate) Not applicable

WELL-BEING OF FUTURE GENERATIONS ACT \ Choose an item.
All Wellbeing Goals apply

DHCW QUALITY STANDARDS 1SO 9001
ISO 14001, BS 10008, BS 76000, ISO 20000

HEALTH CARE STANDARD Governance, leadership and acccountability
This report covers all Health and Care Standards applicable to DHCW

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission: N/A

No, (detail included below as to reasoning) ‘Outcome: N/A

Statement: EQIA not required
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APPROVAL/SCRUTINY ROUTE:

Person/Committee/Group who have received or considered this paper prior to this meeting

COMMITTEE OR GROUP DATE OUTCOME
Risk Management Group 3rd December 2021 Approved
Management Board 16t December 2021 Approved

Audit & Assurance Committee

18t January 2022 Received for Assurance

IMPACT ASSESSMENT

QUALITY AND SAFETY

Yes, please see detail below

IMPLICATIONS/IMPACT

The assessment considers if services are provided in a high
guality and safe manner

LEGAL

Yes, please see detail below

IMPLICATIONS/IMPACT

Some standards require compliance with legislation such as
Infection Control and Medical Devices

FINANCIAL
IMPLICATION/IMPACT

No, there are no specific financial implication related to the
activity outlined in this report

WORKFORCE

Yes, please see detail below

IMPLICATION/IMPACT

The Standards consider equality, the safety of the workforce
and workforce activity

SOCIO ECONOMIC

IMPLICATION/IMPACT

No. there are no specific socio-economic implications related
to the activity outlined in this report

Page 9 of 9

INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY

Author: Julie Ash
Approver: Chris Darling

75/247


https://informatics.wales.nhs.uk/EngD/WrkOrgDev/WForce/EQIA/Forms/AllItems.aspx
https://gov.wales/socio-economic-duty-scrutiny-framework-html

1/13

DIGITAL GOVERNANCE AND SAFETY COMMITTEE MEETING - PUBLIC

13:00 to 16:00

MS Teams

/'Q\ Gl lechyd a Gofal

-y, CYMRU Digid0| Cymru

a*'/b S Digital Health
WALES

and Care Wales

MINUTES, DECISIONS & ACTIONS TO BE TAKEN

15/11/2021

Chair

Sian Doyle

Present (Members)

Initials Title

Organisation

Sian Doyle SD Independent Member, Chair of the Digital DHCW
Governance and Safety Committee
Rowan Gardner RG Independent Member, Vice Chair of the DHCW
Digital Governance and Safety Committee
David Selway DS Independent Member DHCW
Rhidian Hurle RH Executive Medical Director DHCW
Carwyn Lloyd Jones Ccu Director of Information and DHCW
Communication Technology
Rachael Powell RP Deputy Director of Information DHCW
Chris Darling CcD Board Secretary DHCW
Darren Lloyd DL Head of Information Governance DHCW
Jamie Graham JG Head of Cyber Security DHCW
In Attendance Initials | Title Organisation
Julie Ash JA Head of Corporate Services DHCW
Sophie Fuller SF Corporate Governance and Assurance Manager DHCW
Laura Tolley LT Corporate Governance Co-ordinator (Secretariat) DHCW

Unconfirmed minutes for the:
Digital Governance & Safety Committee 15 November 2021
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James Quance JQ Head of Internal Audit DHCW
David Murphy DM Senior Auditor Audit Wales
Trevor Hughes TH Business Development Manager DHCW
Andy Warburton | AW Head of Information and Health Records Programme DHCW
Rebecca Cook RC National Data Resource Programme Director DHCW
George Olney GO Assistant Chief Architect (National Data Resource) DHCW
Apologies Title Organisation

Rachael Powell

Deputy Director of Information

DHCW

Acronyms
SHA Special Health Authority DG&S | Digital Governance and Safety
IG Information Governance ISD Information Service Directorate
NDR National Data Resource Programme
Item Item Outcome Action to
No Log
1 PART 1 — PRELIMINARY MATTERS Outcome Action to
Log
1.1 Welcome and Introductions Noted None to note

The Chair welcomed everyone to the third meeting of the
Digital Governance and Safety Committee.

The Chair reminded all present on the importance of
operating in an open and transparent way, sharing risks,
issues and any concerns. The Chair emphasised that the
Committee ran on a no surprises basis, with organisational
learning central the Committee. The Chair commented that
the Committee is able to operate in a much more effective
way, if they are sighted as early as possible on issues and
areas for escalation.

Unconfirmed minutes for the:
Digital Governance & Safety Committee 15 November 2021
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The Chair advised all present that as per agreement at the
last Committee meeting, a development session had taken
place prior to the meeting, and the outcome of this was the
Programme overview report which was provided at item 3.7.

The Chair confirmed due to ongoing restrictions, the
meeting was being held virtually, however papers had been
uploaded to the DHCW website for members of the public to
access.

1.2

Apologies for Absence

Apologies for absence were noted.

Noted

None to note

1.3

Declarations of Interest

There were no declarations of interest received.

Noted

None to note

1.4

Forward Work Plan

Chris Darling, Board Secretary (CD) introduced the report
and confirmed following the Committee Development
session held in December, the Digital Programme Overview
Report would be a standing item for the Committee going
forward.

The Committee had agreed to deep dive into major work
programmes and projects and the National Data Resource
Project would be focused on during the meeting.

CD added that the following items were expected at the next
Committee meeting in February:

e Research and Innovation Strategy Update

e Data Centre Transition Closure Report

The Digital Governance and Safety Committee resolved to:

Note Forward Work Plan

Noted

None to note

PART 2 — CONSENT AGENDA

Outcome

Action to
Log

2.1

EU Settlement Status Update

The Digital Governance and Safety Committee resolved to:

Note the EU Settlement Status Update

Noted

None to note

Unconfirmed minutes for the:
Digital Governance & Safety Committee 15 November 2021
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2.2 Welsh Government Quality & Safety Framework Noted None to note
The Digital Governance and Safety Committee resolved to:
Note the Welsh Government Quality & Safety Framework
2.3 Control of Patient Information Update Noted None to note
The Digital Governance and Safety Committee resolved to:
Note the Control of Patient Information Update
2.4 Health Technology Wales Strategic Plan 2021-25 Noted None to note
The Digital Governance and Safety Committee resolved to:
Note the Health Technology Wales Strategic Plan 2021-25
2.5 Putting things Right Regulations — Update Noted None to note
The Digital Governance and Safety Committee resolved to:
Note the Putting things Right Regulations Update
3 PART 3 — MAIN AGENDA Outcome Action to
Log
3.1 Minutes of the Last Meeting Approved None to note
CD advised an error had occurred with the May Minutes
being uploaded to the Board Portal instead of the August
Minutes. The correct minutes had been signed off by the
Chair and subsequently circulated to all members for review
and comment.
The Digital Governance and Safety Committee resolved to:
Approve the minutes of the Last Meeting, subject to any
amendments being received by 19 November 2021
3.2 Action Log Noted None to note
The Chair thanked all action leads for providing sufficient
updates on actions prior to the meeting.
The Digital Governance and Safety Committee resolved to:
Note the Action Log and the updates provided
3.3  |Policies Approved  ACTION —CLJ
CD introduced the report and reminded all present there andnoted [t ;ewsehand
were a number of policies identified by Welsh Government Iup ate the
as a requirement for the transition to a Special Health a,nil,lagf]
Authority. The inaugural Board meeting held in April 2021 Xllt } n the
identified a number of polices to be created and nti-
Malware

subsequently a task and finish group had been established to
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create and finalise the policies.

The Anti-Malware Policy was identified by the SHA Board
and included for approval.

Rowan Gardner, Independent Member (RG) commented on
the language used in the policy, and questioned if it would
be appropriate to change from ‘Should do’ to ‘Must do’, in
addition to policies being clear on responsible leads, due to
the consequences of not adhering to the policy would be
significant.

ACTION 2021115-A01 — Carwyn Lloyd-Jones, Director of ICT
(CLJ) to revise and update the policy and circulate it to
Committee members by 29 November 2021.

CD added that the following policies were expected to be
presented at the February meeting:

e Research and Innovation Strategy

e Intellectual Property Policy

The Digital Governance and Safety Committee resolved to:

Approve the policy included in the report, subject to the
above action, and note the updates provided.

Policy and
circulate to
Committee
members by
29/11/2021

3.4

Corporate Risk Register

The Chair commented on the significant progress made
within the Corporate Risk register and in particular in the
presentations of the deep dives.

CD confirmed that 15 Corporate Risks were assigned to the
Digital Governance and Safety Committee, 4 of the risks
were classed as private and would be reviewed in the private
session.

CD advised there had been a decreased score in DHCW0260
Shielded Patient List, from 12 to 8 following the reduction in
the utilization of the list as a resource.

Noted and
Discussed

ACTION - An
update on
the progress
of an
automated
Shielded
Patient List
from within
the NDR
Programme
at the next
Committee
meeting

ACTION - SD
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CD confirmed DHCWO0204 CANISC system remained the
organisations highest risk.

Information Services — Deep Dive

Andy Warburton, Head of Information and Health Records
Programme (AW) explained in relation to DHCW0260
Shielded Patient List, the risk score had reduced as it had
been decommissioned by Welsh Government, however, the
team would maintain this list until an automated system is
found within the National Data Resource (NDR) programme.

The Chair asked if the list was being manually updated by
the team in the even that Welsh Government require it to be
re-commissioned? In response, AW confirmed this was
correct, however it was important to note that there was no
further development with the list, just a maintenance
requirement.

ACTION 2021115-A02 RG requested an update on the
progress of an automated Shielded Patient List from within
the NDR Programme at the next Committee meeting

AW explained with regard to DHCW0269 Switching Service,
this had been on the Corporate Risk Register for a long
period of time. AW advised that the switching service was
not resilient for geographic reasons, it was a software issue,
rather than a hardware issue. AW confirmed that the team
were looking at the NDR programme for a resolution and
work was being undertaken to move the service into the
Cloud.

David Selway, Independent Member (DS) noted the clear
dependency on the NDR programme to provide a resolution,
however, it was not clear when the risk would be mitigated.

RG explained her concern with this being a high risk, with a
high impact, therefore there was a need to understand the
prioirtisation of the risk and where it sat within the NDR
workplan.

AW confirmed for assurance purposes, the data was

- A letter be
written to
Welsh
Government
from the
Committee
Chair asking
for clarity
around
DHCW
Functions
and request
a response
prior to the
next
Committee
meeting in
February.

ACTION —DL
- DHCWs
remitin
terms of
social care
data and use
be explored
further and
brought back
to the next
Committee
meeting in
February for
information.

ACTION - CD
- Old risks on
the
Corporate
Risk Register
be reviewed
in detail at
the next
Committee
in February
to see how

they could be

Unconfirmed minutes for the:
Digital Governance & Safety Committee 15 November 2021

6

81/247



lechyd a Gofal
0/!?7\0 9;\'4 rRu | Digidol Cymru
Digital Health
\0/ wA]_LlESS arl'l%l garee\?\fales
secondary use, therefore it did not directly affect patient progressed.
care.

Information Governance Deep Dive

Darren Lloyd, Head of Information Governance (DL)
explained in relation to DHCW0263 DHCW Functions —
Direction was needed from Welsh Government Policy Leads
to outline DHCW responsibilities and to send out formal
instruction.

The Chair questioned when a response from Welsh
Government was expected? In response, DL explained this
was unknown, however an update would be provided at the
next Committee meeting in February.

CD commented the risk was difficult for the team, as it was
awaiting instruction from Welsh Government, therefore
suggested a ACTION 2021115-A03 letter be written to Welsh
Government from the Committee Chair asking for clarity
around this and request a response prior to the next
Committee meeting in February.

RG asked if this would become more complex with DHCWs
social care remit? In response, DL confirmed that there was
a wider set of Welsh Government Policy Leads that needed
to understand DHCWs remit in terms of social care data and
use and consideration was required to see how this would
be addressed. ACTION 2021115-A04 It was agreed this
would be explored and brought back for information at the
next Committee Meeting.

DL advised the Committee with regard to DHCW0264 Data
Promise, this was similar to DHCW0263 as it was waiting
action from Welsh Government to progress a campaign on
how public information is used. CD commented that there
was a need to ensure DHCW was aligned with Welsh
Government stance on this due to potential reputational
risks.

DS asked if there was an ongoing delay in addressing this
risk, if it would impact on the Research and Innovation
Strategy and NDR Programme Delivery? In response, DL

Unconfirmed minutes for the:
Digital Governance & Safety Committee 15 November 2021
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confirmed there could be an impact on these as both
programmes were looking to innovate data within their
remit.

ACTION 2021115-A05 The Chair commented that there were
some old risks on the Corporate Risk Register and it was
agreed these would be reviewed in detail at the next
Committee in February to see how they could be
progressed.

The Digital Governance and Safety Committee resolved to:

Note the status of the Corporate Risk Register, Note the
Corporate Risks assigned to the Committee and Discussed
the Information Services Directorate and Information
Governance Deep Dives.

3.5

Incident Review and Organisational Learning Report

Michelle Sell, Chief Operating Officer (MS) introduced the
report and confirmed that the Incident Review and
Organisational Learning Group was new to the organisation
and continued to evolve. MS expressed thanks to Julie Ash,
Head of Corporate Services for her support in establishing the
group.

MS advised there had been two no surprises notifications
reported to Welsh Government relating to Clinical Incidents in
Q2, however these were not classed as serious incidents, in
addition, there was one no surprise notification reported to
Welsh Government that related to a workforce issue during
the quarter.

MS added that the Incident Review and Organisational
Learning Group Terms of Reference were included in the
report for approval.

The Digital Governance and Safety Committee resolved to:

Note the Incident Review and Organisational Learning Report
for assurance and approve the Terms of Reference included in
the report.

Noted,
Assured and
Approved

None to
note
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summarised the progress of national digital projects where
DHCW had a significant role, such as managing the project or
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3.6 [Assurance Reports Assured  |ACTION — DL
Information Governance Assurance Report L
Timeframes
] ) ] for services
DS asked for the services that required retrospective requiring
assurance outlined in the report, when the Committee can .
) retrospective
expect and update in these areas? ACTION 2021115-A06 DL
i ) assurance be
confirmed timeframes would be explored and an update included in
would be provided at the next Committee meeting. the Wales
] ] ) ] Informatics
The Chair thanked DL for inclusion of the Information Assurance
Governance Benchmarking exercise which was included in the Report for
report and asked if DHCW were comfortable with the progress the next
being made by other Health Boards, Trusts and Special Health Committee
Authorities? In response, DL confirmed overall success rates Meeting
were good, however how quality was measured across Wales '
could be further explored. In response, James Quance, Head
of Internal Audit (JQ) commented that this is something that
could be built into the Audit Work Plan with the support of
Audit Wales colleagues.
The Chair commended the team on the quality of the report.
Information Services Assurance Report
AW explained a Power Bl team had been established and work
was being undertaken to look and quality and governance
process for published reports.
AW confirmed that DHCWs first submission to gain Digital
Economy Act Accreditation had been unsuccessful, however,
work was being undertaken with the Office of National
Statistics and an action plan had been developed with
Swansea University to progress this further
The Digital Governance and Safety Committee resolved to:
Receive the reports for assurance.
3.7 Digital Programme Overview Update Assured None to note

Unconfirmed minutes for the:
Digital Governance & Safety Committee 15 November 2021

9

84/247



Q lechyd a Gofal
/'h\b 9,]4 rU | Digidol Cymru
= N S Digital Health

)

)

/ WALES | and Care Wales
projects is undertaken by external Boards with a Senior
Responsible Officer usually from the wider NHS.

MS confirmed that the Digital Programme Overview would
also be shared with the SHA Board in November 2021.

In regard to the e-Prescribing programme, MS explained that
this was not established yet, however a Programme Director
and Senior Responsible Officer had recently been appointed

which was positive.

With the Pharmacy programme, MS advised that
implementation was underway with the final
implementation date scheduled for 26 November. This had
been a very successful implementation project with joined
up, collaborative working

DS thanked the team for the report, advising it was exactly
what the Committee hoped to received. DS suggested to
further improve the report to include end dates and also if
possible to have the next major milestone for each project
included in the report.

DS also commented the report highlighted the issues around
resource which the SHA Board and Committee members
were aware of, but questioned if the key area of concern
was within Architecture resource? In response, Architecture
resource was an issue, however, across the organisation,
resources were still being diverted to support COVID-19
demands and priorities.

The Chair commended the team for the work that had been
undertaken in producing the report.

The Committee acknowledged and discussed the risks and
issues around resources to deliver the projects and
emphasised the importance of this being a critical part of the
IMTP planning process.

The Digital Governance and Safety Committee resolved to:

Unconfirmed minutes for the:
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Note the progress of projects within the DHCW portfolio for
assurance.
National Data Resource Project Update Noted None to note

Rebecca Cook, National Data Resource Programme Director
(RC) introduced the report and confirmed the following:

The NDR programme was formally established in 2019 to
deliver the local and national data platforms that underpin
the Digital and Health Care record.

Delivery of the programme was a collaboration between
DHCW, NHS Wales, Social Care Wales and Welsh
Government.

The NDR Programme repots into Welsh Government as part
of the Digital Priorities Investment Fund.

RC highlighted to date the programme had:

e Established programme governance structures;
e Undertaken mass recruitment;

e Engagement across multiple channels and
organisations;

e Established commerical and academic partnerships;

e Received investment across Wales for data
infrastructure and modernisation;

e Explored cloud deployment;

e Evaluated APl management tools.

Key challenges to date included:
e [nformation Governance;
e Resources;
e Management of expectations;
e Competing prioirites;

e Shared delivery vision.

Unconfirmed minutes for the:
Digital Governance & Safety Committee 15 November 2021
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RC explained that it had been made clear that the NDR
programme needed to deliver at pace, therefore, to ensure
the programme met its objectives there had been a strategic
reset of the programme to articulate clearly what the
programme would deliver with clear timeframes. RC added
that work was being undertaken with the planning team to
ensure clear dependencies for project delivery were
articulated within the IMTP.

RC provided an overview of the NDR Programme
Governance and explained all terms of reference for
subgroups were currently out for consultation.

RC invited George Olney, Chief Architect (NDR Programme)
to provide an overview of what the NDR would look to
deliver within its project plan.

The Committee empathised with the challenges faced within
the NDR programme and welcomed the strategic reset for
the programme and emphasised the importance of the
programme delivering some quick wins as a priority.

The Digital Governance and Safety Committee resolved to:

Note the National Data Resource Project Update.

4 Closing Matters

4.1 Any other Urgent Business Noted None to note

The Chair commented on the recent Datacentre Power
Outage which impacted on GP Practice Systems and the
Committee were encouraged to note that lessons learnt
from this would be taken through the Incident Review and
Learning Group.

The Digital Governance and Safety Committee resolved to:

Note the Any Other Business.

4.2 Items for Chair’s Report to the Board Noted None to

The Chair confirmed that the resource requirement being note

correctly articulated and reflected in the IMTP planning

Unconfirmed minutes for the:
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process would be highlighted to the SHA Board in the
November meeting.

4.3 Date and Time of Next Meeting

Wednesday 16 February 2022
13:00 - 16:00
MS Teams

Noted

None to
note
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DIGITAL GOVERNANCE AND SAFETY COMMITTEE MEETING - PRIVATE

MINUTES, DECISIONS & ACTIONS TO BE TAKEN

16:00 to 17:00 15/11/2021
MS Teams
Chair Sian Doyle
Present (Members) Initials Title Organisation
Sian Doyle SD Independent Member, Chair of the Digital DHCW
Governance and Safety Committee
Rowan Gardner RG Independent Member, Vice Chair of the Digital DHCW
Governance and Safety Committee
David Selway DS Independent Member DHCW
Carwyn Lloyd Jones Ccu Director of Information and Communication DHCW
Technology
Rhidian Hurle RH Executive Medical Director DHCW
Chris Darling CD Board Secretary DHCW
Darren Lloyd DL Head of Information Governance DHCW
Michelle Sell MS Chief Operating Officer DHCW
In Attendance Initials | Title Organisation
Julie Ash JA Head of Corporate Services DHCW
Sophie Fuller SF Corporate Governance and Assurance Manager DHCW
Jamie Graham JG Infrastructure Programme Manager DHCW
Laura Tolley LT Corporate Governance Co-ordinator (Secretariat) DHCW

Unconfirmed minutes for the:
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Apologies Title Organisation
Rachael Powell RP DHCW

Acronyms
DHCW | Digital Health and Care Wales NWIS | NHS Wales Informatics Service
SHA Special Health Authority DG&S | Digital Governance and Safety
Item Item Outcome Action to Log
No
1 PART 1 - PRELIMINARY MATTERS
1.1  Welcome and Introductions Noted None to note
The Chair welcomed the members and attendees to the
second private session of the Digital Governance and Safety
Committee.
1.2  Apologies for Absence Noted None to note
Apologies for absence were noted.
1.3 Declarations of Interest Noted None to note
There were no declarations of interest received.
2 PART 2 - MAIN AGENDA Outcome Action to Log
21 Minutes of the Last Private Meeting Approved None to note
The Digital Governance and Safety Committee reviewed the
minutes of the last private meeting.
The Digital Governance and Safety Committee resolved to:
Approve the Minutes of the Last Private Meeting.
2.2 Action Log Noted None to note
The Chair thanked all action leads for updating and
completing actions prior to the meeting.
The Digital Governance and Safety Committee resolved to:
Note the Action Log and the updates provided.
2.3 DHCW Cyber Security Report including Corporate Risk Assured None to note
Register — Cyber Security Risks
Carwyn Lloyd-Jones, Director of ICT (CLJ) provided updates
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on the following areas:

e Microsoft Security Patching
e Penetration Testing

e Phishing Campaign

CLJ advised the Committee that Welsh Government would
be discussing with the Operational Services Board with
regard to an All Wales Cyber Security Statutory and
Mandatory training programme, this was a positive
development and the Committee would be updated on
progress.

The Digital Governance and Safety Committee resolved to:

Note the Audit Wales All Wales Cyber Report.

2.4

NIAAS Update

Darren Lloyd, Head of Information Governance (DL)
introduced the report and confirmed:

DHCW had increased procurement with the current NIAAS
supplier due to COVID-19 for an additional 2 years. This gave
the team time to review what DHCW required from the
NIAAS system in preparation for re-procurement.

The Chair commented that NIAAS was well embedded in
DHCW therefore there was a need to procure something
very similar to ensure continued success using the system.

David Selway, Independent Member (DS) commented that
the NIAAS system was an essential part of the DHCW state
and asked if there were other potential supplier options? In
response, DL explained that the market for the software had
matured therefore there were other supplier options that
could be explored within the procurement process.

The Digital Governance & Safety Committee resolved to:

Note the NIAAS Update.

Noted

None to note

PART 3 — CLOSING MATTERS

Outcome

Action to Log

3.1

Any other Urgent Business

None to

Note to note

Unconfirmed minutes for the:
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No other urgent business was raised. note
33 Date and Time of Next Meeting Noted None to note

Wednesday 16 February 2022
16:00-17:00

Microsoft Teams
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Reference

Date of Meeting Action/Decision Action Lead Due Date Status/Outcome Narrative Status
Discussions on this matter are being held at National Data Resource (NDR) programme board. Lisa Trigg (Assistant Director, Research, Data and
DHCWs remit in terms of social care data and use be explored further and brought back to the next Intelligence at Social Care Wales) is also a member of the NDR IG working group and is representing social care's provision of data into the NDR.
2021115-A04 15/11/2021 Committee meeting in February for information. Darren Lloyd (DHCW - Information Governance) 16/02/2022 Discussions are at an early stage. Underway
Old risks on the Corporate Risk Register be reviewed in detail at a future Committee to see how
2021115-A05 15/11/2021 they could be progressed. Chris Darling (DHCW - Board Secretary) TBC The old risks not yet reviewed at the DG&S recently are the ICT risks and are to be reviewed in detail at the DG&S meeting in February, and can be closed Closed
The Test, Tract and Protect programme are presenting a Safety Case and Readiness Report to the Wales Information Assurance Group. Currently,
Time frames for services requiring retrospective assurance be included in the Wales Informatics retrospective assurance is being sought for the Client Relationship Management database (COVID Tracing service) and English COVID test results into
2021115-A06 15/11/2021 Assurance Report for the next Committee Meeting. Darren Lloyd (DHCW - Information Governance) 16/02/2022 Wales in January 2022. Underway
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DIGITAL HEALTH AND CARE WALES

DIGITAL GOVERNANCE AND SAFETY ANNUAL

CYCLE OF BUSINESS AND FORWARD
WORKPLAN

Agenda
Item

Name of Meeting Digital Governance and Safety Committee

Date of Meeting 18 February 2022

Public or Private Public

IF PRIVATE: please | N/A
indicate reason

Executive Sponsor | Chris Darling, Board Secretary

Prepared By Manager

Laura Tolley, Corporate Governance Support

Presented By Chris Darling, Board Secretary

Purpose of the Report For Approval

Recommendation

The Digital Governance & Safety Committee is being asked to:

APPROVE the Annual Cycle of Business for the DHCW Digital Governance and Safety
Committee

NOTE the Forward Workplan

TY GLAN-YR-AFON 21 Heol Ddwyreiniol Y Bont-Faen, Caerdydd CF11 9AD

TY GLAN-YR-AFON 21 Cowbridge Road East, Cardiff CF11 9AD
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Acronyms
DHCW | Digital Health and Care Wales SHA Special Health Authority
1 SITUATION/BACKGROUND
1.1 The Digital Governance and Safety Committee should, on annual basis, receive a cycle of

business which identifies the reports which will be regularly presented for consideration. The
annual cycle is one of the key components in ensuring that the Digital Governance and Safety
Committee is effectively carrying out its role.

2 SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

2.1 The Cycle of Business covers the period 1 April 2022 to 31 May 2023. The Cycle of Business,
included at item 3.2i, has been developed to help plan the management of Committee matters
and facilitate the management of agendas and committee business.

2.2 The Cycle of Business informs the Forward Workplan, included at 3.2ii, which is a live
document that will be updated as additional items are identified and agreed for inclusion on
the agenda by the Chair of the Committee.

3 KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

3.1 All DHCW Special Health Authority members and officers should be aware of the Annual Cycle
of Committee business and should note submission dates for reports falling under their remit
circa two weeks before the date of the meeting.

4 RECOMMENDATION
The Digital Governance & Safety Committee is being asked to:

APPROVE the Annual Cycle of Business.

NOTE the Committee Forward Workplan.
DHCW Digital Governance & Safety Committee Page 2 of 4 Author: Laura Tolley
Annual Cycle of Business 2022-23 Approver: Chris Darling

INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY
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5 IMPACT ASSESSMENT

STRATEGIC OBJECTIVE |Delivering High Quality Digital Services

CORPORATE RISK (ref if appropriate)

WELL-BEING OF FUTURE GENERATIONS ACT | A healthier Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS N/A

If more than one standard applies, please list below:

HEALTH CARE STANDARD Governance, leadership and acccountability

If more than one standard applies, please list below:
Effective Care

EQUALITY IMPACT ASSESSMENT STATEMENT  Date of submission: N/A

No, (detail included below as to reasoning) ‘Outcome: N/A

Statement:
Not applicable

APPROVAL/SCRUTINY ROUTE:
Person/Committee/Group who have received or considered this paper prior to this meeting
COMMITTEE OR GROUP DATE OUTCOME
IMPACT ASSESSMENT
QUALITY AND SAFETY No, there are no specific quality and safety implications
IMPLICATIONS/IMPACT related to the activity outlined in this report.
LEGAL No, there are no specific legal implications related to the
IMPLICATIONS/IMPACT activity outlined in this report.

No, there are no specific financial implication related to the

DHCW Digital Governance & Safety Committee Page 3 of 4 Author: Laura Tolley
Annual Cycle of Business 2022-23 Approver: Chris Darling

INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY
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FINANCIAL activity outlined in this report
IMPLICATION/IMPACT
WORKFORCE Yes, please see detail below
IMPLICATION/IMPACT The forward workplan helps gives clear indication to those

involved in the Committee the expectations for submissions
to the Committee.

SOCIO ECONOMIC No. there are no specific socio-economic implications related
IMPLICATION/IMPACT to the activity outlined in this report

DHCW Digital Governance & Safety Committee Page 4 of 4 Author: Laura Tolley
Annual Cycle of Business 2022-23 Approver: Chris Darling
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Digital Governance and
Safety Committee

Special Health Authority

Cycle of Business

(15t April 2022 — 315t March 2023)

The Digital Governance & Safety Committee should, on annual basis, receive a cycle of
business which identifies the reports which will be regularly presented for consideration. The
annual cycle is one of the key components in ensuring that the Digital Governance
& Safety Committee is effectively carrying out its role.

The Cycle of Business covers the period 15t April 2022 to 315t March 2023.

The Cycle of Business has been developed to help plan the management
of Committee matters and facilitate the management of agendas and committee business.

The principal role of the DHCW Board is set out in the Standing Orders 1.0.1.

The Committee is an Independent Member Committee of the Board and has no executive
powers, other than those specifically delegated in the Terms of Reference.

The purpose of the Committee is to advise and assure the Board on whether effective
arrangements are in place with regard to quality, safety, information governance, data
quality, security and risk.

Page 1 of 2
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Digital Governance and Safety Committee Cycle of Business (15t April 2021 — 315t March 2022)

12th 4th 3rd 2nd
Item of Business Executive Reporting period April May June July Aug Sep Oct Nov Dec Jan Feb Mar
Lead 2022 2022 2022 2022 2022 2022 2022 2022 2022 2023 2023 2023

Preliminary Matters
Minutes of the previous Board Meeting Board Secretary All Regular Meetings v v v v
Action Log Board Secretary All Regular Meetings v v v v
Governance & Risk
A C ittee Membershi dT f

gree Committee Membership and Terms o Board Secretary Annually v v
Reference
Organisational Risks assigned to DG&S Committee Board Secretary All Regular Meetings v v v v
Board Committee Highlight Report Chair All Regular Meetings v v v v
Audit Reports Relevant Lead As required at all Regular Meetings v v v v

i le of Busi
Committee Cycle of Business Board Secretary Annually v v
Committee effectiveness self-assessment Board Secretary Annually v
Health. and Care Standards — Relevant to Board Secretary Annually v
committee
Safety Alerts Report Medical Director | Annually unless applicable circular is issued v
Digital Safety & Governance Performance and Assurance
Information Governance Assurance Report Medical Director | All Regular Meetings v v v
Information Governance Strategy Medical Director | One off v
Informatics Assurance Report Medical Director | All Regular Meetings v v v
. . Deputy Director .
Information Services Assurance Report } All Regular Meetings v 4 4
of Information
Incident Review and Organisational Learning Medical Director | All Regular Meetings v v v
Assurance Report
hief i
Digital Programme Overview ¢ e Operating All Regular Meetings v v v v
Officer

Cyber Security Report - Private Director of ICT All Regular Meetings v 4 v

Page 2 of 2
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Meeting Date

Standing items

Assurance Reports

Additional items

12t May 2022

Welcome and Introductions

Minutes

Declarations of interest

Action log

Review of risk register relevant to
committee

Forward Work Programme
Committee Highlight Report to Board

Information Governance

Informatics Assurance

Information Services Assurance
Incident Review and Learning Report
Cyber Security — Private

NIS Compliance Update Report - Private
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DIGITAL HEALTH AND CARE WALES
DIGITAL GOVERNANCE AND SAFETY
COMMITTEE EFFECTIVENESS SELF
ASSESSMENT REPORT

Agenda
Item

3.3

Name of Meeting Digital Governance and Safety Committee

Date of Meeting 18 February 2022

Public or Private Public

IF PRIVATE: please | N/A

indicate reason

Executive Sponsor | Chris Darling, Board Secretary

Prepared By Assurance Manager

Sophie Fuller, Corporate Governance and

Presented By Rowan Gardner, Chair of the Committee

Purpose of the Report For Discussion/Review

Recommendation

The Digital Governance and Safety Committee is being asked to:
NOTE the content of the report and DISCUSS the findings.
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Acronyms

DHCW ‘ Digital Health and Care Wales SHA Special Health Authority

1  SITUATION/BACKGROUND

1.1 The Chair of the Digital Government and Safety Committee is required to present an annual
report outlining the business of the Committee throughout the financial year to the DHCW SHA
Board. The report is designed to provide assurance on the monitoring and scrutiny on behalf of
the DHCW Board in relation to their remit. As part of this process the Committee are required
to undertake an annual effectiveness self-assessment questionnaire.

1.2 Members of the Committee are asked to discuss and review the Committee effectiveness self-
assessment questionnaire relating to the activities and performance of the Committee on
behalf of the Board during 2021/22 since its formal establishment in May 2021.

1.3 Members should note nine responses were received. The report does not include comments in
order to ensure anonymity. Any additional responses received will be incorporated into the
final report which goes to the SHA Board.

2 SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

2.1  SUMMARY REPORT

The report is split into three areas:
e Positive assurance
e Areas that have not arisen but the Committee were aware of their responsibilities
e Areas for further assurance

Positive Area: Composition, Establishment and Duties

Assurance Members were aware that:

e There were approved Terms of Reference and although the
Committee had not been established for a year there was an
expectation they will be reviewed before March 2022 and would
consider changes or developments throughout the year

e The Committee have established an annual cycle of business with
only one member unaware this had happened at the beginning of the
year

e The Committee will prepare an annual report on its work and
performance for 21/22 to the SHA Board with only one member
unaware this was a requirement of the Committee

Members felt:

e They have been provided with sufficient authority

Digital Governance and Safety Committee Effectiveness Self-assessment Page 2 of 5 Author: Sophie Fuller
Survey Report
Approver: Chris Darling
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e The Committee meet sufficiently frequently to deal with planned
matters and there was sufficient time for questions and discussions

e The atmosphere is considered conducive to open and productive
debate and behaviour is courteous and professional with one
member noting the quality of discussions is mixed but that open and
productive discussions have taken place

e There was appropriate use of private sessions of the Committee.

e Agenda items are appropriately ‘closed off’

e That members should feel comfortable to use the Welsh Language
and would be welcomed to do so whilst recognising there would be
translation requirements

e The virtual nature of the meetings had been effective, but one
member noted no face-to-face meetings had taken place since the
Committee was formally established under Covid-19 restrictions

Area: Committee Leadership and Support

Findings:
e The meetings are effectively chaired with clarity of purpose and
outcome

e The Chair provided clear and concise information to the Board on the
activities of the Committee and any gaps in assurance and/or control.

e Members felt the Committee is adequately supported by the
Executive Directors in terms of attendance, quality and length of
papers and response to challenge/questions

e Members felt there was adequate secretariat support

e Members felt on the whole their training was adequate, but some
further areas are identified below

e General comments from members indicate a good level of progress
has been made with regard to the quality of the papers, the feedback
to the executive team has been appropriately taken on board

Areas Requiring Area: Composition, Establishment and Duties

Further Assurance | Findings:

e Members felt that the question asking if the Committee is scheduled
prior to important decisions being made wasn’t relevant to the
Committee as an assurance body and there had not been an instance
where this was clear to have happened

Area: Committee Leadership and Support

e Potential areas of training for the members were identified as:

o Further Cyber and IG training
o General Committee information for members who attend on
behalf of unavailable members

Areas Requiring Further Action
Action Plan Action Lead Timeframe
1. Review the annual cycle of business | Board Secretary April 2022
and make clear if and where there
are important decisions within the

Digital Governance and Safety Committee Effectiveness Self-assessment Page 3 of 5 Author: Sophie Fuller
Survey Report
Approver: Chris Darling
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Appendices Digital Governance and Safety Committee Effectiveness Self-Assessment
Survey

3 KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

3.1 The outcome of the Digital Governance and Safety Effectiveness Survey will input to the
Committee Annual Report to the SHA Board to include addressing areas where further
improvements can be made to the operating of the Committee.

4 RECOMMENDATION

The Digital Governance and Safety Committee is being asked to:
NOTE the content of the report and DISCUSS the findings.

5 IMPACT ASSESSMENT

STRATEGIC OBJECTIVE All Objectives apply

CORPORATE RISK (ref if appropriate) N/A

WELL-BEING OF FUTURE GENERATIONS ACT | A healthier Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS N/A

If more than one standard applies, please list below:

HEALTH CARE STANDARD Governance, leadership and acccountability

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission: N/A
No, (detail included below as to reasoning) ‘Outcome: N/A

Statement:
N/A

Workforce EQIA page

Digital Governance and Safety Committee Effectiveness Self-assessment Page 4 of 5

Author: Sophie Fuller
Survey Report

Approver: Chris Darling
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APPROVAL/SCRUTINY ROUTE:

Person/Committee/Group who have received or considered this paper prior to this meeting

COMMITTEE OR GROUP

DATE

OUTCOME

IMPACT ASSESSMENT

QUALITY AND SAFETY
IMPLICATIONS/IMPACT

No, there are no specific quality and safety implications
related to the activity outlined in this report.

LEGAL
IMPLICATIONS/IMPACT

No, there are no specific legal implications related to the
activity outlined in this report.

FINANCIAL
IMPLICATION/IMPACT

No, there are no specific financial implication related to the
activity outlined in this report

WORKFORCE
IMPLICATION/IMPACT

No, there is no direct impact on resources as a result of the
activity outlined in this report.

SOCIO ECONOMIC
IMPLICATION/IMPACT

No. there are no specific socio-economic implications related
to the activity outlined in this report

Digital Governance and Safety Committee Effectiveness Self-assessment

Survey Report

Page 5 of 5 Author: Sophie Fuller

Approver: Chris Darling
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DIGITAL HEALTH AND CARE WALES
DIGITAL GOVERNANCE AND SAFETY
COMMITTEE TERMS OF REFERENCE REVIEW

Agenda 3.4
Item

Name of Meeting

Digital Governance and Safety Committee

Date of Meeting

18 February 2022

Public or Private

Public

IF PRIVATE: please
indicate reason

N/A

Executive Sponsor

Chris Darling, Board Secretary

Prepared By

Laura Tolley, Corporate Governance Support
Manager

Presented By

Chris Darling, Board Secretary

Purpose of the Report

For Approval

Recommendation

The Digital Governance and Safety Committee is being asked to:
APPROVE the Digital Governance and Safety Committee Terms of Reference

1/4
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GAF Governance Assurance Framework SOs Standing Orders
SFI's Standing Financial Instructions

1 SITUATION/BACKGROUND

1.1 In-line with the SHA’s Standing Orders, Terms of Reference for Committees of the Board
should be reviewed on an annual basis.

1.2 The Digital Governance and Safety Committee Terms of Reference were reviewed and agreed
by the Digital Governance and Safety Committee in May 2021 and approved by the SHA Board
in May 2021.

2 SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

2.1 The review of the Digital Governance and Safety Committee Terms of Reference by Members
of the Committee allows for any comments or changes to be incorporated prior to submission
to the SHA Board for approval.

2.2 The Terms of Reference have been reviewed by the Corporate Governance Team. There are a
limited number of changes made to the Terms of Reference, these changes have been tracked
and left in the document so that Committee members can easily see the changes made.

3 KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

3.1 As2021/22is the first year the SHA has operated the terms of reference are being reviewed
eight months after their initial approval but going forward their review will take place on a
circa twelve-month basis.

4 RECOMMENDATION
The Digital Governance and Safety Committee is being asked to:

APPROVE the Digital Governance and Safety Committee Terms of Reference to go to the
SHA Board.
Digital Governance and Safety Committee Page 2 of 4 Author: Laura Tolley

Terms of Reference Review
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STRATEGIC OBJECTIVE All Objectives apply

CORPORATE RISK (ref if approp

riate) All

WELL-BEING OF FUTURE GENERATIONS ACT

A healthier Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS

N/A

If more than one standard applies, please list below:
Effective reporting and structure helps uphold all the quality standards.

HEALTH CARE STANDARD

Governance, leadership and acccountability

Effective Care, Staff and Resources.

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission: N/A

No, (detail included below as to reasoning)

‘Outcome: N/A

Statement:
N/A

Workforce EQIA page

APPROVAL/SCRUTINY ROUTE:

Person/Committee/Group who have received or considered this paper prior to this meeting

COMMITTEE OR GROUP

DATE

OUTCOME

Digital Governance and Safety
Committee

12/05/2021

Approved

IMPACT ASSESSMENT

QUALITY AND SAFETY
IMPLICATIONS/IMPACT

No, there are no specific quality and safety implications
related to the activity outlined in this report.

LEGAL
IMPLICATIONS/IMPACT

No, there are no specific legal implications related to the
activity outlined in this report.

No, there are no specific financial implication related to the

Digital Governance and Safety Committee
Terms of Reference Review

Page 3 of 4

Author: Laura Tolley
Approver: Chris Darling
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FINANCIAL activity outlined in this report
IMPLICATION/IMPACT
WORKFORCE No, there is no direct impact on resources as a result of the
IMPLICATION/IMPACT activity outlined in this report.
SOCIO ECONOMIC No. there are no specific socio-economic implications related
IMPLICATION/IMPACT to the activity outlined in this report
Digital Governance and Safety Committee Page 4 of 4 Author: Laura Tolley
Terms of Reference Review Approver: Chris Darling
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TERMS OF REFERENCE AND OPERATING
AGREEMENTS

DIGITAL GOVERNANCE AND SAFETY COMMITTEE

Document Version 1

Status

Approved

Document author: Rhidian Hurle, Medical Director

Rowan Gardner Sian-Beyle, Chair of

Approved by

Committee
Date approved: 1812t MayFebruary 20232
Review date: 2" 11 FebruaryMay 20231
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STRATEGIC OBJECTIVE |Delivering High Quality Digital Services

WELL-BEING OF FUTURE GENERATIONS ACT | A healthier Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS IS0 9001

If more than one standard applies, please list below:
SO 20000-1:2011

SO 27001:2013

BS 10008:2014

HEALTH CARE STANDARD Effective Care

If more than one standard applies, please list below:
Governance Leadership and Accountability

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission: N/A

No, (detail included below as to reasoning) ‘Outcome: No Impact

Statement:
Not applicable

APPROVAL/SCRUTINY ROUTE: Person/Committee/Group who have received or considered this

COMMITTEE OR GROUP DATE OUTCOME
| Digital Governance and Safety 12th May 2021 Approved
Committee
| Digital Health and Care Wales SHA 27t May 2021 Approved
Board

INTERNAL - IF PRINTED THIS BECOMES AN UNCONTROLLED COPY
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IMPACT ASSESSMENT

QUALITY AND SAFETY
IMPLICATIONS/IMPACT

Yes, please see detail below

Clear guidelines about assurance requirements on behalf of the
board has a positive impact on the Organisation. The successful
maintenance our Organisational accreditations ensures a
consolidated approach to standards and quality which will be
monitored by the Committees of the Board.

LEGAL
IMPLICATIONS/IMPACT

Yes, please see detail below

Should the Organisation not follow the systems and processes in
place to manage the areas within these Terms of Reference there
could be potential legal ramifications.

FINANCIAL
IMPLICATION/IMPACT

Yes, please see detail below

Should the Organisation not follow the systems and processes in
place to manage the areas within these Terms of Reference there
could be potential financial ramifications.

WORKFORCE
IMPLICATION/IMPACT

No, there is no direct impact on resources as a result of the activity
outlined in this report.

SOCIO ECONOMIC
IMPLICATION/IMPACT

No. there are no specific socio-economic implications related to the
activity outlined in this report

TY GLAN-YR-AFON 21 Heol Ddwyreiniol Y Bont-Faen, Caerdydd CF11 9AD
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1 INTRODUCTION

In line with Schedule 3 of the Standing Orders, the Board shall nominate annually a committee which covers

oversight and scrutiny of quality, safety, information governance, data quality, security and risk. The remit of
this Committee will be extended to include Organisational Learning in digital relation to health and care and

will be known as the Digital Governance and Safety Committee.

The detailed terms of reference and operating arrangements set by the Board in respect of this Committee
are detailed below.

These terms of reference and operating arrangements are to be read alongside the standard terms of
reference and operating arrangements applicable to all committees which can be found in the Standing
Orders.

The Board Secretary will ensure that all papers are distributed at least one calendar week in advance of the
meeting and will determine the secretarial and support arrangements for the Committee.

These Terms of Reference shall-be-adopted by the Digital Governance and Safety Committee at its first
meeting, and-shall be subject to review at least on an annual basis-thereafter.

2 PURPOSE OF THE COMMITTEE

The purpose of the Digital Governance and Safety Committee (“the Committee”) is to advise and assure the
Board in discharging its responsibilities with regard to the quality and integrity; safety, security and
appropriate use of information and data to support health and care delivery and service improvement and
the provision of high quality digital health and care.

The Committee will seek assurance on behalf of the Board in relation to DHCW’s arrangements for
appropriate and effective management and protection of information (including patient and personal
information) in line with legislative and regulatory responsibilities.

The Committee will, in respect of its provision of advice and assurance:

e Assure the Board and the Chief Executive (who is the Accountable Officer) on whether effective
arrangements are in place to discharge its responsibilities, with specific reference to;

° Cyber Security

° Information Governance

° Informatics Assurance

° Information Services

. Health and Care standards relevant to the remit of the Committee
° Incident Review and Organisational Learning

. Major national digital programmes and projects

e Advise, where appropriate, the Board and the Chief Executive on where, and how, its systems and
assurance framework may be strengthened and developed further

e Approve on behalf of the Board policies, procedures and other written control documents

e Provide scrutiny and assurance on behalf of the board for the relevant standards and regulations
within the remit of the list set out above in relation to quality and compliance.
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OBJECTIVES OF THE GROUP AND DELEGATED POWERS

The Committee is an independent member committee of the Board and has no executive powers, other than

those specifically delegated in these Terms of Reference.

The Digital Governance and Safety Committee has a key role in assisting the Special Health Authority Board
to fulfil its oversight responsibilities.

The Committee will, in respect of its provision of advice and assurance:

TEM-TOR-V1

6/10

within the remit of the Committee consider implications arising from the development of the Special
Health Authorities’ corporate strategies and plans or those of its stakeholders and partners

within the remit of the Committee consider the implications for the Special Health Authority of
internal and external reviews and reports

review risks from the Organisational Risk Register that are assigned to the Committee by the Board
and advise the Board on the appropriateness of the scoring and mitigating actions in place.

complete an annual self-assessment exercise in respect of the effectiveness of the Committee

Oversee the development of DHCW'’s strategies and plans for maintaining the trust of patients and
public though arrangements for handling and using information, including personal information,
safely and securely and any requirements and standards for DHCW and NHS bodies in Wales

Oversee the development of the DHCW's strategies and plan for the safety and security of the
application and infrastructure network

Oversee new requirements from the market/externally and potential policy that could potentially
impact the future work program of DHCW and provide guidance

To achieve this, the Committee’s programme of work will be designed to ensure that:

e there s a clear, consistent strategic direction, strong leadership and transparent lines of
accountability.

e thereis a citizen centred approach, striking an appropriate balance between openness and
confidentiality in the management and use of information and technology.

e there is effective collaboration with partner organisations and other stakeholders in relation to
the sharing of information in a controlled manner, to provide the best possible outcomes for its
citizens (in accordance with the Wales Accord for the Sharing of Personal Information (WASPI)
and Caldicott requirements)

e the Special Health Authority is meeting its responsibilities with regard to the UK General Data
Protection Regulation, the Freedom of Information Act, Caldicott, Information Security, Records
Management, Information Sharing, national Information Governance policies and the
Information Commissioner’s Office guidance.

e the Special Health Authority is safeguarding its information, technology and networks through
monitoring compliance with the Security of Network and Information Systems regulations and
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relevant standards

e all reasonable steps are taken to prevent, detect and rectify irregularities or deficiencies in the
safety, security and use of information, undertake appropriate levels of vulnerability testing on
the NHS Wales network of applications and infrastructure, providing guidance risk assessments
outlining corrective actions for implementations to reduce the risk to an acceptable level.

e incidents are reviewed, and corrective actions are implemented in a timely manner to reduce
risk of repetition. Where needed review cause, and review process, to ensure continuous
improvement and safeguard for future occurrences.

The Committee will review and approve related policies for all of the above standards and management
systems.

4  ACCESS

The Chair of the Digital Governance and Safety Committee shall have reasonable access to Executive
Directors and other relevant senior staff.

5  MEETINGS

Meetings shall be held no less than four times a year, and otherwise as the Chair of the Committee deems
necessary.

The Committee will arrange meetings to fit in with key statutory requirements during the year consistent

with the DHCW'’s annual plan of Board Business.

5.1 Withdrawal of individuals in attendance

The Committee may ask any or all of those who normally attend but who are not members to withdraw to
facilitate open and frank discussion of particular matters.

5.2 Circulation of Papers

The Board Secretary will ensure that all papers are distributed at least 5 working days 7 calendar days in
advance of the meeting.

6 MEMBERSHIP, ATTENDEES AND QUORUM

6.1 Members

The Committee shall be appointed by the Board from amongst the Non-Officer Members of the Health
Authority and shall consist of not less than 3 members, comprising:

Chair: Independent Member
Members: Independent Member x 2

The Special Health Authority shall appoint the Chair of the Committee.
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Usual expected attendees:

Executive Medical Director (Caldicott Guardian)

Executive Lead Director for ICT

Deputy Director of Information

Board Secretary

Head of Information Governance / Data Protection Officer

6.2 By Invitation
Other Directors / Special Health Authority Officers may be invited to attend when the Committee is

discussing areas of risk or operation that are the responsibility of that Director

The Committee may also co-opt additional independent external members from outside the organisation to
provide specialist skills, knowledge and experience.

6.3 Appointments

The membership of the Committee shall be determined by the Board, based on the recommendation of the
DHCW Chair — taking account of the balance of skills and expertise necessary to deliver the Committee’s
remit and subject to any specific requirements or directions made by the Welsh Government.

The Board shall ensure succession planning arrangements are in place.

6.4 Quorum

A quorum shall be two Independent Members one of whom must be the Chair or in the absence of the Chair,
the Vice Chair or an Independent Member who will be nominated to Chair the Committee. In the interests of
effective governance, it is expected that at least one Director listed above will also be in attendance.

7  GOVERNANCE

7.1 Relationships and accountabilities with the Board and it’s Committee/Groups

The Digital Governance and Safety Committee must have an effective relationship with other committees or
sub-committees of the Board so that it can understand the systems in place governing standards of safety,
security and use of data. It is very important that the Digital Governance and Safety Committee remains
aware of its distinct role and does not seek to perform the role of other committees.

The Committee will arrange meetings to fit in with key statutory requirements during the year consistent

with the DHCW’s annual plan of Board Business.

7.2 Reporting and Assurance Arrangements

The Committee shall provide a written, annual report to the Board and the Chief Executive on its work in
support of the Annual Governance Statement specifically commenting on:

o The adequacy of the processes in place governing security, safety and the use of data across the
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organisation

o The extent to which the Digital Governance and Safety standards are comprehensively
embedded throughout the organisation
o The appropriateness of self-assessment and assurance activity against relevant standards.

The report will record the results of the committee’s self-assessment and evaluation.

The Committee will also ensure appropriate escalation arrangements are in place to alert the DHCW Chair,
Chief Executive or Chairs of other relevant committees of any urgent/critical matters that may affect the
operation and/or reputation of the SHA.

The Committee will provide a Health and Care Standards self-assessment report for the appropriate Health
and Care standards and relay the information back to the Audit and Assurance Committee who will provide
an organisational report for DHCW.

7.3 Secretariat

The secretariat function will be provided by the Corporate Governance team in DHCW.

7.4 Applicability of standing orders to Committee Business

The requirements for the conduct of business as set out in the Special Health Authority’s Standing Orders are
equally applicable to the operation of the Committee.

8  REFERENCES

DOCUMENTS - Can be found in the Integrated Management System

Welsh Informatics Assurance Group Terms of Reference

Welsh Information Standards Board Terms of Reference

Wales Information Governance Board Terms of Reference

Notifiable Events Assurance Group Terms of Reference

Incident Review and Learning Group Terms of Reference

Information Services Assurance Group Terms of Reference

Welsh Reference Data Assurance Group Terms of Reference

Health and Care Standards Group Terms of Reference

Applications Architecture Assurance Group (AAAG) Terms of Reference

Infrastructure Management Board Terms of Reference

Incident Review and Learning Group Terms of Reference

9  DEFINITIONS

TERM DEFINITION
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DHCW

Digital Health and Care Wales

SHA

Special Health Authority
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DIGITAL HEALTH AND CARE WALES

POLICY REPORT

Agenda 3.5
Item

Name of Meeting

Digital Governance and Safety

Date of Meeting

18 February 2022

Public or Private Public
IF PRIVATE: please N/A
indicate reason
Executive . )
Chris Darling, Board Secretary
Sponsor

Sophie Fuller, Corporate Governance and

Prepared By Assurance Manager

Presented By Chris Darling, Board Secretary

Purpose of the Report

For Approval

Recommendation

The Digital Governance and Safety Committee is being asked to:

NOTE the contents of the report and DISCUSS/REVIEW and ENDORSE the policy out for
consultation — Intellectual Property Policy.

TY GLAN-YR-AFON 21 Heol Ddwyreiniol Y Bont-Faen, Caerdydd CF11 9AD
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Acronyms

DHCW | Digital Health and Care Wales SHA | Special Health Authority

1  SITUATION/BACKGROUND

1.1  DHCW have a number of policies, procedures and processes that help manage the running of
the Organisation by outlining responsibilities related to legislation, accreditation and
regulation.

1.2 There were a number of policies identified by the Welsh Government as a requirement for the
transition to a Special Health Authority. The inaugural Board meeting identified 11 remaining
policies to be created. A task and finish group was established to create and finalise the
policies which are listed below, three documents have been amalgamated into one resulting in
9 requiring completion:

e Communications and Media Management Policy covering the topics:
o MS (Members of the Senedd) and MP (Members of Parliament) Correspondence -

Procedure for responding to enquiries

o Procedure for Media Filming, Recording and Photography
o Media Enquiries Procedure

e Communications and Engagement Strategy

e Anti-Malware Policy

e Intellectual Property Policy

e Welsh Language Scheme

e (Capital Management Procedure

e Research and Innovation Strategy

e Security and Counter Terrorism Policy

e Relocation expenses policy

1.3 As well as the policies identified as part of the transition to the SHA, there will be policies
presented to the Digital Governance and Safety that are allocated to the Committee as the
approving body.

2 SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

2.1 Each controlled document requiring review under the POL-CG-003 policy for the production,
consultation, approval, publication and dissemination of strategies, policies, protocols,
procedures and guidelines moves through the identified governance steps of review by lead
Director, subject matter experts, consultation and relevant scrutiny by a Committee, Advisory

Policies, Procedures and Strategies Page 2 of 5 Author: Sophie Fuller

Approver: Chris Darling
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2.2 The following policies have been approved and are now in use across the organisation.

e Anti-Malware Policy previously called Anti-Virus Policy
e Capital Management Procedure

e Security and Counter Terrorism Policy

e Relocation expenses policy (The relocation expenses policy has been identified as the
Velindre University NHS Trust Removal and Associated Expenses Policy. In line with the
approach for existing policies covered by the Transfer of Undertakings (Protection of
Employment) (TUPE) arrangements this policy was adopted in December 2021)

2.3 Below outlined the update on each of the policies identified and outlines the plan for the

remaining policies.

Policy Status Update Expected
approval

Communications and COMPLETE This policy is under consultation March 2022
Media Management Policy currently and is expected to be

signed off at the March DHCW

Board.
Communications and COMPLETE This policy is under consultation March 2022
Engagement Strategy currently and is expected to be

signed off at the March DHCW

Board.
Intellectual Property Policy | COMPLETE This policy is presented to this March 2022

meeting for discussion and

endorsement and is expected to be

signed off at the March DHCW

Board.
Welsh Language Scheme COMPLETE Further amendments have been September

made to the draft and is currently 2022

under review by the Welsh

Language Commissioners Office

(WLCO). The Scheme requires sign

off by the WLCO before it can

undergo the 12-week public

consultation.
Research and Innovation IN Work is ongoing to finalise this September
Strategy (Previously DEVEOPMENT | strategy. 2022
Research and
Development Strategy)

Policies, Procedures and Strategies
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3.1 Please note the following policy for review and discussion by the Digital Governance and Safety

Committee and endorsement to go to the SHA Board for approval:

Intellectual Property Policy at item 3.5i

3.2 Please note the Research and Innovation Strategy has been subject to additional work which
has meant an update in the delivery timescale and will be included in the forward work plan

for the Committee’s review and approval.

4 RECOMMENDATION

The Digital Governance and Safety Committee is being asked to:

NOTE the contents of the report and DISCUSS/REVIEW the Intellectual Property Policy out

for consultation and ENDORSE this Policy for approval by the SHA Board.

5 IMPACT ASSESSMENT

STRATEGIC OBJECTIVE |Delivering High Quality Digital Services

CORPORATE RISK (ref if appropriate)

WELL-BEING OF FUTURE GENERATIONS ACT | A healthier Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS N/A

If more than one standard applies, please list below:
All Standards rely on policy information.

HEALTH CARE STANDARD Governance, leadership and acccountability

If more than one standard applies, please list below:
Effective Care

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission: N/A

No, (detail included below as to reasoning) ‘Outcome: N/A

Statement:
N/A

Policies, Procedures and Strategies Page 4 of 5
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APPROVAL/SCRUTINY ROUTE:

Person/Committee/Group who have received or considered this paper prior to this meeting

COMMITTEE OR GROUP

DATE OUTCOME

Management Board

14.01.22 Supported the IP Policy, noted the
update on other policies.

IMPACT ASSESSMENT

QUALITY AND SAFETY

Yes, please see detail below

IMPLICATIONS/IMPACT

Policies underpin a quality approach to organisational
management.

LEGAL

Yes, please see detail below

IMPLICATIONS/IMPACT

Legal advice has been sought in developing the IP policy.

FINANCIAL
IMPLICATION/IMPACT

No, there are no specific financial implication related to the
activity outlined in this report

WORKFORCE
IMPLICATION/IMPACT

No, there is no direct impact on resources as a result of the
activity outlined in this report.

Policies have roles and responsibilities outlined within them.

SOCIO ECONOMIC
IMPLICATION/IMPACT

No. there are no specific socio-economic implications related
to the activity outlined in this report

Policies, Procedures and Strategies

Page 5 of 5 Author: Sophie Fuller
Approver: Chris Darling
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DIGITAL HEALTH AND CARE WALES
INTELLECTUAL PROPERTY

This document sets out the overarching Policy on Intellectual Property
within Digital Health & Care Wales

Document Version v1.0

Status Draft
Document author: Julie Francis, Head of Commercial Services
Approved by: Michelle Sell, Chief Operating Officer

Date approved:

Review date:
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STRATEGIC OBJECTIVE [Driving value from data for better outcomes

WELL-BEING OF FUTURE GENERATIONS ACT | A more equal Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS N/A

If more than one standard applies, please list below:

HEALTH CARE STANDARD Governance, leadership and acccountability

If more than one standard applies, please list below:
Staff and Resources

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission:

Yes, applicable ‘Outcome: No Impact

Statement:
There is no impact in relation to the equality agenda.

APPROVAL/SCRUTINY ROUTE:

Person/Committee/Group who have received or considered this paper prior to this meeting

COMMITTEE OR GROUP DATE OUTCOME
Operational Services Board
Audit and Assurance Committee 18t January 2022

Digital Governance and Safety Committee | 16" February 2022

IMPACT ASSESSMENT
QUALITY AND SAFETY Yes, please see detail below
IMPLICATIONS/IMPACT Policy documents outline the relevant overarching
organisational approach this ensure a quality approach and
ensures any safety requirements are met.
Yes, please see detail below
POL-COM-003
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LEGAL
IMPLICATIONS/IMPACT

There are legal implications from a Procurement perspective
and any changes to regulatory requirements would require a
review of this policy

FINANCIAL
IMPLICATION/IMPACT

Yes, please see detail below

The effective management of Intellectual Property is essential
from a financial perspective

WORKFORCE
IMPLICATION/IMPACT

Yes, please see detail below

The workforce implications are outlined in section 5 of the
document.

SOCIO ECONOMIC
IMPLICATION/IMPACT

No. there are no specific socio-economic implications related
to the activity outlined in this report

POL-COM-003
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1  DOCUMENT HISTORY

REVISION HISTORY

Date Version | Author Revision Summary
28 December 2021 D0.1 | Julie Francis 1t Draft
REVIEWERS
This document requires the following reviews:
Date Version | Name Position
04.01.2022 DO0.1 Michelle Sell Chief Operating Officer
04.01.2022 DO0.1 Chris Darling Board Secretary
AUTHORISATION

Signing of this document indicates acceptance of its contents.

Author’s Name: Julie Francis

Role: Head of Commercial Services

Signature:

Approver’s Name: Michelle Sell

Role: Chief Operating Officer

Signature:

DOCUMENT LOCATION

Type Location

Electronic Quality Standards and Regulatory - Integrated Management System - All Documents
(sharepoint.com)
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2 POLICY STATEMENT

The purpose of this Policy is to set out the general principles by which Digital Health and Care Wales
creates, identifies, exploits, manages and controls Intellectual Policy (IP) in all its business
undertakings. Such undertakings will include:

e |P created for use by Digital Health and Care Wales for the NHS, other public sector or private
sector organisations
e Using the IP of private sector providers for the delivery of NHS Services

Where IP isinvolved there is no “one size fits all” and each requirement will be assessed independently.

DHCW has been created to take forward the digital transformation needed for better health and care
in Wales and one of the key pillars upon which this will be delivered is innovation. To maximise the
value of that innovation to the NHS it is important that such innovation is recognised and steps taken,
where appropriate, to protect and maximise its potential benefits.

The Welsh Government has issued "The Framework and Guidance on the Management of Intellectual
Property in the NHS in Wales" (the Welsh NHS Guidance February 2005) and this policy reflects the
principles set out in that guidance.

The primary purpose of exploiting IP and innovation in the NHS is to improve the delivery of healthcare
within the NHS in Wales; the secondary purpose is to generate income available to help support NHS
bodies [and, where appropriate, to share the income with those responsible, that is, the Inventors].
The legal ownership of Intellectual Property Rights (IPR) enables the value of the idea to be identified
and realised. The best and most effective way to ensure ownership of IPR is to have express
contractual terms which deal with ownership.

Failure to comply with the requirements set out in this policy may be dealt with in accordance with
the NHS Wales Disciplinary Policy.

A full copy of this policy is provided in the Appendix.

POL-COM-003
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SCOPE OF POLICY

This policy applies to all employees within Digital Health and Care Wales. The Policy will remain in
effect until such time as there is a change in IP Law, an update to the Framework "The Framework and
Guidance on the Management of Intellectual Property in the NHS in Wales" 2005 or a change in
operational practice/s. The policy has been reviewed by various stakeholders including Digital Health
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and Care Wales Policy Group and shall be reviewed by the Operating Services Board.

Failure to comply with the requirements set out in this policy may be dealt with in accordance with
the NHS Wales Disciplinary Policy.

4. AIMS AND OBJECTIVES

The aims, objectives and guiding principles of this policy are set out below:

The various types of intellectual property some of which already exist within DHCW and some
which may be produced during the tenure of the organisation. These include patents,

copyright, database rights, design rights and trademarks.
To explain the principles of ownership of the IPR which may be created within DHCW.

To provide information on who to contact if staff have an invention/idea/innovation that they
think may need to be protected, or if they require general advice on IP arising from their work.

To outline the policy for the effective management of IPR within DHCW.
To explain how IPR may be exploited.

To consider the factors to be taken into account by DHCW when making decisions over the

manner in which IPR is exploited.

5. DEFINITIONS
TERM Abbreviation | DEFINITION
Intellectual IP Intellectual Property (IP) means the product of creativity or
Property innovation
Intellectual IPR Legal framework within the UK which allows people to own this
Property Rights Intellectual Property
Patents N/A Patents are registered rights which cover inventions
N/A Copyright is an intellectual property right which seeks to
Copyright protect the form of expression of an idea, and not the ideas
itself
. . N/A Design Right protects the 3D appearance of an object including
Design Right o . . .
potentially its appearance, shape, configuration or decoration
N/A refer to signs (normally words or graphics or a combination of
Trademarks both) which distinguish the goods (or services) of one trader
from those of another
POL-COM-003
0
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6. ROLES AND RESPONSIBILITIES

6.1 ORGANISATION

The organisation is responsible for:

e Providing appropriate resources (including staffing) to fully implement this policy.
e Fully endorsing, supporting and implementing the principles and controls outlined in this
policy.

6.2 EXECUTIVE DIRECTORS OF DIGITAL HEALTH & CARE WALES

The Executive Team and Directors of Digital Health & Care Wales are responsible for the
implementation of this and other associated policies by:

e Ensuring all relevant staff are made aware of this policy and that they comply with it.

e Ensuring that appropriate priority is given to the implementation of controls to meet identified
operational and legal risks.

e Ensuring that relevant resources to meet the requirements of this policy are made available.

6.3 OPERATIONAL SERVICE BOARD (OSB) MEMBERS

OSB members are responsible for:

e Ensuring that service leads are made aware of this policy, and that they comply with its
provisions especially in relation to the need to maintain confidentiality until such time as DHCW
has made a decision on whether to exploit! their idea or technology or up to the point at which
protection is in place. Any such decision will be made via the appropriate governance
mechanisms as required.

e Acting as a point of escalation for service leads.

e Following up areas of non-compliance.

6.4 DHCW HEAD OF COMMERCIAL SERVICES

DHCW’s Head of Commercial Services is responsible for:

e Acting as the point of contact for all employees who consider that there is the potential for IP
to be created (or believes that IP has been created) in relation to a project they are working on
within DHCW (or in collaboration with other parties)

e Record details of the potential IP including the date of the original idea, the parties involved in
the original idea and the development of the idea to date

e Consider and discuss with the employee the possible IPR which may exist; and

L The exploitation of any IP owned by DHCW is a matter for Commercial Services (under the authority of the Board of DHCW where
appropriate).

POL-COM-003
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Consider and discuss next steps with the employee including any immediate steps necessary
for protection.

Creating and maintaining an IP register for the organisation.
Reporting on any income generation relating to exploiting the IP it has created.
Advice & guidance on implementation and compliance with this Policy.

Management of this Policy by way of review, update, and communication to all stakeholders.

6.5 DIRECTOR OF PEOPLE & OD

to ensure Secondment and other related agreements include appropriate consideration of the
IP policy.

6.6 IP REGISTER

An IP Register will be established and maintained centrally by the Commercial Services Team.
It will include:

A record of the IP position against each idea/product or service and its status

An owner

Details on the approval process

Any income secured

Benefits to the NHS in Wales

7. GETTING HELP, INFORMATION AND TRAINING

7.1 Embedding the Policy and Training

It is essential that the policy is embedded within the organisation. The Commercial Services team will
adopt a number of methods to do this including:

POL-COM-003

0

An IP Policy Statement will be developed and signed by each of the Directors which sets out
their commitment to the policy at an executive and directorate level. The latter should cascade
this down into the directorates they are responsible for.

Managers within each of their directorates are responsible for sharing the policy with their
respective teams and arranging training with the Commercial Services Team

Standard Operating Procedure (SOP) for IP to be developed.

This will be formally launched at the organisation’s appropriate governance groups — for
example Operational Services Management Group and Operational Services Board and other
appropriate team meetings. The SOP will also be emailed globally to all areas of the

business to ensure awareness and will form part of the Integrated Management Suite located
on SharePoint
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e [P awareness training will be developed as part of the Specialist training to be delivered by the
Commercial Services Team across the organisation

e Departmental audits will be undertaken by the Commercial Services Team

e OQOutputs from the departmental audits will be utilised to help shape the policy and ensure that
it reflects current business practice.

The Commercial Services team will provide guidance and help on the policy that can be provided by
contacting them at the email address set out below

e julie.francis@wales.nhs.uk

8. RELATED STANDARDS, POLICIES AND ASSOCIATED DOCUMENTATION

The following standards, policies, plans, and associated documentation support this overarching
policy:

e NHS Wales Disciplinary Policy
e SOP-COM-001 Commercial Services Management and Processes

e SOP-COM-002 Commercial Services Contract Management & Processes

e SOP-COM-006 Commercial Services Audit of Key Commercial Services Documents and
Processes

e SOP-COM-008 Commercial Services Protocol for the purchase of free goods and services

e GDN-ADS-001 Software development handbook (draft)

e The appropriate procurement terms and conditions and specification documentation

e SLA and Memorandum of Understanding Key Documents

9. DOCUMENT MANAGEMENT

The IP Register will be stored centrally by the Commercial Services team.

4  REFERENCES

DOCUMENT VERSION
Intellectual Property and Innovation in Health Care in Wales Feb 2005
10. APPENDIX

The Creation, Identification and Exploitation of Intellectual Property within DHCW is included as item 3.5ii

POL-COM-003
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Digital Health Care Wales (DHCW)

The Creation, Identification and Exploitation of Intellectual Property within

1.1.

1.2.

1.3.

1.4.

DHCW

Introduction

Intellectual Property (IP) means the product of creativity or innovation. The legal framework within the UK allows
people to own this Intellectual Property through Intellectual Property Rights (IPR). The legal ownership of IPR
enables the value of the idea to be identified and realised. There are various forms of legal protection for
Intellectual Property including patents, copyright, design rights, and trademarks and these are covered in more

detail in section 2 below.

Innovation and the creation of Intellectual Property occurs naturally within the NHS in Wales. DHCW has been
created to take forward the digital transformation needed for better health and care in Wales and one of the key
pillars upon which this will be delivered is innovation. To maximise the value of that innovation to the NHS it is
important that such innovation is recognised and steps taken, where appropriate, to protect and maximise its
potential benefits. The Welsh Government has issued "The Framework and Guidance on the Management of
Intellectual Property in the NHS in Wales" (the Welsh NHS Guidance February 2005) and this policy reflects the
principles set out in the Welsh NHS Guidance. (See Appendix A)

The primary purpose of exploiting IP and innovation in the NHS is to improve the delivery of healthcare within
the NHS in Wales; the secondary purpose is to generate income available to help support NHS bodies [and, where

appropriate, to share the income with those responsible, i.e. the Inventors].
The aims of this policy are:

e  To give a brief definition of what IPR exist;

e To explain the principles of ownership of the IPR which may be created within DHCW;

e To provide information on who to contact if staff have an invention/idea/innovation that they think may
need to be protected, or if they require general advice on IP arising from their work;

e To outline the policy for the effective management of IPR within DHCW;

e  To explain how IPR may be exploited; and

e  To consider the factors to be taken into account by DHCW when making decisions over the manner in

which IPR is exploited
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Types of Intellectual Property

Patents are registered rights which cover inventions. In return for the publication of the patent to the public
the inventor receives a period of time (20 years) during which he is able to stop third parties from using the
invention. Patent protection does not arise automatically and the filing of an application for a patent, followed
by its grant, is necessary in order to obtain protection. In the UK a patent may only be granted in respect of an

invention if:

e  Theinvention is new;

. It involves an inventive step;

e Itis capable of industrial application; and

e Itis not specifically excluded from protection as a patent (note: computer software is not capable of

patent protection)

Whilst patents provide the greatest protection they are generally regarded as the most difficult and expensive

IPR to obtain and maintain.

Copyright is an intellectual property right which seeks to protect the form of expression of an idea, and not the
ideas itself. As such copyright can apply to literary, artistic, musical and dramatic works. The most common
form of copyright for DHCW is in relation to literary works which can cover computer software (where the
underlying code is protected as a literary work) together with leaflets or manuals. In addition databases can
attract copyright and the "look and feel" of a computer program can be protected through copyright as an
artistic work. Copyright lasts for a set period, most often the life of the author plus 70 years from the end of the
calendar year of his death. Importantly copyright does not need to be (and cannot be) registered in the UK and

protection automatically applies once a work is written down or recorded.

As well as copyright which can exist in the selection or arrangement of material in a database, Database Rights
(or "sui generis" database right) protect the contents of a database. A database does not have to be original for
it to qualify for database rights, but there needs to have been a substantial investment in obtaining, verifying or

presenting the data. As with copyright, Database Rights arise automatically and cannot be registered.

Design Right protects the 3D appearance of an object including potentially its appearance, shape, configuration
or decoration. There are different regimes in the UK for registered and unregistered rights although generally
the design will need to be new and to create a different overall impression to any earlier design already in the

market to attract protection.

Trademarks refer to signs (normally words or graphics or a combination of both) which distinguish the goods
(or services) of one trader from those of another. Trademarks are also often known as brands. Trademarks can
either be registered or unregistered although registration of marks provides greater protection. Once

registered it is possible to retain trademark rights indefinitely.

Where no other protection is available, or before registered rights have been applied for, it is possible to
achieve protection through the law of Confidence. In order to gain the protection of the law of confidence
information must be kept confidential and only shared with those who agree to keep it confidential. Careful
consideration should however be given to keeping valuable information confidential where it can be of benefit

to the NHS generally.

Ownership of Intellectual Property

137/247



3/8

3.1

3.2.

3.3.

3.4.

3.5.

3.6.

3.7.

3.8.

\ GG | techyd a Gofal
d % CYMRU Digid0| Cymru
\"/ H Digital Health
b WALES | and Care Wales
The Owner of IPR has exclusive rights to use the IP to the exclusion of others. The owner is able to either use
the IP itself or to license others to carry out certain agreed activities or to exploit the IP commercially. As a

result, ownership of IPR is of commercial value to its owner and it is important that DHCW properly provides for

its protection and management.

IPR which is owned jointly can often present problems in terms of who is entitled to use it, or licence it, if the
other joint owner does not consent. Joint ownership therefore should be avoided or, where it is unavoidable,

appropriate licences should be put in place to enable each owner to use the IPR as they wish.

The best and most effective way to ensure ownership of IPR is to have express contractual terms which deal
with ownership. In the absence of express terms ownership is governed by statute, the main effects of which

are summarised below.

Employees: In relation to IP produced by employees in the course of their normal duties the IPR belongs to the
employer. Such ownership remains with DHCW upon the departure of the employee. An employee in this
context means all staff that are full or part time employees of DHCW, staff who are on DHCW payroll as ‘Paid
Officers’, staff with DHCW contracts of employment whose payroll costs are partially or wholly funded by
another party (unless the contract between DHCW and that party assigns ownership of any Intellectual
Property to that party), staff with honorary DHCW contracts, volunteers, work experience students and

temporary staff.

For secondees the situation will depend on a number of factors including who is paying the secondee and what,
if anything, is in the secondment or employment agreements. The only way to be certain is to include
something in the secondment agreement (preferably signed by the secondee and their employer) confirming
that all intellectual property generated or contributed to by the employee whilst on secondment with DHCW

will be the property of DHCW.

Collaborative work: If work/ research is conducted by an employee in partnership with another organisation, a
formal agreement stating ownership (or sharing) of generated Intellectual Property should be entered into. See

further paragraphs 5.8 to 5.10 below.

Externally-funded work: If Intellectual Property is generated by a DHCW employee through work that is funded
by an external body (e.g. a research project funded by a third party) then it is likely that the funding agreement
includes a statement regarding ownership of IPR such that the funding body may own the Intellectual Property
instead of DHCW. Once more it is important that an agreement recording these matters is established at the

outset.

Commissioned work: If DHCW commissions work by a third party who is not a DHCW employee (e.g.
development of a database by a software company), then DHCW will not necessarily own the IPR, or all of the
IPR in the work. It is therefore advisable for the contract with the supplier to include provision for DHCW to
retain all IPR (if achievable) or for appropriate sharing of IPR (including a royalty free licence for DCHW to use

IPR).

Independent providers: Independent providers of NHS Services usually own the IPR that they generate during
the course of providing NHS Services. However, an independent Provider that generates IP from NHS funded
Research & Development can, in certain instances, be required to share any benefit with the NHS. Independent
providers should be encouraged to transfer ownership of IPR to DHCW which will then be responsible for its
exploitation. If the Independent Provider agrees to transfer ownership it may be appropriate to share the

economic benefit obtained through the ownership of the IPR with the Independent Provider.
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Outside work: Any Intellectual Property generated by an employee acting outside the normal course of their

DHCW duties, and not directly related to their work will generally be owned by the employee.
Identification and Protection

Any employee who believes that there is the potential for IP to be created (or believes that IP has been
created) in relation to a project they are working on within DHCW (or in collaboration with other parties)
should discuss the matter with the DHCW lead for Intellectual Property, the Head of Commercial Services (IP

Lead) at the earliest opportunity.

It is important to note that certain forms of IP protection will not be available if the idea or invention, or
documents relating to that idea or invention, have been disclosed to any party outside DHCW either orally or in
writing. Disclosure outside DHCW (other than on strict confidentiality terms) is likely to diminish the potential
commercial value and benefits to DCHW. Employees must therefore maintain confidentiality until such time as
DHCW has made a decision on whether to exploit their idea or technology or up to the point at which

protection is in place. Any such decision will be made via the appropriate governance mechanisms as required.

All employees should be aware of the importance of avoiding improper disclosure of their ideas and inventions.
Public disclosure could include an article in a journal, publication on the internet (or internet forum) or even

conversations and correspondence without a confidentiality agreement in place.

Written consent must be obtained from the IP Lead before information relating to potential IP is disclosed to
any third party external organisation unless and until protection is in place. Should discussion with third parties
be necessary to develop or investigate the idea the IP Lead will advise on the necessary form of confidentiality

agreement to be implemented.

Employees should take no steps to exploit any DHCW Intellectual Property without the specific approval in

writing of the IP Lead.
The IP Lead will:

e record details of the potential IP including the date of the original idea, the parties involved in the original

idea and the development of the idea to date;
e  consider and discuss with the employee the possible IPR which may exist; and

e consider and discuss next steps with the employee including any immediate steps necessary for

protection.

The IP Lead may consult with others within DHCW and external advisers, on a confidential basis, in order to

advise on the protection available and the possible commercial potential.

DHCW undertakes to make decisions on which form of Intellectual Property Rights protection to take, e.g.
registration of a design, copyright, trademark, or filing of a patent, on the basis of the potential market and

likelihood of success, benefit to the NHS in Wales and economic benefits which may be derived.

If the IP Lead, or the external advisers, believe that the IP is capable of protection, then they will advise on the

steps necessary for protection which may include the following:

. Patent — investigating and identifying the inventive concept which makes the invention unique,
investigation of other similar inventions or ideas already published ("prior art") and ensuring that the idea

or invention is not disclosed to third parties prior to application.
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. Copyright — marking each copy of the work with the copyright symbol ©, "Digital Health Care Wales" and
the year of creation, e.g. "©, Digital Health Care Wales, 2021" and keeping a record of key changes to the

work and the date of those changes. In some cases it may be appropriate to add to the copyright notice

"Not to be reproduced or copied in whole or in part without the prior written consent of DHCW"

. Design — considering the registerability of the design (by reference to other similar products and the
potential benefits to be gained) and marking the product (or accompanying literature) with a statement
to the effect of "This product is protected by unregistered design rights and should not be copied in

whole or in part without the prior written consent of DHCW"

. Database — ensuring that careful records are kept of the investment by DHCW employees or third parties
in the collation, verification or presentation of the data and marking versions of the database made
available to third parties: "This database is the property of DHCW and protected by database right [and
copyright]. Neither the whole nor any part of this database should be copied without the prior written

consent of DHCW."

. Trade mark — marking brands or names with the symbol ™ (representing an unregistered trade mark),
considering the potential benefits of registration and the areas or classes in which the mark should be
registered and marking registered brands of names with the symbol ® (note: it is a criminal offence to use

the ® symbol for a mark which is not registered)

. Confidential Information — Taking such steps as may be necessary to preserve the confidentiality of the

information including the use of online or physical security.

In all cases it is important for employees working on projects that generate IP, and where potential IP has been
identified to keep accurate records of key activities and developments together with dates. In addition, all
correspondence, including e-mails, telephone conversations and notes of meetings relating to the IP should be

filed to enable a detailed account of the development of the IP to be presented when necessary.
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Exploitation

The exploitation of any IP owned by DHCW is a matter for Commercial Services (under the authority of the
Board of DHCW where appropriate). No employee or contractor of DHCW should seek to negotiate agreements
in relation to the use of IP, or exploitation of IPR, owned by DHCW without the express authority of Commercial

Services.
There are three main ways in which IP may be exploited:
e  Use by DHCW

e Licensing the IPR to third parties to use (where DHCW retains ownership of the IPR) normally in return for
royalty payments

e  Assigning the IPR to third parties (where ownership of the IPR is transferred to a third party) in return for

a one-off fee or continuing fees based on the third party's exploitation

It is possible that IP can be exploited by a combination of own use and licensing/assignment where third parties
can be licensed to use the IPR (or even assigned title with a licence back to DHCW or the NHS generally) for use

in a manner which does not affect the delivery of healthcare within the NHS in Wales and generates income.

Similarly, IP created or devised by DHCW may be developed or exploited in collaboration with third parties
including other NHS bodies, Higher Education Institutions or commercial entities. In these situations there will
be a need to licence the IPR to the third party to enable its development. Further details are set out in

paragraphs 5.8 to 5.10 below.

Where IP owned by DHCW is to be used by the NHS in Wales (or in the rest of the UK) it is unlikely that DHCW
will charge the NHS for use of the material. However, where those parties will have access to the IP, as opposed
to the product of that IP, consideration should be given to licensing the IP without charge to ensure that
controls are placed on the use of the DHCW IP by other NHS bodies.

In exceptional cases the NHS in Wales has the power to create "spin out" companies which are set up
specifically to exploit the IP in return for the generation of income through fees, royalties or equity (owning a
shareholding in the newly formed company). The IPR created by DHCW can be licensed or assigned to the "spin
out" company in return for such economic benefits. Where a "spin out company" is to be created reference
should be made to the Welsh NHS Guidance and Appendices 2 and 2A (See Appendix A)

In deciding upon the most appropriate method of exploiting IPR and the terms of any subsequent licence or
assignment, DHCW shall have regard to the primary consideration of improving the delivery of healthcare
within the NHS in Wales and the secondary consideration of generating income to help support NHS bodies.
Any decision taken must have demonstrable benefits to the NHS in Wales and the decision-making process

should be fully documented and transparent.
Key Considerations when collaborating with third parties

Collaborations with third parties can be essential to the development and exploitation of IP. Generally
collaboration occurs where each party to the collaboration agreement (there can be more than two) is able to

introduce an element (knowledge, skills or own IP) that is needed by the other parties.

However in order to enable parties to make the best use of collaboration it will be necessary to share
knowledge, skills and IP. Further IP created through collaboration can create joint ownership of IPR leading to
potential issues in subsequent exploitation. It is therefore important that provisions relating to ownership of
IPR, management of IPR (such as the costs of registration and enforcement) and income generation are clearly

recorded in an agreement between the parties.

Other key considerations to include within the agreement include:

141/247



\ GG | techyd a Gofal
d % CYMRU Digid0| Cymru
\"/ H Digital Health
b WALES | and Care Wales
. Background IP: This is the existing IP owned by a party prior to entering into the collaboration agreement.
It is normal for each party to retain such IP and to provide a royalty-free (i.e. free of charge) licence to the
other parties to use the IP for the purposes of the collaboration. Save in exceptional circumstances all

agreements should make clear that DHCW remains the owner of the Background IP and IPR at all times

and that any licences to use the IP are provided solely for the purposes of the collaboration.

. Foreground IP: This is the new IP which may be developed as a result of the collaboration. Consideration
will need to be given to whether such IP is jointly owned (which may cause issues) or is owned by one
party with provisions for the sharing of income generated through its use with the other parties. Where
DHCW does not own the foreground IP it should also seek to include provisions that itself (and
potentially) the NHS in Wales are provided with a royalty-free licence to use in perpetuity (i.e. for ever)

any foreground IP created as a result of the collaboration.

. Confidentiality: As well as other forms of IP it may be that a party is required to disclose confidential
information in order to facilitate the collaboration. Consideration will need to be given to ensuring the

same is kept confidential and that it is not otherwise used by the other parties to the collaboration.

. Practicalities and Responsibilities: These will need to cover not only the management of the IP generated
(such as the registration and renewals) which is normally done by the party who will own any foreground
IP, but also other terms of the agreement such as the purpose of the collaboration, the timetable for the
project, any agreed changes in scope and how the progress of the collaboration is recorded and

monitored.
Key Considerations when licensing IPR to third parties (including NHS bodies)

5.11. The owner of IPR enjoys certain exclusive rights to use and exploit the IP as an asset. However, through the use
of licensing the owner can benefit from permitting licensees to use it while keeping overall control and
ownership for itself. The most common benefit to the licensor is payment, in the form of royalties, normally

calculated as a percentage of sales made utilising the technology.

5.12. Often DHCW will consider the licensing of IPR where it wishes to utilise the IPR either for itself of for the
benefit of the NHS in Wales but is able to obtain income through licensing the IPR in other fields of use (e.g
non-healthcare) or other territories (e.g. outside the UK). However licensing enables DHCW to retain ownership
even if it does not wish to utilise the IPR itself, possibly because it may wish to do so at some point in the

future.
5.13. Where IPR is to be licensed to third parties key considerations include:

e  Subject Matter: Clearly defining the IPR to be licensed. This may be more difficult where the IPR is
unregistered or is dependent on the co-licensing of unregistered rights.

e  Field of Use: By restricting the applications or areas within which the licensee can use the rights DHCW

may be able to generate greater income through additional licensing in other fields of use.

e  Geographical Scope: Similarly DHCW may be able to generate additional income by restricting the

territory within which the licensee can use the rights.

e  Type of licence: It is possible to grant exclusive licenses (which mean that no one, including DHCW, can
use the IPR), sole licences (being the only licence granted but meaning that DHCW retain the right to use
the IPR) or non-exclusive licences. Generally exclusive licences should be limited to particular fields of use
(within which DHCW do not wish to use the IPR).

e  Controls over licensee: DHCW may wish to retain control to ensure that the licensee does not abuse the
licence or harm the reputation of DHCW. It may also wish to include minimum sales targets or minimum

royalties to protect income and provisions for termination if these are not met.
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e Term: Consideration should be given to how long the licence will last and how it can be terminated. The

term should not be for longer than the term of the IPR over which the licence is granted but can be for
shorter periods.

e  Sub-licensing: Whether and in what circumstances the licensee can allow others to exploit the IPR.

e  Retained rights: Where an exclusive licence is provided consideration should be given to retaining rights
for internal research and R & D purposes for DHCW and/or the NHS in Wales.

e  Benefits to NHS: Where an exclusive licence is granted preferential rates for NHS parties who wish to
purchase products and/or services should be included

e  Royalties and Audit Rights: Careful consideration should be given to the calculation of royalties which
should be linked to turnover and not to profit and the rights of audit and monitoring which exist to verify
such figures.

5.14. Further guidance in relation to considerations in relation to the terms of IPR licences with third parties can be
found in Appendix 1 to the Welsh NHS Guidance (See Appendix A)

Appendix A

Microsoft Word - FINAL Guidance Framework Feb 2005.doc (wales.nhs.uk)
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DIGITAL HEALTH AND CARE WALES
RISK MANAGEMENT REPORT

Agenda 3.6
ltem

Name of Meeting Digital Governance and Safety Committee

Date of Meeting

18 February 2022

Public or Private

Public

IF PRIVATE: please

N/A

indicate reason

Executive Sponsor Chris Darling, Board Secretary

Sophie Fuller, Corporate Governance and

Prepared By Assurance Manager

Presented By Chris Darling, Board Secretary / Risk Owners

Purpose of the Report For Discussion/Review

Recommendation

The Digital Governance and Safety Committee is being asked to:

NOTE the status of the Corporate Risk Register.

NOTE the Corporate Risks assigned to the Digital Governance & Safety Committee.
DISCUSS the Information and Communication Technology deep dive reviews included for
discussion.
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Acronyms

DHCW | Digital Health and Care Wales | ICT | Information and Communication Technology

BAF Board Assurance Framework WG | Welsh Government
1 SITUATION/BACKGROUND
1.1 The DHCW Risk Management and Board Assurance Framework (BAF) Strategy was approved

2.2

2.3

2.4

formally at the SHA Board on the 27 May 2021. This outlined the approach the organisation will
take to managing risk and Board assurance which highlighted risks on the Corporate Register
would be assigned to a Committee for further scrutiny and oversight.

SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

Committee members are asked to consider risk, in the context of DHCW Digital Governance and
Safety ‘what could impact on the Organisation being successful in the short term (1 — 12 months)
and in the longer term (12 — 36 months)’.

There are wider considerations regarding organisational factors which include, sector,
stakeholder, and system factors, as well as National and International environmental factors.

In considering environmental factors members should note the UPDATED the World Economic
Forum Long Term Global Risks Landscape (2021). The HM Government National Risk Register is
still the 2020 edition, more information can be found at item 3.6i Appendix A.

The below are extracts/summaries from the World Economic Forum Term Global Risks
Landscape (2021) for international context and consideration by the Board:

Underlying disparities

The damage from COVID-19 has been worsened by long-standing gender, race, age and income
inequalities. Disadvantaged groups went into the crisis with lower resilience as a result of
disparities in well-being; financial stability and security, and access to healthcare, education
and technology. Previous editions of the Global Risks Report have highlighted that income
inequality, despite declining on a global scale, had reached historical highs in many countries

Societal fragmentation

As public health gaps, digital inequality, educational disparities and unemployment—risks that
result from a complex combination of existing inequalities and the impact of the pandemic—
affect vulnerable groups the most, they may further fray social cohesion. Unsurprisingly, “social
cohesion erosion” and “livelihood crises” are among the highest-likelihood and highest-impact
long-term risks in the Global Risks Perception Survey (GRPS).

Narrowing pathways

Risk Management Report

2[7

Author: Sophie Fuller
Approver: Chris Darling
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2.5

2.6

Across developed and developing economies alike, the number of people without access to
quality and affordable healthcare, education or digital tools is at risk of increasing. Billions of
people face narrowing pathways to future well-being...... The growing gap between the
technological “haves” and “have-nots”—amid pressures on public and private finances that
could limit critical investments in digital education—will impede individual economic mobility.

In terms of DHCW's Corporate Risk Register, there are currently 23 risks on the Corporate Risk
Register included at Appendix B, of which 19 are for the consideration of this Committee. The
Risk register presents the 10 public risks with 9 classified as private due to their sensitivity and
will be received in the private session of the Committee.

Committee members are asked to note the following changes to the Corporate Risk Register
(new risks, risks removed and changes in risk scores) for risks assigned to the Committee since
the last meeting:

NEW RISKS (6) — 2 public, 4 private

Welsh Immunisation System Network Connection

IF there was a failure of the network connection between DHCW Azure tenancy
and the DHCW Datacentres Networks THEN members of the public would not be
able to use the rebooking services RESULTING IN reputational damage to DHCW
and Welsh Government and potential patient harm through inability to book
appointments

DHCWO0274

Welsh Immunisation System Server Capacity — This has been reduced since
being initially reported to the SHA Board

IF the web servers linked to the vaccine booking centres and other locations that
administer Covid vaccines become unavailable due to capacity concerns THEN it
is possible that the system capacity would be reached RESULTING IN a slowed
system, or system unavailability.

DHCWO0275

**DHCWO0277
**DHCWO0278
**DHCWO0279
**DHCW0280

RISKED REMOVED (2)

Risk Closed - Project
Data Centre Transition complete and closed
IF the dates for the data centre physical transition need | down via the Project
DHCWO0268 to moved from Quarter 2 into Quarter 3, THEN there Board. The residual
may be a resource constraint in various teams risks were allocated to
RESULTING IN a risk of failing to deliver some items in the relevant local risk
the annual plan and the risk of increased costs. registers for
management. Staff are

Risk Management Report

Author: Sophie Fuller
Approver: Chris Darling
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now working on other
programmes of work

DHCWO0260

Shielded Patient List

IF ISD are required to maintain the Shielded Patient List
using current processes with significant manual
intervention THEN the inherent risk of human error will
persist RESULTING IN the possible incorrect
identification of patients on the list.

Patient list not in
current use by WG, risk
deescalated to
Directorate level for
management

2.7 The Committee are asked to consider the DHCW Corporate Risk Register Heatmap showing a
summary of the DHCW risk profile which includes the 11 Significant and 8 Critical risks assigned
to the Committee. The key indicates movement since the last risk report to the Committee.

NB. All critical risks currently on the Corporate Risk Register are assigned to the Digital Governance
and Safety Committee.
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w
- F*DHCWO2T6 +—b
< DHCWO0274: Welsh Immunisation *

System Network Connection
MODERATE DHCWO0267: Host Failures +=
3) FEDHCW0229 e
MINOR DHCWO0275: Welsh
Immunisation System Server l,*
(2) Capacity
NEGLIGIBLE
1
** Private Risks
* New Risk 4= Non-Mover ‘ Reduced 4@ Increased

2.8 The Committee are also asked to consider the overview of initial risk score versus current versus
target and risks that may be identified for further investigation and action. Those highlighted
with a red circle represent those risks with a score increased from their initial scoring, those in
green have reduced their current score below initial scoring, the remainder are the same as their

initial score.
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INITIAL VS CURRENT VS TARGET ** Private Risks

Rating (initial) === Rating (current) === Rating (Target)
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* * * * * * * * *

2.9 Committee members are asked to consider the Deep Dive Risks included at item 3.6iii Appendix
C which is an ongoing request of the Committee to ensure oversight and scrutiny of specific risks
assigned to the Committee. The report template is for use where the Committee wants to focus
on particular risks. Key areas of focus will be on the current risk score, the target risk score, the
mitigating action taken to date and the additional action required to achieve the target risk score
and associated timeframes for doing so.

3 KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

3.1 The Committee is asked to note the changes in the risk profile during the reporting period as a
result of the changes to the Corporate Register.

4 RECOMMENDATION

4.1 The Digital Governance and Safety Committee is being asked to:
NOTE the status of the Corporate Risk Register.
NOTE the Corporate Risks assigned to the Digital Governance & Safety Committee.
DISCUSS the Information and Communication Technology deep dive reviews included for
discussion.
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5 IMPACT ASSESSMENT

STRATEGIC OBJECTIVE |Delivering High Quality Digital Services

CORPORATE RISK (ref if appropriate) All are relevant to the report

WELL-BEING OF FUTURE GENERATIONS ACT | A healthier Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS IS0 9001

If more than one standard applies, please list below:
SO 14001
SO 20000
ISO 27001

BS 10008

HEALTH CARE STANDARD Governance, leadership and acccountability

If more than one standard applies, please list below:
Safe Care
Effective Care

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission: N/A

No, (detail included below as to reasoning) ‘Outcome: N/A

Statement:
Risk Management and Assurance activities, equally effect all. An EQIA is not applicable.

APPROVAL/SCRUTINY ROUTE:

Person/Committee/Group who have received or considered this paper prior to this meeting

COMMITTEE OR GROUP DATE OUTCOME

SHA Board 27t January 2022 Reviewed

Risk Management Group 15t February 2022 Reviewed

IMPACT ASSESSMENT

QUALITY AND SAFETY Yes, please see detail below
IMPLICATIONS/IMPACT Additional scrutiny and clear guidance as to how the

safety.

organisation manages risk has a positive impact on quality and

Risk Management Report
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LEGAL
IMPLICATIONS/IMPACT

Yes, please see detail below

Should effective risk management not take place, there could
be legal implications

FINANCIAL
IMPLICATION/IMPACT

No, there are no specific financial implication related to the
activity outlined in this report

WORKFORCE
IMPLICATION/IMPACT

No, there is no direct impact on resources as a result of the
activity outlined in this report.

The risk owners will be clear on the expectations of managing
risks assigned to them.

SOCIO ECONOMIC
IMPLICATION/IMPACT

No. there are no specific socio-economic implications related
to the activity outlined in this report

Risk Management Report

Author: Sophie Fuller
Approver: Chris Darling
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Iltem 3.6i Appendix A

Appendix A: World Economic Forum Long Term Global Risks Landscape (2021)

Risk categories Top Risks Top Risks
4 Economic by likelihood by impact

4 Environmental
& Geopolitical
& Societal

Extreme weather Infectious diseases

Climate action failure Climate action failure

Human environmental damage Weapons of mass destruction

Technological
L 4 g

Infectious diseases Biodiversity loss

Biodiversity loss Natural resource crises
Digital power concentration Human environmental damage
Digital inequality Livelihood crises
Interstate relations fracture Extreme weather

Cybersecurity failure Debt crises

OO0 OO0 OSSOSO
Q0000 O6SOOS

Livelihood crises IT infrastructure breakdown

How do respondents perceive the impact 1 and likelihood — of global risks?

Infectious dissases
’Clmate action faiure
* " @ Weapons of mass destruction
’Bladr\.-emlhr losa
‘N.u.lursl resousce Crises ‘Hu-nan environmental damage:

’Llwellhccd crisas

Debt
s . Extrems weather
IT infrastrecture breakdown ’ " ’Cynmemmy tailure
I B onflict Pralonged Soclal coheslon ercslon
stagnation
Social security collapse ‘
‘ Inciluntary migration
Aver
- age ’ Interstate relations fracture
3.40
Asset bubble burst . ’D‘?‘fﬂl jpower concentration
’ Resource geopolitization
Public
. State collapse InfrEstructure ’\hu‘lh disillesionment
tallure .
Geophysical disasters
Backiash against aclence ’
P stverse tech avences
GCommadity shocks
Tech governance fallure
Digita i i
Price instabllity 4 ’Multlaterallsm callapse @ 0gist inequaiy
Inclustry collapse
3
. Mental health deterioration
T ’Tem:ns*t attacks

@ llicit econamic scllmy’

£

- 25 3 &

Likelihood — Average
3.28
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Iltem 3.6i Appendix A

The HM Government National Risk Register (2020 edition) — 2021 not yet published

Malicious Attacks

Attacks on publicly accessible locations
Attacks on infrastructure

Attacks on transport

Cyber attacks

Smaller scale CBRN attacks

Medium scale CBRN attacks

Larger scale CBRN attacks
Undermining the democratic process®

PNONALNS

7 25t
Serious and Organised Crime

9. Serious and organised crime — vulnerabilities
10. Serious and organised crime - prosperity*
11. Serious and organised crime — commodities”

w

Environmental Hazards

12. Coastal flooding

13. River flooding

14. Surface water flooding

15. Storms

16. Low temperatures

17. Heatwaves

18. Droughts

34 12 13 29 19. Severe space weather

20. Volcanic eruptions

21. Poor air quality

22. Earthguakes

23. Environmental disasters overseas

18 28 119 2 2 3615 16 17 fl4. WIIdﬁreSdA imal Health
uman and Animal Hea

s 26t 27* 25. Pandemics?

33* 36 38 20 26. High consequence infectious disease outbreaks?

27. Antimicrobial resistance®
28. Animal diseases
4 59 10" 11* Major Accidents
* 29. Widespread electricity failures

23 32* 37 30. Major transport accidents

. 31. System failures

8* 22 3 32. Commercial failures”

s 33. Systematic financial crisis*
in 1to5 5to25 2510 125 34. Industrial accidents - nuclear*
sg0 | NS00 in 500 in 500 35. Industrial accidents - non nuclear*
36. Major fires”
Likelihood Societal Risks

(of the reasonable worst case scenario of the risk occurring  37. Indusirial action
*Risk not plotted in the 2017 NRR | 1COVID-19 is not included in the risk matrix and is the 55~ Widespread public disorder

30 24 35*

Impact
(of the reasonable worst case scenario using the impact indicators below)
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3.6ii Appendix B DHCW Corporate Risk Register — Assigned to Digital Governance and Safety Committee

Key— Risk Type:

Low

Risk Matrix
LIKELIHOOD
ALMOST
RARE UNLIKELY | POSSIBLE LIKELY
(1) (2) (3) (@ | CERTAN
5)
CATASTROPHIC
(5) 5 10
wn MAIOR
w
4 8
= (4)
=] MODERATE 3 .
g (3)
= MINOR
Q 2 4 6 8 10
8 @)
NEGLIGIBLE
(1) 1 2 3 4 5

Risk Type

DHCWO0204

Security

Description

Canisc System

IF there is a
problem with the
unsupported
software used
within the Canisc
system THEN the
application will fail
RESULTING IN
disruption to
operational service
requiring
workarounds.

RA Date

08/02/2018

Likelihood
(current)

Likelihood
(initial)

EE
date

Rating
(current)

Impact
(current)

Rating
(initial)

'T“F"f"“ Action Status
((IED]
AIM: REDUCE Impact and REDUCE

Likelihood

FORWARD ACTIONS:FORWARD ACTIONS:
Continue developments not yet ready to
test

Velindre targeting end of May 22 to
migrate to WPAS and WCP.

Continue with Health Boards
implementation planning

Development for Palliative Care &
Screening & colposcopy planned for 22/23
Ql1&Q2

ACTIONS TO DATE:
Since October 2020 the Cancer
Informatics Programme has been running
an accelerated plan in order to mitigate
the risks posed by the legacy Cancer
system CaNISC and deliver an integrated
national solution for cancer services
ahead of the original November 2022
deadline.

The Canisc replacement MVP (14
workstreams) in development/completed
in readiness for testing in 22/23 Q1 for All
Wales Cancer services.

Specific developments delivered and
already available for testing.
Collaborative working with Programme
Partners to finalise developments
required for Palliative care and Screening
& Colposcopy

01/02/2022

Rating
(Target)

Impact
(Target)

Likelihood
(Target)

Risk Owner

Executive
Medical
Director

Trend

Non-
mover

153/247



2/6

3.6ii Appendix B DHCW Corporate Risk Register — Assigned to Digital Governance and Safety Committee

Rating
(current)

Ref Risk Type Description RA Date Review FfaF'f‘g 'T“.p‘?‘d L.|k'el'|hood Action Status
date (initial) (initial) (initial)
AIM:REDUCE Likelihood and REDUCE
Impact
FORWARD ACTION:
Continue to monitor - NDR confirmed that
a plan to replace switching service
functionality will be considered as part of
the data strategy work. In the meantime a
paper is being drafted within ISD to
propose some immediate solutions for
Switching Service geographical resilience in order to
consider reducing the risk score.
IF the current
switching service ACTION TO DATE:
fails THEN no data 13/10/2021 - ISBMG: Whilst the data
new will be centre moves have taken place the
Business & acquired into the fragility of the switching service remains
DHCW0269 Organisational | ISD Data 07/12/2020 | 01/02/2022 2 3 3 due to the rigid nature of it and the
Warehouse inability to add to or amend it easily. Keep
RESULTING IN the the score as is at this time.
inability to provide 02/08/2021 - TAH: ISD working with NDR
updates to to ensure appropriate priority given to
multiple reporting this work.
systems.
01/06/2021 RMG: Escalated to Corporate
Risk Register
27/04/2021 TAH: Further engagement
with NDR Team to consider acceleration
of the switching service replacement as
part of the wider requirement for the
acquisition of data into NDR. Continue to
review options and escalate to Corporate
register
Infrastructure AIM: REDUCE Likelihood
Investment
FORWARD ACTIONS: A revised
IF recurrent . . .
o infrastructure Business Case and Funding
funding is not .
available to Reqwlrement needs to b(.e .developeq and
submitted to secure additional funding for
DHCWO0201 | Service i: pgﬂmit of the longer term.
IMB Interruption obF;oIete 10/08/2017 | 01/02/2022 12 4 3
. ACTIONS TO DATE:
infrastructure

THEN the risk of
failure and under
performance will
increase
RESULTING in
service disruption.

A number of different funding streams
have been identified to date to support
the requirements for upgrading legacy
infrastructure for 21/22. These include the
Digital Priorities Investment fund with
high priority risks being addressed first.

12

Risk Owner

Executive
Medical
Director

Trend

Non-
mover

Director of
ICT

Non-
mover
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3.6ii Appendix B DHCW Corporate Risk Register — Assigned to Digital Governance and Safety Committee

Ref

DHCWO0228

Risk Type

Service
Interruption

Description

Fault Domains

IF fault domains
are not adopted
across the
infrastructure
estate THEN a
single
infrastructure
failure could occur
RESULTING IN
multiple service
failures.

RA Date

05/06/2019

Review
date

01/02/2022

DHCWO0263

Information
Governance

DHCW Functions

IF directions from
Welsh
Government do
not provide a
sound legal basis
for the collection,
processing and
dissemination of
Welsh resident
data

THEN (i) partners,
such as NHS
Digital, may stop
sharing data, (ii)
DHCW may be
acting unlawfully if
it continues to
process data
RESULTING IN (i)
DHCW being
unable to fulfil its
intended functions
regarding the
processing of data,
or, in the case of
continued
processing, (ii)
legal challenge, or

26/01/2021

01/02/2022

Rating
(initial)

12

Impact
(initial)

Likelihood
(initial)

Action Status

AIM: REDUCE Likelihood and REDUCE
Impact

FORWARD ACTIONS:

A Cloud Strategy Business Case is being
drafted by December 2021 which will
mean fault domains will be provided by
the host for those services.

Additional new equipment deployment
will continue to increase the number of
fault domains planned for the remainder
of the year

ACTIONS TO DATE:

Fault domains installed in all new
equipment installations.

Additional new equipment installed to
increase availability of hosted services.
Fault domains were incorporated into
new areas of infrastructure as part of the
Data Centre Exit Project where cloud
provisions is being utilised to provide
some of the fault domains required.

Rating
(current)

12

Impact
(current)

Likelihood Rating
(current)  (Target)

Impact
(Target)

Likelihood
(Target)

Risk Owner

Director of
ICT

Trend

Non-
mover

AIM: REDUCE Likelihood

FORWARD ACTIONS:

Continue discussions with Welsh
Government colleagues to define the
parameters of the functions.

ACTIONS TO DATE:

Actions set against Welsh Government to
define a set of Directions that will enable
DHCW to move forwards on BAU and to
provide cover for important functions
such as NDR

12

Executive
Medical
Director

Non-
mover
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3.6ii Appendix B DHCW Corporate Risk Register — Assigned to Digital Governance and Safety Committee

Risk Type

Description

(iii) the need to
submit a further
application to the
Confidentiality
Advisory Group
(which may not be
successful) to
assess the public
interest in
processing
confidential data
without a legal
basis or consent.

Review
date

Rating
(initial)

Action Status

(current)

Likelihood Rating

Risk Owner

Trend

DHCWO0264

Information
Governance

Data Promise

IF the national
conversation
regarding the use
of patient data
(Data Promise) is
delayed

THEN stakeholders
and patients will
not be assured
that the proposed
uses of Welsh
resident data
include sufficient
controls to ensure
data is treated
responsibly,
handled securely
and used ethically.
RESULTING IN (i)
potential
challenges to
proposed uses of
data, and/or a loss
of
public/professional
confidence, and (ii)
a failure to realise
the desired
outcomes
regarding ‘data
and collaboration’
(effective and
innovative uses of
data, joined up
services, better
outcomes for
individuals) set out
in Welsh

26/01/2021

01/02/2022

12

AIM: REDUCE Likelihood

FORWARD ACTIONS:

Continue discussions with Welsh
Government colleagues to define the Data
Promise.

ACTIONS TO DATE:

The DHCW Digital Governance & Safety
Committee wrote to Welsh Government
for an update in December 2021.

The specific responsibilities for
implementation of the Data Promise have
been given to the Head of Digital
Strategy/Technology, Digital &
Transformation, WG

12

Executive
Medical
Director

Non-
mover
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3.6ii Appendix B DHCW Corporate Risk Register — Assigned to Digital Governance and Safety Committee

Risk Type

Description

Government’s
Digital Strategy.

Review
date

Rating
(initial)

Action Status

(current)

Likelihood Rating

Risk Owner

Trend

Host Failures

IF a host fails on
one of the virtual
server
environments
THEN some guests
may fail to migrate

AIM: REDUCE Impact and REDUCE
Likelihood

FORWARD ACTIONS:
Install new hardware and review system
performance

members of the
public would not
be able to use the
rebooking services
RESULTING IN
reputational
damage to DHCW
and Welsh
Government and
potential patient
harm through
inability to book
appointments

connection has been put in place.

Identification of the risk and risk
assessment

A change is going to CAB 12/01/22 to
move one of the VPN links to CDC from
NDC to make connections site resilient.
Subject to approval it is expected that this
will be addressed prior to 31/01/2022

DHCwo267 | SeTVice seamlessly to 23/03/2021 | 01/02/2022 12 ACTIONS TO DATE: 12 Director of | Non-
Interruption . L . ICT mover
other hosts The periodic crashing issue continues.
RESULTING IN Previous recommendations from the
some servers manufacturer have not fixed the problem.
failing to recover Latest recommendation is to install some
automatically and new hardware in the servers. This is on
therefore service order and will be installed in a controlled
interruption to the way when they are delivered.
end users.
Welsh . AIM:
Immunisation
ifr:::t':':;work FORWARD ACTIONS:
14/01/2022. CLJ. Expect that additional
IF there was a ApleFatlon Gateway I'nterf‘ace and o
. associated changes will be installed within
failure of the
1 week.
network
connection . ol .
between DHCW Medium term - Progress Wltl‘? installation
of second ExpressRoute service to replace
Azure tenancy and the VPN
the DHCW
Datacentres
Service ACTIONS TO DATE: Director of Non-
DHCWO274 | | erruption | Networks THEN - 1/05/11/2021 | 01/02/2022 12 14/01/2022. CL. The resilient VPN 12 IcT mover
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3.6ii Appendix B DHCW Corporate Risk Register — Assigned to Digital Governance and Safety Committee

DHCWO0205
IMB

Risk Type

Service
Interruption

Description

DMZ/Internet
Failure at Data
Centre

IF a failure of the
DMZ network or
Internet Circuit in
Datacentre 1
occurred THEN
DHCW patient
facing digital
services would be
unavailable for
users RESULTING
in service
downtime and
reputational
damage.

12/03/2018

Review

date

01/02/2022

Rating
(initial)

12

DHCWO0275

Service
Interruption

Welsh
Immunisation
System Server
Capacity

IF the web servers
linked to the
vaccine booking
centres and other
locations that
administer Covid
vaccines become
unavailable due to
capacity concerns
THEN it is possible
that the system
capacity would be
reached
RESULTING IN a
slowed system, or
system
unavailability.

22/12/2021

01/02/2022

Impact
(initial)

Likelihood
(initial)

Action Status

AIM: REDUCE Impact

FORWARD ACTIONS:

Continue to identify the ‘owners’ of
services in the DMZ in the new datacentre
to raise the risk with a target date of end
of December 2021 for that to be
completed.

ACTIONS TO DATE:

All migrations of the planned services
from Data centre 1 DMZ to Azure have
now completed. Improvements have been
made to resilience, so likelihood reduced
to ‘unlikely’.

Rating
(current)

Impact
(current)

Likelihood Rating
(current)  (Target)

Impact
(Target)

Likelihood
(Target)

Risk Owner

Director of
ICT

Non-
mover

AIM: Reduce IMPACT and LIKELIHOOD

FORWARD ACTIONS
None. Recommend closure or downgrade
to directorate risk register

ACTIONS TO DATE

14/01/2022. CLJ. Additional 10 virtual
servers (5 per data centre) have been
provisioned. 4 have been used to pool
serving WISweb users. the other 6 have
been allocated to the Vaccine booking
system. Propose taht this can be closed.

Infrastructure submit build request for an
additional server per site prior to
24/12.Server has been built 06/01/22 and
IQ'd 07/01/2022.

Assistant
Director of
Application

Development

and Support

Reduced
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DHCW RISK DEEP DIVE REPORT - To be completed by the Risk Owner

Date of Report: 15t February 2022
Infrastructure

Orginator: Martin Risk Name:
Prosser Investment

Risk Reference ID: 12923 Initial Score: 12

DHCW0201
(IMB)

Target Score: _ Current Score:

Background: (a brief background history of the risk being reviewed)

This is a risk that was raised in 2018 ahead of the development of a 5-year Business Case which was submitted to
Welsh Government. Timely approval was required for funding as identified in the 2019-24 Business Case and
subsequent 2020-2023 funding request. The DHCW discretionary capital allocation was insufficient to replace legacy
infrastructure and provide capacity for growth. Also, there was insufficient revenue to fund required staff in core
infrastructure teams and to address the shift from perpetual licenses to subscription licensing and cloud services.

Risk Description (IF....THEN.....RESULTING IN.....)

(Risk descriptions to include details of the associated impact)

IF recurrent funding is not available to support the replacement of obsolete infrastructure, THEN the risk of failure
and under performance will increase, RESULTING in service disruption.

1/9 159/247



£ QUG | s
3.6iii Appendix C — ICT Risk Deep Dive \ P | Dol rieaine,

Mitigating Action Taken to Date: (Detail the actions already undertaken to mitigate the risk impact)

A number of opportunistic funding streams have been identified to date to support the requirements for
upgrading legacy infrastructure since 2018. These include

e the Digital Priorities Investment fund with high priority risks being addressed first. The included the
move to the new data centre in 2021 and new network at that site.

¢ Investments from COVID funds to address network and internet capacity.

e End-of-year capital funding — e.g. to replace WPAS hardware.

Further Mitigation to Achieve Target Risk Score with timeframe for completion:

(Detail the further actions required to achieve the target risk score and associated timeframes if known)

As a result of the capital funding that has been secured over the last few years major parts of the physical
infrastructure have been upgraded. However, there is still insufficient discretionary capital to replace and
further develop our infrastructure to keep pace with demand.

The revenue funding is currently the more significant challenge. This is for both the human resources
required to manage and develop the current infrastructure and to keep pace with the changes in licensing
arrangements for infrastructure services.

The current intention is to address this through a series of business cases, mainly via a Cloud business case.
Alternative/complimentary approaches are to

e Re-allocate funding from other directorates in DHCW
e Seek additional core funding from Welsh Government

o Seek additional income from NHS Organisations to reflect the increasing costs of delivering
services.

Recommendation from the risk owner:
(Should the risk score be increased, decreased, remain the same)

Risk score should remain the same. While the deficit in the Capital funding gap has reduced the deficit in the
revenue funding has increased.

Meeting Comments/Feedback

(To be included after the meeting where the review is taking place)
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DHCW RISK DEEP DIVE REPORT - To be completed by the Risk Owner

Date of Report: 15t February 2022

Orginator: Martin Risk Name: Lack of

Prosser infrastructure
'fault domains'
results in
increased risk of
Multiple
Concurrent
System Failures

Risk Reference ID: 15340 Initial Score: 16

DHCWO0228

Target Score: Current Score:

Background: (a brief background history of the risk being reviewed)

DHCW uses virtual server environments to host the infrastructure that deliver national digital services. While these
provide great flexibility and reduce infrastructure costs, any issues with these virtual server environments can
impact many services. Having more virtual server environments and distributing the virtual servers across these,
reduces the impact of a failure.

There is a need to procure additional infrastructure to create multiple fault domains and re-engineer systems to
make use of these additional fault domains. However, this is unable to be progressed until additional funding is
provided by Welsh Government to procure the additional fault domains.

Risk Description (IF....THEN.....RESULTING IN.....)

(Risk descriptions to include details of the associated impact)

IF fault domains are not adopted across the infrastructure estate, THEN a single infrastructure failure could occur
RESULTING IN multiple service failures.
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Mitigating Action Taken to Date: (Detail the actions already undertaken to mitigate the risk impact)

Where infrastructure replacement has taken place, DHCW infrastructure teams have delivered additional Fault
domains where the technical feasibility and the funding has enabled this. In other cases infrastructure has been
replaced, but additional fault domains have not been added. The use of cloud services as part of the Data Centre
Transition Project has been utilised to provide some of the fault domains required.

Further Mitigation to Achieve Target Risk Score with timeframe for completion:

(Detail the further actions required to achieve the target risk score and associated timeframes if known)
The strategic intention is to move to use cloud services for hosting our services. Cloud providers can deliver the
required fault domains through the use of Availability Zones or similar. The cloud strategy is nearing completion and

associated business case will follow shortly. Additionally, new equipment deployment will continue to address
increasing the number of fault domains where funding permits.

Recommendation from the risk owner:

(Should the risk score be increased, decreased, remain the same)

Score should remain the same

Meeting Comments/Feedback

(To be included after the meeting where the review is taking place)
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DHCW RISK DEEP DIVE REPORT - To be completed by the Risk Owner

Date of Report: 15t February 2022

Orginator: Martin Risk Name: Intermittent fault
Prosser on server farm
causing instability

issues.
Risk Reference ID: 16598 Initial Score: 12

DHCWO0267

Target Score: Current Score:

Background: (a brief background history of the risk being reviewed)

DHCW uses virtual server environments to host the infrastructure that deliver national digital services. While these
provide great flexibility and reduce infrastructure costs, any issues with these virtual server environments can
impact many services. Hypervisor hosts on some of the virtual server farms are intermittently crashing causing
virtual servers to restart on hosts. The impact to most services is limited (due to inbuilt resilience), however
integration services servers are unable to elegantly move between hosts, crashing and causing service outages.

Risk Description (IF....THEN.....RESULTING IN.....)

(Risk descriptions to include details of the associated impact)

IF a host fails on one of the virtual server environments THEN some guests may fail to migrate seamlessly to other
hosts RESULTING IN some servers failing to recover automatically and therefore service interruption to the end
users.
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Mitigating Action Taken to Date: (Detail the actions already undertaken to mitigate the risk impact)

A number of mitigation actions have taken place which include

e  Working with the HyperVisor manufacturer to identify possible causes.
o Modifications of settings as result of the above.

e |nstallation of new hardware.

e Rebuild of hypervisor platform.

Further Mitigation to Achieve Target Risk Score with timeframe for completion:

(Detail the further actions required to achieve the target risk score and associated timeframes if known)

Replace the Hypervisor platform with a more modern alternative. This has been procured and is in the process of
being installed. A migration to the new platform is scheduled in for Q1 and Q2 of FY 22/23

Recommendation from the risk owner:
(Should the risk score be increased, decreased, remain the same)

Monitoring has shown that no failures have occurred for over two months. Recommend reduction of Likelihood to
2 (which will achieve target score of 6). Risk can then be closed as the Hypervisor replacement project is underway
and identified in the IMTP.

Meeting Comments/Feedback

(To be included after the meeting where the review is taking place)
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DHCW RISK DEEP DIVE REPORT - To be completed by the Risk Owner

Date of Report: 15t February 2022

N .

Risk Reference ID: 16656 Initial Score:
DHCWO0268

Target Score: _ Current Score:

Background: (a brief background history of the risk being reviewed)

Risk to delivery of
annual plan and
increased costs if
the data centre
physical
transition is
moved from Q2
to Q3

12

This is related to the data centre transition project where delays in the circuits being delivered into the new data
centre location raised a risk that delivery of the project would cause resourcing issues.

Risk Description (IF....THEN.....RESULTING IN.....)

(Risk descriptions to include details of the associated impact)

IF the dates for the data centre physical transition need to be moved from Quarter 2 into Quarter 3, THEN there
may be a resource constraint in various teams RESULTING IN a risk of failing to deliver some items in the annual
plan and the risk of increased costs.

Mitigating Action Taken to Date: (Detail the actions already undertaken to mitigate the risk impact)

The Transition plan has been completed.

Further Mitigation to Achieve Target Risk Score with timeframe for completion:

(Detail the further actions required to achieve the target risk score and associated timeframes if known)

None required

Recommendation from the risk owner:

(Should the risk score be increased, decreased, remain the same)

Close risk

Meeting Comments/Feedback

(To be included after the meeting where the review is taking place)
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DHCW RISK DEEP DIVE REPORT - To be completed by the Risk Owner

Date of Report: 15t February 2022

Orginator: Infrastructure [ ETs =T Risk of failure of
Management Internet Facing
Board (IMB) Services as these
are only hosted
from one data
centre

Likelihood/Probability Rating (1-5): Impact/Consequence Rating (1-5): [

Risk Reference ID: 13861 Initial Score: 12

DHCWO0205
IMB

Target Score: _ Current Score:

Background: (a brief background history of the risk being reviewed)

NHS Wales internet facing services (e.g. NHS Websites) are hosted on a network known as a DMZ. The DMZ was
originally installed around 2010 at a single data centre as the dependency on the services was not deemed

sufficient to justify the cost of replicating the infrastructure at a second data centre. However, as the dependency
on the websites grew, this risk was raised in 2018.

Risk Description (IF....THEN.....RESULTING IN.....)

(Risk descriptions to include details of the associated impact)

IF a failure of the DMZ network or Internet Circuit in Datacentre 1 occurred THEN DHCW patient facing digital
services would be unavailable for users RESULTING in service downtime and reputational damage.
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Mitigating Action Taken to Date: (Detail the actions already undertaken to mitigate the risk impact)

Two primary actions have taken place to date

1. A new website content management system has been deployed in a Public Cloud Provider using servers
from two UK regions to provide high availability. Websites for NHS Wales Trusts and LHBs have been
migrated to this new platform.

2. All other services (including the systems that host other websites) have been moved from Data Centre 1 to
a Cloud Provider —into a single region. Where it was practical to achieve this, the servers for individual
services have been split across two availability zones to reduce the impact of a cloud data centre failure.

Further Mitigation to Achieve Target Risk Score with timeframe for completion:

(Detail the further actions required to achieve the target risk score and associated timeframes if known)

There are no plans for DHCW to address this underlying risk at an ‘infrastructure level’. Rather, we are identifying
the 'owners' of services in the DMZ and ensuring that they are aware of the risk. They will then be able to
undertake a risk assessment for their specific use-cases and implement mitigations if deemed necessary.

DHCW hosts servers for Cwm Taf Morgannwg UHB, NWSSP and Velindre NHS Trust and they have been advised of
the risk.

A paper providing an update on the latest position is planned for the February DHCW Management Board — where
any further action can be agreed.

Recommendation from the risk owner:
(Should the risk score be increased, decreased, remain the same)

Remain the same — until the review by the DHCW Directors at the management board.

Meeting Comments/Feedback

(To be included after the meeting where the review is taking place)
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NOTE the report for ASSURANCE.
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