5.3ii Appendix B – Corporate Risk Register
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	Ref
	Risk Type
	Description
	Opened date
	Review date
	Rating (initial)
	Action Status
	Rating (current)
	Rating (Target)
	Risk Owner
	Trend
	Committee Assignment
	Primary Risk Domain
	Strategic Mission

	DHCW0298
	Business & Organisational
	Delay in the Implementation of LINC (WLIMS 2)

IF the new Laboratory Information Management System (LIMS) service is not fully deployed before the contract for the current LIMS expires in June 2025 THEN operational delivery of pathology services may be severely impacted RESULTING IN potential delays in treatments, affecting the quality and safety of a broad spectrum of clinical services and the potential for financial and workforce impact.
	05/05/2021
	27/02/2023
	15
	AIM - Reduce Impact
FORWARD ACTIONS 
Business continuity options are being explored including extending the contract for the current LIMS to cover any short-term gap in provisions. An expert stock take review of the LINC programme has been completed with findings presented to Collaborative Executive Group (CEG) to inform next steps.
ACTIONS TO DATE
 Initial review from Health Boards around the Supplier delivery Plan have indicates the plan is challenging    
Contractual options being worked through re. extension of legacy and delivery of the replacement service.
05/12/22 [NB] - Review of the Implementation plan took place on the 30th November 2022. Formal Feedback to the gathered from the service.
01/11/2022 Escalated to Corporate register DHCW will be taking control of this project on 1st January 2023
05/10/22 [GE] - Review with SMB following update from LINC programme on the move of staff and the likely impact to project timescales. Score to stay at 20 but risk to be escalated to the Corporate Risk register.
14/06/22 - The supplier has proposed a 6 months delay against the plan. The Supplier plan has still not been agreed with the authority. Options workshop has been arranged with the Service for the 14th June 2022.
	20 (5x4)
	6 (3x2)
	Executive Director of Strategy
 
	Non mover
	Audit & Assurance Committee 
	Service Delivery
	Mission 2 - Delivering high quality technology

	DHCW0304
	Finance
	NHS Wales SLA Income Increases

IF DHCW is not funded for committed additional spend to support current and new services THEN further cost pressures may become unmanageable RESULTING IN a decrease in resource to support services, reduction in IMTP deliverables and a possible deficit position reported.
	24/01/2023
	27/02/2023
	20
	AIM: 
To finalise SLA's and organisational approval.

FORWARD ACTIONS: 
Detailed supporting packs to be issued 1st March 2023.

ACTIONS TO DATE:
27/2/23 MC: Additional cost schedules circulated to digital leads and deputy directors of finance's for inclusion within initial planning assumptions. Presentation given to NSMB on 13th Dec 2022 outlining approach.
Proposal on infrastructure costs to IMB on 7th Feb 2023 who endorsed the re-charging approach.

	20 (5x4)
	10 (5x2)
	Executive Director of Finance
	Non-Mover
	Audit & Assurance 

	Financial
	Mission 2 - Delivering high quality technology.

	DHCW0299
	Business & Organisational
	Supplier capacity to support Electronic Prescription Service readiness activities

IF: key stakeholders and suppliers are not able to support Electronic Prescription Service readiness activities and implementation due to resourcing pressures 
THEN: configuration, assurance, general set up activities during the readiness phase and business change/implementation activities will be delayed 
RESULTING IN: delay to the Primary Care Electronic Prescription Service Programme delivery timetable
	13/07/2022
	27/02/2023
	12 
	AIM: REDUCE likelihood

FORWARD ACTIONS:  Section 255 Agreement has been agreed with NHS Digital. Contract Change Notices being negotiated with key suppliers to deliver EPS readiness in line with Key Milestones.


ACTIONS TO DATE:                                    
27/02/2023 No further progress ongoing discussions   concerns around resource                                                                                                                                                                                                                                                                              01/02/2023 the impact and likelihood of this risk have increased score update to reflect the changes  
Section 255 Agreement has been agreed with NHS Digital.

Agreement with Department of Health and Social Care endorsing the request to expand the use of
EPS across Wales. 

	20 (5X4)
	6 (3X2)
	Executive Director of Strategy
	Non-Mover
	Digital Governance & Safety Committee

	Development of Services
	Mission 3 - Expanding the content

	DHCW0288
	Finance
	Data Centre Migration Revenue Funding

IF Data Centre migration activity takes place in 2022/23 THEN additional cost pressures will emerge RESULTING IN a requirement to source additional funding.
	16/05/2022
	27/02/2023
	16
	AIM:  Reduce Likelihood

FORWARD ACTIONS: Business Case identifying all resource requirements and timing constructed. DHCW Finance to meet with Welsh Government capital & estates team on 23/01/23 and work with DPIF team to explore possible funding options.

ACTIONS UNDERTAKEN:                                                                                                                                                                                                27/02/23 MC: Business Case identifying all resource requirements and timing constructed. DHCW Finance to meet with Welsh Government capital & estates team on 23/01/23 and work with DPIF team to explore possible funding options.
02/02/2023 Funding discussions ongoing 
Project Group established.  Full plan developed.
MC 040123:- Business Case approved by DHCW Management Board on 21/12/22 and submitted to Welsh Government on 30/12/22, discussion held with DPIF on 03/01/22 who will liaise with WG Finance and Capital & Estates Department for a funding decision.
MC 011222:- Draft Business Case available for review
MC 261022:- Meeting held with DPIF leads on 24/10/22 outlining funding requirements for 2023/24.To be incorporated within final formal bid to DPIF.
	16 (4x4)
	8 (4x2)
	Executive Director of Finance
	Non-Mover
	Audit & Assurance Committee
	Service Delivery
	Mission 5 - Trusted Partner

	DHCW0237
	Business & Organisational
	New requirements impact on resource and plan

IF new requirements for digital solutions to deal with Covid 19, recovery of services and other new areas of work continue to come in, THEN staff may need to be moved away from other deliverables in the plan RESULTING in non-delivery of our objectives and ultimately a delay in benefits being realised by the service.
	30/03/2020
	01/03/2023
	16
	AIM: REDUCE Impact and REDUCE Likelihood

FORWARD ACTIONS: Continue to monitor new requirements for Covid recovery and other new initiatives. Use formal change control methods to ensure impact is mapped and impacted work is re-baselined.

ACTIONS TO DATE:
IMTP approved by SHA Board end March 2022. Annual Business Plan approved April 2022 - this plan is flexible and new requirements will be assessed against available capacity and go through a formal change control process before being added to the plan. Still significant Covid backlog and new requirements coming through some of which are on a candidate list until resource is confirmed. Anticipated new requirements from Emergency and Unscheduled Care (Six Goals Framework) and new National Vaccination programme. New WG commissioning process being investigated to help coordinate new requests for work.
	16 (4x4)
	9 (3x3)
	Executive Director of Strategy
	Non-Mover
	Digital Governance & Safety Committee
	Development of Services
	Mission 5 - Trusted Partner

	DHCW0292
	Service Interruption
	Insufficient human resource capacity in the infrastructure teams to undertake BAU activity and activities in the 1-year plan

IF DHCW are unable to secure revenue funding to support major infrastructure developments identified in the IMTP and 1-year business plans, THEN there will be a delay to these activities RESULTING IN increased costs and/or system failures. 

Examples include: 
* Data Centre 2 Project
* Migration of systems from legacy virtual server platform
* WPAS Hardware Replacement
* Legacy Operating System Replacements
	01/04/2022
	23/02/2023
	16
	AIM: REDUCE Likelihood

FORWARD ACTIONS:
Develop workforce plan for the resources required for major Infrastructure maintenance work such as those identified. 

ACTIONS TO DATE:        
23/02/2023 MP - Report delivered and discussions ongoing to effect recommendations and address concerns.                                                                                                                                                                                                                                       02/02/2023 MP - Awaiting report output from 3rd party engagement.                                                                                                                      29/11/2022 MP -Ongoing engagement with a 3rd party to carry out analysis of teams’ capacity.
25/10/2022 MP - Order being raised for 3rd party to analyse the capacity within teams and provide recommended sizing.

27/09/2022 MP - Review of resource capacity to take place.

25/08/2022. CLJ. Independent third party being engaged to undertake an assessment on the sizing of the teams which have resource constraints and highest levels of unfunded resources. The output of this will be used to develop the case for increased funding levels in the affected teams (if needed)


	16 (4x4)
	8 (4x2) 
	Executive Director of Digital Operations
	Non-Mover
	Digital Governance & Safety Committee
	Financial
	Mission 2 - Delivering Technology

	DHCW0300
	Security
	Canisc System Phase 2

IF there is a problem with the unsupported software used within the Canisc system THEN the application may fail RESULTING IN potential disruption to operational service namely Palliative care and Screening Services requiring workarounds.
	07/12/2022
	27/02/2023
	16
	AIM - Reduce Likelihood and Impact 
FORWARD ACTIONS 
Continue development of new solution. Implement across Wales. 
ACTIONS TO DATE 
30/01/23 Development has continued on solutions to replace Canisc functionality in the WCP team. Proposed dates for User Acceptance Testing are: 
27 Feb 23 for Patient Preferences and Pall Care MDT
16 June 23 for Specialist Pall Care form
30 June 23 for Caseload Management
	16 (4x4)
	6(3x2)
	Executive Medical Director

	Non-Mover
	Digital Governance & Safety Committee

	Service Delivery
	Mission 3 - Expanding the content


	DHCW0311
	Finance 
	Digital Cost Pressure – Supplier Price Model Changes

IF suppliers revise product charging methodology with a resulting increase in costs, THEN there will be an increased cost pressure for the IMTP period, RESULTING IN an increased risk to the organisations ability to reach a break-even position.
	28/02/2023
	28/02/2023
	16
	AIM: Reduce likelihood

FORWARD ACTIONS: 
MC 27/02/23: DHCW to compile formal SOP setting out reporting, calculation/modelling and escalation processes. Commercial service to identify potential areas and include discussion as part of a horizon scanning agenda item at contract review meetings.

ACTIONS TO DATE:
MC 27/02/23: - Audit Committee Digital Cost Pressure Deep Dive held at October session. Financial Sustainability audit focussing on Digital Cost Pressures presented to February Audit Committee. Single risk split into four risks for more focussed managed and mitigating action identification.
	16 (4x4)
	9 (3x3)
	Executive Director of Finance 

	New Risk
	Audit & Assurance 
	Financial
	Mission 2 - Delivering Technology

	DHCW0312
	Finance 
	Digital Cost Pressure – Exchange Rate Fluctuation 

IF the exchange rates for digital services contracts materially and directly currency linked THEN there will be an increased cost pressure for the IMTP period, RESULTING IN an increased risk to the organisations ability to reach a break-even position.

	28/02/2023
	28/02/2023
	16
	AIM - reduce likelihood

FORWARD ACTIONS 
MC 27/02/23: DHCW to compile formal SOP setting out reporting, calculation/modelling and escalation processes. Commercial services to validate currency linked contracts. Finance to research medium term position as part of the formal calculation/modelling process. Agree hedging approach with commercial services for management board/audit committee approval.


ACTIONS TO DATE:
MC 27/02/23: - Audit Committee Digital Cost Pressure Deep Dive held at October session. Financial Sustainability audit focussing on Digital Cost Pressures presented to February Audit Committee. Single risk split into four risks for more focussed managed and mitigating action identification.

	16 (4x4)
	9 (3x3)
	Executive Director of Finance 

	New Risk
	Audit & Assurance
	Financial
	Mission 4 Driving Value

	DHCW0313
	Finance
	Digital Cost Pressure – Service Model Changes

IF externally and internally sourced service provision models change resulting in movement from CAPEX based solutions to OPEX THEN there will be an increased cost pressure for the IMTP period, RESULTING IN an increased risk to the organisations ability to reach a break-even position. 
	28/02/2023
	28/02/2023
	16
	AIM REDUCE LIKELIHOOD

FORWARD ACTIONS 
MC 27/02/23: DHCW to compile formal SOP setting out reporting, calculation/modelling and escalation processes. External - Commercial service to identify potential areas and include discussion as part of a horizon scanning agenda item at contract review meetings, Internal – Senior Finance Business partners to assess and escalate appropriately via established SOP.

ACTIONS TO DATE:
MC 27/02/23: - Audit Committee Digital Cost Pressure Deep Dive held at October session. Financial Sustainability audit focussing on Digital Cost Pressures presented to February Audit Committee. Single risk split into four risks for more focussed managed and mitigating action identification.
	16 (4x4)
	9 (3x3)
	Executive Director of Finance 

	New Risk
	Audit & Assurance
	Service Delivery
	Mission 4 – Driving Value

	DHCW0314
	Finance
	Digital Cost Pressures – Supply Chain 

IF supply chain issues such as the chip shortage and underlying digital price pressures and contract renewals have a negative impact upon prices THEN there will be additional equipment and maintenance contracts price increases RESULTING IN an increased risk to the organisations ability to reach a break-even position.
	28/02/2023
	28/02/2023
	16
	AIM REDUCE LIKELIHOOD

FORWARD ACTIONS 
MC 27/02/23: DHCW to compile formal SOP setting out reporting, calculation/modelling and escalation processes. Commercial service to identify potential areas and include discussion as part of a horizon scanning agenda item at contract review meetings. Capital & Non Pay group to manage general economic research.

ACTIONS TO DATE:
MC 27/02/23: - Audit Committee Digital Cost Pressure Deep Dive held at October session. Financial Sustainability audit focussing on Digital Cost Pressures presented to February Audit Committee. Single risk split into four risks for more focussed managed and mitigating action identification.

	16 (4x4)
	9 (3x3)
	Executive Director of Finance 

	New Risk
	Audit & Assurance
	Financial 
	Mission 4 – Driving Value

	DHCW0259
	Business & Organisational
	Staff Vacancies

IF DHCW are unable to recruit to vacancies due to skills shortages and unavailability of suitable staff THEN this will impact on service deliverables and timescales RESULTING in delays to system support and new functionality for NHS Wales users.
	11/12/2020
	28/02/2023
	12
	 
AIM: REDUCE Impact and REDUCE Likelihood

FORWARD ACTIONS:                                                                                                                                                                                                             28/02/23 All Directorates have returned the WFP plans with any future resource requirements and an analysis is underway with a signed off plan for April 2024 for the new financial year. At this point the risk rating for vacancies will be reviewed. 

ACTIONS TO DATE
08/02/23 All Directorates have been sent the Workforce Planning template to help plan resource more effectively and to have a Directorate Workforce Plan in place by April 2023.  The plans will be reviewed on a quarterly basis by Finance & People & OD Business Partners. 
22/12/22 A trajectory tool has been created to monitor recruitment against vacancy.  The strategic resource group continues to meet bi-monthly

29.11.22 A trajectory tool has been created to monitor recruitment against vacancy.  The strategic resource group continues to meet bi-monthly

Deep dive activity around Milestones and resource requirements underway at present and will look to be completed by end Nov 22 
DHCW will be finalising the Resourcing Strategy for 2022-23. The strategy will look at a number of initiatives to ensure that DHCW achieves its recruitment target. This will include an improvement in workforce planning data as well as exploring further collaboration opportunities. DHCW are already experienced success with LinkedIn and CV library, and we will continue to utilise these sources.  To support retention, DHCW are planning to work in partnership with WIDI to develop programmes to upskill and reskill our existing workforce. Additionally DHCW will be developing  new contractual vehicle/s commencing from April 2023 which will support procurement of specialist resource from external providers; either where the recruitment process has not secured the resources required or that highly skilled resource can be better sourced for short periods in line with funding streams that a determination that the procurement approach is more optimal in order to quickly and effectively secure time critical delivery of key projects
	12 (3x4)
	6 (2x3)
	Director of People and OD
	Reduced
	Audit and Assurance Committee and Local Partnership Forum
	Service Delivery
	Mission 5 - Trusted Partner

	DHCW0284
	Finance
	Increased Utility Costs Financial Pressure

IF utility costs increase significantly (circa £620k per annum) as expected THEN costs will exceed those normally budgeted for RESULTING IN increased facilities costs and financial pressures 
	21/10/2021
	27/02/2023
	12
	AIM:  REDUCE Impact
FORWARD ACTION:  Build potential cost pressures into IMTP assumptions.  2023/24 Budget Setting underway.  Continue to report to Welsh Government to ensure DHCW pressure is incorporated within the central risk management and any future consequential funding is secured.
ACTIONS TO DATE:
040223: Exceptional Costs Management Group Established with briefing paper identifying potential pressures of £987K for 2023/24 with an ""Datacentre Energy Cost Reduction Appraisal"" paper drafted and currently with the Director of ICT for review & comment prior to circulation to Directors.
011222: MC- Risk increased to £982K after Exceptional cost group review
Established an Exceptional Cost Pressures Group who are developing mitigation plans and will report to Executive Directors regularly
Risk increased to £620k to represent both potential increases to Office and Data centre costs
Engagement with NWSSP Procurement to confirm All Wales NHS Utilities contract terms
Communication with Landlords to understand timing and impact of any change
Discussed with Associate Finance Directors and Finance Business Partner"
	12 (3x4) 
	6 (2x3)
	Executive Director of Finance
	Non-Mover
	Audit & Assurance Committee
	Financial 
	Mission 5 – Trusted Partner

	DHCW0263
	Information Governance
	DHCW Functions

IF directions from Welsh Government do not provide a sound legal basis for the collection, processing and dissemination of Welsh resident data, THEN (i) partners, such as NHS Digital, may stop sharing data, (ii) DHCW may be acting unlawfully if it continues to process data RESULTING IN (i) DHCW being unable to fulfil its intended functions regarding the processing of data, or, in the case of continued processing, (ii) legal challenge, or (iii) the need to submit a further application to the Confidentiality Advisory Group (which may not be successful) to assess the public interest in processing confidential data without a legal basis or consent.
	26/01/2021
	20/02/2023
	12
	AIM: REDUCE Likelihood
FORWARD ACTIONS: 
Continue discussions with Welsh Government colleagues to define the parameters of the functions. 
 ACTIONS TO DATE: 
Meeting with WG CDO, Deputy Director for Digital, Head of Policy, CEO of DHCW and Associate Director for IG on the 31st January - Discussion  on legal basis for DHCW responsibilities for becoming recipient of Data from both General Practice and Community and Hospital Pharmacy - Legal basis for that provision needs agreement by those Data Controllers following advice from WG legal Team - Consultation with ICO also required under Section 36 of the GDPR - WG producing a Plan for engagement and Delivery over Q1 of 22/23 FY
DHCW meeting WG on 31/1 to discuss how the Data Promise Programme is progressed, confirming roles, responsibilities and timeframes
Actions set against Welsh Government to define a set of Directions that will enable DHCW to move forwards on BAU and to provide cover for important functions such as NDR:
 (i) DHCW’s establishment functions and initial set of directions in the form of a letter has been published on the Welsh Government’s website, to ensure that DHCW’s remit is clear and transparent. (ii) Welsh Government have informed the Confidentiality Advisory Group (CAG) of DHCW’s new statutory status and legal basis for processing data. CAG have confirmed that they are content that we would no longer be requesting section 251 support for the handling of data not related to research. (iii) Welsh Government are planning to issue a new direction for DHCW regarding the collection of prescription data, which will test the process for issuing new directions. (iv) a letter was sent from Ifan Evans to confirm DHCW’s functions in response to a request for clarity from the Chair of the Digital Governance and Safety Committee and a deep dive provided at November 2021’s meeting.
	12 (4x3)
	4 (4x1)
	Executive Medical Director
	Non-Mover
	Digital Governance & Safety Committee
	Information Access & Sharing
	Mission 4 - Value and Innovation

	DHCW0264
	Information Governance
	Data Promise

IF the national conversation regarding the use of patient data (Data Promise) is delayed, THEN stakeholders and patients will not be assured that the proposed uses of Welsh resident data include sufficient controls to ensure data is treated responsibly, handled securely, and used ethically. RESULTING IN (i) potential challenges to proposed uses of data, and/or a loss of public/professional confidence, and (ii) a failure to realise the desired outcomes regarding ‘data and collaboration’ (effective and innovative uses of data, joined up services, better outcomes for individuals) set out in Welsh Government’s Digital Strategy.
	26/01/2021
	20/02/2023
	12
	AIM: REDUCE Likelihood

FORWARD ACTIONS:
Continue discussions with Welsh Government colleagues to define the Data Promise. 

ACTIONS TO DATE:        
Meeting with WG CDO and DHCW CEO took place on 31st January - Understanding that resource and finance would be required in order for DHCW to deliver a Programme approach to delivering DHCW identified actions - Initial observations were that the DHCW actions came with a significant Communications/Engagement overhead - matters of WG and clinical leadership discussed - WG to come back with a plan of actions and clarity on financial resource available.                                                                                   DHCW meeting WG on 31/1 to discuss how the Data Promise Programme is progressed, confirming roles, responsibilities, and timeframes
Letter from DHCW CDO sent back to WG on 17/11/2022
The specific responsibilities for implementation of the Data Promise have been given to the Head of Data Policy in Welsh Government, who will be supported by a Data Policy Manager who will focus on delivering the Data Promise. (i) Stakeholder engagement is underway. (ii) The Minister for Health and Social Services has endorsed the proposals to deliver a Data Promise for health and care. (iii) A steering group has been set up to review and comment on Data Promise materials and help to make decisions on the direction of the programme. (iv) Aim of launching the Data Promise ‘publicity’ campaign in 2022.
	12 (4x3)
	4 (4x1)
	Executive Medical Director
	Non-Mover
	Digital Governance & Safety Committee
	Information Storing and Maintaining 
	Mission 1 - Enabling Digital Transformation 

	DHCW0306
	Business & Organisational
	Switching Service - Succession

IF there is no succession plan for the Switching Service, and a continued reliance on an architecture design and software which is 20+ years old and beyond end-of-life with limited / diminishing skills in the IRAT team to support it THEN the service will become obsolete and any development of new mechanisms and automation for the acquisition of data to embrace the latest technologies enabling flexible local configuration will not be achievable RESULTING IN the potential for ISD being unable to make data available to WG, HBs, FDU and SAIL, as a key function of the Switching Service is to provide reports for Welsh Government. This would cause significant reputational damage to DHCW and particularly so depending on when (date) it happens. It would also have knock-on effects to these agencies (FDU, DU etc.)
	31/01/2023
	01/03/2023
	12 
	AIM: REDUCE Likelihood REDUCE Impact
FORWARD ACTIONS: Agree an implementable plan to address these recommendations from the Internal Audit Report with the NDR programme as the preferred mitigation and way forward
ACTIONS TO DATE: Provided Management response to Internal Audit recommendations
	12 (4x3)
	6 (3x2)
	Executive Medical Director
	Non-Mover
	Digital Governance & Safety 
	Information Storing and Maintaining
	Mission 4 - Driving Value and Innovation

	DHCW0307
	Business & Organisational
	Switching Service - Responsive development

IF Welsh Government requirements for more in-depth data are requested, it may not be possible as the Switching Service is too complex to modify and amend in order to meet any new demands made upon it, as there is a reliance on legacy software (20+ years old) and limited / diminishing skills in the IRAT team to support it THEN any amendments to reflect changing service requirements or design cannot be made, and will therefore hold back any development and enhancement of the service to meet future needs RESULTING IN the service becoming obsolete and any development of new mechanisms and automation for the acquisition of data to embrace the latest technologies enabling flexible local configuration will not be achievable. 
	31/01/2023
	01/03/2023
	12 
	AIM: Reduce LIKELIHOOD Reduce IMPACT
FORWARD ACTIONS: Agree an implementable plan to address these recommendations from the Internal Audit Report with the NDR programme as the preferred mitigation and way forward
ACTIONS TO DATE:  
28/02/2023: Ongoing engagement with NDR in respect of plan
Management response to Internal Audit recommendations
	12 (4x3)
	4 (2x2)
	Executive Medical Director
	Non-Mover
	Digital Governance & Safety 
	Information Storing and Maintaining
	Mission 4 - Driving Value and Innovation

	DHCW0308
	Information Governance
	Sustainable funding for NIIAS

IF a sustainable financial position cannot be found for the National Intelligent Integrated Audit Solution (NIIAS) THEN a DHCW funding risk at end of contract (November 2023) will create financial challenges to DHCW internal core funding decisions RESULTING IN difficult financial control issues and jeopardising contract renewal
	31/01/2023
	20/02/2023
	12 
	AIM: Reduce Likelihood

FORWARD ACTIONS: 
Commercial and Procurement support on options appraisal 


ACTIONS TO DATE:
	12 (3x4)
	6 (2x3)
	Executive Medical Director 
	Non mover 
	Audit & Assurance
	Information Access and Sharing
	Mission 3 - Expanding the content, availability and functionality

	DHCW0269
	Business & Organisational
	Switching Service

IF the current switching service fails THEN no data new will be acquired into the ISD Data Warehouse RESULTING IN the inability to provide updates to multiple reporting systems.
	07/12/2020
	01/03/2023
	9
	AIM: REDUCE Likelihood and REDUCE Impact 
FORWARD ACTION: 
Now that the Director of Operations is in post, ISD are looking to share ownership of the risk with Operational Services and the internal audit review of the Switching Service by NHS Wales Shared Services Partnership (NWSSP) should provide specific feedback in order to advance this work.

ACTION TO DATE: 
01/03/2023 Still awaiting a response from NDR on the future of the service following internal Audit review
23/12/2022 No update from NDR or IRAT teams                                                         30/11/2022 Awaiting responses from NDR and IRAT teams around critical responses to recommendation                                                                                                              31/10/2022 - The internal audit review of the Switching Service by NHS Wales Shared Services Partnership has presented initial findings, which are being reviewed in order to develop appropriate responses to the recommendations and the development of a specific management action plan
16/09/2022 - Discussed at Execs, concerns raised this has been downgraded prematurely and there would be more assurance following the external audit report
04/08/2022: Should the switching service fail, there is a process in place, whereby spreadsheets can be imported to manually update the service. The overall risk impact should be reduced. Downgraded to Directorate level by owner
15/07/2022 - Discussion has taken place to progress the shared ownership of this risk between ISD and Operational Services. The internal audit review of the Switching Service has begun with a number of meetings having taken place in June and July.
21/02/2022 - NDR confirmed that a plan to replace switching service functionality will be considered as part of the data strategy work. In the meantime, a paper is being drafted within ISD to propose some immediate solutions for geographical resilience in order to consider reducing the risk score.
	12 (3x4)
	6 (3x2)
	Executive Director of Digital Operations
	Non-Mover
	Digital Governance & Safety Committee
	Information Storing and Maintaining
	Mission 4 - Value and Innovation

	DHCW0296
	Clinical 
	Allergies/Adverse Reactions - Single Source

IF allergies and adverse reactions are not stored in a single source and in a simple, structured, standardised and SNOMED-coded manner
THEN a clinician may not be able to retrieve all the relevant, updated information in the system that they are logged in
RESULTING IN Potential patient harm due to missing or outdated information being presented in the system being used by the clinician. 
Possible Causes:
• Single source of truth (Clinical Data Engine) in which to input and retrieve information not used widely
• Lack of integration API with CDE - Interoperability
• Allergen not SNOMED coded
• Reaction not SNOMED coded
• Difficulty filtering through SNOMED results
• No standard as how to portray Adverse reactions (i.e.: not all systems display them in the patient banner)
	13/09/2022
	01/03/2023
	12
	AIM:REDUCE Likelihood and REDUCE Impact

 
FORWARD ACTION: 
Awaiting response from NDR Programme following the internal Audit report                                                                                                                              ACTION TO DATE:                                                                                                                                                                                                01/03/2023 Still awaiting a response on the future of the service following internal Audit review
24/01/2023 - Response to the Internal Audit review has identified the change in scope to this risk with IRAT team taking ownership. New risks will be raised for separate Matters Arising within the report.
23/12/2022 No update from NDR or IRAT teams
30/11/2022 Awaiting responses from NDR and IRAT teams around critical responses to recommendation.
31/10/2022 - The internal audit review of the Switching Service by NHS Wales Shared Services Partnership has presented initial findings, which are being reviewed in order to develop appropriate responses to the recommendations and the development of a specific management action plan 
16/09/2022 - Discussed at Execs, concerns raised this has been downgraded prematurely and there would be more assurance following the external audit report
04/08/2022: Should the switching service fail, there is a process in place, whereby spreadsheets can be imported to manually update the service. The overall risk impact should be reduced. Downgraded to Directorate level by owner

	12 (4X3)
	8 (4X2)
	Executive Medical Director
	Non mover
	Digital Governance & Safety Committee
	Safety /Wellbeing 
	Mission 2 - Delivering Technology
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