Digital Governance and Safety -
PUBLIC

Thu 03 November 2022, 13:00 - 15:40
MS Teams

Agenda
13:00-13:05 41, PRELIMINARY MATTERS
5 min
1.1. Welcome and introductions

For Noting Chair

1.2. Apologies for Absence

For Noting Chair

1.3. Declarations of Interest

For Noting Chair

1.4. Matters arising

For Noting Chair

13:05-13:10 2, CONSENT AGENDA

5 min
2.1. Minutes of the Last Meeting - Public & Private abridged

For Approval Chair

B 2.1 Digital Governance and Safety Committee DRAFT Minutes PUBLIC AUGUST 2022_V4.pdf (12 pages)
B 2.1i DG&S Draft Minutes PRIVATE Abridged AUGUST 2022.pdf (6 pages)

2.2. Forward Workplan

For Noting Board Secretary

Bj 2.2 Forward WorkPlan Report.pdf (4 pages)
B 2.2i DG&S Forward Workplan 2022-23.pdf (2 pages)

13:10-15:35 3, MAIN AGENDA

145 min
3.1. Action Log
For Discussion Chair
Bj 3.1 Action Log - PUBLIC.pdf (1 pages)
3.2. Corporate Risk Register

For Discussion Board Secretary

B 3.2 Corporate Risk Register Report.pdf (6 pages)
B 3.2i Appendix A Corporate Risk Trending 2021 2022.pdf (7 pages)



B 3.2ii Appendix B DHCWO0237 Risk Deep Dive Report.pdf (3 pages)
Bj 3.2iii Appendix C DHCW Corporate Risk Register.pdf (13 pages)

3.3. Incident Review and Organisational Learning Report

For Assurance Director of Planning & Performance and Chief Commercial Officer

B 3.3 Incident Review and Organisational Learning Report.pdf (9 pages)

3.3.1. IRLG Workforce Learning

B 3.3i Workforce Learning - IRLG Sub-Group Report.pdf (14 pages)

3.4. Assurance Reports

3.4.1. Information Governance Assurance Report

For Assurance Associate Director for Information Governance and Patient Safety

B 3.4i Information Governance Assurance Report.pdf (16 pages)

3.4.2. EPS section 255 request

For Assurance Associate Director for Information Governance and Patient Safety

3.4.3. Informatics Assurance Report

For Assurance Executive Medical Director

B 3.4ii Informatics Assurance Report.pdf (12 pages)
3.4.4. Information Services Assurance Report

For Assurance Head of Information & Health Records Programmes

B 3.4iii Information Services Assurance Report.pdf (5 pages)

3.4.5. DG&S ToR

For Assurance Head of Information & Health Records Programmes

Comfort Break - 15 minutes

3.5. Digital Programme Overview Update

For Assurance Executive Director of Strategy

B 3.5 Digital Programme Overview Update.pdf (4 pages)
B 3.5i Digital Programme Overview Update.pdf (5 pages)

3.6. Keeping Patient Data Safe

For Noting Associate Director for Information Governance and Patient Safety

Bj 3.6 Keeping Patient Data Safe.pdf (5 pages)
B 3.6i Keeping Patient Information Safe.pdf (12 pages)

3.7. Research & Innovation Strategy Update

For Noting Executive Medical Director

B 3.7 Research and Innovation Strategy.pdf (4 pages)
B; 3.7i DHCW Research and Innovation Strategy 2022-25 Final.pdf (21 pages)



15:35-15:40 4, CLOSING MATTERS

5 min
4.1. Any Other Urgent Business

For Discussion Chair

4.2. Items for Chair’s Highlight Report to the Board

For Noting Chair

4.3. Date of next meeting: Thursday 2 February 2023

For Noting Chair

15:40-15:40 10-minute comfort break between Public and Private

0 min
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DIGITAL GOVERNANCE AND SAFETY COMMITTEE MEETING - PUBLIC

MINUTES, DECISIONS & ACTIONS TO BE TAKEN

13:00 —-15:00 4 August 2022

MS Teams
Chair Rowan Gardner
Present (Members) Initials | Title Organisation
Rowan Gardner RG Independent Member, Chair of the Digital DHCW

Governance and Safety Committee

David Selway DS Independent Member, Vice Chair of the Digital DHCW
Governance and Safety Committee

Carwyn Lloyd Jones CcLJ Director of Information and Communication DHCW
Technology
Rachael Powell RP Associate Director of Information, Intelligence DHCW

and Research

Chris Darling CD Board Secretary DHCW
Jamie Graham JG Head of Cyber Security DHCW
Keith Reeves KR Service Management Team Manager DHCW
Gareth Davis GD Interim Executive Director of Operations DHCW
Ifan Evans IE Executive Director of Strategy DHCW
Rhidian Hurle RH Executive Medical Director DHCW
Darren Lloyd DL Associate Director for Information Governance DHCW

and Patient Safety

Julie Ash JA Head of Corporate Services DHCW

David Sheard DSh Assistant Director of Service Transformation DHCW
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behalf of Audit Wales.

Rowan Gardner, Independent Member and Chair of the Digital
Governance and Safety Committee (RG) welcomed everyone to
the meeting, including David Murphy who was observing on

lechyd a Gofal
&8 SIG s
igital Health
\b/ WAL ESS grln%ltgarHee\?Vtales
In Attendance Initials | Title Organisation
Carys Richards CR Corporate Governance Coordinator (Secretariat) DHCW
Mark Cox MC Associate Director of Finance (item 3.1 only) DHCW
David Murphy DM Principal Auditor Audit Wales
Apologies Title Organisation
Paul Evans Interim Head of Quality & Regulatory DHCW
Michelle Sell Director of Planning & Performance and Chief Commercial DHCW
Officer
Acronyms
SHA Special Health Authority DG&S | Digital Governance and Safety
NDR National Data Resources DPIF Digital Priority Investment Fund
R&l Research & Innovation ETR Electronic Test Requesting
DSPP Digital Services for Patients and the WEDS | Welsh Emergency Dept System
Public
WICIS | Welsh Intensive Care Information RISP Radiology Informatics Solution
System Programme
WIAS Welsh Imaging Archive Service DMTP | Digital Medicines Transformation
Portfolio

DHCW | Digital Health and Care Wales IM Independent Member
ISD Information Services Directorate NHS National Health Service
BAU Business as Usual IRLG Incident Review and Learning Group

ltem Item Outcome Action to

No Log

PART 1 — PRELIMINARY MATTERS
11 Welcome and Introductions Noted None to note

Unconfirmed minutes for the:
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1.2 Apologies for Absence Noted None to note
Apologies for absence were noted from:
Paul Evans, Interim Head of Quality & Regulatory (PE)
Michelle Sell, Director of Planning & Performance and Chief
Commercial Officer (MS)
13 Declarations of Interest Noted None to note
There were no declarations of interest made.
1.4 Matters arising Noted None to note
There were no matters raised.

PART 2 — CONSENT AGENDA

ltems on the consent agenda were circulated prior to the meeting and it was noted that there
were no comments received by the Chair beforehand or during the meeting to note.

Minutes of the Last Meeting
e Public
e Private abridged

2.1 Approved |None to note

There were no amendments to note to either set of the
minutes.

The Digital Governance and Safety Committee resolved to:
Approved the Minutes of the last meeting.

5 Forward Workplan

Noted None to note
The Digital Governance and Safety Committee resolved to:
Note Forward Workplan
53 Quality and Engagement Act Update Noted None to note

The Digital Governance and Safety Committee resolved to:
Note the Quality and Engagement Act Update

PART 3 — MAIN AGENDA

3.1 Action Log Discussed [None to note

Led by Chris Darling, Board Secretary (CD) who presented the
action log for discussion, noting there were currently 4 open

Unconfirmed minutes for the:
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actions in the public domain, 3 of which were underway:

e 2021115-A04 social care data — Darren Lloyd, Associate
Director for Information Governance and Patient Safety
(DL) updated his action as follows:

21.7.2022 DL confirmed that in the context of
considerations such as the National Data Resources
there was no specific regulatory or statutory
requirement for Social Care to provide patient/client
Data outside of their own statutory

responsibilities - However Data Protection law does
allow for justified and lawful disclosures to be made
under specific circumstances- The Wales Accord for
Sharing Personal Information (WASPI) sets the
framework for purpose driven

information sharing across Public Services with all Local
Authorities having subscribed to this framework.

e 2022-12-05-A01: CD documented follow up with DL on
risk 2021115-A04 (above) action to be closed.

e 2022-12-05-A02 Data Promise — DL updated his action
as follows:
14.07.2022 DL waiting for feedback from seconded
position in Welsh Government before a plan can be
established

e 2022-12-05-A03 — IRLG data was better presented in
the report to this committee:
Keith Reeves, Service Management Team Manager (KR)
noted the main changes within the report were the
incorporated common themes and work plans for
approaching recommendations, which would appear in
the report for item 3.2.

At this point Mark Cox, Associate Director of Finance (MC)
joined the meeting to deliver a brief update on the DPIF
position which had been discussed at the SHA Board meeting in
July.

MC advised that the current the funding position of 3.2m
revenue and 6.7m capital had been received for the 2022/23
financial year, with a further 50% of capital and some revenue
outstanding due to the wait on Funding Letters from Welsh
Government.

Ifan Evans, Executive Director of Strategy (IE) added that the
team were working closely with Welsh Government to
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understand the position and that there was reasonable
confidence that the remaining funding letters would be
circulated within the next few weeks, however it remained as a
potential impact on the financial plan and project workstreams.

The discussion continued on whether this delay impacted on
the project work and deliverables within the milestones with |E
confirming no impact was seen from a DHCW perspective,
however it was worth noting that Healthboards were taking a
more cautious risk appetite approach and were not progressing
any work without the confirmation of funding being received
from Welsh Government.

It was noted that the impact within DHCW would be primarily
on resourcing internal posts if the situation prolonged and that
currently it remained a recoverable position within the current
financial year however the position could become
unrecoverable or recoverable at a potential expense elsewhere
with regards to moving resource from within one digital project
to another.

RG noted that certain programmes were not covered
specifically in terms of resourcing and undertaking and
referenced CANISC as an example. Rhidian Hurle, Executive
Medical Director (RH) added that funding was assured to Phase
1, and discussions were ongoing to understand the funding
model beyond this.

It was confirmed that DPIF was noted as a risk at Executive

level.

The Digital Governance and Safety Committee resolved to:
Discuss the Action Log

39 Incident Review and Organisational Learning Report Discussed JIEI:]I;GV:VOI?I((S noted

for
KR led on the report noting the major changes as: completed by

Assurance request from
e Q1 showed a reduction in reviews, this was due to a Fh? com.m.|ttee
L o in identifying
reduction in the number of incidents.
common themes
in operational
e Improvements in quality and identifying areas of improvement
learning were taking place. and how trends
can be tracked
e Ongoing work was taking place to manage the themes and fed back.
that had been identified, such as major IT incident o
management and process improvement. This will be
added as a

Unconfirmed minutes for the:
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e An IRLG working group had been established

e Further improvement within Change Management had
been identified, with an audit taking place. Outcomes
would be reported to IRLG in August.

e Workforce behavior groups were looking into the
organisational culture using results from staff surveys
and exit interviews etc.

e Qutputs resulting from the working groups, including
quality and quantity measures would be presented to
the committee in November

RG noted the work completed by request from the committee
in identifying common themes in operational improvement and
how trends can be tracked and fed back.

This will be added as a standing item on the Forward Workplan
for reporting to future committee meetings.

The Digital Governance and Safety Committee resolved to:
Discuss the Incident Review and Organisational Learning
Report for Assurance

standing item on
the Forward
Workplan for
reporting to
future
committee
meetings.

3.3

Assurance Reports
I Information Governance Assurance Report

DL advised the report covered the period from 19t April to 12th
July, with areas of note which included:

e Your privacy and your rights report, which appeared
later on the agenda, which reinforced the need for a
framework around code of conduct.

e Ongoing activity around Data Protection impact
assessments.

e Target dates from the IG toolkit regarding
implementation

e Subtype moved due to All-Wales datix system

e Data promise was still required to come back to
committee with an action plan, however this was
currently with Welsh Government, which Helen
Thomas, Chief Executive Officer was aware of. A
member of the Information Governance team had been
seconded into Welsh Government to support this work.

Noted for
Assurance

None to note
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David Selway, Independent Member, Vice Chair of the Digital
Governance and Safety Committee (DS) enquired as to
whether the Data promise, from a DHCW perspective, was
preventing programme work going ahead. In response, DL
advised that even though the strategy underpinned the roots
of data use it did not prevent DHCW from moving forward,
however it does prevent DHCW from being a robust
organisation with legal data promise at its core.

A discussion took place on the current policy and legislation
that was being discussed in West Minster with regards to Data
Protection, potentially a new bill, and whether this would
affect the plans in Wales.

DL explained that assurance from Welsh Government was that
they are part of the consultation process ensuring that Wales
were directly involved, with the thought that it would likely be
a reset, confirming the responsibilities of roles such as Data
Protection officer, not stripping away current regulations and
rules but developing a national framework.

Il. Informatics Assurance Report

RH gave a brief update noting there were no items currently
red in the report.

lll.  Information Services Assurance Report

Rachael Powell, Associate Director of Information, Intelligence
and Research (RP) presented the report noting that assurance
was provided for information systems and the introduction of
the NDR, which allowed a collaborative approach for more
robust assurance. RP advised that 14 reviews of quality
assurance plans had taken place within the reporting period. 7
cases for new developments were considered for potential
impact on information services and 8 projects attended the ISD
Assurance Group with a further 5 scheduled to present in the
coming months.

It was noted that there were no new corporate risks identified,
however RP informed the Committee that an internal audit
review was taking place on the switching service, with the
likelihood of a recommendation to de-escalate the risk once
the audit is complete.

DS queried the coordination of work with the NDR programme,
specifically the large demand for new services resulting from
the NDR and the methodology behind implementing the best

Unconfirmed minutes for the:
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approach.

RP responded to confirm that the ISD would be working closely
with the NDR to jointly review the incoming work packages
through the NDR stream to collectively make a decision on how
best to manage each one individually.

The Digital Governance and Safety Committee resolved to:
Note the reports for Assurance.

3.4

Corporate Risk Register

CD led on the risk register noting that there were currently 25
risks on the Corporate Risk Register, of which 18 are for the
consideration of the Committee, 9 were within the public
domain, with the other 9 classified as private due to their
sensitivity and advised the risks would be discussed in the
private session of the meeting. .

It was noted that there were 3 new public risks:

e DHCWO0291 Network Equipment delays in relation to
Data Centre 2 move

Gareth Davis, Interim Executive Director of Operations
(GD) noted that supplier demand had been challenging
to navigate due to the impact of covid, however in
order to mitigate the risk the Purchase Order was being
adapted to fall into the next financial year and advised
the Committee would be kept updated of any new
developments. Carwyn Lloyd Jones, Director of
Information and Communication Technology (CLJ)
added that the team were currently sourcing equivalent
items with shorter lead times, to keep as much as
possible within this financial year.

A discussion took place on the project cost and whether
a potential delay in the data centre project due to this
risk would prove costly. CLJ noted that it was
anticipated that any cost fluctuation now would even
out in the future due to the rise in energy costs and the
likelihood that the total energy consumption for Data
Centre 2 would decrease and with a fixed term contract
imposed.

A more generalised discussion ensued on the root
cause behind risk levels not moving towards target

levels across the board.

Discussed

None to note
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CD advised that even though significant decreases in
risk scores had not been achieved thus far, risks were
being mitigated against, and used CANISC as an
example and the likelihood of this remaining a high risk
until the service is completely decommissioned.

It was noted that the same could be said of the Data
Promise risk and clarity being received from Welsh
Government before the risk score could be altered on
the risk register. In addition to waiting for an internal
audit to be completed on the Switching Service risk
before this score was likely to be reduced.

The discussion continued on long standing risks and the
plan to mitigate against them. CD advised that the Audit
& Assurance Committee had requested a deep dive into
all digital inflation and financial pressure key risks. The
Committee noted the deep dive would be fed into the
Committee once complete.

e DHCWO0292 Insufficient human resource capacity in the
infrastructure teams to undertake business as usual
(BAU) activity and activities in the 1-year plan

A discussion took place on the specific shortage of
resource within Operations. GD confirmed the impact
was of a general nature across the board, and
highlighted that the larger more complex projects, such
as a data centre move ideally needed additional funding
to ensure internal teams are not impacted on too much
in terms of BAU.

e DHCWO0293 Funding letters — This risk was discussed
earlier in the meeting as part of the action log update

The Digital Governance and Safety Committee resolved to:
Discuss the Corporate Risk Register

Research & Innovation Strategy Update

3.5 Noted

RP presented the update noting the main areas of ongoing
work as:
e Testing the R&I objectives to understand some of the
emerging priorities
e A working group would be established to oversee the
work, monitor, and guide on activities, using the R&|

Unconfirmed minutes for the:
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activities register, which logged key independencies
that could be linked back to key milestones.

e Ahigh-profile study had been completed on breast
cancer treatment, which was a large amount of work,
with the key findings and learnings now with
stakeholders.

e Partnership agreements and MOUs would be
formalised to strengthen arrangements going
forward.

* Key engagement work and key activities were ongoing

A discussion took place on increasing capacity within the
team to support the work. RP noted that a strategy was being
developed to include a function to coordinate the work this
would include working with resource specific leads, as well as
training current staff to help support in some areas.

The discussion continued on how to productionise initiatives
identified by the NDR and the coordination of the potential
pipeline of innovations to ensure fruition and value.

IE explained there were ongoing discussions especially with
regards to the volume of initiatives within the breadth of the
portfolio, and how to find capacity around building
commercial partnerships which could be difficult but needed
to be brought out at the beginning of innovation work. |E
noted that a lot of work was needed through stakeholder
engagement in terms of the approach, with frameworks
developed to identify clear parameters to gain the confidence
of Healthboards and Trusts so that DHCW can work on their
behalf.

RG noted the challenge of turning a digital innovation
prototype into a product, finding the correct commercial
environment, proving clinical value for deployment of a
system and establishing product ownership from the
beginning of any partnership.

R&I Strategy

RG advised the Committee of her experience as a co-founder Update: RP
of Precision Life and declared her interest for transparency to explore
purposes. resourcing

and to report
It was agreed that RP would explore resourcing into R&! and back to the
to report back to the committee in November, this to also committee to
include a competitive intelligence piece. include a

competitive
The Digital Governance and Safety Committee resolved to: intelligence
Note the Research & Innovation Strategy Update. piece.

Unconfirmed minutes for the:
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Digital Programme Overview Update

3.6 Noted for |None to note

) ) ) , Assurance
Led by David Sheard, Assistant Director of Service

Transformation (DSh) he highlighted the following to note
against the Digital Programmes:

e NDR status had moved to green which reflected the
Google Cloud procurement

e Cancer programme work was slightly behind due to
must do changes in the scope from Velindre, but the
target November date was currently still achievable

e ETR had suffered from some historical delays due to
covid, but these were now coming to fruition

e Welsh Nursing Care Record had changed to amber, but
an agreed approach was place.

e DSPP was close to the beta of private app and
preparing for the autumn booster campaign

e WEDS was currently red, this had been affected by 2
issues;

0 The uncertainty of funding, however the team
were fairly confident it would come through, as
noted in the earlier discussion around DPIF.

0 Along standing, principal issue in the system in
use in Neath Port Talbot Minor Injury Unit, was
halting Swansea Bay adopting the system in
Morriston Emergency Department. Commercial
negotiation discussions were being held
between the suppliers and Swansea Bay.

e Welsh Community Care System — Aneurin Bevan
University Healthboard long awaited go live was still on

e WICIS —first go live scheduled for January into the
Grange, within Aneurin Bevan University Healthboard

e RISP — Completed first round of competitive dialogue

e WIAS — moving towards a pilot to test migration of data
into a cloud solution

e DMTP —the inaugural board for the shared medicines
record met for the first time in July.

DS asked whether going forward a shared resourcing centre
would be established for a more collaborative approach in
managing the programmes and projects. DSh noted that
reporting was currently disparate across DHCW and that a
combined resource for a consistent approach on reporting and
monitoring was being looked at now since the appointment of
the Executive Director of Strategy.

|E added that there were currently over 100 staff working
across DHCW in different ways across the portfolio of work,
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and a paper was scheduled to be presented to Weekly
Executive Directors in the next few weeks to outline a potential
shift to a more structured profession, that operated with the
benefit of open architecture with consistent toolkits and
resource etc. in order to drive efficiencies, however, |E noted it
would also be very ambitious to implement within the current

operating annual cycle of business.

The Digital Governance and Safety Committee resolved to:
Note the Digital Programme Overview Update for Assurance.

3.7 Your Privacy Your Rights Noted for |None to note

. Assurance
DL noted the layered approach to the report which served to

inform individuals about their privacy and rights with regards
to their personal data.

DL explained that it was also a resource to assist those
delivering NHS services in Wales to adopt a consistent
approach across frontline care.

DL commented on the slight change in narrative as the report
had been updated and was available on DHCW’s website to all
members of the public, with the overarching aim to promote
confidence in what NHS Wales does with patient/client
information.

The Digital Governance and Safety Committee resolved to:
Note Your Privacy Your Rights for Assurance.

PART 4 — CLOSING MATTERS

41 Any Other Urgent Business Noted None to note

There was no other business to note.

Items for Chair’s Highlight Report to the Board

4.2 Noted None to note

RG felt that items raised to be included in her Chair’s Highlight
Report to the Board had been sufficiently noted throughout
the meeting, specifically the inclusion of the discussion on the
Corporate risk register.

Date of next meeting:

4.3 Noted None to note

The date of the next Digital Governance and Safety Committee
meeting was confirmed to take place on 3 November at
1.00pm.
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DIGITAL GOVERNANCE AND SAFETY COMMITTEE MEETING — PRIVATE ABRIDGED

MINUTES, DECISIONS & ACTIONS TO BE TAKEN

15:10-17:00 4 August 2022

MS Teams
Chair Rowan Gardner
Present (Members) Initials | Title Organisation
Rowan Gardner RG Independent Member, Chair of the Digital DHCW

Governance and Safety Committee

David Selway DS Independent Member, Vice Chair of the Digital DHCW
Governance and Safety Committee

Carwyn Lloyd Jones CcuJ Director of Information and Communication DHCW
Technology
Rachael Powell RP Associate Director of Information, Intelligence DHCW

and Research

Chris Darling CD Board Secretary DHCW
Jamie Graham 1G Head of Cyber Security DHCW
Keith Reeves KR Service Management Team Manager DHCW
Gareth Davis GD Interim Executive Director of Operations DHCW
Ifan Evans IE Executive Director of Strategy DHCW
Rhidian Hurle RH Executive Medical Director DHCW
Darren Lloyd DL Associate Director for Information Governance DHCW

and Patient Safety

Julie Ash JA Head of Corporate Services DHCW

David Sheard DSh Assistant Director of Service Transformation DHCW
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In Attendance Initials | Title Organisation
Carys Richards CR Corporate Governance Coordinator (Secretariat) DHCW
David Murphy DM Principal Auditor Audit Wales
Apologies Title Organisation
Paul Evans Interim Head of Quality & Regulatory DHCW
Rebecca Cook NDR Programme Manager DHCW

Acronyms
SHA Special Health Authority NDR National Data Resources
0SB Operational Services Board DG&S | Digital Governance and Safety
DHCW Digital Health and Care Wales NIS National Information System
ADS Application Development & Support | CRU Cyber Resilience Unit
M Independent Member NHS National Health Service
SIRO Senior Information Risk Owner BAU business as usual
SRO Senior Responsible Officer
ltem ltem Outcome Action
No
PART 1 — PRELIMINARY MATTERS
1.1 Welcome and Introductions Noted None to note
Rowan Gardner, Independent Member and Chair of the Digital
Governance and Safety Committee (RG) welcomed everyone to
the private session, including David Murphy who was observing
on behalf of Audit Wales.
1.2 Apologies for Absence Noted None to note
Apologies for absence were noted from:
e Paul Evans, Interim Head of Quality & Regulatory (PE)
e Rebecca Cook, NDR Programme Manager (RC)
1.3 Declarations of Interest Noted None to note
RG declared that she is a co-founder of Precision Life.
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PART 2 — MAIN AGENDA

Minutes of the last meeting

2.1 Approved |None to note

There were no amendments to note.

The Digital Governance and Safety Committee resolved to:

APPROVE the minutes of the last meeting.

2.2 Action Log N/A None to note

There were no private actions open to discuss.

Cyber Assurance Report Noted for

The Committee received a detailed Cyber Assurance Report Assurance
from Carwyn Lloyd Jones, Director of Information and
Communication Technology (CLJ) which included updates on
a number of areas including:

2.3

e Penetration testing and remediation
e Phishing campaigns

e [SO27001 certification and re-certification being
achieved

e Microsoft Patching
e Microsoft SQL Servers
e The overarching Cyber 3 year plan

e Supply chain management

The Digital Governance and Safety Committee resolved to:

Note the Cyber Assurance Report for Assurance

CRU Posture Report Noted for  |None to note

Assurance

2.4

CLJ led on the report noting it detailed funding and resource
requirements to deliver the 3-year overarching cyber plan.

Jamie Graham, Head of Cyber Security (JG) confirmed that
DHCW did not manage all critical systems, however its network
was a key component to apply National Information System
(NIS) standards to its infrastructure, with ongoing discussion
with the Cyber Resilience Unit (CRU) for the correct narrative.

Chris Darling, Board Secretary (CD) noted that the CRU were
due to present at the next IM Digital network meeting and in
terms of a financial position, the Cyber Overarching Plan was
scheduled to be presented to the SHA Board in a private
session in September where options would be considered, and
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decisions would be made.

The Digital Governance and Safety Committee resolved to:

Note the CRU Posture Report for Assurance

55 Verbal update on the development of the 3-year cyber plan

Noted for
A 3-year Cyber
o ssurance
GD gave a verbal update on the cyber plan and advised it was a Plan: RG noted
3-year rolling plan. the need for
the 3-year
RG noted the need for the 3-year cyber plan to remain as a cyber plan to
standing item on future agendas as it continues to develop. remain as a
standing item
The Digital Governance and Safety Committee resolved to: on future _
agendas as it
Note the Verbal update on the development of the 3-year continues to
cyber plan for Assurance develop.

)6 Corporate Risk Register — private items Discussed  INone to note

The Committee discussed in detail the 9 private risks assigned
to the Committee, of which most related to Cyber.

The Digital Governance and Safety Committee resolved to:

Discussed the Corporate Risk Register — private items

57 National Data Resource Update Noted
Ifan Evans, Executive Director of Strategy (IE) led on the NDR
update and noted that it was likely to be an ongoing item, with
a fresh programme road map for this year, programme
governance and a strategic plan in place.

RG noted that the programme was currently the biggest
investment line within DHCW, core to delivering open
architecture and underpinned all of DHCW’s ambitions, adding
the importance of understanding the right level of resource
needed to enable value from the data collected as an enabler
of digital health eco-system in Wales.

DS added what he felt would be key in delivering the
programme of work and what could potentially be of issue as:

1. The need for significant benefits from the investment
made, most from wider NHS organisations come with
major risk, to get value from data, risk we will inherit
which would need mitigating

2. How benefit realization could be measured,

Private abridged minutes for the:
Digital Governance & Safety Committee 4 August 2022 4
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engagement with KPMG would be needed

3. NDR was a programme with capability, however there
was no recognition how DHCW as an organisation
productionise innovation from it

4. The need for more digital capability

The discussion continued on the importance of clear
governance and stakeholder engagement.

DS highlighted the importance of taking a step back and
reviewing DHCW’s IMTP, to leverage investment of the NDR to
fulfil our remit of a digital organisation, and somehow defining
this in the programme of work.

RG summarised that the NDR programme has to be a success
in delivering a foundation of data, which even though is an
externally governed project, DHCW still had an internal
requirement.

It was agreed that RG/DS/IE/RC would meet outside the
meeting to discuss how the NDR was programmed for success.

The Digital Governance and Safety Committee resolved to:

Note the National Data Resource Update

NDR Update:
RG/DS/IE/RC to
meet outside
the meeting to
discuss how
the NDR was
programmed
for success.

Staff Identity Update

ltems to be included in the Chair’s Highlight Report to the
Board were noted throughout.

2.8 Noted None to note
IE informed the Committee that the survey was a current view
of where DHCW were at the moment. Research would begin to
look at what a master staff index needed to do for DHCW and
how it would be implemented into the milestones and
resourced.
The Digital Governance and Safety Committee resolved to:
Note the Staff Identity Update
PART 3 — CLOSING MATTERS

3.1 Any Other Urgent Business Noted None to note
CLJ advised the Committee that JG had been appointed as
Assistant Director of Cyber Security.

3.2 Items for Chair’s Highlight Report to the Board Noted None to note

Private abridged minutes for the:
Digital Governance & Safety Committee 4 August 2022 5
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3.3

Date of next meeting:

The date of the next Digital Governance and Safety Committee
meeting was confirmed to take place on 3 November at

1.00pm.

Noted

None to note

Private abridged minutes for the:
Digital Governance & Safety Committee 4 August 2022 6
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DIGITAL HEALTH AND CARE WALES
FORWARD WORKPLAN

Agenda 2.2
[tem

Name of Meeting

Digital Governance and Safety Committee

Date of Meeting

3 November 2022

Public or Private

Public

IF PRIVATE: please
indicate reason

N/A

Executive Sponsor

Chris Darling, Board Secretary

Prepared By

Carys Richards, Corporate Governance
Coordinator

Presented By

Chris Darling, Board Secretary

Purpose of the Report

For Noting

Recommendation

The Digital Governance & Safety Committee is being asked to:
NOTE the contents of the report.
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1 IMPACT ASSESSMENT

STRATEGIC OBJECTIVE Development of the new Digital Organisation

CORPORATE RISK (ref if appropriate)

WELL-BEING OF FUTURE GENERATIONS ACT A Healthier Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS N/A

If more than one standard applies, please list below:

HEALTH CARE STANDARD Governance, leadership and acccountability

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission: N/A

No, (detail included below as to reasoning) ‘Outcome: N/A

Statement:

N/A

IMPACT ASSESSMENT

QUALITY AND SAFETY No, there are no specific quality and safety implications
IMPLICATIONS/IMPACT related to the activity outlined in this report.

LEGAL No, there are no specific legal implications related to the
IMPLICATIONS/IMPACT activity outlined in this report.

FINANCIAL No, there are no specific financial implications related to the
IMPLICATION/IMPACT activity outlined in this report

WORKFORCE IMPLICATION/IMPACT | No, there is no direct impact on resources as a result of the
activity outlined in this report.

SOCIO ECONOMIC No, there are no specific socio-economic implications related
IMPLICATION/IMPACT to the activity outlined in this report.
Forward Workplan Report Page 2 of 4 Author: Carys Richards

Approver: Chris Darling
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RESEARCH AND INNOVATION No, there are no specific research and innovation implications
IMPLICATION/IMPACT relating to the activity outlined within this report.

Acronyms

DHCW | Digital Health and Care Wales CRU Cyber Resilience Unit

NIIAS | National Intelligent Integrated IP Intellectual Property

Auditing Solutions

2 SITUATION/BACKGROUND

2.1

The Digital Governance and Safety Committee has a Cycle of Committee Business that is
reviewed on an annual basis. Additionally, to that is a forward workplan which is used to
identify any additional timely items for inclusion to ensure the Committee is reviewing and
receiving all relevant matters in a timely fashion.

3 SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

3.1

3.2

The Chair of the Committee previously requested additional horizon scanning be undertaken by
officer members for inclusions in the forward workplan including the large-scale projects
identified within the Annual Plan with the highest potential to materially affect delivery of
DHCW'’s strategic objectives. The Corporate Governance team will continue to support the
officer members to identify items for the forward workplan.

The Chair of the Committee has met with the Board Secretary to identify items for discussion at
possible Committee Development sessions during 2022-23.

4 KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

4.1 The following items from the Forward Workplan are due to be presented at the Committee
meeting on 3 November 2022:
e EPSsection 255 request
e Keeping patient data safe
e Research and Innovation Strategy
e |RLG Workforce Learning
e Policy Report
Forward Workplan Report Page 3 of 4 Author: Carys Richards

Approver: Chris Darling
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0 Disaster Recovery Plan
0 Service Target Level (all-Wales)

4.2 The below items are expected to be presented at the meeting scheduled on 2 February 2023:

. NIIAS Reporting and Accessing

. Committee Membership and Terms of Reference Review

. Committee Cycle of Business

. Committee Effectiveness Self-Assessment

. Health and Care Standards

. Safety Alerts Report — Welsh Health Circulars

. Review of Information Governance and Cyber Security Training across the NHS
. NIIAS Reporting and Accessing

] Information Governance Strategy

. IP Policy

. Delivering the Data Promise for Health and Social Care in Wales
. Policy Report

0 Principles & Standards of Privileged Access Management

4.3 Please see attached the updated forward workplan item 2.2i Appendix 1.

5 RECOMMENDATION

5.1 The Digital Governance & Safety Committee is being asked to:
NOTE the content of the report.

6 APPROVAL/SCRUTINY ROUTE

Person / Committee / Group who have received or considered this paper prior to this meeting
PERSON, COMMITTEE OR GROUP DATE OUTCOME

Digital Governance and Safety May 2021 Initial workplan approved
Committee

Digital Governance and Safety November 2021 Noted

Committee

Digital Governance and Safety February 2022 Noted

Committee

Digital Governance and Safety May 2022 Noted

Committee

Forward Workplan Report Page 4 of 4 Author: Carys Richards

Approver: Chris Darling
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Digital Health and Care Wales Digital Governance and Safety Committee Forward Workplan

Meeting Date

Standing items

Assurance Reports

Additional items

12t May 2022

Welcome and Introductions

Minutes

Declarations of interest

Action log

Review of risk register relevant to
committee

Forward Work Programme
Committee Highlight Report to Board

Information Governance

Informatics Assurance

Information Services Assurance
Incident Review and Learning Report
Cyber Security — Private

NIS Compliance Update Report - Private
Cyber Security Highlight of previous
private session

Digital Programme Overview

Internal Audit Report ‘DHCW data centre project move —
and the current position regarding data centres’

R&I Strategy Update

Patient Identity

Senior Risk Information Owner Annual Report

Welsh Information Governance Toolkit 2021/22

4t August
2022

Welcome and Introductions

Minutes

Declarations of interest

Action log

Review of risk register relevant to
committee

Forward Work Programme
Committee Highlight Report to Board

Information Governance

Informatics Assurance

Information Services Assurance
Incident Review and Learning Report
Cyber Security — Private

Cyber Security Highlight of previous
private session

Digital Programme Overview

Quality and Engagement Act Update

Staff Identity

DHCW CRU Cyber Posture

Cyber Security Report

Cyber Security Annual Objectives

(Cyber Overarching Plan)

Your Privacy Your Rights (IG — Darren Lloyd)
National Data Resource Update

R&l Strategy Update

3rd November
2022

Welcome and Introductions
Minutes

Declarations of interest

Action log

Review of risk register relevant to
committee

Information Governance

Informatics Assurance

Information Services Assurance
Incident Review and Learning Report —
incl. themes and learning trends (IRLG
Workforce Learning) — MS

EPS section 255 request — DL
Keeping patient data safe — DL
Research and Innovation Strategy - RP

PRIVATE (potentially) — CLJ /JG

Advanced ransomware incident reflections
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e Forward Work Programme .
e Committee Highlight Report to Board .

Cyber Security — Private
Cyber Security Highlight of previous
private session
Digital Programme Overview
Policies
0 Disaster Recovery Plan
0 Service Target level (all-Wales)

Cyber incident response plan — CLJ/JG
Procurement assurance security processes — CLJ/JG
Cyber 3 year plan update — CLJ/JG

2" February e Welcome and Introductions o
2023 * Minutes .
e Declarations of interest .
e Action log .

e Review of risk register relevant to

e Committee Highlight Report to Board

committee i
e Forward Work Programme .

Information Governance

Informatics Assurance

Information Services Assurance

Incident Review and Learning Report —

incl. themes and learning trends

Cyber Security — Private

Cyber Security Highlight of previous

private session

Digital Programme Overview

Policies

0 Principles & Standards of

Privileged Access Management

Committee Membership and Terms of Reference Review
Committee Cycle of Business

Committee Effectiveness Self-Assessment

Health and Care Standards

Safety Alerts Report — Welsh Health Circulars

Review of Information Governance and Cyber Security
Training across the NHS — DL/JG

NIIAS Reporting and Accessing - DL

Information Governance Strategy - DL

IP Policy — MS / JF

Delivering the Data Promise for Health and Social Care in
Wales — DL

Cyber 3 year plan update — CLI/JG

Identified for . o

2023-24

Staff Identity Update — to return (August 2022 initial
update / IE / Private)
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Reference

2021115-A04

2022-04-08-A01

2022-04-08-A02

2022-12-05-A02

Date of Meeting

15/11/2021

04/08/2022

04/08/2022

12/05/2022

Action/Decision Action Lead

DHCWs remit in terms of social care data and use
be explored further and brought back to the next
Committee meeting in February for information.
IRLG: RG noted the work completed by request
from the committee in identifying common
themes in operational improvement and how
trends can be tracked and fed back.

This will be added as a standing item on the
Forward Workplan for reporting to future
committee meetings.

Darren Lloyd (DHCW - Information Governance)

Chris Darling (DHCW - Board Secretary)

R&I Strategy Update: RP to explore resourcing and
to report back to the committee to include a
competitive intelligence piece.

Data promise - DL to
next Committee, potential resolution, and
timelines to be outlined.

Rachael Powell (DHCW - Information Services)

Darren Lloyd (DHCW - Information Governance)

Due Date

16/02/2022

04/08/2022

Status/Outcome Narrative Status Session Type
21.7.2022 DL confirmed that in the context of considerations such as the

National Data Resources there was no specific regulatory or statutory

requirement for Social Care to provide patient/client Data outside of their

own statutory responsibilities - However Data Protection law does allow for

justified and lawful disclosures to be made under specific circumstances- The

Wales Accord for Sharing Personal Information (WASPI) sets the framework

for purpose driven information sharing across Public Services with all Local

Authorities having subscribed to this framework.

12.5.2022 CD emailed DL for further info before action can be closed.
4.4.2022 DL confirmed action complete and to be closed.

Discussions on this matter are being held at National Data Resource (NDR)
programme board. Lisa Trigg (Assistant Director, Research, Data and
Intelligence at Social Care Wales) is also a member of the NDR IG working
group and is representing social care's provision of data into the NDR.
Discussions are at an early stage.

Closed Public

Incident Review and Learning Report (including themes and learning trends)
included as a standing item on the DG&S Forward Work Plan.
There's a paper going to
approved at Board on 29th Sept.

Complete Public

DG&S fo

The Strategy specifically addresses our intention to resource a specific team to
drive this area on behalf of DCH
bring in funding opportunities to expand the team further. We appointed a
Head of R&l a few weeks ago, Rachel Gemine, who will be joining us on 1st
January.

An action plan is currently being developed to pick up the key activities,
aligned to our Strategy, which will have some specific milestones over the
next 12months and where specific funding/resources will be addressed. Underway Public
14.07.2022 DL waiting for feedback from seconded position in WG before a

plan can be established Underway Public
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DIGITAL HEALTH AND CARE WALES
CORPORATE RISK REGISTER REPORT

Agenda 3.2
[tem

Name of Meeting

Digital Governance and Safety Committee

Date of Meeting

3 November 2022

Public or Private

Public

IF PRIVATE: please
indicate reason

N/A

Executive Sponsor

Chris Darling, Board Secretary

Prepared By

Bethan Walters, Risk and Regulation Officer

Presented By

Chris Darling, Board Secretary

Purpose of the Report

For Discussion/Review

Recommendation

The Digital Governance and Safety Committee is being asked to:

NOTE the status of the Corporate Risk Register.

DISCUSS the Corporate Risks assigned to the Digital Governance & Safety Committee.

TY GLAN-YR-AFON 21 Heol Ddwyreiniol Y Bont-Faen, Caerdydd CF11 9AD

TY GLAN-YR-AFON 21 Cowbridge Road East, Cardiff CF11 9AD
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1 IMPACT ASSESSMENT
STRATEGIC OBJECTIVE Delivering High Quality Digital Services
CORPORATE RISK (ref if appropriate) All are relevant to the report
WELL-BEING OF FUTURE GENERATIONS ACT A Healthier Wales
If more than one standard applies, please list below:
DHCW QUALITY STANDARDS ISO 9001
If more than one standard applies, please list below:
ISO 14001
ISO 20000
ISO 27001
BS 10008
HEALTH CARE STANDARD Governance, leadership and acccountability
If more than one standard applies, please list below:
Safe Care
Effective Care
EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission: N/A
No, (detail included below as to reasoning) ‘Outcome: N/A

Statement:

Risk Management and Assurance activities, equally effect all. An EQIA is not applicable.

IMPACT ASSESSMENT

QUALITY AND SAFETY Yes, please see detail below

IMPLICATIONS/IMPACT Additional scrutiny and clear guidance as to how the
organisation manages risk has a positive impact on quality and
safety.

LEGAL Yes, please see detail below

IMPLICATIONS/IMPACT Should effective risk management not take place, there could
be legal implications

FINANCIAL No, there are no specific financial implication related to the

IMPLICATION/IMPACT activity outlined in this report

WORKFORCE IMPLICATION/IMPACT | No, there is no direct impact on resources as a result of the
activity outlined in this report.

Page 2 of 6
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The risk owners will be clear on the expectations of managing
risks assigned to them.
SOCIO ECONOMIC No. there are no specific socio-economic implications related
IMPLICATION/IMPACT to the activity outlined in this report
RESEARCH AND INNOVATION No, there are no specific research and innovation implications
IMPLICATION/IMPACT relating to the activity outlined within this report.
Acronyms

DHCW | Digital Health and Care Wales | ICT | Information and Communication Technology

BAF Board Assurance Framework WG | Welsh Government
2 SITUATION/BACKGROUND
2.1 The DHCW Risk Management and Board Assurance Framework (BAF) Strategy was approved

3.1

3.2

3.3

formally at the SHA Board on the 27 May 2021. This outlined the approach the organisation will
take to managing risk and Board assurance which highlighted that risks on the Corporate Risk
Register would be assigned to a Committee for further scrutiny and oversight.

SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

Committee members are asked to consider risk, in the context of DHCW Digital Governance
and Safety ‘what could impact on the Organisation being successful in the short term (1 —12
months) and in the longer term (12 — 36 months)’.

There are wider considerations regarding organisational factors which include, sector,
stakeholder, and system factors, as well as National and International environmental factors.

Further to discussions at the last DG&S Committee a request was made to deep dive review
the risks which have remained on the corporate risk register, assigned to the DG&S Committee
since its establishment. An analysis of corporate risks including the movement in corporate
risks over the past 18 months, from 1 April 2021 (DHCWs establishment) to 30 September
2022 has been undertaken and can be seen as item 3.2i Appendix A. Deep dives into the five
corporate risks assigned to the DG&S Committee that have remained on the corporate risk

Page 3 of 6 Author: Bethan Walters
Approver: Chris Darling
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register since 1 April 2021 are included in as item 3.2ii Appendix B, a number of the risk deep

dives are included in the papers for the private session.

In terms of DHCW's Corporate Risk Register, there are currently 28 risks on the Corporate Risk
Register, of which 20 are for the consideration of this Committee. The Risk register presents
the 11 public risks assigned to this Committee at item 3.2iii Appendix C with the further 9
classified as private due to their sensitivity and will be received in the private session of the

Committee.

Committee members are asked to note the following changes to the Corporate Risk Register
(new risks, risks removed and changes in risk scores) for risks assigned to the Committee since
the last meeting that are still on the Corporate Risk Register:

NEW RISKS (3) — 3 public, O Private

Reference Name Primary Risk Domain
DHCW Service Ownership and resource | Service Delivery

DHCW0294 | commitment not agreed for the NHS
Wales App

DHCWO0295 Lack of resources to implement key Service Delivery
IMTP Milestones

DHCW0296 ?(!E:ies/Adverse Reactions - Single Safety / Wellbeing

RISKS REDUCED (2) — 2 public, 0 private

Reference | Name Primary Risk Domain

DHCW0291 Network Equipment delays in relation Service Delivery
Data Centre 2 move

DHCW0295 Lack of resources to implement key Service Delivery
IMTP Milestones

RISKS REMOVED (1)

Reference Name Commentary
DPIF Funding Letters There are two outstanding
responses, impact has been
DHCW0293 IF Digital Priority Investment Funding Letters reduced and therefore the risk

are not provided to DHCW in a timely manner | has been downgraded to

THEN organisations may not commit to

activity without formal agreement of funding

Directorate level

Page 4 of 6
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to support expenditure RESULTING IN delays
to scheme deliverables and possible risk to
scheme objectives, benefits and completion.

3.5

3.6

3.7

The Committee are asked to consider the DHCW Corporate Risk Register Heatmap showing a
summary of the DHCW risk profile which includes the 10 Significant and 10 Critical risks
assigned to the Committee. The key indicates movement since the last risk report to the
Committee.
Nine of the Ten critical risks currently on the Corporate Risk Register are assigned to the
Digital Governance and Safety Committee.
4 e LIKELIHOOD ‘-I
RARE UNLIKELY POSSIBLE LIKELY ALMOST CERTAIN
6§ 2) [E)) @)
CATASTROPHIC
(s)
MAJOR DHCWO0208: Welsh Language Compliance —
(4) DHCIW0228; Fault Domains —
DHCW0263: DHCW Functions —
) DHCWO0264: Data Promise -
g *=*DHCWO286 —
g Eﬂ?&gi:ﬁ-mﬂmmswr&smmlm l*
u DHCW0226 — Allergies/Adverse Reactions — *
z Single Source
8 DHCW0297 — Power Outages *
MODERATE **DHCWO0229 bt
=) DHCWO0269 — Switching Service hay
DHCW02B4 — Increased Utility Costs Financial Pressure *=*|
DHCWO0285 — Unfunded NI Increase t—
DHCW0281 — Network Equipment Delay
DHCWO0254 - DHCW Service Ownership and resource
commitment not agreed for the NHS Wales App.
MINOR (2)
NEGLIGIBLE
(1) J
N -
* New Risk o=y NoOn-Mover ‘ Reduced 4@ 'ncreased ** Private Risks
The Committee are also asked to consider of the risks assigned to the Committee, the

overview of initial risk score versus current versus target and risks that may be identified for
further investigation and action. Those highlighted with a red circle represent those risks with
a score increased from their initial scoring, those in green have reduced their current score
below initial scoring, the remainder are the same as their initial score.
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4.1 The Committee is asked to note the changes in the risk profile during the reporting period as a
result of the changes to the Corporate Register.

5 RECOMMENDATION

5.1 The Digital Governance and Safety Committee is being asked to:

NOTE the status of the Corporate Risk Register and note the movement in corporate risk over
the past 18 months, including risks that have remained on the corporate risk register.

DISCUSS the Corporate Risks assigned to the Digital Governance & Safety Committee.

6 APPROVAL/SCRUTINY ROUTE

Person / Committee / Group who have received or considered this paper prior to this meeting

PERSON, COMMITTEE OR GROUP DATE OUTCOME
Risk Management Group 4 October 2022 Reviewed
Management Board 20 October 2022 Reviewed
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Corporate Risk Trending Analysis
April 2021 — Sept 2022




Context

e DHCW was established on the 1 April 2021, the SHA Board approved the Risk and Board
Assurance Framework Strategy on the 27 May 2021. A committee assignment approach

was agreed as part of this strategy.

e All corporate risks are added to the corporate risk register with the approval of the
relevant Executive Lead.

e Corporate risks are reviewed each month via Management Board.

* During the period April 2021 — September 2022 deep dives have taken place on the
corporate risks assigned to the committees by the relevant committee.

* |In May 2022 the Board Assurance Framework Report was approved by the SHA Board
with corporate risks assigned to each of the five DHCW strategic missions.
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e As part of the risk work-plan for 2022/23 a review of the movement of all corporate risks
during this18 months period of operation was agreed, which is presented in these slides.
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Corporate Risks — Changes since 1
April 2021

* Onthe1April 2021 there were 14 risks on the corporate risk register.

* Between 1 April 2021 — 30 September 2022 there have been 52 individual risks managed
on the corporate risk register for a period of time. Of these seven have remained active

risks throughout this 18 month period.
* 38 new risks have been escalated since 1 April 2021.

* 26 risks have been removed (de-escalated or closed) since 1 April 2021, as at 30
September 2022.

@
[
3]
o
-
=
4]
-~
-
]
@
I
&
E
A
(o]

 Of the 52 corporate risks during this period, half have been de-escalated or closed.
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Corporate Risks — 1 April 2021

There are a number of risks that have been on the corporate risk register since DHCW was
established in April 2021 that remain active on the Corporate Risk Register. These account
for 26% of active DHCW Corporate Risks. These are:

DHCWO0204 — Canisc System (DG&S Committee)

DHCWO0208 — Welsh Language Compliance (A&A Committee)

DHCWO0228 — Fault Domains (DG&S Committee)

DHCWO0229 — **PRIVATE (DG&S Committee)

DHCWO0237 - New requirements impact on resources and plan (DG&S Committee)
DHCWO0257 - **PRIVATE (DG&S Committee)

DHCWO0259 — Staff Vacancies (A&A Committee)
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The following slides shown demonstrate the movement in the Corporate Register
from April 2021 until 30 September 2022.

Active Number of Corporate Risks by Severity 30th Escalated VS De-Escalated to Corporate Risk
September 2022 Register
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Active Risks by Risk Domain - 30th September
2022

Financial [N 7
Information Governance [N >
Project I 1
Service Interuption |G
Business and Organisational |G S
Security NI ©

The above graph shows the 26 corporate risks by
domain as of 30 September 2022.

Number of Risks raised by Domain Since Apr
2021

Financial I 12
Information Governance [N 2
Project 6}
Service Interuption |G ¢
Business and Organisational |GGG ©
Security [N 1O

The above graph shows the 38 new corporate risks
added to the corporate risk register by domain
during the period from 1 April — 30 September
2022.

The past nine months has seen an increase in the
number of financial and security risks in particular.
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Number of Active Risks by Strategic Mission
as at 30 Sept 2022

1. Enabling digital transformation supporting joined up, 2
consistent care

2. Delivering high quality technology, data products
and services to support efficiencies and improvements 14
in care processes

3. Expanding the content, availability and functionality
of the digital health and care record so that care and 1
treatment quality is improved
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4. Driving Value and innovation for better outcomes 2
and value based care

5. Becoming the trusted strategic partner and a high
performing, inclusive, ambitious organisation
supporting our workforce and stakeholders
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DHCW RISK DEEP DIVE REPORT - To be completed by the Risk Owner

Date of Report: 21 Oct 2022

Originator: Ruth Chapman Risk Name: New requirements impact on
resource and plan

Likelihood/Probability Impact/Consequence 4
Rating (1-5): Rating (1-5):

Risk Reference ID: DHCWO0237 Initial Score:

Target Score: Current Score:

Background:

(a brief background history of the risk being reviewed)

The risk was drafted in March 2020 at the start of the Covid -19 pandemic crisis where DHCW shifted from
a 3 year planning cycle into a quarterly plan due to the emergency situation. The risk has morphed over
time from the specific impact of covid requirements on the DHCW plan to new recovery requirements to
help the NHS deal with the aftermath of Covid and other new work.

The current period of financial pressure for the NHS could comprise DHCW'’s ambition to become the
digital ‘Trusted strategic partner’ if funding is cut back on new work, so the risk is unlikely to be scored
down in immediate future.

Risk Description (IF....THEN.....RESULTING IN.....)

(Risk descriptions to include details of the associated impact)

IF new requirements for digital solutions to deal with Covid 19, recovery of services and other new areas
of work continue to come in, THEN staff may need to be moved away from other deliverables in the plan
RESULTING in non-delivery of our objectives and ultimately a delay in benefits being realised by the
service.

39/161



\ GIG | lechyd a Gofal
CYMRU

R Digidol Cymru

/ H Digital Health

WALES | and Care Wales

Mitigating Action Taken to Date:

(Detail the actions already undertaken to mitigate the risk impact)

Provide agile processes and communication to understand the new requests (both DHCW and external)
and to reallocate / rehire / hire new staff as needed. ---- ACTION ----- Management through Planning
and Performance Management Group to understand impact on plan and look to reprioritise. Develop
specific plans for urgent activities if necessary. Use Teams to collaborate and communicate demand
hotspots and new ideas.

FORWARD ACTIONS: Continue to monitor new requirements for Covid recovery and other new initiatives.

Use formal change control methods to ensure impact is mapped and impacted work is re-baselined.

ACTIONS TO DATE:

IMTP approved by SHA Board end March 2022. Annual Business Plan approved April 2022 - this plan is
flexible and new requirements will be assessed against available capacity and go through a formal change
control process before being added to the plan. Still significant Covid backlog and new requirements
coming through some of which are on a candidate list until resource is confirmed. Anticipated new
requirements from Emergency and Unscheduled Care (Six Goals Framework) and new National
Vaccination programme.
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Further Mitigation to Achieve Target Risk Score with timeframe for completion:

(Detail the further actions required to achieve the target risk score and associated timeframes if known)

e The organisation is reviewing the expectations for the rest of 22/23 and 23/24 as part of the IMTP
planning cycle and these are significant. Once a funded plan can be agreed then the risk can be
reduced, and any changes managed through the formal DHCW change control process.

e Currently the planning guidance for next year is not available and there is some uncertainty about
the sign off date for organisation’s IMTPs for next year, so an exact target date would depend on
that and the date of confirmed funding.

e Work with WG to prioritise the new work requests from policy departments. Discussions underway.
Target date 30 Nov 2022.

Recommendation from the risk owner:

(Should the risk score be increased, decreased, remain the same)

Remain the same.

Meeting Comments/Feedback

(To be included after the meeting where the review is taking place)
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3.2i Appendix A DHCW Corporate Risk Register — Assigned to Digital Governance and Safety Committee

Risk Matrix

Key— Risk Type:

LIKELIHOOD

RARE
(1)

UNLIKELY | POSSIBLE
() (3)

ALMOST
CERTAIN

(5)

LIKELY
(4)

CATASTROPHIC
(5) 5 10
@ MAJOR
w
4 8
= (4)
5 MODERATE
g 3) = 6
2 MINOR
S @) 2 4 6 8 10
NEGLIGIBLE
(1) 1 2 3 4 5

DHCW0204

Primary Risk

Domain

Security

Description

Canisc System

IF there is a
problem with the
unsupported
software used
within the Canisc
system THEN the
application will fail
RESULTING IN
disruption to
operational service
requiring
workarounds.

Opened
date

08/02/2018

Review
date

04/10/2022

Rating | Impact Likelihood Action Status
(initial) (initial) (initial)

AIM: REDUCE Impact and
REDUCE Likelihood

FORWARD ACTION: Replace
Canisc across Wales
Continue development of
replacement functionality
and interfaces (Phase 1)
Health Boards to continue
UAT of functionality

VCC Go Live 14th
November 2022 (WPAS &
WCP)

Commence development of
Phase 2 work streams
(Palliative Care & Screening
& Colposcopy)

CIPB agreed VCC go live
with MDT/Cancer datasets
pre health boards. Scoping
of future phases continues
including Palliative Care &
Screening & Colposcopy
however funding risk noted
as no DPIF funding letter to
date.

ACTIONS TO DATE:
22/8/22 CIPB agreed VCC
go live with MDT/Cancer
datasets pre health boards.
Scoping of future phases
continues including
Palliative Care & Screening
& Colposcopy however

Low

Rating
(current)

Impact
(current)

Likelihood Rating

(current)

(Target)

Impact  Likelihood
(Target) (Target)

Risk
Owner

Executive
Medical
Director

Non
Mover

Strategic
objective

Mission 3 -

Expanding the

content
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Ref

Primary Risk
Domain

Description

Opened
date

Review
date

DHCW0237

Project

New requirements
impact on
resource and plan

IF new
requirements for
digital solutions to
deal with Covid 19,
recovery of
services and other
new areas of work
continue to come
in, THEN staff may
need to be moved
away from other
deliverables in the
plan RESULTING in
non delivery of our
objectives and
ultimately a delay
in benefits being
realised by the
service.

30/03/2020

03/10/2022

DHCW0292

Service
Interruption

Insufficient human
resource capacity
in the
infrastructure
teams to
undertake BAU

01/04/2022

27/09/2022

Rating
(initial)

Impact
(initial) = (initial)

Likelihood | Action Status

Rating
(current)

Impact  Likelihood
(current)  (current)

funding risk noted as no
DPIF funding letter to date.
29/06/22 Continued
iterative roll out of
software made available for
UAT in WCP and WPAS.

AIM: REDUCE Impact and
REDUCE Likelihood

FORWARD ACTIONS:
Continue to monitor new
requirements for Covid
recovery and other new
initiatives. Use formal
change control methods to
ensure impact is mapped
and impacted work is re-
baselined.

ACTIONS TO DATE:

IMTP approved by SHA
Board end March 2022.
Annual Business Plan
approved April 2022 - this
plan is flexible and new
requirements will be
assessed against available
capacity and go through a
formal change control
process before being added
to the plan. Still significant
Covid backlog and new
requirements coming
through some of which are
on a candidate list until
resource is confirmed.
Funding letters not
received yet (Digital
Priorities Investment Fund).
Anticipated new
requirements from
Emergency and
Unscheduled Care (Six
Goals Framework) and new
National Vaccination
programme.

AIM: REDUCE Likelihood

FORWARD ACTIONS:
Develop workforce plan for
the resources required for
major Infrastructure

Rating  Impact Likelihood
(Target) @ (Target) | (Target)

Risk Strategic
Owner ULtE objective
Executive Non Mission 5 -
Director of Mover Trusted
Strategy Partner
Interim
Executive Mission 2 -
; Non .
Director of Mover Delivering
Digital Technology

Operations
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3.2i Appendix A DHCW Corporate Risk Register — Assigned to Digital Governance and Safety Committee

Ref

Primary Risk
Domain

Description

activity and
activities in the 1-
year plan

IF DHCW are
unable to secure
revenue funding to
support major
infrastructure
developments
identified in the
IMTP and 1-year
business plans,
THEN there will be
a delay to these
activities
RESULTING IN
increased costs
and/or system
failures.

Examples include:
* Data Centre 2
Project

* Migration of
systems from
legacy virtual
server platform

* WPAS Hardware
Replacement

* Legacy Operating
System
Replacements

Opened
date

Review
date

DHCW0291

Finance

Network
Equipment delays
in relation Data
Centre 2 move

IF the networking
kit required for the
data centre move
doesn't arrive by
Quarter 1 23/24
THEN the
replacement
network required
will not be
implemented prior
to the end of the
current contract
with our current
supplier
RESULTING IN

30/06/2022

27/09/2022

Rating
(initial)

Impact Likelihood Action Status
(initial) ~ (initial)

maintenance work such as
those identified.

ACTIONS TO DATE:
27/09/2022 Review of
resource capacity to take
place

25/08/2022. CLJ.
Independent third party
being engaged to
undertake an assessment
on the sizing of the teams
which have resource
constraints and highest
levels of unfunded
resources. The output of
this will be used to develop
the case for increased
funding levels in the
affected teams (if needed)

15/07/2022. CLJ. Updated
description. Work is

underway to describe the
BAU activity - to justify the
needs to additional
resources

12/05/2022. CLJ. Initial
meeting to develop the
workforce plan has taken
place.

AIM
Reduce Likelihood

FORWARD ACTIONS
Work with supplier to
determine delivery dates
and if alternative
equipment can utilised.

ACTIONS TO DATE
27/09/2022 MP - Current
status on deliveries is that
all equipment will arrive by
end of February 2022.
However, weekly catch ups
are happening with the
supplier to ensure no

Rating
(current)

Impact
(current)  (current)

Likelihood = Rating

Impact  Likelihood
(Target) @ (Target) | (Target)

Risk Strategic

Owner ULtE objective

Interim

Executive Mission 2 -
. Non o

Director of Mover Delivering

Digital Technology

Operations
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Ref

Primary Risk
Domain

Description

extension of the
existing contract,
and a elongated
project plan.

Opened
date

3.2i Appendix A DHCW Corporate Risk Register — Assigned to Digital Governance and Safety Committee

Review
date

Rating Impact Likelihood Action Status Rating Impact  Likelihood Rating

Impact

Likelihood

(initial) | (initial) | (initial) (current) (current) (current) (Target) (Target) (Target)

slippages are forecast.

25/08/2022. CLJ.
Equipment delivery is being
actively tracked. Most
equipment will arrive in FY
22/23. Currently, approx
£180k of equipment is
anticipated to be delivered
in FY 23/24 (Late April 23).
DHCW teams are working
with our suppliers to look
at similar, but alternative
models which can be
delivered sooner. This is
looking positive at the
moment. Therefore, risk to
capital plan is reducing.
However the data centre
move will not take place
before the end of June, but
a contract extension for up
to 1 year (with 2 months
notice period) has been
secured. This will likely be
at higher costs due to
energy prices. The value of
the equipment which could
be delayed (i.e. cost
pressure in FY 23/24) is
around £180k. The
anticipated extra costs due
to energy are expected to
be less than £200k.
Therefore reducing impact
to Moderate (3).

This action has been raised
at the end of June 2022.
Orders placed with supplier
and discussions ongoing to
determine equipment
delivery dates.

DHCW0263

Information
Governance

DHCW Functions

IF directions from
Welsh
Government do
not provide a
sound legal basis
for the collection,

26/01/2021

04/10/2022

AIM: REDUCE Likelihood

FORWARD ACTIONS:
Continue discussions with
Welsh Government
colleagues to define the
parameters of the
functions. Review in July

Risk
Owner

Strategic
objective

Executive
Medical
Director

Non
Mover

Mission 4 -
Value and
Innovation
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3.2i Appendix A DHCW Corporate Risk Register — Assigned to Digital Governance and Safety Committee

Ref

Primary Risk
Domain

Description

processing and
dissemination of
Welsh resident
data, THEN (i)
partners, such as
NHS Digital, may
stop sharing data,
(i) DHCW may be
acting unlawfully if
it continues to
process data
RESULTING IN (i)
DHCW being
unable to fulfil its
intended functions
regarding the
processing of data,
or, in the case of
continued
processing, (ii)
legal challenge, or
(i) the need to
submit a further
application to the
Confidentiality
Advisory Group
(which may not be
successful) to
assess the public
interest in
processing
confidential data
without a legal
basis or consent.

Opened
date

Review
date

Rating Impact Likelihood Action Status
(initial) (initial) = (initial)

Rating Impact  Likelihood
(current) (current) @ (current)

2022

ACTIONS TO DATE:
Actions set against Welsh
Government to define a set
of Directions that will
enable DHCW to move
forwards on BAU and to
provide cover for important
functions such as NDR:

(i) DHCW's establishment
functions and initial set of
directions in the form of a
letter has been published
on the Welsh Government’s
website, to ensure that
DHCW’s remit is clear and
transparent. (ii) Welsh
Government have informed
the Confidentiality Advisory
Group (CAG) of DHCW's
new statutory status and
legal basis for processing
data. CAG have confirmed
that they are content that
we would no longer be
requesting section 251
support for the handling of
data not related to
research. (iii) Welsh
Government are planning
to issue a new direction for
DHCW regarding the
collection of prescription
data, which will test the
process for issuing new
directions. (iv) a letter was
sent from Ifan Evans to
confirm DHCW'’s functions
in response to a request for
clarity from the Chair of the
Digital Governance and
Safety Committee and a
deep dive provided at
November 2021’s meeting.

Rating
(Target)

Impact  Likelihood
(Target) (Target)

Risk

Oowi

ner

Strategic
objective
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Ref

DHCWO0264

Primary Risk
Domain

Information
Governance

Description

Data Promise

IF the national
conversation
regarding the use
of patient data
(Data Promise) is
delayed, THEN
stakeholders and
patients will not be
assured that the
proposed uses of
Welsh resident
data include
sufficient controls
to ensure data is
treated
responsibly,
handled securely
and used ethically.
RESULTING IN (i)
potential
challenges to
proposed uses of
data, and/or a loss
of
public/professional
confidence, and (ii)
a failure to realise
the desired
outcomes
regarding ‘data
and collaboration’
(effective and
innovative uses of
data, joined up
services, better
outcomes for
individuals) set out
in Welsh
Government’s
Digital Strategy.

Opened
date

26/01/2021

Review
date

04/10/2022

DHCW0228

Service
Interruption

Fault Domains

IF fault domains
are not adopted
across the
infrastructure
estate THEN a
single
infrastructure
failure could occur

05/06/2019

27/09/2022

Rating

(initial)

3.2i Appendix A DHCW Corporate Risk Register — Assigned to Digital Governance and Safety Committee
Likelihood Action Status
(initial)  (initial)

Impact

AIM: REDUCE Likelihood

FORWARD ACTIONS:

Continue discussions with

Welsh Government

colleagues to define the

Data Promise. To be
reviewed in July 2022

ACTIONS TO DATE:

The specific responsibilities
for implementation of the
Data Promise have been
given to the Head of Data

Policy in Welsh

Government, who will be
supported by a Data Policy
Manager who will focus on

delivering the Data

Promise. (i) Stakeholder
engagement is underway.
(i) The Minister for Health
and Social Services has
endorsed the proposals to
deliver a Data Promise for

health and care. (iii) A

steering group has been set
up to review and comment
on Data Promise materials

and help to make decisions

on the direction of the

programme. (iv) Aim of
launching the Data Promise

‘publicity’ campaign in
2022.

and REDUCE Impact

FORWARD ACTIONS:

A newly installed virtual

server farm has been

implemented with two fault

domains at each data
centre. Work is now
underway to migrate

AIM: REDUCE Likelihood

Rating

(current)

Impact

(current)

Likelihood = Rating
(current)

Impact

Likelihood

(Target) @ (Target) | (Target)

Risk
Owner

Strategic
objective

Executive Non Mission 1 -

4 1 | Medical Enabling Digital

. Mover .

Director Transformation
Interim
Executive Non Mission 2 -

3 2 | Director of Mover Delivering
Digital Technology
Operations
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3.2i Appendix A DHCW Corporate Risk Register — Assigned to Digital Governance and Safety Committee

Ref

Primary Risk
Domain

Description

RESULTING IN
multiple service
failures.

Opened
date

Review
date

Rating
(initial)

Impact Likelihood Action Status

(initial) = (initial)

existing virtual servers onto
this infrastructure which is
expected to take around 5
months. This will provide
some additional resilience
for many of our services.
This does not include our
Microsoft database
platforms (which live on a
dedicated virtual server
farm for licensing reasons)
and this will follow the
current migration.
Introduction of further fault
domains will be considered
in the planning and
migration of services from
on-premises to cloud
providers.

ACTIONS TO DATE:
27/09/2022 MP - Migration
work continuing.

25/08/2022 CLJ. Migration
of Virtual Machines onto
new platform continues.
We have migrated 45% of
the total of 754 servers on
the old platform. This
migration is not including
our database platforms and
these will follow after the
current migration.

04/08/2022 CLJ. Migration
of Virtual Machines onto
new platform continues.
This migration is not
including our database
platforms and these will
follow after the current
migration.

25/07/2022 MP - Work
continuing to migrate
services to new
infrastructure which is
utilising the fault domain
methodology.

Rating
(current)

Impact Likelihood Rating  Impact  Likelihood

(current)  (current)

(Target) @ (Target) | (Target)

Risk

Oowi

ner

Strategic
objective
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Ref

DHCW0294

Primary Risk
Domain

Business &
Organisational

Description

DHCW Service
Ownership and
resource
commitment not
agreed for the NHS
Wales App.

If: The approach
for the support of
the NHS Wales
App is not agreed
and DHCW are
unable to commit
to service
ownership, or
provide resources
(Staff) to support
the NHS Wales
App as a Public-
facing service
(both short-term
and long-term) to
handle both early
volumes and
increased take-up

Then: the DSPP
Programme would
need to outsource
Service
Management, in
particular 1st Line
& 2nd Line support
to an external 3rd
Party, leaving
insufficient time to
establish or test
the new support
model as part of
the private beta
testing.

Resulting in:
Additional costs to
the DSPP
Programme (is
DHCW funded),
further delays due
to procurement
and commercial
sign-off, wider
detachment from
DHCW's existing

Opened
date

21/07/2022

Review
date

28/09/2022

Rating
(initial)

Impact
(initial) = (initial)

Likelihood | Action Status

Likelihood
(current)

Rating
(current)

Impact
(current)

AIM: Reduce Likelihood

ACTIONS TO DATE
28/09/2022

Target Date for Private Beta
is 17/10.

After OSB Review on 08/09,
a DHCW/DSPP Support
Workshop call was held on
23/09 and the following
concerns were raised:

*Current model does not
offer patient-facing
technical support (other
than Help articles)

*No end-to-end ticket
management system
*Likely to require a
ticketing system to fulfil
support of a Public Launch.

Furthermore, lessons
learned from comparable
public-facing applications
such as ‘My Health Online’
(MHOL) and NHS Digital’s
‘NHS App’ have shown:

*Users having technical
problems during
onboarding was prominent
*High volumes of NHS login
related issues were
common during early
releases.

Actions to address the
above concerns:

1. Assess setting up a
patient-facing service desk
for ‘on boarding support
and rapid response for IG
issues’ to run for 6-12
months initially. ETA by late
December.

2. Assess if DHCW can
resource this or if this
needs to be 3rd Party
provided.

Rating
(Target)

Impact  Likelihood

(Target) (Target)

Risk
Owner

Director of
Strategy

Trend

Non
Mover

Strategic
objective

Mission 2 -
Delivering
Technology
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Ref

Primary Risk
Domain

Description

Service Support
Models, risk that
the externally
provisioned
service support
will not meet
regulatory
standards and
compliance, and
risk of reputational
damage as an
insufficiently
tested and under-
developed service
model may still be
perceived as a
DHCW provided
service.

Opened
date

Review
date

Rating
(initial)

Impact
(initial) = (initial)

Likelihood | Action Status

Likelihood
(current)

Rating
(current)

Impact
(current)

31/08/2022

Current target date for
private beta with up to 10
GP Practices is around 17th
October — working with
Kainos to finalise the
support model in time for
private beta. There will be
no public-facing Service
Desk, only a Technical
Support Service Desk
provided by Kainos for the
ticketing and management
of technical Incidents, all
other content will be
directed to the appropriate
existing channels. Users of
the NHS Wales App will be
able to leave comments or
report technical issues via a
Feedback feature within
the App. The DSPP
Programme will review the
tickets with support from
Kainos and DHCW as
required, also providing
Service Owner (interim)
and support resources.

This model is likely to be in
place for 12-24 months
until such time of readiness
to transition into DHCW
services.

ACTIONS TO DATE
09/08/2022

A DSPP service
management strategy
paper has been agreed, for
an interim support model
(6 to 12 months) utilising a
Feedback Channel with
support arrangements built
into the existing Kainos
contract. Options under
review are:

1. Kainos provide full
support coverage for the

App
2. Kainos provide 3LS only,

Rating
(Target)

Impact  Likelihood

(Target) (Target)

Risk

Oowi

ner

Tren

o!

Strategic
objective
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Rating
(initial)

Ref

Primary Risk
Domain

Description

Opened
date

Review
date

DHCW0295

Business &
Organisational

Lack of resources
to implement key
IMTP Milestones

IF additional
resources are not
made available to
the 3rd Party
Applications team
in the Integration
& Reference
Applications (IRAT)
area THEN we will
not be able to
meet our
contractual
commitments to
numerous parties.

Other Milestones
which will be
affected include:

> Single Patient
Record

21/07/2022

21/09/2022

Impact
(initial) = (initial)

Likelihood | Action Status

DHCW or other provide the
rest

Support Model and
resourcing to be finalised
and reflected in the Kainos
contract.

Meeting scheduled
10/08/22 to discuss service
management with senior
reps from DHCW
Directorate.

Current go-live target for a
public launch is
October/November and
until such time the beta
volumes are targeted at a
max of 5k users - so an
interim 'Service
Management' solution
utilising the DHCW (MHOL)
Service Desk could be
considered as the volumes
of Feedback tickets to
triage is expected to be
low.

AIM: Reduce Likelihood

FORWARD ACTION:

An SBAR has been drafted
which highlights a
deficiency of resource
across several areas within
IRAT team and makes
recommendations to
address. This is currently
with Directors for review.

ACTIONS TO DATE:
21/09/2022 Scoring
reduced as likelihood has
reduced - 12 Significant

Rating
(current)

Impact
(current)

Likelihood = Rating

(current)

Impact
(Target) @ (Target) | (Target)

Likelihood

Risk Strategic
Owner ULtE objective
Interim

Executive Mission 2 -
Director of | Reduced | Delivering
Digital Technology
Operations
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Ref

Primary Risk
Domain

Description

« WCCIS
0 Hospital to
Community
referrals

oGP to
community
referrals

o Transfer of
WCCIS documents
to WCRS and GP
Practices

= Dental referrals
= 111 Transfer of
Care
Communications
to GP Practices

= Provision of
additional test
requesting
functionality into
GP Practices

RESULTING IN a
reduced range of
GP systems
available within
Wales in the short-
term, reputational
damage to DHCW,
and potential
financial penalties,
as per the
contract.

Opened
date

3.2i Appendix A DHCW Corporate Risk Register — Assigned to Digital Governance and Safety Committee

Review
date

Rating
(initial)

Impact Likelihood Action Status
(initial) ~ (initial)

DHCW0269

Business &
Organisational

Switching Service

IF the current
switching service
fails THEN no data
new will be
acquired into the
ISD Data
Warehouse
RESULTING IN the
inability to provide
updates to
multiple reporting
systems.

07/12/2020

16/09/2022

AIM:REDUCE Likelihood
and REDUCE Impact
ACTION TO DATE:
04/08/2022: Should the
switching service fail, there
is a process in place,
whereby spreadsheets can
be imported to manually
update the service. The
overall risk impact should
be reduced. Downgraded to
Directorate level by owner

Rating

(current)

Impact

(current)

Likelihood = Rating
(current)

Impact

Likelihood

(Target) @ (Target) | (Target)

Risk
Owner

Strategic
objective

Interim
Executive
Director of
Digital
Operations

Non
Mover

Mission 4 -
Value and
Innovation
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Ref

DHCWO0296

Primary Risk
Domain

Clinical

Description

Allergies/Adverse
Reactions - Single
Source

IF allergies and
adverse reactions
are not stored in a
single source and
in asimple,
structured,
standardised and
SNOMED-coded
manner

THEN a clinician
may not be able to
retrieve all the
relevant, updated
information in the
system that they
are logged in
RESULTING IN
patient harm due
to missing or not-
updated
information being
presented in the
system.

Possible Causes:

= Single source of
truth (CDE) in
which to input and
retrieve
information not
used widely

e Lack of
integration API
with CDE -
Interoperability

« Allergen not
SNOMED coded

< Reaction not
SNOMED coded

« Difficulty filtering
through SNOMED
results

< No standard as
how to portray
Adverse reactions
(ie: not all systems
display them in the
patient banner)

Opened
date

13/09/2022

Review
date

04/10/2022

Likelihood | Action Status
(initial)  (initial)

AIM: Reduce Likelihood

FORWARD ACTION: DHCW
has a Clinical Data Engine
CDE) as a central source
and is being used by the
Welsh Clinical Portal (WCP)

Discussion ongoing with
DHCW Architects and
National Data Resource
(NDR) Programme on how
standards and guidance can
be defined that informs
other downstream systems
on how to interface thus
creating once source.

The CDE is reliant on
several key systems reading
and feeding to it. The work
ahead is looking to create
this as a ‘standard’ to
comply with.

ACTION TO DATE:
04/10/2022 - Wording
rewritten to reflect the risk
Presented to the Medical
Director risk 8391 on
12/09/2022 which has
resulted in the writing of
this risk to cover all
interoperability risks for
allergies, warnings, and
medications in clinical
facing systems.

Rating
(current)

Impact
(current)

Likelihood = Rating

(current)

(Target)

Impact  Likelihood
(Target) | (Target)

Risk
Owner

Executive
Medical
Director

Tren

New
Risk

o!

Strategic
objective

Mission 2 -
Delivering
Technology
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DIGITAL HEALTH AND CARE WALES
INCIDENT REVIEW AND ORGANISATIONAL
LEARNING REPORT

Agenda 3.3
Item

Name of Meeting  Digital Governance and Safety Committee

Date of Meeting 3 November 2022

Public or Private Public

IF PRIVATE: please | N/A

indicate reason

Executive Sponsor Rhidian Hurle, Executive Medical Director

Keith Reeves, Service Management Team

Prepared By Manager

Michelle Sell, Director of Planning &

Presented By Performance & Chief Commercial Officer

Purpose of the Report For Assurance

Recommendation

The Digital Governance & Safety Committee is being asked to:
NOTE the report for ASSURANCE

TY GLAN-YR-AFON 21 Heol Ddwyreiniol Y Bont-Faen, Caerdydd CF11 9AD

TY GLAN-YR-AFON 21 Cowbridge Road East, Cardiff CF11 9AD
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1. IMPACT ASSESSMENT
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STRATEGIC OBJECTIVE

Delivering High Quality Digital Services

CORPORATE RISK (ref if appropriate) N/A

WELL-BEING OF FUTURE GENERATIONS ACT A Resilient Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS

SO 20000

If more than one standard applies, please list below:
ISO 27001, 1SO 13485, ISO 9001, I1SO 14000, BS 10008

HEALTH CARE STANDARD

Governance, leadership and acccountability

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission: N/A

No, (detail included below as to reasoning) \Outcome: N/A

Statement: This report is a summary of all incidents reviewed under the organisation’s
review processes. No requirement for EQIA

IMPACT ASSESSMENT

QUALITY AND SAFETY
IMPLICATIONS/IMPACT

Yes, please see detail below

Report provides summary of all reportable incidents and
any quality and safety activities undertaken as
remediation. Should the remedial required action not be
undertaken there could be a detrimental impact on quality
and safety.

LEGAL
IMPLICATIONS/IMPACT

Yes, please see detail below

Report provides summary of all reportable incidents
include any which meet out legal, regulatory, and
statutory requirements. Should corrective and remedial
action not be undertaken appropriately there could be a
legal impact.

FINANCIAL

Yes, please see detail below

Incident Review and Organisational Learning
Report

Page 2 of 9
Author: Keith Reeves
Approver: Rhidian Hurle
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IMPLICATION/IMPACT Report contains summary of any incidents where redress
is required. Some incidents may result in financial
penalties for the organisation.

WORKFORCE No, there is no direct impact on resources as a result of
IMPLICATION/IMPACT the activity outlined in this report.

SOCIO ECONOMIC No, there are no specific socio-economic implications
IMPLICATION/IMPACT related to the activity outlined in this report.

RESEARCH AND INNOVATION No, there are no specific research and innovation
IMPLICATION/IMPACT implications relating to the activity outlined within this
report.

Acronyms

DHCW | Digital Health & Care Wales

IRLG | Incident Review & Learning Group MHRA | Medicines and Healthcare products
Regulatory Agency

P&OD | People and Organisational QIAL | Quality Improvement Actions List
Development

2. SITUATION/BACKGROUND

21 The purpose of the Incident Review and Learning Group (IRLG) is to have a single reporting group
which covers all aspects of incident review and associated learning across the organisation, and to
make and take forward recommendations for improvement.

2.2 The outcome of reviews will support the work of the Board in the Shared Learning approach.

2.3 This report will include information on all Early Warning Notifications & National Reportable Incidents
by Digital Health and Care Wales (DHCW), as well as any additional reviews undertaken, the purpose
being to provide assurance to the Committee that all appropriate processes are being followed.

Incident Review and Organisational Learning Page 3 0of 9
Report Author: Keith Reeves
Approver: Rhidian Hurle
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3. SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

3.1

3.2

Notification Period Compliance Summary

The following report covers the Quarter 2 period 15t July 2022 to 30% September 2022 inclusive.

This table provides a summary of all incidents where there is a legislative / regulatory requirement to notify an
appropriate body (typically known as an Early Warning Notification or National Reportable Incident).

The compliance parameters for notifying appropriate bodies of National Reportable Incidents are listed in the

table below:

Status

Definition

Next Steps

Escalate through IRLG report

Notification was issued at end of timescale

Consider improvements in reporting

| Notification was issued outside of timescale
| Notification was issued within timescale

No action

Timescales are defined by the relevant body, for further information see the Glossary of Terms and Definitions

Incident Tvoe Lead Timescale Total Notification within
yp Notifications timescales
Business Continuity Emergency Planning Lead As agreed - -
. . Clinical Serious
Clinical / Patient Investigation/Safety 7 days 1
Safety
Manager
. Assistant Director of Cyber
Cyber Security Security 3 days - -
Health & Safety Head of Corporate Services 10 days - -
Information Associate Director of
. 72 hours - -
Governance Information Governance
Head of Information &
Information Services Health Records As agreed 2
Programmes
. . 2 days - -
MHRA Reportable | Interim Head of Quality and 10 days - -
Event Regulatory Compliance 30 days - -
Technical Service Management Team As agreed ) )
Manager
Welsh Language
Standards Board Secretary As agreed - -
Other Board Secretary As agreed 1 \
Total 4 | 4

There were 4 Early Warning Notifications / National Reportable Incidents this quarter

= 2 relating to Information Services
= 1 Clinical Incident
= 1 Workforce Related Incident

Incident Review and Organisational Learning
Report

Page 4 of 9
Author: Keith Reeves
Approver: Rhidian Hurle
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This table provides a summary of review activity within the reporting period, include those carried forward from
previous periods. This includes reviews which were undertaken but were not required to be notified to an
appropriate body (typically internal DHCW technical reviews).

Total Review Closed Reviews
Review Type Activity in Open Reviews Downgraded | Completed | Breached

Quarter
Business Continuity - - - - -
Clinical / Patient Safety 2 2 - - -
Cyber Security - - - - -
Health & Safety - - - - -
Information Governance - - - - -
Information Services 1 - - 1 -
MHRA Reportable Event - - - - -
Technical 10 8 - 2 -
Welsh Language Standards - - - - -
Other Reviews 1 - - 1 -
Total 14 10 - 4 -
Type Activity within | Open Reviews Total Reviews in Quarter

Quarter Withdrawn Completed | Breached
Complaints & Concerns 1 - 1 - -
Redress - - - - -
Total 1 - 1 - -

The Other review that was undertaken during this quarter relates to an internal audit of DHCW’s Major IT

Incident Processes.

One complaint was received and subsequently withdrawn

Incident Review and Organisational Learning

Report
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The graph below provides the quarterly comparison for the number of reviews undertaken by financial year

Quarterly Comparison of Reviews

04 21/22 N
Q321722 IS
Q222/23 I .
Q221/22
Q122/23 N
Q121/22 E—
0 2 4 6 8 10 12 14 16 18
Q121/22 Q122/23 Q221/22 Q222/23 Q321/22 Q4 21/22
m Other 0 0 0 1 0 0
Technical 6 3 10 9 7 8
m Information Services 0 0 0 1 0 0
Information Governance 0 1 0 0 0 0
Cyber Security 0 1 0 0 0 2
m Clinical / Patient Safety 8 0 0 2 4 1
m Complaints 1 1 0 0 0 5
Business Continuity 1 0 0 0 0 0

There has been an increase in reviews in general in the last quarter compared with Q1 and in comparison with
same quarter in the previous year, however the reviews are wider ranging in their subject matters.

This is because of improvements within the review and learning processes.

4. LESSONS LEARNED, RECOMMENDATIONS, AND ACTIONS

4.1 Incident Report Actions / Recommendations Identified

Once a review is completed, actions and recommendations are recorded on the Quality Improvements
Actions List (QIAL) and assigned to owners to progress. The monitoring of progress of completion and
implementation of these actions and recommendations related to reviews, is the responsibility of the IRLG.

This graph provides a summary of the number of recommendations made based on their target
implementation date and status, and is reflective of the position at time of compiling this report

Incident Review and Organisational Learning Page 6 of 9
Report Author: Keith Reeves
Approver: Rhidian Hurle
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Actions / Recommendations by Target Date
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The high number of recommendations / actions completed for September 2022 relate to the improvements
that have been identified and implemented for Major IT Incident Management, more details are provided in
section 4.2 Common Themes for Review

4.2 Common Themes from review and improvements implemented

This section seeks to build up an analysis of common themes and common causes of incidents experienced
within DHCW, as well as work undertaken for improvement. These will initially form the basis of further
investigation through thematic reviews and internal audits, and then the development of improvements to
ways of working.

Theme Major IT Incident Improvement Type(s) Process, Documentation,
Management Resourcing, Training

Commencement Date 28/04/2022 Current Status Ongoing

Description A working group has been established to review all aspects of DHCW’s Major IT

Incident Review and Organisational Learning Page 7 of 9

Report Author: Keith Reeves

Approver: Rhidian Hurle
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Incident Management process including the effectiveness of its incident response
structure (Bronze, Silver, Gold), communications, process management,
reporting and review, and stakeholder engagement. Outputs will include the
development of simplified workflows, clearer role profiles, improved reporting
and escalation lines, communication templates as well as the development of
training materials and periodic testing of aspects of the end-to-end process.

Improvements = Monthly awareness training scheduled
Implemented for 0 42% of management on call have attended these sessions, with
Quarter 2 more scheduled for the remainder of the financial year

= Review of role profiles for Incident Commanders

= Review of Incident Commander action cards

= Greater involvement with Service Desk in the Major IT Incident
Management processes

= Service Desk undertaking greater
communications

= Service Desk developing standardised communications templates

= Audit of Major Incident Management Process undertaken

responsibilities around the

Planned Improvements

= Wider process awareness scheduled

for Quarter 3 = Reviews of documentation to create process on a page
= Rota resourcing to be reviewed
= Rationalisation of rotas
= Role profiles for other areas of on call to be reviewed
Theme Change Management Improvement Type(s) Process, Governance
Commencement Date 24/05/2022 Current Status Completed
Description A review has been completed following 2 major IT incidents which were because

of Change Management activity and a recommended audit to identify common
themes and suggested improvements to reduce the number of incidents caused
because of non-conformances with the existing Change Management process

Improvements Identified

Review and audit completed and improvements have been identified in the
review of Changes post-implementation, and the role the DHCW Change
Advisory Board plays in that part of the process

Theme Workforce Behaviours Improvement Type(s) Process, Culture
Commencement Date 28/04/2022 Current Status Completed
Description Areview was undertaken to investigate workforce behaviours and culture looking

at results from staff surveys, exit interviews, and workforce led investigations.

Improvements Identified

= Develop and embed the Vision & Values for DHCW, including a
Leadership Development Programme to underpin role modelling
behaviour and appropriate action to be taken in response to concerns
raised.

= Relaunch of the Respect & Resolution Policy: commencing in September
2022 through training sessions to be mandated for all staff, Ten Talks,
and other support materials.

= Development of a route map to signpost individuals to the resources
available.

= New Starter reviews (currently undertaken by P&OD) to be
supplemented by more regular ‘check-ins’ in the first six months by a
multi-disciplinary group.

= |RLG Working-Group to reconvene in six months’ time to assess the

Incident Review and Organisational Learning
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| | impact of the recommendations as set out above

5. KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

5.1 There are no matters or risks for escalation

6. RECOMMENDATION

The Digital Governance and Safety Committee is being asked to:

NOTE the contents of this report for ASSURANCE.

7.  APPROVAL / SCRUTINY ROUTE

Person / Committee / Group who have received or considered this paper prior to this meeting:

PERSON, COMMITTEE OR GROUP DATE OUTCOME
Incident Review & Learning Group 11/10/2022 Approved
Michelle Sell — Director of Planning & Performance
& Chief Commercial Officer 19/10/2022 Approved
Incident Review and Organisational Learning Page 9 of 9
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