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	Acronyms
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	National Data Resources
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	NHS
	National Health Service
	LINC
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	Digital Health and Care Wales 
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	Business as Usual

	SBU
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	DPIF
	Digital Priorities Investment Fund








	Item No
	Item
	Outcome
	Action to Log

	PART 1 – PRELIMINARY MATTERS

	1.1
	Welcome and Introductions

Rowan Gardner, Independent Member and Chair of the Digital Governance and Safety Committee (RG) welcomed everyone to the public session and gave a special welcome to Alistair Klaas Neill, Independent Member, who was now a Committee member to ensure quoracy at all times.

	Noted
	None to note

	1.2
	Apologies for Absence

Apologies for absence were noted from:
· Ifan Evans, Executive Director of Strategy
· Laura Tolley, Head of Corporate Governance
· Rachael Powell,  Associate Director of Information, Intelligence and Research
· 
	Noted
	None to note

	1.3
	Declarations of Interest

It was noted there were no Declarations of Interested, however,  per protocol to manage any potential conflict that may arise during the meeting it was noted that RG was a cofounder of Precision Life, who dealt with patient information for secondary purposes such as research and it was agreed that if at any time when not appropriate for RG to Chair, David Selway, Independent Member and Vice Chair (DS) would take over.

	Noted
	None to note

	1.4
	Matters arising

There were no matters raised.

	Noted
	None to note

	PART 2 – CONSENT AGENDA 
Items on the consent agenda were circulated prior to the meeting and it was noted that there were no comments received by the Chair beforehand.

	2.1
	Minutes of the Last Meeting

The Digital Governance and Safety Committee resolved to: APPROVE the Public and Private Abridged Minutes of the last meeting on 3 August 2023
	Approved
	None to note

	2.2
	Forward Workplan

The Digital Governance and Safety Committee resolved to: NOTE the Forward Workplan
	Noted
	None to note

	2.3
	Terms of Reference and SHA Governance Update

David Selway (DS) Independent Member, commented that as  DHCW hosted major programmes had been removed from the scope of this Committee, had the definition of what constituted a major programme been agreed and would the smaller programmes be missed from overview by the new Committee. 

Chris Darling (CD), Board Secretary confirmed the Programme Delivery Committee papers would be going out that day and that within the papers it defined the remit of that Committee including the proposed DHCW hosted major programmes to be within the scope of the Programme Delivery Committee.  The programmes proposed were not the same as the dashboard that was received at this Committee but one of the discussion points for the new Committee would be about the scope and ensuring Members were happy with the transition of programmes that the DG&S  Committee have had oversight of, to the new Committee. The scrutiny of programmes would be performed at the new Programme Delivery Committee.  

The Digital Governance and Safety Committee resolved to: NOTE the Terms of Reference and SHA Governance Update.
	Noted
	None to note

	PART 3 – MAIN AGENDA

	3.1 
	Action Log

Led by Chris Darling, Board Secretary (CD) who noted that there was one action from the last meeting which was now closed and had moved for oversight to the new Programme Delivery Committee as it related to the NDR Programme.
 
The Digital Governance and Safety Committee resolved to: DISCUSS the Action Log
	Discussed
	None to note

	3.2
	Corporate Risk Register
CD noted there were currently 21 risks on the Corporate Risk Register, of which 12 were for the consideration of this Committee, 9 of which were classified as private and would be taken in the private session with the remaining 12 subject to discussion in this session. The following changes to public risks assigned to this Committee since the last meeting were noted as:
3 NEW RISKS 2 Public
DHCW0326 Insufficient commitment to build out functionality from the NHS App.
DHCW0327 Delays in Operationalising NDR Platform impacting services which require NDR.
DHCW0328 **PRIVATE**

10 RISK  CHANGE IN SCORE

DHCW0322 NDR Phase 3 Funding
DHCW0277 / DHCW0278 / DHCW0279 / DHCW0281 / DHCW0282 / DHCW0315 / DHCW0317 **PRIVATE** - Increased in score due to review of position.
DHCW0223 Costs for transition 
DHCW0318  **PRIVATE** Decreased in score due to review of position and current mitigations.

6 RISKS REMOVED

DHCW0310 **PRIVATE** 
DHCW0299 Supplier capacity to support Electronic Prescription Service readiness activities
DHCW0208 **PRIVATE**
DHCW0328 **PRIVATE**
DHCW0327 Delays in Operationalising NDR Platform impacting Services which require NDR
DHCW0326 Insufficient commitment to build out functionality from the NHS Wales App.

Corporate Risk Trending Analysis

CD presented slides on the Corporate Risk Trending Analysis for the period October 2022 to September 2023.  

The Committee previously requested some analysis of risks since DHCW was established and how risks had been managed during this period.  This had now been built into the workplan and an annual review of risks assigned to Committees would be brought to the appropriate Committee in October/November and then presented to the Board.

CD provided the context of the risk analysis to the Committee and highlighted the following:-

· The DG&S Committee had more risks assigned to it than other Committees.
· There were three new risks assigned to the Committee, two public and one private.  Seven of the risks would be assigned to the new Committee as they were related to programme delivery. Those related to cyber-related risks would remain with this Committee. 

Corporate Risks – Changes since 1 October 2022

· On the 1 October 2022 there were 26 risks on the corporate risk register.
· Between 1 October 2022 – 30 September 2023 there had been 33 new risks escalated to the Corporate Risk Register.
· Between 1 October 2022 – 30 September 2023 34 risks had been removed (de-escalated or closed) from the Corporate Risk Register. 
· Risk Movement showed there had been a similar number of risks escalated and de-escalated or closed during the 12-month period.
· 11 risks remained on the register over the 12-month period with 10 of them assigned to DG&S Committee. 
· Two risks had been on the register since DHCW established in 2021 with one of them assigned to DG&S Committee DHCW0237 – New requirements impact on resources and plan.  The risk score had reduced from 16 to the current risk score of 12.  Michelle Sell (MS) Director of Planning & Performance and Chief Commerical Officer provided assurance to the Committee that there were good control mechanisms in terms of requirements into the plan and how these were assessed as a group.  Additionally, there had been a lot of work done through the IMTP planning phase for next year and it was hoped the risk would be further reduced or removed entirely following this.

The Committee discussed further the risk  DHCW0237 which had been generated out of need for the system to flex and be adaptive in response to Covid-19 and queried how the Executive were now responding to the current fiscal challenges and the impact this had on the economic funding for NHS Wales.    Rhidian Hurle (RH), Executive Medical Director confirmed that Covid-19 had brought a change in decision making governance associated with rapid response both in the funding that was made available and the governance structures.  There were programmes that were ‘must haves’ i.e. there are some diagnostic programmes that are essential i.e. LIMS and prioritisation of these would be determined via new governance structures which have been put in place by Welsh Government. DHCW could only deliver programmes which were funded. However, other funding options were being worked through via the IMTP process and engagement with the Directors of Finance on Service Level Agreements and central core funding.  These allowed the Executive Board to make some difficult decisions based on the information.  The Committee were informed that the IMTP process was much more explicit in what was and was not funded.  The impacts for the funding position in year will be highlighted to the Board and it will have oversight of the hard decisions as to where to focus resources next year.

The environment was different to that of Covid as in some respects the debt was being paid back.  RH assured the Committee that all decisions that were made were open and transparent around the structures provided and given careful consideration on how they may impact patient care.

The Committee reflected on the discussion and agreed the risk may have served its purpose and could be reduced or possibly removed completely, however this was a decision for the Executives to make.

The Committee reviewed the other risks that had not been able to be mitigated and an update was provided by Darren Lloyd, Associate Director for Information Governance and Patient Safety (DL) on two of the risks:-

[bookmark: _Hlk150519925]DHCW0263 DHCW Data Functions – the inception of the risk came from certain challenges that DHCW were getting from other administrations of onboarding data that had been created by Welsh residents treated in English hospitals. The reason it had remained on the register for some time was its foundations were in the creation of DHCW as a statutory organisation and its functions in order to collect, process and disseminate information.  DHCW process huge amounts of data in its routine day to day function for direct care of the patient, however there were indirect requests for the use of data and these had to be processed lawfully for each request.   The risk goes wider in terms of ensuring that when that information was processed it was done in the right context and in a safe, secure  and transparent manner. Conversations were ongoing with Welsh Government  to ensure everyone was clear on their responsibilities.


The Committee discussed the time frames for the work, much of which depended on Welsh Government. 

The Committee further discussed being actively engaged in transparency and gaining the trust of the public when it came to the sharing of data.    It was reiterated that DHCW collect, store and share and there was the necessity of a legal basis to do this safely and securely.

DL confirmed that the Bill of Regulations (the control of patient information) was being reviewed to take on some of the lessons learned from Covid and to understand organisations with central responsibilities for processing data in a transparent manner. 

ACTION 20231102-01 There was to be a deep dive into  DHCW0263 DHCW Data Functions at the next meeting.

DHCW0296 Allergies/Adverse Reactions – Single Source

RH updated the Committee and provided a summary on the Allergies/Adverse reactions risks clarifying the distinction between the two. The service holds this risk in a number of places as there are risks everywhere there was paper related to a patient.  

It was expected this risk would remain on the register for the foreseeable future.

CD provided a brief update on the two other long-standing risks:

· DHCW 0269 Switching Service Data Warehouse would transfer to the new Programme Delivery Committee.   
· DHCW 0292 Insufficient capacity in the infrastructure teams to undertake BAU activity and activities in the 1-year plan. There was not sufficient capacity to service all work in the  plan so the risk was raised. Funding was being sought to carry out the work on the data centre project.  Confirmation had been received from Welsh Government that funding was not going to be received. The team was engaging with the finance team to cover this through various slippages.  It was being recommended that this risk would be either downgraded or closed at the next review and also be retitled as it referred to a number of unfunded posts.
  
The Committee noted the movement of risks within the 12-month period and commended this work which demonstrated that risks were being actively managed.

DS raised two points of interest i.e. roughly the same number of risks had been added/removed, however if the risk score was aggregated for all those added/removed would they balance and of those risks that haven’t moved off the register what was the cumulative risk score 12 months ago compared to today.  

CD thanked the Committee for their feedback and agreed to include this in the next analysis. 

The Digital Governance and Safety Committee resolved to: DISCUSS the Corporate Risk Register and NOTE the movement of risks within the Corporate Risk Trending Analysis 

	Discussed
	










































































































































































Action:
There was to be a deep dive into  DHCW0263 DHCW Data Functions at the next meeting 
































	3.3
	Incident Review and Organisational Learning Report

Presented by Keith Reeves, Service Management Team Manager (KR), he noted that it  covered the Quarter 2 period.

The following highlights were provided:

· Reporting element –  there was one National reportable incidence which was reported to Welsh Government within the timescale.
· Reviews Undertaken this Year – the number of reviews was slightly down on the previous quarter, but more were now coming through and the complexity of incidents that were being reviewed were increasing. An Improvement Framework was in place, which was a tool used within the clinical setting to identify key areas of learning and adapted for the digital environment.  There were two main areas which had a high number of contributory factors to the incidents; they were primarily in the departmental domain around infrastructure application interfaces. As systems become more complex, this was where software bugs which require more investigation were identified.  The other area that had increased in complexity was the external domain, where applications  were hosted by individual health boards which we are unable to manage their local health board infrastructure or network connections. An additional external domain was suppliers and incidents within their domain.  
· The improvements – some of them are now seeing benefits of putting improvements in place.  Identified that able to manage incident in a more controlled manner. 
· Change management process – there had been an increase in change release, therefore a re-audit of that process had been agreed.  One of key areas was when a change was put in place, identifying what the impact of doing that change was versus not doing that change.  So developing training and guidance on doing impact assessments. 

DS requested clarification on the point of staff turnover and knowledge retention and whether it spanned the whole organisation or was restricted to certain areas.  It was confirmed that this was a general observation, whilst new staff were being recruited, staff with years of knowledge were retiring/leaving.

It was noted that the retention of staff was not unique to DHCW but industry wide and partly related to the ongoing professional skills and competency.  Ensuring staff know what they are doing and know the systems linkage.  There were discussions throughout areas wider than health care on how to retain knowledge. The service desk should be the front door for any organisation and their level of knowledge and understanding of the documentation available is key.

The Digital Governance and Safety Committee resolved to: DISCUSS the Incident Review and Organisational Learning Report for ASSURANCE

	Discussed for Assurance
	None to note

	3.4
	Assurance Reports

I. Information Governance Assurance Report

DL presented the Information Governance Assurance Report noting the work of the Information Governance team from the period 7 July 2023  to 3 October 2023.  

· The Wales Accord on the Sharing of Personal Information (WASPI) had been shortlisted for ‘Privacy Team of the Year’ and ‘Governance Team of the Year’ at the Governance, Risk and Compliance World Forums Risk awards.  
· The GDPR audit review was discussed in the private session.
· Freedom of Information requests were handled by the Information Governance Team and serious data breaches in the UK have shown the impact of personal information being disclosed inadvertently.  DHCW use a very robust process when disclosing information which was outlined in Appendix C. 
· A number of Data Protection Impact Assessments were worked on in the last quarter.

[bookmark: _Hlk150503817]DS commented that when looking through the Data Protection Impact Assessment (DPIA_ there were quite a few items which related to the dashboards for Value for Health and queried if it was taken into account that the dashboard was dynamic with a snapshot taken and referred back to, to ensure that what was being reported was valid. There were a number of different ways that this was assured; one was the baseline and how the DPIA was carried out, especially in relation to the dashboard. 

II. Informatics Assurance Report

Paul Evans (PE) Head of Quality Assurance and Regulatory Compliance presented the Informatics Assurance Report and highlighted the following:-

· The Quality and Assurance Team had been nominated for the NHS Wales Awards which were taking place on 15 November.
· There had been 20 reviews in quarter 2 and further work had been completed since the report was submitted so most reports were going through the final approval stages.
· Welsh Nursing Care Record now had a ‘go live’ date of 20 November, however, there had been a delay in Shared Medicines Record APIs.  A meeting had taken place with Ian Williams to ensure the outstanding pieces of assurance were completed.
· Forward planning – quarter 3 would be busy with 13 papers booked and more expected.
· Development work to continue with colleagues from the Centre of Excellence using the Power platform.
· A demonstration to take place with Assurance leads from a group of project managers to look at it from their perspective.  The benefit of this was not only to build in incremental evidence across different areas but the current wire process which was a two-step process will become a holistic one step process. 

PE expanded on the issue with the Shared Medicines API Management Programme and the likely impact this would have. This involved some requested testing evidence for the overarching API management not having been received.  The evidence was being gathered but it had delayed the sign off process.

III. Information Services Assurance Report

RH presented the Information Services Assurance Report and highlighted the points of interest to the Committee:-

· Following a series of engagement sessions with key stakeholders and approval of the high-level strategic aims by DHCW directors, the development of the Information and Analytics Strategy had progressed.
· The ISD Assurance Group (ISDAG) had reviewed 12 Assurance Quality Plans since the beginning of August.
· DHCW had been successful in the first annual Digital Economy Act accreditation review, providing assurance that progress was being made for the provision of a third-party service to SAIL. 
· Approval had been received for the Power BI governance and assurance framework.

The NDR analytic platform was now live and Health Boards were using a part of it.  DHCW were in the process of collecting data and inputting into the system. 

IV. Research & Innovation Strategy Assurance Report

RH presented the Research & Innovation Strategy Assurance Report with the following highlights:

· Governance – a more structured approach to R&I governance and assurance.  
· The first R&I Board had taken place where a lot of engagement took place.
· DHCW have 3 Bevan Exemplar projects supported.
· R&I Projects – 
The SIMPLIFY study will evaluate the revolutionary multi-cancer blood test for future implementation in the NHS.  
ASCEND PLUS will test whether taking a daily tablet can help to protect people with type 2 diabetes from suffering cardiovascular events.  
Blood Cancer UK – led by Cardiff and Vale Health Board, SAIL and Wales Value in Health Team have been awarded funding from Blood Cancer UK to look at outcomes from blood cancer in Wales.

The Committee discussed the issue of resources and if DHCW was constrained by budgets.  Due to the NHS debt, there was a period of intense scrutiny on positions across the wider NHS.  The Executives have taken a commitment to cost saving but also know that people in post are needed, so capacity will be increased within the constraints, when possible.  However, the R&I division had the ability to generate income from the work done for others and this would allow the increase in capacity to be achieved more quickly.

The Digital Governance and Safety Committee resolved to: NOTE the reports for ASSURANCE

	Noted for Assurance
	None to note 

	3.5
	Intellectual Property Policy

Michelle Sell, (MS)  Director of Planning and Performance and Chief Commercial Officer presented the policy which had recently been received at the Management Board.

The policy had been redrafted to be consistent with National Policy and focused on managing Intellectual Property rather than Commercialisation activity.  The Intellectual Property (IP) policy set out the general principles which DHCW would use to manage and/or use IP in all its business undertakings.

The policy underpinned the delivery of support and care as DHCW were not a commercial organisation and so needed to be mindful how intellectual property was used. Additionally, subject to the approval of the report some training tools would be developed to assist individuals in the use of intellectual property.

The Committee commended MS and the team for the quality of the policy.

The Digital Governance and Safety Committee resolved to: APPROVE Intellectual Property Policy.

	Noted for Assurance
	None to note

	3.6
	Clinical Strategies

The Committee received the three Clinical Strategies for endorsement.  Rhidian Hurle RH, Executive Medical Director presented along with his colleagues, Stephanie Harris (SH),  Associate Director of Clinical Informatics Professionals & Business Change and Darren Lloyd (DL) the strategies.

The strategies had been produced as it was important that stakeholders understood the work that was done and how they could engage with DHCW.  The three strategies had been formed through extensive stakeholder engagement.

There were three components to the strategy and the highlights were provided:-

Information & Analytics

Data collection information was used for knowledge and insight, however, this was in its early stages as previously discussed as highly specialised analytical expertise was hard to retain as it was a sought-after skill.  

The strategy outlined the vision and aims to drive value from data:-

· Aim One – to provide a national information and analytics service that embraces innovation.
· Aim Two – focus on quality, value and user experience of the service and products.
· Aim Three – maximise the offer and value through effective collaboration.
· Aim Four – develop the profession and invest in people.

Clinical Informatics and Business Change

Stephanie Harris presented the Clinical Informatics and Business Change Strategy and informed the Committee it was  less mature than others having grown organically and funded primarily from the Digital Priorities Investment Fund (DPIF).

The focus had been on building the foundations with four aims:
· Aim One – to maximise support for Health and Care provision.  This was aligned with the Health and Care Standards and the Duty of Quality.
· Aim Two – to adopt a quality approach with professional standards i.e. leadership, workforce, culture etc.
· Aim Three – was around establishing  a learning hub to invest in people and their learning capabilities.
· Aim Four – to enable acceleration of digital transformation and realisation of benefits.

Information Governance

DL highlighted some of the elements from within the strategy and confirmed the importance of ensuring it was a strategy that could be delivered.   This was the stepping point in terms of informing and  engaging with the  DHCW’s Integrated Medium Term Plan process.  The strategy would build on plans across the strategy to assure the organisation and stakeholders the right approach was being taken.  There was delicate balance between getting information in front of clinical professionals and patients themselves and protecting the information. The strategies were the first step in achieving this balance.  

· Aim One – to assure the Board that DHCW continues to meet its statutory obligations under information rights legislation and to ensure the IG function applies latest policy developments and good practice.
· Aim Two – to provide organisations and professionals in Wales with the Information Governance advice.
· Aim Three – to contribute to the development and implementation of policy that builds trust with patients and the public by allowing them to exercise their information rights.
· Aim Four – to embed the domains and enablers of the Duty of Quality within DHCW’s IG function.

The Committee commended the strategies and how they complemented each other and provided some suggestions for how they could be further improved which were outlined:-

· Queried if the National Benefits Realisation Framework and the Digital Benefits Realisation Framework were the same.  If so, the consistent naming of this framework was requested.
· If one of the outcomes could be the Benefits Realisation Framework was widely deployed and used and point to those cases that evidenced benefits realisation. DHCW were not leading on the Benefits Realisation Framework so it should be more explicit within the strategy.
· Information and Analytic Strategy could be more ambitious.  A good strategy will set out what the organisation will look like in the future compared to how it currently looked.
· Some measurements around the value that would be delivered in three years’ time. 

The Committee discussed the suggested improvements and agreed that return on investment was much more than finance, it was driving outcomes and reducing demand. Safety was a key measurable and the organisation worked with both Ombudsmen and the Welsh Risk Pool to look at themes of harm. 

The strategies were the first steps in showing what the teams can do and the  value that they  can bring to the NHS.

The Committee received assurance on the funding model and ways in which funding came into the organisation.  The Executive Director of Finance closed monitored spend and what value it potentially brought. 

ACTION: 20231102-A02 SH to check that it is explicit within the Clinical Informatics & Business Change Strategy that the team are not leading on the development of a benefits realisation framework, but supporting the implementation of the existing framework which has been produced by the Finance Directorate Team, with the development of a digital benefits realisation toolkit.
 
The Digital Governance and Safety Committee resolved to: ENDORSE  the three Clinical Strategies.
	For Endorsement
	






































































































Action:
SH to check that it is explicit within the Clinical Informatics & Business Change Strategy that the team are not leading on the development of a benefits realisation framework, but supporting the implementation of the existing framework which has been produced by the Finance Directorate Team, with the development of a digital benefits realisation toolkit’

	PART 4 – CLOSING MATTERS

	4.1
	Any Other Urgent Business
There was no urgent business to note.
	Noted
	None to note

	4.2
	Items for Chair’s Highlight Report to the Board
Items to be included in the Chair’s Highlight Report for SHA Board in November were noted as:
· Active management of risk and how it was maturing.
· All assurance reports were high quality and provided assurance to the Committee.
· The organisation was intentionally working across the system and looking at hand off points.  The clinical strategies and Incident Review reports supported this.
· Congratulate MS on the establishment of IP policy.


	Noted
	None to note

	4.3
	Date of next meeting

The date of the next Digital Governance and Safety Committee meeting was confirmed to take place on 1st February 2024 at 1.00pm.

	Noted
	None to note
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