DHCW - Audit and Assurance
Committee
Tue 18 October 2022, 09:00 - 12:15
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09:00-09:00 1, PRELIMINARY MATTERS
0 min
1.1 Welcome and Introductions

For Noting Chair

1.2 Apologies for Absence

For Noting Chair

1.3 Declarations of Interest

For Noting Chair

09:00-09:00 2, CONSENT AGENDA

0 min
2.1 Unconfirmed minutes of the 4 July 2022 meeting - Public

B 2.1 04072022 AA-MDA-PUBLIC DRAFT v3 JA.pdf (16 pages)

2.2 NHS Wales Shared Services Partnership Committee Assurance Report

For Noting Executive Director of Finance

B 2.2 Audit and Assurance NWSSP October 22.pdf (4 pages)
Bj 2.2i SSPC Assurance Report 21 July 2022.pdf (6 pages)

2.3 Forward Work Plan

For Noting Chair

B 2.3 Forward Workplan.pdf (4 pages)
B 2.3i App A Audit & Assurance Committee Forward Workplan v9.pdf (2 pages)

2.4 Covid Inquiry

For Noting Board Secretary

Bj 2.4 REP Covid 19 Inquiry Preparedness Update October 2022.pdf (7 pages)
2.5 Decarbonisation Report

For Noting Head of Corporate Services

Bj 2.5 Decarbonisation Report.pdf (4 pages)
B 2.5i Appendix A Decarbonisation Report.pdf (8 pages)

2.6 Quality and Engagement Act Update

For Noting Interim Head of Quality and Regulatory Services
B 2.6 Quality and Engagement Act Update 18 October 2022.pdf (7 pages)
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2.7 Policies

For Approval Board Secretary

B 2.7 Policy Report AA pdf (7 pages)

B 2.7i Appendix i POL-CG-016 Water Safety Policy.pdf (15 pages)

B 2.7ii Appendix ii POL-CG-005-DHCW Health and Safety Welfare Policy Procedure.pdf (16 pages)
B 2.7iii Appendix iii POL-CG-007 Handling Concerns and Complaints.pdf (16 pages)

2.8 Integrated Medium Term Plan (IMTP) 23-26

For Noting Director of Planning

B 2.8 IMTP 2023-2026 Update Audit and Assurance Cttee Oct 2022.pdf (4 pages)

3. MEETING BUSINESS

3.1 Action Log

For Noting Chair
B 3.1 Action log.pdf (1 pages)

4. AUDIT & COUNTER FRAUD

4.1 Internal Audit Progress Report

For Noting NWSSP Internal Audit

Bi 4.1 Internal Audit Progress Report Audit Committee Cover Sheet .pdf (4 pages)
B 4.1i DHCW 2223 - Internal Audit Update Report - October 2022.pdf (4 pages)

4.2 Internal Audit Review Reports

For Assurance NWSSP Internal Audit

¢ Recommendation Tracker
e De-Carbonisation

B 4.2 Internal Audit Recommendation Tracker Audit Committee Cover Sheet.pdf (3 pages)

Bj 4.2ii DHCW Recommendation Tracker - Internal Audit FINAL Report.pdf (16 pages)

B 4.2iii Internal Audit Decarbonisation Audit Committee Cover Sheet Item 4.2 (003).pdf (4 pages)
B 4.2iv Decarbonisation Internal Audit FINAL.pdf (14 pages)

4.3 Audit Wales Committee Update

For Assurance Audit Wales

B 4.3 Audit Wales Update Cover Report (October 2022).pdf (4 pages)
B 4.3i2901A2022 DHCW AC Update (Oct 2022).pdf (14 pages)

4.4 Baseline Governance Review Action Plan Report

For Noting Board Secretary

B 4.4 Baseline Governance Review Action Report.pdf (5 pages)
Bj 4.4iBaseline Governance Review Action Plan v3.pdf (4 pages)

4.5 Audit Action Log

For Noting Head of Corporate Services
Bi 4.5 REP-DHCW Audit Action Log Sep 22-v1.0.pdf (5 pages)



Bj 4.5 DHCW Audit Action Log Sep 22.pdf (5 pages)

4.6 Local Counter Fraud Update Report

For Noting Cardiff & Vale Counter Fraud Services

Bj 4.6 Counter Fraud.pdf (4 pages)
B 4.6i DHCW Period 2 2022 Progress Report Final.pdf (9 pages)

Comfort Break - 15 Minutes

09:00-09:00 5, GOVERNANCE REPORTS

0 min
5.1 Public Accounts and Public Administration Committee / Health and Safety Committee

For Discussion Board Secretary

B 5.1 PAPAC H&SC Committee Review in DHCW.pdf (5 pages)
B 5.1i Appendix A DHCW Joint Committee Written Evidence Final.pdf (20 pages)

5.2 Risk Management and Board Assurance Report

For Discussion Board Secretary
e Deep Dive - Financial Risks

5.2 Risk Management Report.pdf (9 pages)

5.2i Appendix A DHCW Corporate Risk Register.pdf (11 pages)

5.2ii Appendix B Board and Committee Trending 2022.pdf (7 pages)

5.2iii Corporate Risk Deep Dive Report-Digital Inflation.pdf (3 pages)

5.2iv Corporate Risk Deep Dive Report-Increased Utility Costs.pdf (3 pages)
5.2v Corporate Risk Deep Dive Report-National Insurance.pdf (2 pages)

oo o oo

5.3 Welsh Language Compliance & Improvement Framework

For Assurance Welsh Language Manager

Bj 5.3 Welsh Language Report Oct 2022.pdf (6 pages)
B 5.3i Welsh Language Action Plan - Audit and Assurance 2022.pdf (9 pages)
B 5.3ii Appendix B DHCW More Than Just Words Five Year Action Plan 22-27.pdf (6 pages)

5.4 Standards of Behaviour Report

For Noting Corporate Governance Manager

Bj 5.4 Standards of Behaviour Report.pdf (5 pages)
B 5.4i Appendix A Declarations of Interest Register 22_23.pdf (15 pages)
B 5.4ii Appendix B DHCW Gifts & Hospitality Declarations v2-0.pdf (2 pages)

5.5 High Value Purchase Order and Cumulative Report

For Noting Associate Director of Finance

Bj 5.5 High Value Purchase Orders 18th October_Final F-01.pdf (5 pages)

B 5.5i Appendix A - High Value Purchase Orders Tracker Sept 26th.pdf (1 pages)

B 5.5ii Appendix B - Cumulative High Value Transactions Tracker Sept 26th.pdf (3 pages)
B 5.5iii Appendix C - Cumulative High Value Spend By Supplier Sept 26th.pdf (1 pages)

5.6 Losses and Special Payments Update - Verbal

For Noting Associate Director of Finance

5.7 Procurement and Scheme of Delegation Compliance Report



For Noting Director of Planning & Performance / Chief Commercial Officer

B 5.7 AA Rep Procurement and Scheme of Delegation Compliance Report.pdf (4 pages)
B 5.7i Appendix A DHCW Single Tender, Single Quotation and Change Notice Activity October 22.pdf (7 pages)

5.8 Quality and Regulatory Compliance Update Report

For Noting Interim Head of Quality and Regulatory

B 5.8 DHCW Quality and Regulatory Update Report 18 October 2022.pdf (6 pages)
5.9 Legislative Assurance Framework

For Noting Corporate Governance Manager

B 5.9 Legislative Assurance Framework.pdf (4 pages)
B 5.9i Appendix A Legislative Assurance Framework.pdf (11 pages)
B 5.9ii Appendix B Legislation Register - Q2 2022.pdf (11 pages)

5.10 De-Carbonisation, Estates and Compliance Report

For Noting Head of Corporate Services

B 5.10 REP-DHCW Decarbonisation Estates Compliance Report-v1.0.pdf (6 pages)
B 5.10i Appendix A External Estates Compliance Report - September 2022.pdf (20 pages)

09:00-09:00 6, CLOSING MATTERS

0 min
6.1 Committee Highlight Report to Board

For Discussion Chair

6.2 Any Other Urgent Business

For Discussion Chair

6.3 Date of Next Meeting: 14 February 2023



/lQ\ G I lechyd a Gofal

-~ cYMRruU | Digidol Cymru

dﬁ,,/b S | Digital Health
WALES

and Care Wales

Audit and Assurance Committee - PUBLIC

MINUTES, DECISIONS & ACTIONS TO BE TAKEN

09:00-12:15 04/07/2022
MS Teams
Chair Marian Wyn Jones
Present (Members) Title Organisation
Marian Wyn Jones MW-J Independent Member, Chair of DHCW
the Audit and Assurance
Committee
Ruth Glazzard RG Independent Member, Vice DHCW

Chair of the Board

David Selway DS Independent Member DHCW

Attendees

Julie Ash JA Head of Corporate Services DHCW

Stephen Chaney StC Deputy Head of Internal Audit NWSSP Internal Audit

Simon Cookson SC Director of Audit & Assurance NWSSP Internal Audit

Nathan Couch NC Performance Audit Lead (Health)  Audit Wales

Mark Cox MC Associate Director of Finance DHCW

Chris Darling CD Board Secretary DHCW

Paul Evans PE Interim Head of Quality & DHCW
Regulatory

Eleri Jones (for agenda EJ Welsh Language Manager DHCW

item 5.3)

Gareth Lavington GL Lead Local Counter Fraud Cardiff and Vale Local
Specialist Counter Fraud

04072022-A&A-MDA-d01 1 Julie Robinson (DHCW - Corporate Governance)
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Shikala Mansfield (for SM Head of Workforce and DHCW
agenda item 4.2) Organisational Development
Claire Osmundsen-Little CO-L Executive Director of Finance DHCW
Rachael Powell (for RP Associate Director of DHCW
agenda item 3.1) Information, Intelligence and
Research
Julie Robinson JR Corporate Governance Co- DHCW
Ordinator
Michelle Sell MS Director of Planning & DHCW

Performance and Chief
Commercial Officer

Laura Tolley LT Corporate Governance Manager DHCW
Apologies
Julie Francis JF Head of Commercial Services DHCW
Acronyms
DHCW Digital Health and Care Wales NWIS NHS Wales Informatics Service
SHA Special Health Authority A&A Audit and Assurance
KPI Key Performance Indicator PAPA Public Accounts and Public
C Administration Committee
SO’s Standing Orders SFI’s Standing Financial Instructions
HEIW Health Education and Improvement FCP Financial Control Procedures
Wales
ADS Application, Development and Support AfC Agenda for Change

WCCIS Welsh Community Care Information

System
[tem No [tem Qutcome Action
1 PRELIMINARY MATTERS
1.1 Welcome and Introductions Noted None to note

The Chair welcomed everyone to the Audit and Assurance

04072022-A&A-MDA-d01 2 Julie Robinson (DHCW - Corporate Governance)
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Committee. A special welcome was given to Eleri Jenkins,
Welsh Language Manager, Laura Tolley, Corporate Governance
Manager, Rachael Powell, Associate Director of Information,
Intelligence and Research and Shikala Mansfield, Head of
Workforce and Organisational Development.

The Chair expressed the good wishes of the Committee to
Grace Quantock, Vice Chair of Audit and Assurance who had
resigned from DHCW following her appointment at the Citizen
Voice Body for Health and Social Care as Deputy Chair.

The Chair confirmed she had met in advance of this meeting
with both Internal and External Audit to consider the papers
and thanked them for their time.

The meeting was held via Microsoft Teams and attendees were
reminded that the meeting was being recorded and would be
posted on DHCW's website following the meeting.

Apologies for Absence

Apologies for absence were noted from:

e Julie Francis, Head of Commercial Services

Declarations of Interest

The Chair declared an interest in relation to agenda item 5.3
Welsh Language Compliance & Improvement Framework, as
Chair of the ‘More than Words’ Task and Finish Group.
CONSENT AGENDA — FOR APPROVAL

Unconfirmed minutes of the 3 May, 24 May and 14 June 2022
meetings - Public

The Committee resolved to:

Approve the minutes as a true record of discussion and these
would be made publicly available.

NHS Wales Shared Services Partnership Assurance Committee
The Committee resolved to:

Note the content of the NHS Wales Shared Services Partnership
Assurance Committee Assurance Report.

All Wales Audit Chairs’ Committee

The Committee resolved to:

NOTE the All-Wales Audit Chairs” Committee Summary report.
Forward Work Plan

The Committee resolved to:

NOTE the Committee Forward Work Plan.

Noted

Noted

Approved

Noted

Noted

Noted

None to note

None to note

None to note

None to note

None to note

None to note

04072022-A&A-MDA-d01 3 Julie Robinson (DHCW - Corporate Governance)
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PART 3 — MEETING BUSINESS

3.1 Action Log Noted None to note

Chris Darling, Board Secretary (CD) was invited to present the
Action Log. The Committee noted there were five actions
captured from the last meeting, of which all five were
completed with the actions documented in the Action Log. It
was noted that action 20211005-A03 was marked as complete
with the report circulated to Members outside of the meeting.

Rachael Powell, Associate Director of Information, Intelligence
and Research (RP) provided an update on action 20211005-
AO4. RP advised an audit had been undertaken in 2021 which
produced a number of actions for DHCW to take forward. RP
confirmed work was ongoing and monitored via the Digital
Governance and Safety Committee with the aim to provide
better performance metrics going forward.

The Committee resolved to:
NOTE the status of the Action Log.

PART 4 AUDIT AND COUNTER FRAUD

4.1 Internal Audit Progress Report For None to note

Simon Cookson, Director of Internal Audit NHS Wales Shared Assurance

Services Partnership (SC) presented the Internal Audit Progress
Plan. SC was joined by his colleague Stephen Chaney, Deputy
Head of Internal Audit, NHS Wales Shared Services Partnership
(StC) attending to present the two completed audit reports
from the 2021/22 programme.

SC provided the highlights from the progress report and
advised there were 14 audits planned for this 2022/23, with 4
currently in progress. The work on strategic planning,
performance management and embedding stakeholder
engagement plans had progressed well. In addition, a further
four reviews were at various stages of planning and waiting to
commence.

The Committee were pleased to note that it was anticipated
that 7 of the reviews would be presented to the October
meeting.

The Committee resolved to:

NOTE the Internal Audit update for assurance.
4.2 Internal Audit Review Reports For None to note
Workforce Assurance

The review received a Reasonable Assurance rating.

Stephen Chaney, Deputy Head of Internal Audit, NHS Wales
04072022-A&A-MDA-d01 4 Julie Robinson (DHCW - Corporate Governance)

4/16 4/394



5/16

/ Q\ GIG | lechyd a Gofal

0 CYMRU Digidol Cymru
Digital Health
\bl N LES arlngc]il garee\7Vales
Shared Services Partnershlp (StC) outlined the work
undertaken in the review.

(D

E

Ruth Glazzard, Vice Chair and Independent Member (RG)
commented that, on occasion Agenda for Change (AfC) , made
it difficult to recruit to some positions within DHCW and
queried if there was any evidence within the audit that
supported this that DHCW could use to request changes to
AfC, to assist with flexibility in recruitment of roles.

Shikala Mansfield, Head of Workforce and Organisational
Development (SM) responded that all NHS bodies must
operate within AfC, however, benchmarking work had
commenced for particular roles and positions.

StC confirmed that Internal Audit had looked at the
requirements for AfC and used a sample of 10 roles and found
no exceptions with them, however, whilst they did not
specifically find any examples of people not joining DHCW due
to salary, there were a large number of vacancies at the point
of the audit and whether this was due to salary or lack of a
suitable supply of resources could not be determined.

Claire Osmundsen-Little, Executive Director of Finance (CO-L)
confirmed that the issue was on the agenda for the
Management Board and through the local Directorate reviews,
with a view to improving the number of women in technology
at all levels of the organisation and making digital more
attractive to other sectors of the workforce.

The Committee were assured that DHCW would take forward
areas that had been identified within the audit that were within
DHCW’s power to address i.e. reduce the length of time of the
short-listing process and interview candidates as quickly as
possible.

Directorate Review

StC presented an overview of the Directorate Review which had
focused on the workforce parameters, specifically induction,
the Personal Appraisal and Development Reviews (PADR) and
Statutory and Mandatory training. The audit review received
a Reasonable Assurance rating with a number of
recommendations provided.

David Selway, Independent Member, requested clarification on
whether the key risk which was regarding staff development
opportunities for new starters would be picked up at a future
audit.

StC clarified that the review had looked at both new staff and
existing staff and the development opportunities and these
along with other workforce related areas would be looked at
again under a number of guises over the coming years.

04072022-A&A-MDA-d01 5 Julie Robinson (DHCW - Corporate Governance)
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The Committee resolved to:

RECEIVE the two reports for ASSURANCE.

4.3 Audit Wales Committee Update For Action: NC to
Nathan Couch, Audit Wales (NC) presented the Audit Wales Assurance ]E)ro(\j/giek
Committee Update which provided an update on the current eedbac

. . . from the
and planned financial and performance audit work and .
o . o Committee
highlighted the following key points:- to hi
o his
e The financial audit was complete and the work around colleagues
the transfer of financial balances from Velindre NHS on the
Trust to DHCW concluded. importance
e The Audit of the 2021/22 Accounts was certified on 15 of digital in
June and laid before the Senedd on 17 June. the backlog
of planned
e The work on the Structured Assessment was underway, care.
building on the Baseline Review which took place in
2021/22.
e The Structured Assessment was planned to be
presented to the Board in November 2022 and to Audit
and Assurance Committee in February 2023.
e An All Wales thematic on workforce planning
arrangements would examine how local and national
workforce planning activities were being taken forward
to manage workforce risks and address workforce
needs.
e The report on tackling the planned care backlog in
Wales was published in May and a summary of the key
messages was outlined in Appendix 1. The report
highlighted that Wales needed to secure opportunities
to make the best use of digital technologies.
e The WCCIS follow up report would be formally
considered by the Public Accounts and Public
Administration Committee on 6 July and will then be
circulated to DHCW colleagues and presented to the
next Audit and Assurance Committee.
The Committee sought assurance on the role of digital as an
enabler to address the planned care backlog, which it was
considered should be a vital aspect in reducing the backlog.
NC agreed to feed back the question to his colleagues who
undertook the review and come back to Members outside of
the meeting.
Chris Darling, Board Secretary (CD) provided assurance that
DHCW responded via the Confederation who provided a
collated NHS Wales response to the Health and Social Care
Committee on the point of the waiting list recovery, within the
04072022-A&A-MDA-d01 6 Julie Robinson (DHCW - Corporate Governance)
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response it was highlighted that there should be more in terms
of digital transformation, specifically around the long-term
financial plan needed for digital.

Action: 20220704-A01 NC agreed to take back the Committee’s
feedback on the importance of digital in dealing with the
planned care backlog and come back to the Committee with
findings from colleagues who undertook the review.

The Committee resolved to:

NOTE the Audit Wales Committee Update for ASSURANCE.

Audit Action Tracker

Julie Ash, Head of Corporate Services (JA) confirmed that there
were 16 actions reviewed at the last meeting where 13 were
closed leaving a total of 3 open actions. The Committee
received four new reports at the last meeting which contained
36 new actions. These had been added to the log which now
contained a total of 39 open actions.

JA was pleased to report that 29 of those 39 were complete, 8
were on track to be completed by their target date, however
two had passed their implementation date but were expected
to be completed within the next month. The Committee agreed
to the completed actions presented being removed from the
Tracker.

The Committee resolved to:

NOTE the outstanding actions and the proposed work in place
to close the actions.

Local Counter Fraud Annual Report 2021/2022

Gareth Lavington, Counter Fraud Manager, Cardiff and Vale
University Health Board (GL) confirmed the report represented
the work undertaken over the 2021/22 period. The summary
of compliance related to the new functional standards that the
Counter Fraud Authority had placed upon them which replaced
the previous standards.

The Committee noted that compliance in relation to the
Standards were all marked either green or amber. The amber
issues were highlighted for the Committee’s attention:-

e The Risk Assessment for the organisation
e Reporting Routes

e Undertake Detection Activity

e Access to and completion of training

Due to a lack of resources, only 29 days of Counter Fraud
activity had been provided.

Discussed

Approved

None to note

None to
Note

Julie Robinson (DHCW - Corporate Governance)
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The Committee were assured that no issues had been found
with pre-employment checks for agency staff at DHCW, as
DHCW also carried out their own checks, however a review
would be undertaken in December 2022 to ensure checks are
being made by agencies in line with the new methodology.

CO-L provided further assurance that DHCW had completed
their own internal risk assessments for key areas and reminded
the Committee that the Counter Fraud Champion, Rachael
Powell, was working alongside Counter Fraud in raising
awareness within the organisation.

The Committee resolved to:

APPROVE the Counter Fraud Annual report for 2021/2022

Local Counter Fraud Annual Plan 2022/2023

The Committee received the Local Counter Fraud Annual Plan
2022/23 which set out the programme of work for the next
year.

e 40 days were planned, with 30 days proactive and 10
days reactive.

e Asetof new standards were being used for compliance.

e C(Closer engagement with colleagues at DHCW was being
sought to better understand the organisation.

e The plan would be broad and flexible to accommodate
any changes over the coming months.

The Committee resolved to:

APPROVE the Counter Fraud Annual Plan for 2022/2023

Local Counter Fraud Update Report

The Committee received the Local Counter Fraud Update
Report for the period 1%t April 2022 to 30 June 2022.

GL confirmed the Counter Fraud Department was now fully
staffed with four personnel which had enabled the focus to be
put on the infrastructure and developing the Counter Fraud
Plan for 2022/2023.

During the period the following work had been undertaken: -
e Two fraud alerts were issued.

e Arrangements were underway to deliver sessions to
staff at DHCW in relation to fraud awareness.

e One Fraud Prevention Notice had been issued by the
NHS CFA.

e No referrals had been received via the online enquiry
form.

Approved

Noted

None to note

None to note

04072022-A&A-MDA-d01 8 Julie Robinson (DHCW - Corporate Governance)
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e Noinvestigations were underway.
The Committee resolved to:
NOTE the Counter Fraud Update report.

The Committee thanked GL for producing the Annual Report,
the Annual Plan and progress report.

GOVERNANCE REPORTS

PART 5
5.1 Risk Management and Board Assurance Noted Action: The
CD confirmed the Board had received and endorsed the BAF Comm|’Ftee
template in January, since then further work had been a.greed twas
undertaken and reviewed at Board and Board Development t|me|.y to
sessions. The Risk appetite had been revised for each of the Iook.m more
principal risks relating to the DHCW strategic missions and a detail at
final draft would be taken to the July Board and then on a S,()me of the
bi-annual basis in May and November. risks and
were asked
CD provided the current risk profile position: to give some
e There were 22 risks on the register, 13 of which were thought on
detailed in the papers and 9 security related risks which area
which were reviewed at the Digital Governance and to look at
Safety private meeting. It was noted that a Cyber and feed
Posture report was presented to the SHA Board back to the
private session in May where discussion on the Cyber Corporate
risks had also taken place. Governance
department
e There had been 6 new risks added to the Corporate in the next
Risk Register since the last meeting, 5 were few days
documented in the papers and 1 was a private risk.
CD advised that the Digital Priorities Investment
Funding (DPIF) risk had been downgraded to the
Directorate Risk register following the publication of
papers.
e 5 risks had been removed from the register, 2 public
risks and 3 private risks.
CD provided an update on the 6 risks assighed to the
Committee: -
e DHCWO0259 Staff Vacancies - a deep dive took
place at the January Committee meeting.
Recruitment Lessons Learnt would be presented
to Board at the end of July. This would provide
some insight and feedback in terms of how the risk
was being mitigated.
e DHCWO0288 Data Centre Migration Revenue
Funding — the current contract was up for renewal
so the potential cost implications were being
04072022-A&A-MDA-d01 9 Julie Robinson (DHCW - Corporate Governance)
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evaluated but would predominantly fall into the
next financial year, however it was being raised to
ensure it was a priority recognised by Welsh
Government. A review of the data centre
requirements had been undertaken and it was
agreed the risk could be downgraded.

e DHCWO0289 Digital Inflation — Supply chain issues
and price pressures may result in a negative
impact

e DHCWO0208 Welsh Language Compliance — this
would be discussed in full at agenda item 5.3.

e DHCWO0284 Increased Utility Costs Financial
Pressure — this cost would be funded by Welsh
Government. A submission was made on a
monthly basis to WG as part of DHCW monitoring
returns.

e DHCWO0285 Unfunded NI increase — this cost
would be funded by Welsh Government.

CD advised that the Board Assurance and risk milestone plan
was now complete and a revised workplan would be brought
to the next meeting in October for risk and Board Assurance
going forward for 2022/23.

The Digital Governance and Safety Committee (DG&S) were
planned to meet in early August and David Selway, Vice Chair
of DG&S Committee assured the committee that cyber risks
were considered in private sessions due to the nature and
sensitivity of the risks and in addition to the normal discussions,
a one-off deep dive into the cyber issues was undertaken.

The Committee were assured that when the initial assessment
on the impact of DPIF was made into the ongoing programmes,
there were one or two schemes at risk, but these were
reprofiled into other schemes which had significantly more
financial allocation and therefore enabled the ‘at risk’ schemes
to be fully funded.

ACTION:20220704-A02 The Committee agreed it was timely to
look in more detail at some of the risks and were asked to give
some thought on which area to look at and feed back to the
Corporate Governance department in the next few days.

The Committee resolved to:

NOTE the Risk Management Report including the Corporate
Risk Register and the Milestone plan

5.2 Welsh Health Circular — Annual Report Noted None to note
Laura Tolley, Corporate Governance Manager (LT)
presented the first WHC Annual report which would be
presented on a bi-annual basis going forward.
04072022-A&A-MDA-d01 10 Julie Robinson (DHCW - Corporate Governance)
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The Committee were pleésed to note the process taken to
ensure compliance with the monitoring of Welsh Health
Circular and welcomed this report coming to the Committee
for assurance.

The Committee resolved to

NOTE the Welsh Health Circular — Annual Report

Welsh Language Compliance & Improvement Framework

Eleri Jenkins, Welsh Language Manager (EJ) presented the
report on the Welsh Language Compliance & Improvement
Framework which provided an overview of the progress made
in the last six months.

EJ outlined the steps taken to monitor compliance and the
main challenges which included the recruitment of Welsh
speaking staff.

The Committee noted that more work needed to be done to
promote the organisation as a Welsh Speaking organisation
and recruit bilingually.

Some issues had been highlighted with staff inputting their
level of competency in Welsh on ESR and an update was
provided on how to make the process easier. EJ was currently
working through this with workforce, to ensure that staff were
recording their competency level correctly and this work was
expected to be completed in the next two to three months.

The Committee resolved to:

NOTE the Welsh Language Compliance & Improvement
Framework Report for ASSURANCE.

Standards of Behaviour Report

LT advised the Committee that the Standards of Behaviour
Report outlined the Declarations of Interest and register of
Gifts, Sponsorship and Hospitality for DHCW.

The Committee were reminded that the 2021/22 register
received in May reported an 87% compliance rate for
Declaration of interests received for staff banded 8a + and it
was aimed to exceed this figure for 2022/23. The 2022/23
response rate was currently 100% for Board Members and 34%
for band 8a and above. Work was ongoing to increase the
capture of all staff and it was expected this figure would
increase for the October meeting.

It was agreed in line with other Health Boards, Trusts and
Special Authorities to operate a 3-year declaration of interest
form from April 2022, however all Board members would still
be required to submit a declaration on an annual basis.

For
Assurance

For
Assurance

None to note

None to note

04072022-A&A-MDA-d01 11 Julie Robinson (DHCW - Corporate Governance)
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Work was ongoing with Workforce to enable all staff to
complete their submission via ESR and an update on progress
would be provided at the next meeting.

The Committee noted that 9 declarations of hospitality were
submitted since the last meeting, all of which had been
approved by the relevant Executive Lead and these were
detailed within the report. In addition the Committee were
asked to note 1 acceptance of hospitality in arrears which was
raised at the Committee meeting in May

RG commented that the current system was easy for staff to
use, and it would be disappointing to lose progress in this area
should the ESR version of the Declaration of Interest form be
difficult for staff to use.

LT confirmed that some comparative work was ongoing with
workforce to review how the declaration of interest form and
report was presented in ESR.

The Committee resolved to:

RECEIVE the Declarations of Interests, Gifts and Hospitalities
Report for ASSURANCE.

High Value Purchase Order Report

Mark Cox, Associate Director of Finance (MC) provided details
on the three orders over the £750k threshold transacted during
the reporting period.

Of the three orders raised since the last audit report, one
related to All Wales Microsoft Enterprise Agreement, the
second to COVID-19 Response supporting Test, Trace & Protect
and the final order for the provision of Data Quality Services in
terms of the primary care support and GP systems.

MC presented a possible improvement for consideration by
Committee which was to look back and produce a comparator
from the last financial year to this year to see if there were any
increases or decreases or changes in trend which may be of
interest to the Committee. The timing of the orders had been
reviewed and a discrepancy was observed, therefore it was
proposed to do comparative reports with consistent timelines
going forward.

The Committee resolved to:

NOTE the High Value Purchase Order Report and the
Cumulative Orders.

Losses and Special Payments Update

CO-L confirmed there were no Losses and Special Payments to
be discussed.

The Committee resolved to:

Noted

Noted

None to note

None to note

04072022-A&A-MDA-d01 12 Julie Robinson (DHCW - Corporate Governance)
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NOTE the Losses and Specfal Payments Update for
ASSURANCE.

Standing Financial Instruction Compliance Review

MC presented the Standing Financial Instructions Compliance
Review and took the Committee through the content of the
Standing Financial Instructions. 8 changes had been proposed
but these were mainly cosmetic and grammatical.

The Committee noted it was helpful to understand where
changes had been made to bring the SFls in line with how the
organisation operated.

MC added the Compliance exercise had not picked up any areas
of non-compliance.

The Committee resolved to:

ENDORSE the Standing Financial Instructions and proposed
changes to the Board and NOTE the progress to date in their
implementation and compliance.

Procurement and Scheme of Delegation Compliance Report

Michelle Sell, Director of Planning & Performance and Chief
Commercial Officer (MS) presented the report and asked the
Committee to note:

e 2 single tenders which related to sole suppliers for
bespoke services

e 2 contract extensions outside their original term.
The Committee resolved to:

NOTE the contents of the Procurement and Scheme of
Delegation Compliance Report

Quality and Regulatory and Cyber Resilience Unit Compliance
Update Report

Paul Evans, Interim Head of Regulatory presented the report
and provided the Committee with the key highlights:-

e SO 27001 Information Security Management System
Requirements — the re-certification audit was
successful with one minor non-conformance and one
opportunity for improvement raised.

e Passport had been approved and all staff had been
assigned user accounts.

e The quality portal had received 22,080 visits in the last
quarter.

e The Medical Devices strategy and implementation plan
continued to be developed.

e The Quality Improvement Action List (QIAL) compliance

Noted

Noted

Noted

None to note

None to note

None to note

04072022-A&A-MDA-d01 13 Julie Robinson (DHCW - Corporate Governance)
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had improved further since the annual report was
completed.

e The Cyber Resilience Unit had a number of key positions
where recruitment was underway. In addition the first
set of audits and reports for Welsh Government had
been completed.

In summary, it had been a strong performance from the Quality
Team and quality was being embedded across Directorates.

The Committee resolved to:

NOTE the Quality and Regulatory and Cyber Resilience Unit
Compliance Update Report.

Quality & Regulatory Annual Review

CO-L asked the Committee to reflect on the progress the
Quality and Regulatory department had made which was due
in a great part to the work led by Konrad Kujawinski.

Paul Evans, Interim Head of Regulatory (PE), also paid tribute
to Konrad for the work he did and the way in which he led the
team.

PE provided some of the highlights from within the report:-

e (Quality portal was created to increase visibility and
provide information on quality and integration of
quality across the organisation. The portal had been
under continual development in its first year and
received over 73,000 visits from members of staff.

e The Integrated Management System (IMS) - all
controlled documents within each Department could
be found published within the IMS.

e QIAL — progress on actions within the QIAL had
continued to improve over the last six months.

e The Quality Management System (eQMS) iPassport —
the roll out continues with training for staff.

The Committee thanked the team for delivering this work
during what had been a difficult period of time for the
Directorate.

RG commented that it was clear the vision Konrad had set out,
to continue to embed quality and the language of quality into
the organisation and make quality part of everybody’s daily role
was being taken forward.

The Committee resolved to:

NOTE the Quality & Regulatory Annual Review

Baseline Governance Review Action Plan Report

Noted

For

None to note

None to note

04072022-A&A-MDA-d01 14 Julie Robinson (DHCW - Corporate Governance)
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CD presented the update on the Baseline Governance Review
which was reported to the Committee in January. The
Committee were advised that the Baseline Governance Review
aimed to answer the question, was DHCW making good
progress and putting arrangements in place to support good
governance and effective use of resources.

The recommendations were not captured in the formal action
log, however an action plan for opportunities for improvement
had been created.

CD updated the Committee on the areas for improvement:

e |M recruitment may address the issue of skills and
diversity gaps with interviews having taken place on 7
June.

e Virtual etiquette training had been undertaken and all
public committees were now recorded and posted on
the internet as per the recommendation.

e long term strategy focus had been built into the Board
Development programme for 2022/23.

CD advised that he was keen to get a position for the October
meeting that either closed or provided a clear way forward on
all recommendations from the Baseline Governance Review,
however any open recommendations would be incorporated
into the reporting on the Structured Assessment to ensure a
clear line of tracking the recommendations.

The Committee resolved to:

NOTE the Baseline Governance Review Action Plan

Estates and Compliance Report

Julie Ash, Head of Corporate Services (JA) presented the
following highlights from the report:

e DHCW Decarbonisation Strategic Delivery Plan -The
plan allowed a review of emission sources under
DHCW'’s remit and significant progress has been made
on this.

e Environmental Management System [SO 14001
certification — DHCW via its predecessor organisation
has held the certification since 2014.

e FEstates Compliance — overall compliance of plant
systems and equipment was 96% against the target of
90%.

e Health and Safety — there had been no health and
safety incidents to date this financial year.

The Committee were informed that whilst it was expected that

Assurance

Noted

None to note

04072022-A&A-MDA-d01 15 Julie Robinson (DHCW - Corporate Governance)
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further funds would be réquired from Welsh Government to
further progress the Decarbonisation plan, there were things
that could be done such as replacing the estates lighting with
capital being available which could be bid against. There was a
limit to what could be done to buildings but the remaining
actions i.e. switching to electric vehicles for the fleet could be
managed within the budget.

The Committee were advised that DHCW were trying to look at
its footprint, which largely came from procurement, and from
an operational perspective, the Estate and what it looks like in
a modern digital environment and were working on this as a
collective to understand what needed to be done, however, in
the short to medium term it was not foreseen there would be
a high requirement for funding at this point.

The Committee recognised that the last few years had
impacted on the emissions from an estate’s perspective,
although it was less clear what the associated increase was for
each member of staff.

The Committee resolved to:
NOTE the Estates and Compliance Report.
CLOSING MATTERS

PART 6

61 Committee Highlight Report to Board
The Chair noted the approved, endorsed and discussed items
to be included in the Chair’s report for Board.
It was noted that this Committee were demonstrating good
practices.

6.2 Any other Urgent Business
There was no other urgent business to note.

6.3 Date and Time of Next Meeting:

e 18 October 2022 at 09:00am
04072022-A&A-MDA-d01 16 Julie Robinson (DHCW - Corporate Governance)
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None to note

None to note
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NHS WALES SHARED SERVICES PARTNERSHIP
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Name of Meeting

Audit and Assurance Committee

Date of Meeting
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Public or Private

Public

IF PRIVATE: please
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N/A
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Finance
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Claire Osmundsen Little, Executive Director of
Finance
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Claire Osmundsen Little, Executive Director of
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Purpose of the Report For Noting

Recommendation

The Committee is being asked to:
NOTE NHS Wales Shared Services Partnership Assurance Report
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STRATEGIC OBJECTIVE All Objectives apply
CORPORATE RISK (ref if appropriate) All
WELL-BEING OF FUTURE GENERATIONS ACT A Healthier Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS

N/A

If more than one standard applies, please list below:

Effective Care, Staff and Resources

HEALTH CARE STANDARD

Governance, leadership and acccountability

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission: N/A
No, (detail included below as to reasoning) ‘Outcome:
Statement:

N/A

Workforce EQIA page

IMPACT ASSESSMENT

QUALITY AND SAFETY
IMPLICATIONS/IMPACT

No, there are no specific quality and safety implications
related to the activity outlined in this report.

LEGAL
IMPLICATIONS/IMPACT

No, there are no specific legal implications related to the
activity outlined in this report.

FINANCIAL
IMPLICATION/IMPACT

No, there are no specific financial implication related to the
activity outlined in this report

WORKFORCE IMPLICATION/IMPACT

No, there is no direct impact on resources as a result of the
activity outlined in this report.

SOCIO ECONOMIC
IMPLICATION/IMPACT

No. there are no specific socio-economic implications related
to the activity outlined in this report

Page 2 of 4 Author: Claire Osmundsen-Little
Approver: Claire Osmundsen-Little

INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY
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https://nhswales365.sharepoint.com/sites/DHC_PST/SitePages/Business-Plans-and-Strategies.aspx
https://gov.wales/sites/default/files/publications/2019-08/well-being-of-future-generations-wales-act-2015-the-essentials.pdf
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RESEARCH AND INNOVATION
IMPLICATION/IMPACT

No, there is no specific research and innovation implications
relating to the activity outlined within this report

Acronyms

DHCW | Digital Health and Care Wales SHA Special Health Authority
GAF Governance Assurance Framework SOs Standing Orders

SFI's Standing Financial Instructions

2 SITUATION/BACKGROUND

2.1 DHCW along with other NHS Wales bodies are a member of the NHS Wales Shared Services
Partnership Committee that provide Key NHS Wales services.

2.2 The Executive Director of Finance is the DHCW member on the Partnership Committee.

3 SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

3.1 DHCW receive a number of services from NHS Wales Shared Services. A summary of the most
recent Partnership Committee meeting can be found as item 2.2i via the NHS Wales Shared

Services Partnership Committee Assurance Report.

4  KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

4.1

5 RECOMMENDATION

The Committee is being asked to:
NOTE the NHS Wales Shared Services Partnership Committee Assurance Report

3/4

Page 3 of 4

There are no key risks / matters for escalation to Board / Committee

Author: Claire Osmundsen-Little
Approver: Claire Osmundsen-Little
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Person / Committee / Group who have received or considered this paper prior to this meeting

PERSON, COMMITTEE OR GROUP

DATE

OUTCOME

Page 4 of 4

Author: Claire Osmundsen-Little
Approver: Claire Osmundsen-Little
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ASSURANCE REPORT

NHS WALES SHARED SERVICES PARTNERSHIP COMMITTEE

Reporting Committee Shared Service Partnership Committee

Chaired by Tracy Myhill, NWSSP Chair

Lead Executive Neil Frow, Managing Director, NWSSP

Author and contact details. Peter Stephenson, Head of Finance and
Business Development

Date of meeting 21 July 2022

Summary of key matters including achievements and progress considered
by the Committee and any related decisions made.

Matters Arising — Procurement Update

Jonathan Irvine, Director, Procurement Services, provided an update on the New
Operating Model for Procurement. This built on an initial presentation given to the
Committee in January of this year, and particularly focused on the perspective of
NHS Wales organisations as customers of the service.

The objectives for the new model include greater exploitation of opportunities for
regional and all-Wales procurement; ensuring support for national initiatives such
as decarbonisation, the foundational economy and social value, and utilising
expert procurement resource more effectively. Progress will be monitored through
a revised suite of KPIs.

The Committee NOTED the update.

Matters Arising — Recruitment Update

Gareth Hardacre, Director of People, Organisational Development and
Employment Services, gave a verbal overview on progress with the modernisation
plan for Recruitment. There has been effective dialogue with Workforce Directors,
leading to the establishment of a Programme Board to oversee the development
of the plan. Moves to implement technology to facilitate more effective checking
of ID is still on track for August and is awaiting final Government sign-off.

The Committee NOTED the presentation.

Chair’s Report

The Chair updated the Committee on the activities that she had been involved
with since the May meeting. These have included:

e Attending a development session with the Velindre Trust Board on 28 June

1
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to update Board members on recent developments within NWSSP and to
assess how the Trust and NWSSP can work more effectively together;
Continuing to meet with NWSSP Directors and undertaking a further visit to
IP5; and

Attending the Audit Committee and the Welsh Risk Pool Committee during
July.

The Chair also had two papers as part of her presentation as follows:

The first related to the re-negotiation of the contract for the Microsoft
Licences for NHS Wales where the work had been led by DHCW. This
included the financial allocations for all NHS Wales organisations, and due to
the need to agree this by the end of May, the paper had been approved
previously via a Chair’s Action. The Committee ratified the action taken and
endorsed the paper;

The second paper concerned the proposal for the Committee to have a
development session(s) in the autumn to provide time for Committee
members to debate how it can be more effective in its role for the benefit of
all NHS Wales organisations. The paper suggested the option of either a
full-day session or a number of half-day sessions. There was universal
support for the session(s) but mixed views on which option to select. It was
hoped that the sessions would be in person and further work would be
undertaken outside the meeting to progress this.

The Committee NOTED the update and Endorsed the Chair’s Action.

Managing Director Update

The Managing Director presented his report, which included the following updates
on key issues:

The recent Joint Executive Team meeting with Welsh Government was very
constructive with positive feedback provided on progress to date and future
plans;

The proposal for Welsh Government to take back the revenue savings
resulting from the purchase of Matrix House did however come as a surprise
and will adversely impact the NWSSP financial position;

The risk-sharing agreement on the Welsh Risk Pool will be invoked again
this year and is forecast to be £25m;

We continue to work with the Chief Pharmacists Peer Group to develop the
product ranges being developed through the Medicines Unit in IP5. The
validation of the new automated filling equipment is going well and should
become available for use in the next few weeks; and

The expansion of SMTL services within IP5 is also going well, with the new
equipment being validated and an expectation that additional testing
facilities and methodology will be in place by August.

The Committee NOTED the update.
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Items Requiring SSPC Approval/Endorsement

Laundry Outline Business Case

The Programme Business Case for the Laundry Service concluded that a total of
three units would be required in the future to serve Wales as follows:

= A new build facility in South-West Wales to replace the laundries at Glangwili
Hospital and Llansamlet;

= A new build facility in North Wales to replace Glan Clwyd Laundry;

= A refurbishment of Green Vale to upgrade the existing laundry facility and to
allow closure of Church Village Laundry.

Following feedback the Welsh Government required the new facilities in South-
West Wales and North Wales to proceed as Outline Business Cases, whereas the
refurbishment at Green Vale is subject to a separate Business Justification Case.

The paper presented to the Committee concerned only the Outline Business Cases
for South-West and North Wales. Governance of the Transformation Programme is
through the Laundry Programme Board who approved these outline business
cases on the 22nd of June. The outline business cases have also been subject to
two Gateway reviews and an assessment by Internal Audit.

The main benefits in taking over the Laundries was to ensure that the Laundries
were compliant with relevant standards and legislation and not to deliver a
cheaper service although efficiencies would be made. There has been a lack of
investment in Laundry services for a very long time and the three business cases
require capital investment of £77m. NHS Wales is hugely dependent on the
laundries — as an example the two current sites in South-West Wales process over
9m items per annum. The outline business cases, whilst undoubtedly requiring
capital investment, do make sound economic sense and they tick all the
environmental boxes, and provide the workforce with much better working
conditions. The All-Wales capital position may mean that Welsh Government may
not be able to afford to fund the business cases concurrently, so NWSSP will need
to explore the options with them.

The Committee APPROVED the Outline Business Cases to proceed to Full
Business Cases to enable formal requests for funding from Welsh Government to
be submitted.

Patient Medical Record Accommodation Business Case

The Patient Medical Records Store in Brecon House, Mamhilad, has now reached
maximum capacity and consequently no additional records are able to be
accommodated without additional space being procured. In practice this means
that not only will no additional GP practices be able to take advantage of this
service, which frees up space for additional clinical services, but NWSSP will also
be unable to take additional medical records from GP Practices who already use
the service, from deceased patients, patient movements or practice mergers for
example.
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A number of options for expansion of the scheme have been explored in the
business case but the preferred option is the acquisition of a further warehouse
on a 10-year lease providing a further 75,000 square feet of storage space. Whilst
this acquisition provides some funding challenges, these will be met through the
generation of additional income; savings resulting from moving PPE from
commercial storage facilities to this new warehouse (until capacity is reached on
the PMR scheme) and internal savings on the Primary Care budget.

Questions were raised by Committee members as to whether future plans should
focus more on digitisation rather than acquiring more space to store paper
records. AB confirmed that this is the aspiration for the longer-term, but for the
time being GP Practices are requesting that paper records continue to be stored,
and the costs of digitisation are very substantial.

The Committee APPROVED the Business Case.

Annual Review 2021/22

The Annual Review for the 2021/22 financial year was reviewed by Committee
members who commented favourably on both the content and presentation and
suggested that this should be shared more widely where possible.

The Committee APPROVED the Annual Review.

Audit Committee Terms of Reference

The Audit Committee Terms of reference were reviewed and approved by the
Partnership Committee.

The Committee APPROVED the Terms of Reference.

Finance, Performance, People, Programme and Governance Updates

Finance - The Month 3 financial position is a cumulative non-recurrent
underspend of £1.338m after anticipating £0.943m of WG funding for the 1.25%
NI increase, Covid recovery support costs and energy pressures. This funding can
only be anticipated at risk at present - the financial position would have been
£0.395m underspent without the assumption of this funding or any utilisation of
centrally held reserves. The year-to-date position includes a number of non-
recurrent savings that will not continue at the same level during the financial
year. The position also does not reflect the claw back of £176k of funding from
WG in respect of Matrix House, notified in July 2022. Directorates are currently
reviewing budgets with a view to accelerating initiatives to generate further
benefits and savings to NHS Wales. The forecast outturn remains at break-even
with the assumption of exceptional pressures funding from Welsh Government.
£10.277m Welsh Risk Pool expenditure has been incurred to 30th June 2022. A
high-level review of cases due to settle in 2022/23 indicates that the £134.8m
included in our IMTP remains within the forecast range, requiring £25.3m to be
funded under the Risk Share Agreement in 2022/23. The 2022/23 risk share
apportionment has been revised to reflect the updated cost driver information

4
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from the 2021/22 outturn position. This has resulted in some changes to the
contributions from organisations as a result of movements in the actual 2021/22
data. The updated shares are being reported to the Welsh Risk Pool Committee
on 20t July 2022 and will be subsequently shared with Directors of Finance. Our
current Capital Expenditure Limit for 2022/23 is £1.473m. The NWSSP
discretionary allocation for 2022/23 has been reduced by Welsh Government to
£0.457m from £0.6m and the IP5 discretionary allocation reduced from £0.25m to
£0.19m. Capital expenditure to Month 3 is £0.297m. A review of all discretionary
capital funding requests is being undertaken which includes any capital funding
requirements identified in the IMTP and any new requests flagged by our
Services. Since the transfer of the All-Wales Laundry Service in 2021/22 there is
increased pressure on the discretionary capital allocation as this was not
increased following the transfer of the new Service. Attached to the report were
the Audit Wales Management Letter and review of Nationally Hosted Systems that
both provided positive opinions on the integrity of NWSSP systems and
procedures.

IMTP Q1 Update - The first formal quarterly update against the IMTP was
presented to the Committee. 2022/23 is a year of transition as new measures of
performance are developed. The update looks at how NWSSP adds value in terms
of quality and socio-economic benefit alongside cost reductions and savings. At
the end of Quarter 1, 1% of divisional objectives have been ‘completed and
closed’, 76% of objectives are ‘on track’ to be completed, 15% are ‘at risk of
being off track’, 4% are ‘off track for delivery’ and 4% have ‘not yet started’. The
Committee were also asked to feedback on the content and format of the report.

Performance - 34 KPIs are reported of which 31 are rated as green and three as
amber. Two of these relate to the number of calls handled which should be at
95% but this is not being met in either Payroll (73%) or Student Awards Services
(92%). The remaining amber indicator is in Recruitment where the average time
to create an unconditional offer from first creating the vacancy should be no more
than 71 days and this is currently measuring 91 days. Work is on-going to
address all these areas and improvements are already being noted. The report
also included an assessment of Professional Influence Benefits to NHS Wales
which are calculated at £35m for the first quarter of the financial year.

Project Management Office Update - Of the 24 schemes being managed by
the PMO, there is only one that is currently rated as red. This is the project for the
replacement of the Student Awards System which is approaching end-of-life and
with no option to extend the support contract arrangements beyond March 2023.
NWSSP are currently undertaking a procurement exercise to source a replacement
system

People & OD Update - The report is in a new dashboard format which was
commented on favourably by Committee members. Sickness absence rates
continue to be very low, but improvement is needed in the timeliness of reporting
absence. PADR rates continue to improve but still require more work - a
particular focus recently has been on Laundry Services where compliance was
initially very low but is now at 73%. Headcount is now nearly at 5,300 following

5
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the transfer of the final cohorts of the Single Lead Employer Scheme. Questions
were asked on how NWSSP can undertake research to look at better facilitation of
apprenticeships and new ways of working to make NHS Wales an attractive
employer in the future. This is something that will be considered going forward.

Corporate Risk Register - there remains one red risk relating to the inflationary
impact on goods and services, particularly relating to energy. This continues to be
mitigated as far as possible through the actions of the Energy Price Risk
Management Group. There is one new risk that has been added relating to the
reputational risks associated with NWSSP’s role in helping to establish the
Citizens’ Voice Body. The risks associated with the replacement of the GP
Payments system in Primary Care Services, and the upgrade of CLERIC in Health
Courier Systems, have both been removed from the Corporate Risk Register as
the new systems are working successfully in both cases.

Declarations of Interest — the Committee reviewed a report summarising the
recent declarations of interest exercise within NWSSP. This has now been
extended to all staff on the basis that they complete a lifetime declaration which
only needs updating if circumstances change. However, Directors and
Independent Members will be required to continue to provide an annual
Declaration and an appendix containing details of their most recent declarations
was included in the report.

Papers for Information

The following items were provided for information only:

Decarbonisation Action Plan;

Annual Governance Statement 2021/22;
Health & Safety Annual Report 2021/22
Finance Monitoring Returns (Months 2 and 3)

AOB

N/a

Matters requiring Board/Committee level consideration and/or approval

e The Board is asked to NOTE the work of the Shared Services Partnership
Committee.

Matters referred to other Committees

N/A

Date of next meeting 22 September 2022
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1 IMPACT ASSESSMENT

STRATEGIC OBJECTIVE All Objectives apply

CORPORATE RISK (ref if appropriate) The Corporate Risk log is presented at every
meeting for oversight and scrutiny

WELL-BEING OF FUTURE GENERATIONS ACT A Healthier Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS N/A

If more than one standard applies, please list below:

HEALTH CARE STANDARD Governance, leadership and acccountability

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission: N/A
No, (detail included below as to reasoning) ‘Outcome: N/A
Statement:

N/A

Workforce EQIA page

IMPACT ASSESSMENT

QUALITY AND SAFETY No, there are no specific quality and safety implications
IMPLICATIONS/IMPACT related to the activity outlined in this report.

LEGAL No, there are no specific legal implications related to the
IMPLICATIONS/IMPACT activity outlined in this report.

FINANCIAL No, there are no specific financial implication related to the
IMPLICATION/IMPACT activity outlined in this report

WORKFORCE IMPLICATION/IMPACT | No, there is no direct impact on resources as a result of the
activity outlined in this report.

SOCIO ECONOMIC No. there are no specific socio-economic implications related
IMPLICATION/IMPACT to the activity outlined in this report
Page 2 of 4 Author: Julie Robinson
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RESEA

IMPLICATION/IMPACT

RCH AND INNOVATION No, there is no specific research and innovation implications
relating to the activity outlined within this report

Acronyms

DHCW | Digital Health and Care Wales AW Audit Wales

SHA Special Health Authority IA Internal Audit

SOP Standard Operating Procedure NCSC | National Cyber Security Centre
SO Standing Orders KPI Key Performance Indicator
2 SITUATION/BACKGROUND

2.1 The Audit and Assurance Committee have a Cycle of Committee Business that is reviewed on an
annual basis. Additionally, there is a forward workplan which is used to identify any additional
timely items for inclusion to ensure the Committee are reviewing and receiving all relevant
matters in a timely fashion.

3 SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

3.1 The Forward Work-plan has been updated to include the:

3/4

Welsh Community Care Information System (WCCIS) follow up report following receipt at the
Senedd Public Administration and Public Accounts Committee. This item will be included

within Audit Wales Committee Update.

De-Carbonisation Report

Integrated Medium Term Plan (IMTP) 23-26

Policies:

POL-CG-005-DHCW Health and Safety Welfare Policy Procedure

POL-CG-016 Water Safety Policy

WFOD-PO-016 Appraisal and Development Review Policy

POL-CG-010 Disaster Recovery Policy

POL-OSD-008 Principles & Standards of Privileged Access Management
POL-CG-007 Handling Concerns and Complaints

DHCW-POL-10 DHCW Validation Policy

POL-CG-003 Policy on Policies

Public Accounts and Public Administration Committee / Health and Safety Committee

Page 3 of 4
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3.2 The Board has requested additional horizon scanning is undertaken across all Committees to
ensure appropriate governance process is followed and the Board is receiving the appropriate
levels of assurance from the Committee activity. The Corporate Governance team will support
the Executive Director of Finance as Executive lead for the Committee to identify items for the
forward workplan on a continued basis.

4  KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

4.1 The updated forward workplan can be found in full at item 2.3i Appendix A.

5 RECOMMENDATION

5.1 The Audit and Assurance Committee is being asked to NOTE the content of the report.

6 APPROVAL/SCRUTINY ROUTE

Person / Committee / Group who have received or considered this paper prior to this meeting

PERSON, COMMITTEE OR GROUP

DATE

OUTCOME

Audit and Assurance Committee

May 2021

Initial workplan approved.

Page 4 of 4
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Meeting | Standing Items Governance Finance Internal Audit External Audit Additional Items
Date
18t e Welcome and e Risk and Board e |ossesand e Internal Audit e Audit and Assurance e |ocal Counter Fraud
October Introductions Assurance Report special Progress Report Committee updates Update Report
e Minutes e Declarations of payments e Internal Audit e Audit Wales review e (Quality and
e Declarations of Interest, Gifts and report reviews reports Regulatory
interest Hospitalities Report e Procurements e DHCW Audit Report Compliance Report
e Action log e  Covid Inquiry and scheme of Themes Review e Estates Report
e Review of risk e Cyber Resilience Unit delegation e WCCIS follow up report | Policies x 8
register relevant to e Welsh Language report following receipt by e PAPAC/H&S
committee Compliance Report e High Value PACs Committee (via CD
e Forward Work e Legislative Assurance Purchase Order . email 26/08/22
Programme Framework and Cumulative e Deep Dive — Financial
e Committee Highlight Compliance Report report Risks
Report to Board e |MTP-23-26
e Audit Tracker
[}
14t e Welcome and e Governance Assurance | ¢ Losses and e Internal Audit e Audit and Assurance e |ocal Counter Fraud
February Introductions Framework review special Progress Report Committee updates Update Report
e Minutes report payments e Internal Audit e Audit Wales review e Quality and
e Declarations of e Standing Orders report reviews reports Regulatory
interest Annual compliance e Procurements e National IT Systems | ¢ DHCW Audit Report Compliance Report

e Action log

e Review of risk
register relevant to
committee

e Forward Work

Programme

report
e  Cyber Resilience Unit
e Welsh Language
Compliance update

and scheme of
delegation
report

e High Value
Purchase Order

Audit report (private

session)

Themes Review

e [Estates Report

e Policy on the use of
Welsh internally

e Audit Wales
Decarbonisation -
five calls for action
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Meeting
Date

Standing Items

Governance

Finance

Internal Audit

External Audit

Additional Items

e Committee Highlight
Report to Board
e Audit Tracker

and Cumulative
report

response. AW EqlA
management
response.
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DIGITAL HEALTH AND CARE WALES
COVID-19 INQUIRY PREPAREDNESS UPDATE

Agenda 2.4
[tem

Name of Meeting

Audit and Assurance Committee

Date of Meeting

18 October 2022

Public or Private

Public

IF PRIVATE: please
indicate reason

N/A

Executive Sponsor

Ifan Evans, Executive Director of Strategy

Prepared By

Michelle Sell, Director of Planning &
Performance / Chief Commercial Officer

Presented By

Michelle Sell, Director of Planning &
Performance / Chief Commercial Officer

Purpose of the Report

For Noting

Recommendation

The Committee is being asked to:

NOTE the latest position on a UK inquiry into Covid-19 and note the work taking place to prepare

for a UK wide Covid-19 Inquiry which will require input from DHCW.
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STRATEGIC OBJECTIVE All Objectives apply

CORPORATE RISK (ref if appropriate)

WELL-BEING OF FUTURE GENERATIONS ACT

A Globally Responsible Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS

N/A

If more than one standard applies, please list below:

HEALTH CARE STANDARD

Governance, leadership and acccountability

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission: N/A

Choose an item.

‘Outcome:

Statement:

This is a retrospective Inquiry, there is no impact on protected groups.

Workforce EQIA page

IMPACT ASSESSMENT

QUALITY AND SAFETY
IMPLICATIONS/IMPACT

Yes, please see detail below

Once commenced the inquiry will explore Quality and Safety
implications associated with Covid-19.

LEGAL
IMPLICATIONS/IMPACT

Yes, please see detail below

DHCW are required by law to contribute to the inquiry if
called. DHCW will have legal advice in order to respond if
called.

FINANCIAL
IMPLICATION/IMPACT

No, there are no specific financial implication related to the
activity outlined in this report

WORKFORCE IMPLICATION/IMPACT

No, there is no direct impact on resources as a result of the
activity outlined in this report.

SOCIO ECONOMIC
IMPLICATION/IMPACT

No. there are no specific socio-economic implications related
to the activity outlined in this report

Covid-19 Inquiry Preparedness Report

Page 2 of 7 Author: Michelle Sell
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RESEARCH AND INNOVATION No, there is no specific research and innovation implications
IMPLICATION/IMPACT relating to the activity outlined within this report
Acronyms
NWSSP | NHS Wales Shared Services DHCW | Digital Health and Care Wales
Partnership
SHA Special Health Authority NWSSP | NHS Wales Shared Services
2 SITUATION/BACKGROUND
2.1 The then Prime Minister, Boris Johnson, announced an independent public inquiry into the UK

Government’s handling of the COVID-19 pandemic will take place in Spring 2022.

In his statement to the House of Commons, Boris Johnson said the UK Government will work
closely with the devolved administrations to establish the inquiry and they will be consulted
before the scope is finalised.

Public Inquiries investigate issues of serious public concern and establish the facts of past
decisions and events. They are an official review ordered by a government body. The running of
an inquiry is governed by the Inquiries Act 2005. The purpose of an inquiry is usually to address
three questions:

e What happened?

e Why did it happen and who is accountable?

e What can be done to prevent this recurring?

Allinquiries start by looking at what happened. They do this by collecting documents, analysing
evidence and examining witness testimonies. The inquiry will then draw on experts to form
recommendations. The aim is to provide guidance to make changes and prevent a situation
from recurring.

The Inquiry will play a key role in examining the UK’s pandemic response and ensuring that we
learn the right lessons for the future.

Covid-19 Inquiry Preparedness Report Page 3 of 7 Author: Michelle Sell
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SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

On 21st July 2022, The Chair of the Covid Inquiry, Baroness Heather Hallett, issued an opening
statement via an online webinar. In the opening statement, Lady Hallett set out exactly how she
plans to run this Inquiry, thoroughly, swiftly, and with the aim of making sure the UK is better
prepared for future pandemics.

The Chair also outlined a schedule for the Inquiry over the next 12 months and has announced
that they have already begun gathering evidence. As expected, the Inquiry will be split into
Modules. Procedural hearings will begin in September and October, starting with Module 1
which will look at preparedness. Public hearings for Module 1 will begin in spring 2023, and more
information on Module 2 and Module 3 will be available in the coming weeks.

DHCW along with other Health Bodies in NHS Wales are working closely with NWSSP Legal and
Risk Services and the Welsh NHS Confederation to prepare for the inquiry. DHCW have
instructed NWSSP Legal and Risk Services to represent DHCW and have held two meetings with
the solicitor allocated to DCHW to review progress to date and agree specific next steps.

Baroness Hallett, as the newly appointed Chair of the Inquiry, in due course can now designate
parties as core participants of her own volition or, alternatively, a party can make an application
to be granted core participant status which the Chair can grant or refuse.

Although, in broad terms, a public inquiry’s powers and procedures are set out in the Inquiries
Act 2005 and the Inquiry Rules 2006, the detailed procedures of any individual inquiry are
determined by the Chair. Together, these will define the benefits of being a core participant and
these are likely to include:

making opening submissions to the Inquiry (if designated as a core participant in time
to do so);

e having prior sight of written statements and documents provided by witnesses before
those witnesses give oral evidence to the Inquiry;

e proposing questions to be raised with other witnesses (although it is likely to be in the
discretion of Counsel to the Inquiry as to whether to ask those questions); and

e making closing submissions to the Inquiry at the conclusion of the evidence.

So one of the first questions an organisation should ask itself is whether it wishes to be a core
participant and, if so, should it not be so designated by the Chair, whether and when to make
an application for such designation.

When considering applications for Core Participant status, the Chair will have regard to Rule
5(2) of the Inquiry Rules 2006 which states that when determining the applications, the Chair
must consider, in particular, whether:

Covid-19 Inquiry Preparedness Report Page 4 of 7 Author: Michelle Sell
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e the person/organisation played or may have played a direct and significant role in
relation to matters to which the inquiry relates;

e the person/organisation has a significant interest in an important aspect of the
matters to which the Inquiry relates; or

e the person/organisation may be subject to explicit or significant criticism during the
inquiry proceedings or in the report, or in any report.

Consideration is needed as to whether any one of the above bullet points is applicable to
DHCW.

The categories of Core Participant will be shaped by the Inquiry Terms of Reference. Likely
categories of core participants could include bereaved families, survivors of Covid including
those suffering from Long Covid, domestic abuse survivors, health care workers, other front-line
workers, NHS Trusts, personal protective equipment (PPE) providers, test and trace providers,
vaccine providers, educational establishments, businesses, academics, epidemiologists, and
various government departments.

Advice from the NWSSP Legal and Risk Services on the basis of information provided regarding
DHCW’s specific role during the pandemic is that they consider it reasonable to conclude that
DHCW may not need to be considered a Core Participant in respect of the three modules
currently identified. Because DHCW did not actually carry out the test, trace and protect service;
instead it facilitated and streamlined those services by developing a digital test request and
results reporting service i.e. whilst making a very important contribution, it was not involved in
providing the ‘front line” service (i.e. the coordination and oversight in respect of identifying
those with symptomes, tracing individuals and providing them with results, advice and guidance
by telephone/text message): other initiatives similarly may have improved the conditions for
those directly involved in the response to the pandemic, but are not things that would trigger
Core Participant status.

This position may of course change if further modules are published which relate more directly
to DHCW’s role in the pandemic. If that is the case, different deadlines for application for Core
Participant status will apply and we can consider any application if and when required.

Advice has also been provided on whether and when to contact employees who have left or
retired from DCHW (or NWIS). Any very senior employees who have left could well be called
upon to provide evidence of some kind and therefore, it would be sensible to put them on notice
now and ask them to jot down some notes on any key decisions they made to help them
remember if they are asked to give evidence.

In parallel work continues through the DHCW Covid-19 Working Group on the collation of
information relating to all actions and decisions taken during the pandemic both for outward
facing services (digital developments to support management of the pandemic) and for those
relating to its internal business such as safe working arrangements and governance processes

Covid-19 Inquiry Preparedness Report Page 5 of 7 Author: Michelle Sell
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and the NWSSP Legal Adviser has been invited to review and provide feedback on any further
actions required.

4 KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

4.1  Onthe basis of the advice from the assigned NWSSP Legal Adviser DHCW is not planning to apply
for Core Participant status in relation to the first 3 Inquiry Modules. This position will be
confirmed with the Welsh Government lead to ensure consistency with the national approach
for NHS Wales.

4.2 The DHCW Covid-19 Working Group Chair will write to any key individuals who have retired or
left DHCW who it is considered may be called upon to give evidence to advise them of this
potential requirement and invite them to complete a ‘Reflections’ template.

4.3 The ‘Reflections’ template will also be shared with key individuals within the organisation and
consideration is being given to the most effective way to support this process.

4.4 Work is on-going within the organisation to ensure that any potential records are retained to
support the requirement to provide evidence to the Inquiry. Initial investigations suggest that
this may require a review of the email retention policy more generally.

5 RECOMMENDATION

5.1 The Committee is being asked to: NOTE the latest position on a UK inquiry into Covid-19 and
note the work taking place to prepare for a UK wide Covid-19 Inquiry which will require input
from DHCW.
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6 APPROVAL/SCRUTINY ROUTE

Person / Committee / Group who have received or considered this paper prior to this meeting

PERSON, COMMITTEE OR GROUP DATE OUTCOME
DHCW Management Board 25% August 2022 Noted
Covid-19 Inquiry Preparedness Report Page 7 of 7 Author: Michelle Sell
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DIGITAL HEALTH AND CARE WALES
DECARBONISATION QUALITATIVE RETURN
APRIL - AUGUST 2022

Agenda 2.5
[tem

Name of Meeting Audit and Assurance Committee

Date of Meeting 18 October 2022

Public or Private Public

IF PRIVATE: please | N/A
indicate reason

Claire Osmundsen-Little, Executive Director of

Executive Sponsor .
Finance

Prepared By Julie Ash, Head of Corporate Services

Claire Osmundsen-Little, Executive Director of

Presented By Finance

Purpose of the Report For Noting

Recommendation

The Committee is being asked to:
NOTE the report
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STRATEGIC OBJECTIVE

All Objectives apply

CORPORATE RISK (ref if appropriate)

WELL-BEING OF FUTURE GENERATIONS ACT

A Globally Responsible Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS

ISO 14001

If more than one standard applies, please list below:

HEALTH CARE STANDARD

Governance, leadership and acccountability

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT

‘Date of submission:

Choose an item.

‘Outcome:

Statement: N/A

IMPACT ASSESSMENT

QUALITY AND SAFETY
IMPLICATIONS/IMPACT

No, there are no specific quality and safety implications
related to the activity outlined in this report.

LEGAL Yes, please see detail below
IMPLICATIONS/IMPACT Compliance with Welsh Government Targets
FINANCIAL Yes, please see detail below

IMPLICATION/IMPACT

Budget has been identified to support initiatives and a longer
term plan is being costed.

WORKFORCE IMPLICATION/IMPACT

Yes, please see detail below

Commitment from the Workforce is key to achieving targets

SOCIO ECONOMIC
IMPLICATION/IMPACT

Yes, please detail below

Social impacts on health are embedded in the broader environment
and shaped by complex relationships between economic systems
and social structures.

RESEARCH AND INNOVATION
IMPLICATION/IMPACT

No, there are no specific research and innovation implications
relating to the activity outlined within this report.

Decarbonisation Report

Page 2 of 4
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Acronyms

DHCW | Digital Health and Care Wales SHA Special Health Authority

2  SITUATION/BACKGROUND

2.1 Wales has legally binding targets to deliver the goal of Net Zero emissions by 2050, this target is

2.2

2.3

2.4

3.1

3.2

underpinned by an ambition for the Public Sector to be collectively Net Zero by 2030. There is a
significant opportunity for Wales’ health and social care system to lead the way on reducing carbon
emissions. Action is needed not only because NHS Wales is the biggest public sector emitter (with a
carbon footprint of around 1.00 MtCO2e which represents approximately 2.6% of Wales’s total
greenhouse gas emissions) but also because the health and social care system are at the forefront of
responding to the impact of the climate and nature emergency on health outcomes.

In response the Health and Social Care Climate Emergency National Programme has been established to
support both National and Local action across the sector including the delivery of the NHS
Decarbonisation Strategic Delivery Plan 2021-2030. A key enabling action within the Delivery Plan is the
requirement for NHS Organisations to produce Decarbonisation Action Plans (DAP) which form the basis
of how organisations are implementing Delivery Plan initiatives and more generally demonstrate the
organisation’s contribution to the collective ambition and target.

The qualitative monitoring return (attached) supports the implementation of DAPs and the aims of the
National Programme by providing a mechanism for reporting on progress and improvements.

NHS Organisations are required to submit a narrative qualitative update twice a year, the first submission
being due in September 2022 (covering the period April to August 2022) and the next in April 2022
(covering the period September 2022 to March 2022).

SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

The following successes have been highlighted in our return which also includes detailed reporting
against our targets contained in our plan.

At DHCW our regular environment related meetings (Decarbonisation Working Group, Environmental
Awareness Group and the Safety, Health and Environmental Group), which have participation from heads
of department as well as others with a key role in the delivery of our Decarbonisation work, have enabled
holistic working across the organisation.

Decarbonisation Report Page 3 of 4 Author: Julie Ash

Approver: Claire Osmundsen-Little

INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY

42/394



7O\

N4

0

,!4 R Digidel Cymru
H Digital Health

G lechyd a Gofal
u
AL zss and Care Wales

5

3.3  The Community of Experts on Climate Change Group and the Decarbonisation Action Plan Peer review
have been vital in allowing DHCW to work collaboratively, both gaining and sharing knowledge with other
organisations. DHCW have now joined the Transport and Procurement Workstream Group, which is
made up of a number of NHS organisations including NWSSP. The intention is to work collaboratively with
other organisations (particularly NWSSP) in the development of a strategy for low-carbon ICT
procurement.

3.4  Our environmental performance is reported to and discussed at our Audit and Assurance Committee
which reports to the DHCW Board. In terms of communication with staff, we run Environmental
Awareness Campaign communications, which are produced on a monthly basis, and these, together with
our Environmental Awareness intranet page, have been instrumental in communicating the climate
emergency to DHCW employees.

3.5 DHCW successfully trialed an additional two Electric Fleet Vehicles, this now brings the number of EV
within our Fleet to three. We have increased the number of EV Charging Points (EVCPs) with the

installation of four additional EVCPs at our Ty Glan-yr-Afon office.

3.6 A Decarbonisation Cloud Emissions Impact Dashboard is being developed, which will enable DHCW to
measure emissions related to cloud computing.

3.7  Hybrid working practices have allowed 96% of our workforce to work remotely from home, which has
contributed to a reduction in our building and commuting emissions.

4  KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

4.1  There are risks that could contribute to non-achievement of targets but these are closely monitored
and all are being well managed at this point in time.

5 RECOMMENDATION

5.1 The Committee is being asked to NOTE the contents of this report.

6 APPROVAL/SCRUTINY ROUTE

Person / Committee / Group who have received or considered this paper prior to this meeting

PERSON, COMMITTEE OR GROUP DATE OUTCOME
Management Board 16t October 2022 Noted
Decarbonisation Report Page 4 of 4 Author: Julie Ash

Approver: Claire Osmundsen-Little
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Health & Social Care Climate Emergency National Programme — NHS Wales Decarbonisation
Action Plans

Organisation Digital Health and Date of Report 31/08/2022 Report Prepared | Michael McGrath
Care Wales By

DAP Senior Sponsor | Claire Osmundsen- Finance Allocated | £220k this FY FTE Resource 2 WTE
Little, Executive to Support allocated to
Director of Finance Delivery (£s) support delivery

Aims and objectives: Wales has legally binding targets to deliver the goal of Net Zero emissions by 2050, this target is underpinned by an
ambition for the Public Sector to be collectively Net Zero by 2030. There is a significant opportunity for Wales’ health and social care
system to lead the way on reducing carbon emissions. Action is needed not only because NHS Wales is the biggest public sector emitter
(with a carbon footprint of around 1.00 MtCO2e which represents approximately 2.6% of Wales’s total greenhouse gas emissions) but also
because the health and social care system are at the forefront of responding to the impact of the climate and nature emergency on health
outcomes. Inresponse the Health and Social Care Climate Emergency National Programme has been established to support both National
and Local action across the sector including the delivery of the NHS Decarbonisation Strategic Delivery Plan 2021-2030. A key enabling
action within the Delivery Plan is the requirement for NHS Organisations to produce Decarbonisation Action Plans (DAP) which form the
basis of how organisations are implementing Delivery Plan initiatives and more generally demonstrate the organisation’s contribution to
the collective ambition and target. This qualitative monitoring return supports the implementation of DAPs and the aims of the National
Programme by providing a mechanism for reporting on progress and improvements.

NHS Wales Organisations are asked to report detailing the progress of their contribution to the Climate and Nature Emergency and
associated targets as outlined in the organisation’s plan (Priority Measure 31).

Reporting Schedule: Progress is to be reported bi-annually. This form is to be submitted on:

e 14 September 2022 (covering the period 1 April 2022 to 31 August 2022)
e 14 April 2023 (covering the period 1 September 2022 to 31 March 2023)

Completed form to be returned to: hss.performance@gov.wales
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Please attach a copy of your organisation’s Decarbonisation Action Plan which should form the basis of how your organisation is
implementing initiatives within the NHS Wales Decarbonisation Strategic Delivery Plan and more generally demonstrate the
organisation’s contribution to the ambition for the Public Sector in Wales to be collectively Net Zero by 2030 (for NHS Wales this means

collectively reducing emissions by at least 34% by 2030) and achieving Net Zero by 2050.

Alongside this qualitative reporting organisations should also report quantitative, organisation level emissions in line with the Welsh Public

Sector Net Zero Carbon Reporting Approach and timeline (Priority Measure 30).

Please provide an update on the actions implemented during the current operational year. Reporting should focus on providing

reporting dashboard or equivalent if agreed with the Programme Team in advance.

evidence of progress and improvement along with key risks to delivery. Reporting can also be provided using the organisation’s own

Executive summary of progress to date:

At DHCW our regular environment related meetings (Decarbonisation Working Group, Environmental Awareness Group and the Safety, Health
and Environmental Group), which have participation from heads of department as well as others with a key role in the delivery of our
Decarbonisation work, have enabled holistic working across the organisation.

The Community of Experts on Climate Change Group and the DAP Peer review have been vital in allowing DHCW to work collaboratively, both
gaining and sharing knowledge with organisations.

DHCW have now joined the Transport and Procurement Workstream Group, which is made up of a number of NHS organisations including
NWSSP. The intention is to work collaboratively with other organisations (particularly NWSSP) in the development of a strategy for low-carbon
ICT procurement.

Our environmental performance is reported to and discussed at our Audit and Assurance Committee which reports to the DHCW Board. In terms
of communication with staff, we run Environmental Awareness Campaign communications, which are produced on a monthly basis, and these,
together with our Environmental Awareness intranet page, have been instrumental in communicating the climate emergency to DHCW employees.

DHCW successfully trialled an additional two Electric Fleet Vehicles, this now brings the number of EV within our Fleet to three.
We have increased the number of EV Charging Points (EVCPs) with the installation of four additional EVCPs at our Ty Glan-yr-Afon office.

A Decarbonisation Cloud Emissions Impact Dashboard is being developed, which will enable DHCW to measure emissions related to cloud
computing.

Hybrid working practices have allowed 96% of our workforce to work remotely from home, which has contributed to a reduction in our building

and commuting emissions.
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LED lighting surveys have been conducted at all DHCW premises to establish the anticipated costs of upgrading to LEDs throughout our estate.

Later this year we aim to install LED lighting at our Ty Glan-yr-Afon and Technium 2 offices.

Current RAG Status Previous RAG Status

Progress RAG:

Green
Provide the RAG status of delivery against DAP

Delivery confidence RAG:
Provide the RAG status of the organisations overall confidence Green
of delivering a minimum of 16% reduction in emissions by 2025

Route to green including asks of WG

Please see route map in Delivery Action Plan

Achievements

Risks to delivery

Procurement initiatives = DHCW have now joined the Transport and
Procurement Workstream Group, which is
made up of a number of NHS organisations
including NWSSP. The intention is to work
collaboratively with other organisations
particularly NWSSP in the development of a
strategy for low-carbon ICT procurement.

= We continue to drive value in the local supply
chain, whilst maintaining high standards for
goods and services.

Lack of participation from key organisations
i.e. NWSSP and DHCW.

Deviation from approved tender process.
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Buildings, estates
planning and land use
initiatives

2021/2022 saw DHCW operational emissions
reduce by 57%. We have continued in this vain
in early 2022/2023, with QTR 1 emissions vs
QTR 1 2019/2020 (baseline) as follows:-

Gas has reduced by 19%

Electricity has reduced by 27%

Water has reduced by 42%

99% of our waste was recycled, with less
than 1% being sent to landfill

o O O O

DHCW have now moved out of the less energy
efficient Blaenavon Datacentre and in to the
cloud based Church Village Datacentre. Both
Datacentres have Green Tariff supplied
electricity. Landlords have assured that the PUE
is as low as possible at this moment in time
(Vantage 1.6 and Church Village 1.14).

TM44 air conditioning efficiency inspections
have taken place at our premises. We have
been working through site-specific action plans,
which are currently 94% complete.

Later this year we aim to install LED lighting at
our TGA and Technium 2 offices.

We have had Biodiversity Surveys conducted at
all of our premises. We are currently working
through the Biodiversity Action Plan.

Homeworking has significantly contributed
to improved operational emissions
performance; therefore, an end to
homeworking will inevitably see a rise in
emissions. Lack of cooperation from our
landlords in the purchase and supply of
renewable energy.

Increased requirements for datacentres.
Lack of cooperation from our landlords in
the purchase and supply of renewable
energy.

Lack of landlord cooperation and resource
to make necessary adjustments to air
conditioning.

There is a risk to delivery if Capital Funding
for this project is not approved.

Lack of volunteers participating in
biodiversity initiatives.
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Transport initiatives

We have installed an additional four EV
Charging Points (EVCPs) at our TGA office. We
now have the following EVCPs available to
employees at our premises:-

o TGA-8

o Castlebridge - 0 (however, TGA is

situated adjacent to Castlebridge 2;

therefore, TGA EVCPs can be utilised)

Media Point - 4

Technium 2 - 4 (landlord controlled)

Mambhilad - 4 (landlord controlled)

Bocam - 0 (We have no current long term

plans for this location; therefore, EVPCs

have not been installed thus far)

o Vantage -2

o Church Village — 0 (Landlord does have
one EVCP available to their staff;
discussions are underway to inquire if
DHCW are able to access this unit.

o O O O

Three (out of 11) leased Fleet Vehicles are now
EVs.

We plan to conduct a Travel Survey later this
year to help us establish current distances and

Lack of users may result in landlords
removing EVPCs.

The lack of EV charging facilities across the
country together with the limited mileage of
EVs will limit our ability to switch all of our
fleet to EVs, due to the remote location that
we are required to attend over a long
distance.

Lack of survey participation.
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modes of travel, which will improve our
commuting methodology.

Following reviewing the results from the Travel
Survey, we will review and update the Travel
Plan.

We have publicised the Fleet Solutions Car
lease scheme, which now has a low emissions
set limit of 120g/km for vehicles that can be
leased.

Hybrid Working has aided smarter working
enabling a 92% reduction in Business Mileage
emissions in 2021/2022 compared with
2019/2020 (baseline).

Delays in the completion of the Travel Survey
will impede the timeframe of the Travel Plan
review.

If the scheme should no longer be available
to employees.

A return to in person meetings will see an
increase in business mileage emissions.

Approach to health care
(service design/models of
care, medicines, waste)

Our homeworking methodology has
significantly changed due to us now using the
formula contained within the Net Zero Carbon
Reporting Spreadsheet as opposed to our own
formula, which was previously used.

During the period of April-August 2022, approx.
96% of our employees worked remotely.

Further changes in methodology will limit the
ability to accurately measure reductions.

A return to office working will significantly
reduce the number of employees
homeworking.

Further initiatives

With the move to cloud computing DHCW have
a need to measure Cloud Emissions. We are
looking into potential emissions impact

Lack of resource for the development of the
emissions tool.
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dashboard tools that can be utilised for this
purpose.

DHCW have successfully developed and
launched a Booking App to manage Desk, EV
Charging and Car Parking spaces to enable
harmonised hybrid working between
homeworking and on site working.

Collaborative working - DAP Peer Review
DHCW attended a WG event to peer review
Decarbonisation Plans developed across NHS
Wales. There was positive feedback on our plan
and we led discussion in a number of areas.

DHCW have proactively sent an Environmental
Awareness Campaign to our employees each
month form APR-AUG to communicate the
Climate Emergency, stimulate low carbon
behaviours and encourage engagement in the
decarbonisation agenda, campaigns have
included:-

o Apr-Energy Efficiency at Home

o May- Sustainable Travel

o Jun-World Environmental Day

o Jul-The Lazy Persons Guide to Saving

the World

o Aug-Cycle to Work Day
NHS Wales Shared Services Partnership have
recently undertaken an audit of DHCW
Decarbonisation Management Practices, with
formal feedback imminent.

= lack of resource to effectively manage and

lack of employees utilising the app.

= lack of action following peer feedback.

= Lack of employee engagement.

= Lack of action following feedback.
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Relevant Strategies and Guidance

e Net Zero Wales sets out the actions needed to meet Wales’s second carbon budget (2021-2025).

e Prosperity for All; A Climate Conscious Wales is the climate change Adaptation Plan for Wales. This plan provides the overarching framework
for Adaptation Planning within Health and Social Care.

e NHS Wales Decarbonisation Strategic Delivery Plan provides an ambitious mandate for National and Local action across NHS Wales including
the requirement for NHS organisations to produce Decarbonisation Action Plans.

e The requirement for NHS Wales to develop plans in response to the Climate Emergency is referenced in the NHS Wales Planning Framework
2022-2025. NHS Wales Chairs have also been briefed on the need for plans to reflect the milestones that need to be achieved to respond to
climate change and achieve the goal of the Public Sector being collectively carbon neutral by 2030.

e Best practice and case studies from NHS Organisations can be found:

o Home | Green Health Wales | lechyd Gwyrdd Cymru | Sustainable Healthcare Network
o How NHS Wales is responding to the climate emergency | NHS Confederation

e The Public sector net zero reporting guide provides a guide and reporting requirements for the public sector in Wales to estimate their net

carbon footprint, including direct and indirect emissions.
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DIGITAL HEALTH AND CARE WALES
THE HEALTH AND SOCIAL CARE (QUALITY AND
ENGAGEMENT)
(WALES) ACT 2020 UPDATE
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Public or Private Public

IF PRIVATE: please N/A
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Claire Osmundsen-Little, Executive Director of
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Paul Evans, Interim Head of Quality Assurance
and Regulatory Compliance

Paul Evans, Interim Head of Quality Assurance
and Regulatory Compliance
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Prepared By
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1 IMPACT ASSESSMENT
STRATEGIC OBJECTIVE Delivering High Quality Digital Services
CORPORATE RISK (ref if appropriate) N/A
WELL-BEING OF FUTURE GENERATIONS ACT ‘ A Globally Responsible Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS

ISO 9001

If more than one standard applies, please list below:

HEALTH CARE STANDARD

Governance, leadership and acccountability

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission: N/A

Choose an item.

‘Outcome: N/A

Statement: N/A

IMPACT ASSESSMENT

QUALITY AND SAFETY
IMPLICATIONS/IMPACT

Yes, please see detail below

Legislative requirement to comply with the Quality &
Engagement Act

LEGAL
IMPLICATIONS/IMPACT

Yes, please see detail below

Legislative requirement to comply with the Quality &
Engagement Act

FINANCIAL
IMPLICATION/IMPACT

No, there are no specific financial implications related to
the activity outlined in this report

WORKFORCE
IMPLICATION/IMPACT

No, there is no direct impact on resources as a result of
the activity outlined in this report.

Quality and Engagement Act Update

Page 3 of 7 Author: Paul Evans
Approver: Claire Osmundsen-Little

INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY
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SOCIO ECONOMIC No, there are no specific socio-economic implications
IMPLICATION/IMPACT related to the activity outlined in this report.
RESEARCH AND INNOVATION No, there are no specific research and innovation
IMPLICATION/IMPACT implications relating to the activity outlined within this
report.
Acronyms
DHCW | Digital Health and Care Wales SHA Special Health Authority
WS Workstream
2 SITUATION/BACKGROUND
2.1 This paper outlines the requirements of The Health and Social Care (Quality and Engagement)

2.2

2.3

2.4

3.1

3.1.1

(Wales) Act 2020 for noting. It covers the two relevant key areas of the Act, the duties relating
to Quality and Candour. DHCW has a Quality Assurance and Regulatory Compliance team that
reports to the Director of Finance and Business Assurance. It has developed the DHCW Quality
plan, approved by the Audit and Assurance Committee that incorporates most of the Quality
and Engagement Act requirements. In the forthcoming year the contents will be validated to
ensure compliance. DHCW Quality team are represented on the Welsh Government Duty of
Quality (WS 2 Quality Reporting Framework) group that is developing the implementation
plans for the NHS Wales.

The Act was passed by the Senedd on 17 March 2020 and received Royal Assent on 1 June
2020. Welsh Governments aim is to bring all the Act into force by April 2023.

The Act uses legislation as a mechanism for improving and protecting the health, care and well-
being of the current and future population of Wales.

The Act covers four principal areas:

Duty of Quality on NHS bodies and Welsh Ministers

Duty of Candour on NHS bodies and primary care

Establishment of a new Citizen Voice Body for Health and Social Care
Provision for statutory Vice Chairs of NHS Trusts

SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)
Duty of Quality

The Duty requires health services to demonstrate that quality is at the heart of all they do,
ensuring they are delivering services with a system-wide approach to achieve quality of

Quality and Engagement Act Update Page 4 of 7 Author: Paul Evans
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care in a way that secures continuous improvement in quality and improved outcomes for
the population.

The Duty of Quality focuses on the six domains of quality: Safe, Effective, Person-centred,
Timely, Efficient, Equitable. It seeks to strengthen these domains across a maturing
Quality Management System.

The Duty applies to all health service functions, not just clinical functions.

NHS bodies must publish an annual report setting out how they have complied with the
new Duty. This will build on and replace the current Annual Quality Statements.

The report must include an assessment of the extent of any improvement in outcomes
achieved.

Welsh Government have set up five workstreams in relation to Duty of Quality provided
below.

WS 1 Overarching principles and guidance development - Statutory guidance in draft;
supporting resources in development including case studies

WS 2 Quality reporting framework — document being drafted; further consideration of
indicators and measures is needed; consideration of an ‘always on” approach with regular
reporting in addition to an annual report

WS 3 Health and Care Standards — incorporated in to WS1 statutory guidance development
for high level quality standards; next steps to be clarified including impact on HIW’s
inspection methodology

WS 4 Communication and engagement — digital awareness campaign; stakeholder events;
newsletters

WS 5 Education — digital materials for NHS staff and civil service in early stages of
development; face to face training for Welsh ministers, senior civil servants and board
members of NHS bodies

Information from Welsh Government is in the final stages of review, once complete a
consultation will be launched

Quality and Engagement Act Update Page 5 of 7 Author: Paul Evans

Approver: Claire Osmundsen-Little
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3.2

Duty of Candour
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3.2.1 The Act places a duty of candour on NHS bodies at an organisational level and will support

3.2.2

3.2.3

3.24

325

4
4.1

existing professional duties.

The duty is triggered when a service user to whom health care is being or has been provided
by the NHS body suffers an adverse outcome and where the care or treatment was, or may

have been a factor in the service user suffering that outcome.

When the duty is triggered NHS bodies will need to follow a set procedure. This will be set

out in Regulations.

NHS bodies must publish a candour report, as soon as practicable, after the end of each
financial year. It is intended that such a report would build on existing reporting structures,

such as existing arrangements under Putting Things Right.

Consultation on the Duty of Candour began on 20™" September 2022 and runs until 13t

December 2022.

KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE
Update on the Key Areas for DHCW - Quality Reporting Framework

WS 2 have identified potential headings and content for the Annual Quality Report, these will be
further reviewed at the next WS 2 meeting with a consultation to follow. The Framework focuses on
the Key headings and content which are summarized as follows:

4.1.1 Potential Headings
e Statement from Chair and Chief Executive
e Introduction
e Looking back: reflection on the last year and where we are now
e Forward look: what are our priorities and plans for the next year?
e Summary and conclusions

4.1.2 Potential Content
e Introduction
e The six domains of quality and additional core concepts
e Quality reporting — general principles
e What should be included in the annual narrative quality report?
e (Quality indicators, measures and evidence — general principles
e Assuring the quality report

Quality and Engagement Act Update Page 6 of 7
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e Publishing the quality report
e Engagement and feedback

0
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DHCW quality team will ensure that these requirements, when finalised will be part of the DHCW

Quiality plans.

5 RECOMMENDATION

5.1 The Audit and Assurance Committee is being asked to:

Note the content of the report, the details of The Health and Social Care (Quality and
Engagement) (Wales) Act 2020, in particular the duties of Quality and Candour which are of
relevance to DHCW but also the future reporting requirement which the team are currently
working with the Welsh Government Duty of Quality (WS 2 Quality Reporting Framework)

group to design and develop.

6 APPROVAL / SCRUTINY ROUTE

Person / Committee / Group who have received or considered this paper prior to this

meeting

PERSON, COMMITTEE OR DATE OUTCOME
GROUP

Claire Osmundsen-Little 30/09/2022

Quality and Engagement Act Update

Page 7 of 7

Author: Paul Evans
Approver: Claire Osmundsen-Little
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DIGITAL HEALTH AND CARE WALES

POLICY REPORT

Agenda 2.7
[tem

Name of Meeting

Audit & Assurance Committee

Date of Meeting

18 October 2022

Public or Private

Public

IF PRIVATE: please
indicate reason

N/A

Executive Sponsor | Chris Darling, Board Secretary

Prepared By Carys Richards, Corporate Governance Coordinator
Presented By Laura Tolley, Corporate Governance Manager
Purpose of the Report For Approval

Recommendation

Audit & Assurance Committee are asked to:

APPROVE the contents of the report and the endorsed policies as outlined in 3.5 and NOTE the
policy outlined in 3.6 for SHA Board approval.
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1 IMPACT ASSESSMENT

STRATEGIC OBJECTIVE Delivering High Quality Digital Services

CORPORATE RISK (ref if appropriate)

WELL-BEING OF FUTURE GENERATIONS ACT A Healthier Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS N/A

If more than one standard applies, please list below:
All standards rely on policy information

HEALTH CARE STANDARD Governance, leadership and acccountability

If more than one standard applies, please list below:
Effective Care

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission: N/A

No, (detail included below as to reasoning) ‘Outcome: N/A

Statement: N/A

IMPACT ASSESSMENT

QUALITY AND SAFETY Yes, please see detail below

IMPLICATIONS/IMPACT
Controlled documents underpin a quality approach to
organisational management.

LEGAL No, there are no specific legal implications related to the
IMPLICATIONS/IMPACT activity outlined in this report.

FINANCIAL No, there are no specific financial implication related to the
IMPLICATION/IMPACT activity outlined in this report

WORKFORCE IMPLICATION/IMPACT | Yes, please see detail below

Controlled documents have roles and responsibilities outlined
within them.

SOCIO ECONOMIC No. there are no specific socio-economic implications related
IMPLICATION/IMPACT to the activity outlined in this report
Policy Report Page 2 of 7 Author: Carys Richards

Approver: Chris Darling
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RESEARCH AND INNOVATION No, there is no specific research and innovation implications
IMPLICATION/IMPACT relating to the activity outlined within this report

Acronyms

DHCW | Digital Health and Care Wales IMS Integrated Management System

SHA

Special Health Authority IP Intellectual Property

SITUATION/BACKGROUND

DHCW have a number of policies, procedures and processes that help manage the running of
the Organisation by outlining responsibilities related to legislation, accreditation and
regulation.

2.2 There were a number of policies identified by the Welsh Government as a requirement for the
transition to a Special Health Authority. The inaugural DHCW SHA Board meeting identified 11
remaining policies to be created. A task and finish group was established to create and finalise
the policies which are listed below, three documents have been amalgamated into one
resulting in 9 requiring completion:

e Communications and Media Management Policy covering the topics:

e MS (Members of the Senedd) and MP (Members of Parliament) Correspondence -
Procedure for responding to enquiries

e Procedure for Media Filming, Recording and Photography

e Media Enquiries Procedure

e Communications and Engagement Strategy

e Anti-Malware Policy

e Intellectual Property Policy

e Welsh Language Scheme

e (Capital Management Procedure

e Research and Innovation Strategy

e Security and Counter Terrorism Policy

e Relocation expenses policy

2.3 As well as the policies identified as part of the transition to the SHA, there will be policies

presented to the Management Board for review, discussion and endorsement, these are in

the form of internal policies and all Wales policies. These policies are assigned to the relevant

Committee for noting.

2.4 All policies and procedures are shared with Staff via the DHCW SharePoint site for review and
feedback, in addition to the Local Partnership Forum for discussion / review as part of the
formal consultation process.

Policy Report Page 3 of 7 Author: Carys Richards
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3 SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

3.1 The following policies identified by the SHA Board have been approved and are now in use
across the organisation:

e Anti-Malware Policy previously called Anti-Virus Policy

e Capital Management Procedure

e Security and Counter Terrorism Policy

e The Communications and Media Management Policy

e Relocation expenses policy (The relocation expenses policy has been identified as the
Velindre University NHS Trust Removal and Associated Expenses Policy. In line with the
approach for existing policies covered by the Transfer of Undertakings (Protection of
Employment) (TUPE) arrangements this policy was adopted in December 2021)

e Stakeholder Engagement Strategy

e Research and Innovation Strategy (Previously Research and Development Strategy)

3.2 Below outlines the update on each of the policies identified and the plan for the remaining

policies.

Policy

Status

Update

Expected
approval

Welsh Language

Scheme

COMPLETE

We now have approval from the
Welsh Language Commissioners
Office and is out for consultation.
With the aim of approving at the
November 2022 Board and
launching in December 2022.

The Welsh Language Scheme update
can be found at 2.4i

November 2022

Communications

Strategy

IN RE-DRAFT

This strategy was discussed at
Management Board and is being
reviewed by the Communications
task and finish group and will be
presented back to the Management
Board in 2-3 months, with a
Communications Improvement Plan
to be developed first.

January 2023

Intellectual Property

Policy

IN RE-DRAFT

This policy was presented to the
Digital Governance and Safety
Committee and referred for further
work. This has been delayed further
and will now be presented to the
Committee in February 2023 for
approval.

February 2023

Policy Report
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3.3 The Corporate Governance team have undertaken an audit of all organisational policies listed
on the Integrated Management System. DHCW currently have 83 policies across the
organisation, 57 of which are out of date and require review (as of 03.10.2022) and of the 57
out-of-date policies, 8 are recorded as all-Wales policies.

The 57 policies that are currently either in review / progressing through the approval process
or require immediate review can be found in the table below, as noted per Directorate (figures
include all-Wales policies as recorded in the IMS):

Directorate

Number of policies
currently in review
/ approval process

Number of policies out-of-
date that require review

Executive Lead

Clinical 1 1 Rhidian Hurle, Executive
Medical Director

Corporate 1 1 Chris Darling, Board

Governance Secretary

Corporate 0 10 Claire Osmundsen-Little,

Services Executive Director of
Finance

Communications | 0 3 Chris Darling, Board
Secretary

Finance 0 13 Claire Osmundsen-Little,
Executive Director of
Finance

Operations 1 1 Gareth Davis, Interim
Executive Director of
Operations

People and 1 23 Sarah-Jane Taylor, Director

Organisational of People and

Development Organisational Development

Strategy 0 1 Ifan Evans, Executive

Director of Strategy

3.4 The Corporate Governance team are working with report authors of the identified policies to
support them in the review of the policy, in addition to ensuring they go through the correct
governance process. Work in this area started at the end of August 2022 and is ongoing, with
good progress made to date, with policies expected to continue to go through the review,
consultation, and approval process to ensure that DHCW has accurate and up to date policies
in use across the organisation. It is anticipated that the majority of policies will be reviewed
and updated by the next Audit & Assurance Committee in January 2023.

Policy Report
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3.5 The following policies have recently gone through the Corporate Governance review process
and have been endorsed by Management Board. The next steps are for the policies to be
approved by the Committee, translated, if not already, uploaded to the IMS/iPassport and
published bilingually to DHCW websites;

App. | Policy Document | Executive Assigned Committee Status
ID ID Lead Committee | Date
i Water Safety POL-CG- Claire A&A 18/10/2022 | Endorsed by MB on
Policy 016 Osmundsen- 16/09/22: with
Little author for
i Health and POL-CG- Claire A&A 18/10/2022 | translation and
Safety Welfare 005 Osmundsen- once approved by
_ Little the Committee,
Policy publishing to
Procedure DHCW Welsh and
English websites,
uploading to the
IMS/iPassport and
dissemination
through the
appropriate
channels.

3.6 In line with DHCW Standing Orders, the following policy requires SHA Board approval,
therefore is being shared with the Committee for noting ahead of SHA Board approval in
November 2022. Following SHA Board approval, the policy will be translated, if not already,
uploaded to the IMS/iPassport and published bilingually to DHCW websites.

App. | Policy Document | Executive Assigned Committee Status
ID ID Lead Committee | Date
iii Handling POL-CG- Chris Darling | A&A 18/10/2022 Endorsed by MB on
Concerns and 007 16/09/2022.
. Requires Once noted by A&A
Complaints SHA Board Committee on
Approval 18/10/2022,
presented to SHA
Board for approval
on 24/11/2022
before
dissemination
through the
appropriate
channels and
publishing to
DHCW websites.
Policy Report Page 6 of 7 Author: Carys Richards

INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY

Approver: Chris Darling

64/394



0

Q lechyd a Gofal

@ ,!Agu Digidol Cymru
Digital Health

\ol Al_L|ES§ and Care Wales

5

4  KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

4.1 Please note the Welsh Language Scheme has now been approved by the Welsh Language
Commissioners Office and is currently out for consultation.

4.2 Both the Communications Strategy and the Intellectual Property Policy have been identified for
further work and re-drafting by the relevant leads before being presented to Management

Board and the Committees for approval.

4.3 Organisational Policies reporting against compliance will be shared with the SHA Board via the
Audit and Assurance Committee Highlight Report.

5 RECOMMENDATION

5.1 Audit & Assurance Committee are asked to:

APPROVE the contents of the report and the endorsed policies as outlined in 3.5 and NOTE
the policy outlined in 3.6 for SHA Board approval.

6 APPROVAL/SCRUTINY ROUTE

Person / Committee / Group who have received or considered this paper prior to this meeting
PERSON, COMMITTEE OR GROUP DATE OUTCOME
Executive Leads (as noted per
policy)
Management Board 16/09/2022 Endorsed policies (as noted in 3.5 and
3.6)
Policy Report Page 7 of 7 Author: Carys Richards
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POL-CG-016

DIGITAL HEALTH AND CARE WALES
WATER SAFETY POLICY

This Policy describes the activity required to ensure that Water Safety
is managed across the Estate

Document Version v2

Status Approved
Document author: Michael McGrath
Approved by: Claire Osmundsen-Little
Date approved: 23/06/22
Review date: 23/06/25

TY GLAN-YR-AFON 21 Heol Ddwyreiniol Y Bont-Faen, Caerdydd CF11 9AD

TY GLAN-YR-AFON 21 Cowbridge Road East, Cardiff CF11 9AD
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STRATEGIC OBJECTIVE |Delivering High Quality Digital Services

WELL-BEING OF FUTURE GENERATIONS ACT | A healthier Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS 150 14001

If more than one standard applies, please list below:

HEALTH CARE STANDARD Staying Healthy

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission: TBC

Yes, applicable ‘Outcome: Positive

Statement: The assessment found that there was no impact to the equality groups mentioned.
Where appropriate the organisation will make plans for the necessary actions required to minimise
any stated impact to ensure that it meets its responsibilities under the equalities and human rights
legislation.

PUBLIC POLICY EXCEMPTION STATEMENT ‘No, (detail included below as to reasoning)

N/A

APPROVAL/SCRUTINY ROUTE:

Person/Committee/Group who have received or considered this paper prior to this meeting

COMMITTEE OR GROUP DATE OUTCOME
Management Board 16 September 2022
Audit & Assurance Committee 18 October 2022

TEM —POL-vVv4
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IMPACT ASSESSMENT

QUALITY AND SAFETY
IMPLICATIONS/IMPACT

Yes, please see detail below

Forms part of Health & Safety Legislation

LEGAL
IMPLICATIONS/IMPACT

Yes, please see detail below

Digital Health and Care Wales has responsibility under the Health
and Safety at Work etc. Act 1974 and the Control of Substances
Hazardous to Health Regulation 2002 (as amended), to take all
reasonable precautions to prevent or control the harmful effects
of contaminated water to patients, visitors, staff and other
persons working at or using its premises

FINANCIAL
IMPLICATION/IMPACT

No, there are no specific financial implication related to the
activity outlined in this report

WORKFORCE
IMPLICATION/IMPACT

Yes, please see detail below

Safety of the Workforce

SOCIO ECONOMIC

IMPLICATION/IMPACT

Choose an item.

TEM - POL-v4
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1.1 REVISION HISTORY
Date Version | Author Revision Summary
27/04/2020 |1 Velindre Trust First Draft
25/11/2021 di1.1 Michael McGrath Document updated to reflect new
arrangements
13/05/2022 2 Michael McGrath Version 2 for approval
1.2 REVIEWERS
This document requires the following reviews:
Date Version | Name Position
13/05/2022 2 Julie Ash Head of Corporate Services
13/05/2022 2 Claire Osmundsen-Little | Executive Director of Finance

1.3 AUTHORISATION

Signing of this document indicates acceptance of its contents.

Author’s Name: Michael McGrath

Role: Estates & Compliance Manger

Signature: Date: | 16/05/2022
Author

Approver’s Name: Claire Osmundsen-Little

Role: Executive Director of Finance

Signature: Date:

X

Approver

1.4 DOCUMENT LOCATION

Electronic

https://nhswales365.sharepoint.com/sites/DHC Quality/IMS/Forms/Allltems.aspx
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2 POLICY STATEMENT

Digital Health and Care Wales accepts its responsibility under the Health and Safety at Work etc. Act 1974 and
the Control of Substances Hazardous to Health Regulation 2002 (as amended), to take all reasonable
precautions to prevent or control the harmful effects of contaminated water to patients, visitors, staff and
other persons working at or using its premises in line with the current version of the Water Safety Plan and
Site-specific 'Written Schemes'.

3  SCOPE OF POLICY

This Water Safety Policy applies to all premises whether owned or occupied by the Organisation under lease
or other Service Level Agreements (SLA) including:

i. All premises owned and occupied exclusively by the Organisation.

ii. All premises owned and occupied partly by the Organisation.

iii. All premises not owned by the Organisation but occupied exclusively by the Organisation on a
permanent basis.

iv. All premises not owned by the Organisation but occupied partly by the Organisation on a
permanent basis.

V. All premises not owned by the Organisation but occupied partly by the Organisation on a
temporary or periodic basis.

4  AIMS AND OBIJECTIVES

The aim of this Policy is to introduce all structured Management practices required to allow the Organisation
to deliver suitable and sufficient Legionella and Pseudomonas aeruginosa, “safe” hot water, cold water,
drinking water and ventilation systems Management and Control in compliance with current Guidelines
(Approved Codes of Practice, and Health and Safety Guidance HSG274), Legislation and Water Supply
Regulations. It is expected that this Water Safety Policy will be complied with by all the Organisation's
employees and by all appointed contractors, in whatsoever capacity, with or without contractual agreements.

5 ROLES AND RESPONSIBILITIES

5.1 Water Safety Group (WSG)

DHCW has set up this group as one element of its Water Quality Management and Control infrastructure, in
order to achieve all Policy objectives. See WSG Terms of Reference for remit, membership and responsibilities.

5.2 Chief Executive (Duty Holder)

= Has the Corporate Responsibility for all aspects of Water Quality within all properties occupied by DHCW.

= Shall nominate, in writing the Responsible Person (Water), their deputies, WSG Chair, and the Authorising
Engineer-Water (AE-W).

= Although the Duty Holder cannot absolve their responsibilities, the day to day responsibilities are delegated
to the Designated Person (Water).

TEM - POL-v4
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5.3 Designated Person (Water) (Head of Corporate Services)

Shall have responsibility for monitoring and reporting the performance of the Water Quality Management
and Control Regimes throughout the Organisation to Board Level.

Shall facilitate the appropriate formalised suitability evaluation and appointment of all Responsible Persons.
Shall facilitate suitable and sufficient training of all associated members of Organisation staff.

In association with the WSG, shall prepare and issue any required tender documentation to manage all
water system management, water dosing, Legionella and safe working water related contract in compliance
with Organisation contract management procedures.

Assist in the development of schemes for risk minimisation and control in order of priority giving
consideration to cost, risk and difficulty.

5.4 Responsible Person — Water (WSG Chair)

Shall accept responsibility for the Organisational implementation of Water Quality Management & Control
Programme in accordance with the requirements of the WSP and other pertinent Water Quality
Management & Control guidance documentation and instruction.

Shall Chair the WSG.

Shall facilitate the development of Written Schemes for risk minimisation and control in order of priority
giving consideration to cost, risk and difficulty.

Shall have the responsibility of periodically assessing the training requirements of all staff and third-party
organisations (contractors) under their control who are associated with Water Quality Management and
Control; arranging suitable training where required and recording these assessments.

Shall assist in the compilation of the Water Safety Plan (WSP).

Shall appoint a Deputy Responsible Person (Water) to act up in their absence, including Deputy Chair WSG.
Shall assess Competent Persons (Water) and provide records and update to the WSG on Competence
Assessment status.

Shall review the status of all risk assessments within their organisation, and where required supervise the
completion of suitable and sufficient risk assessments on all water systems and ‘wet” air conditioning plant
within each site under their control.

Shall consider the risk assessment findings and, together with the members of the WSG, prioritise any
remedial works.

Shall instruct and supervise the completion of all prioritised remedial work highlighted during the risk
assessment or the review.

Shall, where practicable, ensure record drawings of systems are available and kept updated.

Shall be responsible for ensuring that all processes, procedures, Permits, and Certification detailed in the
WSP are suitably executed and implemented.

Shall keep maintenance and monitoring records and make available for inspection, all records to be kept
for 5 years.

Shall have the responsibility for ensuring that all water systems are designed, modified, installed, tested
and commissioned to the Guidance and standards referred to in this Policy and the WSP.

5.5 Deputy Responsible Person — Water (Deputy WSG Chair)

Shall act up to the RP(W) responsibilities in their absence.
Shall assist the RP(W) as required to maintain the Water Quality Management & Control Programme.
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5.6 Consultant Microbiologist

Shall assist with the interpretation of local clinical risk assessment of 'users' to enable for suitable
implementation of appropriate Water Quality Management processes and procedures.

Provide advice the members of the WSG in all matters relating to Legionella and Pseudomonas aeruginosa
contamination and infection prevention and management.

Shall assist in the compilation of the Organisation's Water Safety Plan (WSP).

5.7 Competent Persons (Water)

Competent Persons are Technicians, trades staff and contractors who have received approved training and have

sufficient experience to service, maintain and clean water systems in a safe and effective manner.

Shall ensure that all procedures, safe working practices and permits to work are followed and that any
personal protective equipment or clothing is used.

Shall report to the Responsible Person (Water) of all defects, unusual occurrences and other anomalies, and
record such defects in writing in the defects register before leaving site.

Shall complete written records when required.

5.8 Authorising Engineer — Water (AE-W)

Shall act as an independent professional adviser to the Organisation. The AE(W) shall be appointed by the
Duty Holder (or their appointed representative) with a brief to provide services in accordance with current
Guidance.

Shall act as auditor and assessor and make recommendations for the appointment of Responsible Person
(Water) and Deputy Responsible Person (Water).

Shall provide an annual audit to the WSG. To carry out this role effectively, particularly with regard to audit,
the AE(W) shall remain independent of the operational structure of the Organisation.

Shall be a member of the WSG and attend at the Group's meetings.

Shall provide training, advice and assistance in all Legionella and Pseudomonas aeruginosa Management &
Control and Safe Water Management matters, including the PPM Programme, Log-Book system and all
relevant Management Manuals.

Shall sanction any interpretation of relevant professional guidance, any local house rules and any derogation
that may be necessary for their application.

Shall ensure that any amendments or updates to replacement guidance issued and any other relevant
mandatory or statutory professional guidance is brought formally to the attention of the Organisation and
are understood by all appropriate personnel by recording / documenting the process.

Shall agree in writing any local deviation/derogation from mandatory / statutory guidance that may be
necessary for their application to a particular location.

Shall, when required to do so, provide to the members of the WSG ad-hoc general 'remote' verbal advice
on matters pertaining to Legionella and Pseudomonas aeruginosa management and control and other
Water Quality Management issues.

Shall, when required to do so, provide input advice to the design process in respect to the
construction/installation phase and for the subsequent operational service thereafter.

Shall, in conjunction with the appointed design engineer, contribute to the design process, to ensure all
water and air systems, implicated within the design remit, comply with the requirements of the WSP.
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Shall, when required to do so, upon completion, provide a certificate of compliance for new water systems
including major modifications/refurbishments.

5.9 Water Safety Consultant

Shall be independent from all other contractors who provide the Organisation with services and/or products
pertaining to Water Quality Management and Control.

Shall be suitably trained and qualified to perform all auditing tasks described in the Water Safety Plan and
be a member of the Legionella Control Association (LCA).

Shall carry out a System and Process Audit, as instructed by the WSG Chair and present findings to the WSG.
Shall provide input advice to the design process in respect to the construction / installation phase and for
the subsequent operational service thereafter.

Shall, upon completion, provide a risk assessment for new water systems including major modifications /
refurbishments.

Shall act up to the position of AE(W), and complete any of the tasks assigned to AE(W) where required, and
in line with contractual agreements in place.

5.10 Risk Assessor

Shall be independent from all other contractors who provide the Organisation with services and/or products
pertaining to Water Quality Management and Control.

Shall be suitably trained and qualified to perform all risk assessment tasks described in the Water Safety
Plan and be a member of the Legionella Control Association (LCA).

When commissioned to do so, shall carry out a suitable and sufficient Legionella risk assessment compliant
with: a) UKAS ISO/IEC 17020:2012; b) HSG274 Part 2 (2014) — ‘The control of Legionella bacteria in hot and
cold water systems’; ¢) BS 8580 — ‘Water quality: risk assessments for Legionella control — Code of Practice’;
d) BSRIA’s (1999) FMS 4/99 — ‘Guidance and the standard specification for water services risk assessment’;
and e) BSRIA’s (2015) BG 57/2015 — ‘Legionnaires’ disease.

When commissioned to do so ensure that risk assessments are reviewed and/or updated when there are
significant changes to statutory standards, operational requirements and when there are significant
changes to a building’s domestic water and wet air systems.

When commissioned to do so, ensure that risk assessments are carried out on all process and equipment,
such as medical equipment (where applicable).

Ensure that, for all buildings/areas assessed to be of Moderate Risk or higher, issue an ‘Interim Problem
Notification Pro-Forma' found in the WSP, detailing any necessary immediate corrective and remedial
actions which need to be carried out. In addition, the 'Notification' shall indicate the Short/Medium-term
and Long-term corrective and remedial actions that need to be carried out. The list of remedial actions shall
be suitably divided and allocated to each organisation for completion. Each organisation must report to the
WSG on the status of completion of remedial works thus allocated.

5.11 Water Quality Management Contractors and Sub-Contractors

A contractor is the person or organisation commissioned, under contract, by the WSG to be responsible for
the maintenance, supply, installation, validation and verification of hot and cold water services and 'wet' air
handling systems, and for the conduct of the installation checks and tests.
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= All contractors involved in the Water Quality Management Programme, shall be suitably trained and
qualified to perform tasks described in their contract and detailed in the Water Safety Plan and be a member
of the Legionella Control Association (LCA). However, where a specialist contractor is required to carry out
emergency remedial works and does not meet the membership criteria listed above, they may be employed
by the discretion of the site WSG.

= Shallissue all reports in a format agreed by the WSG and as detailed in the Written Scheme.

=  Shall work with members of the WSG to identify hazards and reduce risks by following safe working
practices.

6 DEFINITIONS/ACRONYMS

TERM/ACRONYM DEFINITION

AE(W) Authorising Engineer (Water)

WSG Water Safety Group

WS Written Scheme

RP(W) Responsible Person (Water)
DRP(W) Deputy Responsible Person (Water)
WSG Water Safety Group

PPM Planned Preventative Maintenance

7  IMPLEMENTATION/POLICY COMPLIANCE

7.1 General Requirements

As required by the Health and Safety Commissions (2013) Approved Code of Practice (L8 - Fourth Edition),
the Organisation will undertake to:

a. Identify and assess sources of risk;

b. Prepare site specific ‘“Written Scheme’ for preventing, reducing or controlling the risk;

c. Implement and manage and monitor precautions;

d. Keep records of the precautions implemented for each of the premises under the
Organisation's control.

e. Appoint appropriate persons, at various positions, to be managerially responsible.

7.2 General Responsibilities (refer to Section 5)

The Duty Holder (Chief Executive) shall appoint a Water Safety Group (WSG) Chair, Responsible Person(s)
(Water) (RP(W)) and Authorising Engineer (Water) (AE(W)), operating at Organisation Wide Level.

The WSG Chair and AE(W), shall jointly assess and appoint the members of Water Safety Group (WSG) and
from all departments to accept the strategic implementation and internal auditing responsibility for the
control of the 'Water Quality Management and Control' and to be legally accountable, on a joint and several
liability basis, for assessing and controlling identified risks from Legionella, Pseudomonas aeruginosa and
other water borne infections.

TEM -POL-v4
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7.3  Water Quality Management and Control Programme Management Structure
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v
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Pre-Planned
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Routine Control
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Reporting and Logging System

v

Water Safety Group

v

Safety, Health and
Environmental (SHE) Group

v

Audit and Assurance
Committee

v

4
+____

DHCW Board

7.4 Measures to be Taken to Attain the Policy Objectives Include:

= The appointment of a Water Safety Group (WSG) responsible for ensuring the suitable and sufficient

implementation of Water Management and Control Programme on an Organisation wide level.

= The appointment of suitably equipped, trained and financed Responsible Persons, on an Organisation
Wide level; capable of delivering the necessary Water Quality Management and Control Programme at

the level appointed.

=  Regular monitoring of all implemented Management Systems, Training Programmes and procedures, to
establish and ensure their continuing efficacy and legislation compliance.
= The appropriate selection, design, installation and maintenance of plant.

=  Regular independent third-party Audits designed to allow for the status of the Water Quality
Management and Control Programme across the Organisation to be reported.

8  EQUALITY IMPACT ASSESSMENT

The SHA is committed to ensuring that, as far as is reasonably practicable, the way it provides services to the
public and the way it treats its employees reflects their individual needs and does not discriminate against

individuals or groups.

An Equality Impact Assessment has been undertaken on this Policy and feedback has been received on the

TEM -POL-v4
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way it operates. The SHA wanted to know of any possible or actual impact that this procedure may have on
any groups in respect of gender (including maternity and pregnancy as well as marriage or civil partnership
issues) race, disability, sexual orientation, Welsh language, religion or belief, transgender, age or other
protected characteristics.

The assessment found that there was no impact to the equality groups mentioned. Where appropriate the

SHA will make plans for the necessary actions required to minimise any stated impact to ensure that it meets
its responsibilities under the equalities and human rights legislation.

9  REFERENCES

DOCUMENT VERSION

Legionnaires' disease. The control of legionella bacteria in water
systems: Approved Code of Practice and guidance

Current

10 GETTING HELP

Further information/support is available from the DHCW Estates and Compliance Manager.

11 RELATED POLICIES

This policy should be read in conjunction with, or reference made to, the following SHA documents:

e Health, Safety and Welfare Policy (POL-CG-005)

e SHA Environmental & Sustainability Policy (POL-CG-018)
e Risk Management Policy (POL-CG-004)

e Infection Prevention and Control Procedures

e DHCW Vision and Values

TEM -POL-v4
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INFORMATION, INSTRUCTION,TRAINING

Responsible Persons — Authorisation and Training Requirements

Position

Duty Holder — Chief
Executive
Designated Person
(Water)

WSG Chair

Responsible Person
(Water)

Deputy Responsible
Person (Water)

Consultant
Microbiologist

Competent Persons
(Water)

Organisation Wide
Competent Persons
(Water)

Authorising Engineer
(Water)

External Consultant

Nominee

Chief Executive
Officer

Head of Corporate
Services

Estates and
Compliance
Manager

Estates and
Compliance
Manager

Estates Service
Support Assistant

PHW Consultant
Microbiologist
Service
Management
Support Officer or
other appointed CP

Estates Service
Support Assistant

NWSSP Authorising
Engineer (Water)

Appointed External

WSG
Member

No

No

Yes

Yes

Yes

No

Yes

<

es

Yes

Quorate
WSG
member

No

No

Yes

Yes

Yes

No

No

No

No

Yes

To be
assessed by

Positional
appointment
Positional
appointment

AE(W)

AE(W)

AE(W)

Positional
appointment

Responsible
Person
(Water)

Responsible
Person
(Water)
Positional
appointment

WSG by

lechyd a Gofal
v | Digidol Cymru
S Digital Health
and Care Wales

Training required

None required

None required

Nationally recognised 3 day
Responsible Person (Water)
course
Nationally recognised 3 day
Responsible Person (Water)
course
Nationally recognised 3 day
Responsible Person (Water)
course

Not required

As determined by RP(W)
assessment

1 day Water Safety Awareness
course

Not applicable

Nationally recognised 3 day

To Be
Appointed By
following
assessment
Positional
appointment
Positional
appointment

Duty Holder
via DP

Duty Holder
via DP

Responsible
Person
(Water)
Positional
appointment

Responsible
Person
(Water)

Responsible
Person
(Water)
Duty Holder
via DP

Responsible

Deputy
Appointed/Requir
ed/Name

Not applicable

Not applicable

Deputy
Responsible Person
(Water)
Deputy
Responsible Person
(Water)
Deputy
Responsible Person
(Water)

Not applicable

Not applicable

Not applicable

External
Consultant (Water)

Alternative

78/394
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Risk Assessor

Contractor Competent
Persons

TEM -POL-v4

Consultant

Appointed External

No No
Consultant

As appointed by

N
WSG No o]

™
A’/
example
report and
references
WSG by
example
report and
references
Responsible
Person
(Water)
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Responsible Person (Water)
course

Nationally recognised 3 day
Responsible Person (Water)
course

As determined by RP(W)
assessment

Person
(Water)

Responsible
Person
(Water)

Responsible
Person
(Water)

appointed External
Consultant

Alternative
appointed Risk
Assessor

Not applicable
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13 MAIN RELEVANT LEGISLATION

The Health and Safety at Work etc. Act: 1974

The Management of Health and Safety at Work Regulations: 1999
The Water Supply [Water Fittings] Regulations: 1999

The Water Supply [Water Quality] Regulations: 2010

The Control of Substances Hazardous to Health Regulations: 2002
The Building Regulations: 1992
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DIGITAL HEALTH AND CARE WALES
HEALTH, SAFETY AND WELFARE POLICY &
PROCEDURE

This document provides information on the Health, Safety and Welfare
of staff across all Digital Health and Care Wales (DHCW) Sites.

Document Version

V2

Status

Approved

1/16

Document author:

Michael McGrath, Estates and Compliance
Manager

Approved by:

Claire Osmundsen-Little

Date approved:
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Review date:

13/05/2025
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STRATEGIC OBJECTIVE [Driving value from data for better outcomes

WELL-BEING OF FUTURE GENERATIONS ACT | A healthier Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS IS0 9001

If more than one standard applies, please list below:

HEALTH CARE STANDARD Staying Healthy

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission: March 2021

Yes, applicable ‘Outcome: Completed

Statement:
Undertaken in March 2021, no negative impact

PUBLIC POLICY EXCEMPTION STATEMENT  [Choose an item.

Choose an item.

APPROVAL/SCRUTINY ROUTE:

Person/Committee/Group who have received or considered this paper prior to this meeting

COMMITTEE OR GROUP DATE OUTCOME
Management Board 16 September 2022
Audit & Assurance Committee 18 October 2022

POL-CG-005 Health, Safety and Welfare Policy and Procedure
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IMPACT ASSESSMENT

QUALITY AND SAFETY
IMPLICATIONS/IMPACT

Yes, please see detail below

Sets our responsibility for the health and safety of Staff and
visitors

LEGAL
IMPLICATIONS/IMPACT

Yes, please see detail below

Compliance with Health and Safety and Environmental
legislation

FINANCIAL
IMPLICATION/IMPACT

No, there are no specific financial implication related to the
activity outlined in this report

WORKFORCE
IMPLICATION/IMPACT

Yes, please see detail below

Focuses upon health and safety to staff

SOCIO ECONOMIC
IMPLICATION/IMPACT

Yes, please detail below

Sustainability

POL-CG-005 Health, Safety and Welfare Policy and Procedure
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Approved Publication
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Michael McGrath

Responsibilities updated to reflect DHCW processes

13/05/2022 | v2

Michael McGrath
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1.2 REVIEWERS

This document requires the following reviews:

Date Version

Name

Position

13/05/2022 | v2

Julie Ash

Head of Corporate Services

13/05/2022 | V2

Claire Osmundsen-Little | Executive Director of Finance

1.3 AUTHORISATION

Signing of this document indicates acceptance of its contents.

Author’s Name:

Michael McGrath

Role:

Estates and Compliance Manager

Signature:

X

Date: | 16/05/2022

Michael McGrath

Approver’s Name:

Claire Osmundsen-Little

Role:

Executive Director of Finance

Signature:

X

Date:

Claire Osmundsen_little

1.4 DOCUMENT LOCATION

Type Location

Electronic SharePoint — Integrated Management System
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2 PURPOSE

The Health & Safety at Work Act 1974 provides the legislative framework to promote, stimulate and encourage
high standards of health & safety at work. The Act is an enabling measure superimposed over earlier health and
safety legislation, thus making one comprehensive and integrated system of law to deal with the health, safety
and welfare of virtually all people at work and the protection of the public where they may be affected by the
activities of people at work.

The particular objectives of the Act are:

a) To secure the health, safety and welfare of people at work.

b) To protect people other than those at work against risks to their health and safety arising out of work
activities.

c) To control the use of explosive or highly flammable or otherwise dangerous substances and generally
preventing people from unlawfully having and using substances.

d) To control the release into the atmosphere of noxious or offensive substances.

Under this Act, it is the duty of the employer to safeguard so far as is reasonably practicable, the health, safety
and welfare of all employees including the provision and maintenance of safe plant and systems of work.

The Act also requires all employers to prepare a written statement of their safety policy and to bring that policy
to the attention of all employees.

Compliance with the Health and Safety at Work Act is a legal requirement. As such, an offence, committed
under the Act would constitute a criminal offense and could lead to prosecution, which could result in a fine
and/or a term of imprisonment.

In addition to the Health and Safety at Work Act, a number of other Acts, Regulations, Codes of Practice and
Guidance Notes have relevance within an organisation where a wide variety of work is undertaken. These are
designed to ensure that the working environment and work in hand is conducted in an appropriate health and
safety manner. As the legislation is constantly under review, the Health and Safety Policy MUST be continually
reviewed on a regular basis. It MUST be active and not static and it MUST rely on the co-operation of each and
every member of the organisation for which it is intended.

Although the ultimate responsibility for compliance with the Act rests with the employer, every employee also
has a responsibility to ensure that no one is harmed as a result of their acts or omissions during the course of
their work.

Employees have a duty under the Act to take reasonable care to avoid injury to themselves or to others and to
co-operate with employers and others in meeting statutory requirements.

The Act also requires employees not to interface with or misuse anything provided to protect their health, safety
and welfare in compliance with the policy.

POL-CG-005 Health, Safety and Welfare Policy and Procedure
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Digital Health and Care Wales (DHCW) is based at the following sites:

Ty Glan-yr-Afon
21 Cowbridge Road East

Building 2, Castlebridge
Cowbridge Road East

Cardiff Cardiff

CF11 9AD CF11 9AB
Technium 2 17 Oldfield Road
Swansea Waterfront Innovation Quarter Bocam Park
Kings Road Pencoed
Swansea Bridgend

SA1 8PH CF355LJ

Media Point Block A South
Unit 3, Mold business Park Mambhilad House
Mold Mamhilad Park Estate
Flintshire Pontypool

CH7 1XY NP4 OYP

The Chief Executive of DHCW is committed to health, safety and welfare of all employees and of those who may
be affected by work related activities.

In recognition of the obligation imposed under the Health and Safety at Work Act 1974, Section 2(3), a DHCW
Policy has been prepared as appropriate to the present organisation and in accordance with current legislation.
The Policy will be reviewed annually or as the organisation changes and/or when legislation, codes of practice
and official guidance dictate. Divisional Health & Safety Policies and Procedures support the DHCW Policy. This
document details the Policy and Procedures for DHCW.

Management within DHCW regards health and safety management to be of equal importance as the provision
of health care and quality and accepts ultimate responsibility for health and safety issues. The Management of
health and safety for DHCW has been delegated to the respective Divisional Service Directors and responsibility
many of these duties have been further delegated to Divisional Health and Safety Leads. Arrangements in place
within DHCW are detailed in Part 2 — Organisation for Health, Safety and Welfare.

It is recognised that health and safety is a key responsibility for Managers and is included in all job descriptions.
Effective health and safety management is based on a good understanding of risks and how to control them,
this is achieved through good quality management.

DHCW has established a Safety, Health and Environmental (SHE) Group, which is made up of both management
and trade union/staff representatives to ensure good and effective communication within the organisation.

Whilst overall responsibility to provide and maintain safe and healthy working conditions, equipment and

POL-CG-005 Health, Safety and Welfare Policy and Procedure
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systems of work rests at the highest level of management, every individual has a responsibility to ensure so far
as is reasonably practicable that the work environment is as safe and health as possible for everyone.

4  ROLES AND REPOSNSIBILITIES

4.1 Organisation for Health and Safety

The ultimate responsibility for compliance with Health and Safety Legislation in DHCW rests with the Chief
Executive. The duty of implementing Health and Safety Regulations has, however, been delegated to:

e Service Directors.

e The DHCW Health and Safety Lead, who is responsible throughout DHCW for the implementation of
DHCW'’s Health and Safety Policy and for presenting Health and Safety issues to the Executive Board.

e FEach Department Manager or equivalent level of manager, who is responsible within their own area.

4.2 Responsibilities

421 DHCW
The DHCW Chief Executive will have overall responsibility for making sure that arrangements are in place for:

e Establishing a DHCW Safety, Health and Environmental Group, which is chaired by an appropriate Senior
Manager (Health and Safety Lead) and has representation from all relevant departments and trade
unions.

e Preparing and implementing the Organisational Structure and allocating responsibility for health and
safety within DHCW and ensuring that the identified personnel (e.g. Health and Safety Lead,
Departmental representatives) within DHCW are aware of their responsibilities.

The DHCW Health and Safety Lead will have responsibility for the following:

e Develop a health and safety action plan, which will be regularly monitored. A copy of the plan will be
submitted to Senior Management Team and the Safety, Health and Environmental Group.

e Liaising with DHCW Risk/Health and Safety Manager.

e The monitoring of Health and Safety performance of all Departments.

e Ensure that risk assessments have been implemented for all activities within the DHCW departments.

e Ensuring that Health and Safety Procedures are developed with DHCW.

e |dentifying a member of staff to act as Health and Safety Co-ordinator for DHCW.

e Ensuring all reports for incidents/accidents are entered onto Datix, DHCW reporting system.

e Ensuring fire risk assessments are carried out on a regular basis.

4.2.2 Directorates

Directorates have overall responsibility for:

e Ensuring that individuals are aware of their responsibilities for health and safety.

e Appointing Directorate Health and Safety Co-ordinators.

e Obtaining specialist advice where required by liaising with the Health and Safety lead and Risk Support
Co-ordinator where required.

e Consulting and involving staff and safety representatives effectively.

e Ensuring that the right level of expertise is in place, for ensuring people receive proper training on
recruitment, and when exposed to new or increased risks, changes in responsibility, the environment
or the introduction to change or technology. Training must be repeated periodically where appropriate.

e For carrying out hazard and risk assessments in line with current legislation.

POL-CG-005 Health, Safety and Welfare Policy and Procedure
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e For staff to have sufficient information about risks they face and the preventative measures.

e To prepare and implement as necessary effective safe systems of work.

e To monitor Health and Safety Performance.

e Toensure that risk assessments are carried out for activities with significant risk within the Department.

e To facilitate the provision of such information, instruction, training and supervision as is necessary to
ensure, so far as is reasonably practicable, the health, safety and welfare at work of staff within
Directorate.

e Ensuring completion of Incident Report Forms for all incidents/accidents on the appropriate Incident
Report Form, which should then be sent to the DHCW Health and Safety Lead Officer.

4.2.3 Health and Safety Coordinators

Directorates will designate a member of staff as Health and Safety Co-ordinator who will have the responsibility
to:

e Organise the distribution of DHCW instructions and guidance to staff throughout the Directorate and
other duties delegated to them by the DHCW Health and Safety Lead Manager.

e Assemble information on health and safety problems within the Directorate and communicate with the
appropriate Directorate Head/DHCW Lead.

The role of the Health and Safety Co-ordinator is not to manage Health and Safety, but to act as a focal point
for the exchange of health and safety information.

Managers/Team Leaders have a responsibility to ensure their staff are working in a safe environment and should
immediately speak to their Directorate Health and Safety Representative if there is an issue within their
Team/Section.

4.2.4 Individual Employees

All employees have a statutory duty of care, both for their own personal safety and that of others who may be
affected by their acts or omissions.

All employees are required to co-operate with their Manager/Supervisor to enable DHCW to meet its own legal
duties.

All employees are expected, in the course of their employment, to report to their Line Manager any hazardous
situations or defective equipment.

4.2.5 Organisational Chart

The Organisation Chart can be viewed by each employee via Teams, it is also accessible via SharePoint.

POL-CG-005 Health, Safety and Welfare Policy and Procedure
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DOCUMENT VERSION
Health & Safety at Work Act 1974
SOP-CS-003 Datix Risk Management Current
SOP-CS-010 Lone Working Procedure Current
SOP-CS-021 Fire Safety Management Current
SOP-NWIS-010 Suspect Packages and Bomb Threats Current
SOP-NWIS-005 Control of Substances Hazardous to Health Current
(COSHH)
PRSS-CS-007 Safety, Health and Environment (SHE) Current
SOP-CS-016 First Aid Procedure Current
6 PROCEDURE
6.1 General Safety Rules

A clean and tidy work area is a safer working area. All employees are required to keep their own work areas
clean and tidy. It is responsibility of every employee to help clean all communal areas.

All employees must:

6.1.2

Eliminate unsafe practices.

Clear up their work area and keep it tidy at all times.
Build safety into every step of the job.

Wear and use safety equipment as instructed.

Training

The identification of training needs is the responsibility of the Directorate Head.

DHCW frequently appoints contractors to carry out a range of activities. Contractors must be issued
with an induction pack upon signing any contract, the contractors will be expected to follow the policy,
and the details outlined in the contractual agreement.

Risk situations specific to the Department should be assessed for training.

Health and Safety, Fire training, Manual Handling and Violence and Aggression is mandatory for ALL
staff.

Training in accordance with identified needs must be allocated to appropriately trained staff.

DHCW Risk/Health and Safety Manager will be available to assist Managers in identifying training needs
in all aspects of health and safety.

DHCW reviews its Statutory and Mandatory Programme annually to comply with new legislation.

The Workforce and Organisational Development Team maintain records of training for all Statutory and
Mandatory training.

Committees/Working Groups

These committees will provide advice to Directorates in order to ensure that accountability is being discharged

POL-CG-005 Health, Safety and Welfare Policy and Procedure
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properly and to ensure that the aims and objectives of DHCW are being achieved.

Committees include:

e DHCW Safety, Health & Environmental Group
e DHCW Health & Wellbeing Group
e DHCW Risk Management Group

6.1.3 Safety Rules

All Procedures/Safe Systems of Work must be monitored and regularly reviewed for their effectiveness.

Following risk assessments, the Directorate Heads/Team Leaders are responsible for devising, documenting and
implementing any safe systems of work necessary in areas under their control, to eliminate hazards or minimise
any risk to the health and safety of employees (or others).

The following rules cover a wide variety of aspects. They are designed to help maintain and improve safety
performance and must be followed at all times. Where Safety rules/procedures exist, they must be followed
without exception.

6.1.4 Risk Assessments

The requirements of the Management of Health and Safety at Work Regulations will be adhered to at all times,
with assessments carried out for all hazardous activities that are carried out by DHCW and the necessary
precautions taken as a result of these assessments.

Management will be responsible for ensuring that the required assessments are undertaken and for keeping a
record of all completed assessments at the work location.

6.1.5 Fire Fighting Equipment

All DHCW sites have been provided with appropriate equipment to help detect an outbreak of a fire and
minimise its spread throughout the building. A programme of inspections and maintenance will maintain all
equipment.

Personnel must be familiar with the use of portable fire extinguishers and know the types of fire and which
extinguisher to use.

6.1.6 Accident/Incident Reporting

All accidents or injuries, however minor, MUST be reported to Office/Departmental Managers at the earliest
opportunity who are then responsible for taking immediate action and forwarding the relevant details to the
Divisional Health & Safety Representative.

The DHCW Health & Safety Lead is responsible for ensuring an entry is made into the Datix (SOP-CS-003) system
for each accident caused in or as a result of work carried out by DHCW and for reporting the accident to the
enforcing authorities under the requirements of RIDDOR (Reporting of Injuries, Diseases and Dangerous
Occurrences Regulations).

RIDDOR is the law that requires employers and other people in control of work premises to report and keep
records of work-related accidents which cause death, work related accidents which cause certain serious

POL-CG-005 Health, Safety and Welfare Policy and Procedure
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injuries (reportable injuries), diagnosed cases of certain industrial diseases and certain dangerous occurrences
(incidents with potential to cause harm).

6.1.7 Personal Protective Clothing and Equipment (PPE)

Having regard to the nature of the work, personal protective clothing and/or safety equipment will be provided
to carry out any jobs that present a risk to the individual. Wherever such equipment is provided it must be used
to minimise the potential and/or the effect of injury.

6.1.8 Chemical Safety

The requirement of the COSHH regulations will be adhered to at all times, with an assessment carried out for
every chemical used by DHCW and the necessary precautions taken as a result of this assessment.
Management will be responsible for keeping a record of all completed assessments along with a copy of the
Material Safety Data Sheet (MSDS) for that product. (SOP-DHCW-005 Control of Substances Hazardous to
Health)

6.1.9 Office Equipment

All necessary office equipment provided by DHCW will be maintained by an appropriate scheme of inspection
and maintenance.

6.1.10 Portable Appliance Testing (PAT)

All electrical equipment will undergo portable appliance testing (PAT) on a periodic basis to ensure it is safe.

6.1.11 Visitors

All visitors must report to reception, where reception facilities exist, and sign in. the receptionist will check that
the visitor is in possession of a visitors badge and contact the person who is being visited who will then make
arrangements for them to meet in the Reception area. The person being visited is responsible for ensuring that
on leaving the premises, the visitor signs out.

6.1.12 Manual Handling

The requirements of the Manual Handling Operations Regulations will be adhered to at all times, with
assessments carried out for the manual handling tasks that are carried out within DHCW and the necessary
precautions taken as a result of these assessments.

Management will be responsible for keeping a record of all completed assessments at the work location.

6.1.13 DHCW Vehicles

All company vehicles will be maintained to MOT standards. It is the responsibility of the drivers of these vehicles
to inspect them for obvious defects prior to use and report any concerns. National speed limits should be
observed at all times when travelling in vehicles.
Mobile phones must NOT be used when driving.

POL-CG-005 Health, Safety and Welfare Policy and Procedure
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6.1.14 Young Persons

Where ‘young persons’ i.e. those under eighteen years of age, are employed or engaged on work experience,
consideration will be given to the duties allocated to them and suitable supervision provided.

A specific risk assessment should be completed for any young person that is employed on a permanent or
temporary basis by DHCW.

6.1.15 Expectant Mothers

Consideration will be given to the tasks allocated to expectant mothers, duties will be restricted i.e. no lifting. A
specific risk assessment should be completed for any pregnant women employed on a permanent or temporary
basis by DHCW. It is the responsibility of pregnant women to inform DHCW of the fact that they are pregnant
in writing.

6.1.16 New Mothers

Risk assessments will be carried out for all new mothers on their return to work following Maternity Leave. If
the mother is breastfeeding, facilities will be made available for milk to be expressed and store. Detailed
arrangements to be agreed with the Department/Line Manager prior to return to work.

6.1.17 Out of Hours Working

Members of staff working outside of normal hours (07:30hrs to 18:00hrs, Monday to Friday) will be required
inform security where premises are alarmed, and should ensure that a colleague is aware of their location. This
includes staff ‘working on” from normal hours.

6.1.18 Working Alone

Staff working alone should comply with instructions for Out of Hours Working where applicate. If a member of
staff working alone has a medical condition, they should make appropriate arrangements to ensure someone
(@ nominated contact, which could be another member of staff or building security) is aware of their
whereabouts and times they are working. If deemed necessary, the member of staff concerned should contact
the nominated person at pre-arranged times.

If it is known that a member of staff will be required to work alone on a regular basis, a specific risk assessment
should be carried out. (SOP-CS-010 Lone Working Procedure)

6.2 Discipline

Disciplinary action under the terms of DHCW’s Disciplinary Procedure will be taken against any employee,
regardless of status, who shows willful disregard for safe working practices. Where the total disregard for Safe
Working Practices seriously affects the health and safety of themselves or that of any other employees, the
employee may be summarily dismissed. Also the employer and their employees may be subject to
prosecution under the Health and Safety at Work Act 1974.

6.3 Monitoring Arrangements for Health and Safety

6.3.1 Internal Monitoring

Health and Safety Audits (HSG65s) should be undertaken on a regular basis. The results will subsequently be
included in the DHCW Action Plan.

POL-CG-005 Health, Safety and Welfare Policy and Procedure
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A programme of SHE (Safety, Health and Environment. PRSS-CS-007) inspections are carried out on a quarterly
basis at each site. Directorate Heads have responsibility for monitoring health and safety performance within
their Directorates. Any identified problems should be considered, addresses and reported to the Health &
Safety Lead and Committee via the Directorate Health and Safety Co-ordinator.

Recognised Trade Unions and Staff Organisations Health and Safety Representatives for DHCW have a
function, which includes monitoring Health and Safety in the workplace.

Employees also have a duty to monitor Health and Safety and to ensure that unsafe conditions and practices
are brought to the attention of Representatives and Managers.

Problems emanating from any audit undertaken must be referred to the appropriate Directorate Service
Directors for auctioning.

6.3.2 External Monitoring

External monitoring of Health and Safety within National Health Service premises is vested in the Health and
Safety Executive.

Health and Safety Inspectors have right of entry to property or premises at any time and are empowered to
obtain information and take possession of any article or substance.

6.3.3 Emergency Situations

Any member of staff discovering an emergency should raise the alarm by whatever method is appropriate for
nature of the emergency.

a) FIRE/BOMB THREAT — Fire alarm systems, either automatic (e.g. smoke detection) and/or manually
operated (e.g. break-glass) are designed to alert personnel to the danger of fire. The alarm signal may be
intermittent (prepare for evacuation), a continuously ringing bell, or a hooter. Staff should know the alarm
tone for the building and on hearing the evacuation alarm, evacuate the building to a safe location (the
assembly points specified on Fire & Emergency Arrangements posters located on DHCW notice boards). If an
individual discovers a fire, the first priority is to raise the alarm by an appropriate method (Fire Action notices
are displayed by break-glass points) so that other occupants of the building are alerted to the danger and to
ensure that the emergency services are informed. (SOP-CS-021 Fire Safety Management/SOP-NWIS-010
Suspect Packages and Bomb Threats)

b) FIRST AID — A First Aider should be contacted immediately to assist any physically injured or medically ill
personnel. If required, Emergency Services should be called.

First Aiders are responsible for ensuring each work location provides and maintains adequate first aid facilities
for the treatment of minor injuries. (SOP-CS-016)
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7  POLICY STATEMENT

This is the NHS Wales Informatics Service Health and Safety Policy Statement

Our statement of General Policy is:

. To provide adequate control of the health and safety risks arising from our work activities;

. To consult with our employees on matters affecting their health and safety;

. To provide and maintain safe plant and equipment;

. To ensure safe handling and use of substances;

. To provide information, instruction and supervision for employees;

. To ensure all employees are competent to do their tasks, and to give them adequate training;;
. To prevent accidents and causes of work related ill health;

. To maintain safe and health working conditions; and

o To review and revise this policy as necessary at regular intervals.

8  DEFINITIONS

TERM

DEFINITION

RIDDOR

Reporting of Injuries, Diseases and Dangerous Occurrences Regulations
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COSHH Control of Substance Hazardous to Health Regulations 2002
MSDS Material Safety Data Sheet
PAT Portable Appliance Testing

Young Persons

Those under the age of eighteen years of age, who are employed or
engaged on work experience

Out of Hours Working

Members of staff working outside of normal working hours

HSG65s

Health and Safety Audits
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HANDLING CONCERNS AND COMPLAINTS

This Policy sets out the process for handling of any concerns or
complaints raised with the organisation
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STRATEGIC OBJECTIVE |Delivering High Quality Digital Services

WELL-BEING OF FUTURE GENERATIONS ACT | A healthier Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS IS0 9001

If more than one standard applies, please list below:

HEALTH CARE STANDARD Safe Care

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission:17/03/2021

Yes, applicable ‘Outcome: Positive

Statement:

This policy is predominantly intended as an internal facing policy which describes the staff
responsibilities and the organisational structures needed to support the concerns management
process.

The policy is intended to make the concerns management process as quick and as fair as possible,
with concerns being assessed on the basis of facts and in accordance with the Regulations. It is
therefore felt that the impact is largely positive.

APPROVAL/SCRUTINY ROUTE:

Person/Committee/Group who have received or considered this paper prior to this meeting
COMMITTEE OR GROUP DATE OUTCOME
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IMPACT ASSESSMENT

QUALITY AND SAFETY
IMPLICATIONS/IMPACT

Yes, please see detail below

Safe services

LEGAL
IMPLICATIONS/IMPACT

Yes, please see detail below

Links to Putting Things Right

FINANCIAL
IMPLICATION/IMPACT

Yes, please see detail below

Potential for shared claims

WORKFORCE
IMPLICATION/IMPACT

No, there is no direct impact on resources as a result of the
activity outlined in this report.

SOCIO ECONOMIC
IMPLICATION/IMPACT

No. there are no specific socio-economic implications related
to the activity outlined in this report
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3 POLICY STATEMENT

Digital Health & Care Wales (DHCW) is a national organisation focused on building and designing digital
services for health and care in Wales.

However hard we try to deliver high quality systems and services, we do recognise that, on occasion,
it could be possible for our service may fall short of expectations and give rise to Concerns or
Complaints.

We deliver our functions by working in close cooperation with partners such as Welsh Government
NHS Health Boards, NHS Trusts and Social Care. It is important that in considering any Concerns or
Complaints we are cognisant of their role and contribution. The difference between a Concern and a

Complaint

Concern. DHCW regards a Concern as an expression of worry or doubt over an issue considered to be
important for which reassurance is sought.

DHCW will aim to resolve Concerns at the earliest opportunity. The process for handling a Concern is
outlined in Section 9.

Complaint. DHCW regards a Complaint to be any expression of dissatisfaction about a DHCW action,
or lack of action, or about the standard of service provided by us or on our behalf.

DHCW will aim to resolve a Complaint at the earliest opportunity.
The process for handling a Complaint informally (Informal Complaint) is outlined in Section 10 below.

Where an individual wishes to raise their Complaint formally (Formal Complaint) they may do so
through raising a Complaint in accordance with Section 11 below.

4 SCOPE

A Concern or Complaint can be made under this policy by anyone. A DHCW employee can raise a
Concern or a Complaint under this policy where the issue does not come under the All Wales
Disciplinary, All Wales Respect and Resolution Policy or NHS Wales Raising Concerns Policy.

Whoever raises a Concern or makes a Complaint will suffer no detriment as a consequence of doing
SO.

5 PURPOSE

This document details DHCW’s process for dealing with Complaints and Concerns and outlines how
this should be managed.
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The DHCW Special Health Authority is not recognised as a body under the Putting Things Right (PTR)
Regulations however the organisation will need to co-operate with Welsh NHS bodies in any
investigations they carry out under PTR with which the SHA has an indirect involvement.

Through the effective management of the process DHCW will aim, where possible and appropriate, to
put things right. Where it is not possible to resolve matters to the satisfaction of the complaining party,
we will explain why this is not possible and advise that they may raise the matter with the Public Service
Ombudsman for Wales.

The DHCW Board supports organisational learning, which is then shared locally throughout DHCW. A
key requirement is therefore the sharing of lessons learned arising from Complaints with the staff
involved and, where relevant, the wider organisation and external stakeholders in order to share good
practice and bring about real improvements.

DHCW welcomes the comments of service users, both positive and negative as these help us to
improve our service.

6 COMPLAINTS INCLUDED UNDER THE POLICY

The Paragraphs below anticipate the areas that will be considered under our Complaints Handling
Policy (this is not an exhaustive list).

It is anticipated that matters will be raised by staff or members of the public in respect of the following
areas:

e afailure to provide or an adequate level of service;

e alack of information and clarity;

e adifficulty in contacting DHCW;,

e the treatment by or the attitude of a member of our staff;
e environmental issues;

e domesticissues;

e operational and procedural issues;

e afailure by us to follow the appropriate process; and

e dissatisfaction with the Complaints Handling Policy.

A Complaint by a member of DHCW staff that cannot be raised under the All-Wales Disciplinary Policy,

All Wales Respect and Resolution Policy or NHS Wales Raising Concerns Policy can be dealt with under
this Policy.

7 COMPLAINTS EXCLUDED UNDER THE POLICY

The following are matters which we cannot deal with under our Complaints Handling Policy:
e the subject matter can be raised by a member of staff under the All-Wales Disciplinary Policy,
All Wales Grievance Policy or NHS Wales Raising Concerns Policy.
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a Complaint that has been investigated by the Public Services Ombudsman for Wales;

a Complaint which arises out of an alleged failure of the Organisation to respond to a Freedom
of Organisation request or Data Subject Access Request;

matters relating to services not provided by or funded by DHCW;

a Complaint where the complainant has already commenced legal proceedings, or has clearly
indicated and intent to do so, rather than pursue the matter under this Complaints Handling
Policy;

a previously concluded Complaint or a request to have a Complaint reconsidered where DHCW
has already given our final decision;

a Complaint covered by Policies of other organisations;

to patient treatment and care as DHCW does not treat patients directly (however see section
5);

to disciplinary proceedings that DHCW is taking or proposing to take, arising from the
investigation of a Complaint notified and dealt with in accordance with this Policy. In such
circumstances these would be via DHCW’s workforce procedures.

8 ROLES AND RESPONSIBILITIES

8.1 Chief Executive

The Chief Executive has overall responsibility for dealing with Complaints. This responsibility has been
delegated on a day-to-day basis in accordance with the remaining provisions of this section 8.

8.2 Responsible officer — Head of Corporate Services

DHCW has designated the Head of Corporate Services to act as the responsible officer to oversee the
day-to-day management of these arrangements.

The responsible officer ensures arrangements are in place to:

manage and consider Complaints;

ensure that Complaints are dealt with in compliance with this Policy;

ensure arrangements are in place to review the outcome of all investigated Complaints to
ensure that any failure in provision of service identified during the investigation are acted upon,
improved and monitored in order to prevent recurrence;

ensuring that an annual report is prepared summarising the organisation’s activities in respect
of Complaints.

ensuring that arrangements for dealing with Complaints are published and that a copy of the
arrangements is given free of charge to any person who requests it, in the format requested.

The Board Secretary can delegate responsibilities for Complaints to an authorised person but remains
the accountable person in any situation.
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8.3 Director role

It is the responsibility of the appropriate Director to undertake the investigation of a Complaint,
appoint the Investigating Officer and to support their managers in conducting investigations within a
timely manner to achieve the response targets. They are also responsible for undertaking quality
assurance reviews of Complaint responses before they are submitted to the Chief Executive and Board
Secretary. Directors are required to address any issues in relation to the quality of the investigation
within their areas and to ensure lessons are being learnt and shared across the organisation, as
appropriate, to improve services and prevent reoccurrence.

In certain circumstances it may not be deemed to be appropriate for a Director to undertake
responsibility for an investigation arising from a Complaint in respect of their Directorate. This may
arise where a Director is, for example, conflicted or too closely associated with the subject matter of
the Complaint. In such circumstances a Director may be appointed from a different area of the
organisation to ensure objectivity.

8.4 Investigating Officer

Complaints should be investigated by the most appropriate manager from the service area, function
or programme appointed by the relevant Director. Investigating Officers will possess subject expertise
to apply to the investigation and will work with a range of other managers and staff throughout the
organisation to assist investigations. Where deemed appropriate an Investigating Officer may be
appointed from a different area of the organisation to ensure objectivity. The Investigating Officer will
receive appropriate training, this shall include wider training around cultural competencies and biases.

8.5 All staff

All staff must be aware of the organisational policies and procedures to ensure they know how to:
e deal with Complaints;
e learn from Complaints;
e cooperate fully and openly in the investigation of Complaints.

If a member of staff is involved at any level with a Complaint that involves a conflict of interest, they

must declare an interest. Any Investigating Officer or person signing off a Complaint must not have
any conflict of interest with either the complainant or the person about whom the Complaint is made.

9 PROCESS FOR HANDLING A CONCERN
A Concern may be raised by e-mail, in writing or by telephone.

Concerns will be resolved informally, without the need to use DHCW's formal Complaints process.
DHCW will always try do deal with a Concern quickly and seek a swift resolution where possible.

Concerns should be logged through forwarding an email headed ‘Concern’ via the Feedback Form on
the DHCW Internet Site. The email shall contain a brief description of the Concern.

Concerns may also be raised in writing to:
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Chief Executive

Digital Health & Care Wales
Ty Glan-yr-Afon

21 Cowbridge Road East
Cardiff

CF11 9AD

If someone wishes to talk through their concern on the telephone, they should call 029 2050 0500 and
state that they wish to raise a concern. The Receptionist will take details and arrange for an
appropriate person to call them back on the same day.

The Concern must be made within three months of the event that has raised the concern.

10 PROCESS FOR HANDLING AN INFORMAL COMPLAINT

An Informal Complaint may be raised by e-mail, in writing or by telephone.

Many Complaints will be resolved informally without the need to use DHCW’s formal Complaints
process. DHCW will always try do deal with an Informal Complaint quickly and seek a swift resolution
where possible.

All Complaints which are resolved informally should be logged through forwarding an email headed
‘Informal Complaint’ via the Feedback Form on the DHCW Internet Site. The email shall contain a brief
description of the Informal Complaint.

Informal Complaints may also be raised in writing to:

Chief Executive

Digital Health & Care Wales
Ty Glan-yr-Afon

21 Cowbridge Road East
Cardiff

CF11 9AD

If someone wishes to talk through their informal complaint on the telephone, they should call 029
2050 0500 and state that they wish to raise an informal complaint. The Receptionist will take details
and arrange for an appropriate person to call them back on the same day.

The Informal Complaint must be made within three months of the event that is being complained
about.

11 PRINCIPLES FOR HANDLING A FORMAL COMPLAINT

DHCW is committed to dealing with Complaints in an open, accessible, and fair manner. The process
set up for the investigation and handling of Formal Complaints will ensure:
e thereis a single point of entry for the submission of Complaints;
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e Complaints are properly investigated in an open and efficient manner;

e the complainant is treated with respect and courtesy;

e the complainant’s expectations are established and their involvement in the process sought;

e the Complainant is advised of a named person who will act as their contact throughout the
handling of their Complaint;

e the complainant is advised of the availability of assistance to enable them to pursue their
Complaint;

e the complainant receives a timely and appropriate response to their Complaint and is kept
informed if there is a delay;

e the complainant is informed of the outcome of the investigation;

e the complainant is assured that if the Complaint is upheld, appropriate action has been/will be
taken as a result of their raising a Complaint to prevent similar cases arising.

We will develop an understanding of why some members of the community who may wish to raise a
Concern might not feel able to do so. This may be due to cultural, social, gender and other reasons,
including sensory loss, any of which might result in ineffective communication. Staff should be mindful
of the issues which might act as a barrier to people raising a Concern and look for ways to assure
people that it is safe for them to raise an issue.

12 CONSENT

Information contained within a Complaint falls within the definition of personal data contained within
the Data Protection Act 2018. Anyone can raise a Complaint and DHCW has a duty to consider whether
it can be investigated. The investigation may need access to the person raising the Complaint’s records.

Implied consent. Where the service user raises the Complaint regarding him or herself, then in doing
so it can be deemed as implied consent to undertake an investigation. However, for the individual to
be clear in the knowledge that their records may need to be accessed this should be explained in the
acknowledgement letter, as this provides them with an opportunity to indicate that they do not wish
their records to be accessed.

Required Consent. Where a representative raises a Complaint on behalf of someone else then they
must provide proof that they have received such an instruction from the Complainant. A consent form
will be made available on our website to support the process.

13 TWO STAGE INVESTIGATION PROCESS FOR A FORMAL COMPLAINT

The process through which an individual should raise a Formal Complaint is outlined in Section 14
below. DHCW will acknowledge a Formal Complaint within two working days of receipt.

An Investigating Officer will be allocated to a Formal Complaint within three days of its receipt.
Stage One: early local resolution DHCW will always try to resolve a Complaint quickly and within ten
working days of receipt of the Complaint where possible. Where appropriate, this could mean an on-

the-spot apology and an explanation if something has clearly gone wrong, and immediate action to
resolve the problem. Where it is not possible to resolve a Complaint through the Stage 1 Process within
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ten working days DHCW will confirm this in writing through a holding letter which will confirm the
additional required time.

Stage Two: Investigation

In the event that the Complaint is not resolved to the satisfaction of all parties through the Stage One
process or, DHCW deems the Complaint is more complex requiring more detailed investigation, the
Stage Two procedure will be followed.

DHCW will provide its response as soon as possible. This will be no more than 30 working days after
the receipt of the Complaint unless there is clearly a good reason for needing more time. Where such
additional time is required DHCW will confirm this in writing through a holding letter. Where a
Complaint has been escalated from Phase 1 to a Phase 2 the 30 working days shall be measured from
the date of escalation.

14 MAKING A FORMAL COMPLAINT

The person making the Formal Complaint, or their representative, should inform the Chief Executive
via the Feedback form on our Internet site headed ‘Formal Complaint’ or in writing to the Chief
Executive Officer, at Ty Glan-yr-Afon, 21 Cowbridge Road East, Cardiff, CF11 9AD

To assist DHCW to respond to the Complaint as quickly as possible it should contain the following
information:
e complainant’s full name and address, and email address if this is the preferred method of
contact,
e when the event happened;
e where the event happened;
e how the person making the Complaint would like DHCW to resolve the matter.

If the person would rather talk through their complaint on the telephone, they should call 029 2050
0500 and state that they wish to raise a complaint. The Receptionist will take details and arrange for
an appropriate person to call them back on the same day.

The Complainant will receive an acknowledgement of their Complaint within two working days of it
being received by DHCW.

The Complaint must be made within three months of the event that is being complained about.
DHCW will accept Complaints from the representatives of a person who is making a Complaint. This is

subject to us having first received confirmation in writing that the person making the Complaint has
appointed a representative to act on their behalf in the matter.

15 STAFF SUPPORT

Information about the investigation must be given to the staff involved in a truthful and open manner
although if imparting this information may jeopardise the investigation, then it is advised not to inform
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the member of staff.

The line manager of a member of staff who is a subject of a Complaint needs to consider what level of
support they may need, as the member of staff may feel anxious and need reassurance and support
as the investigation progresses.

In collaboration with the member of staff, referral to appropriate staff support services should be
considered as required. Staff may also seek support from their relevant professional bodies or
representative union.

16 QUALITY ASSURANCE

The organisations quality assurance process includes a review of investigations and response letters
by the relevant Director and Head of Corporate Services.

It is the organisations policy that no final response letters should be sent by Managers directly to the
person raising the Complaint. All final response letters must be approved and sent from the Chief
Executive or nominated deputy.

17 REPORTING MECHANISM MONITORING THE PROCESS

All Complaints are monitored to ensure they have been adequately investigated, remedial action taken
and that lessons have been learnt. DHCW'’s Executive Team will consider Complaint reports and make
recommendations as appropriate.

All serious Complaints raised will be reported to the Management Board. Details of the subject and
nature of the Complaints, together with the outcome of the investigations must be recorded.

Compliance with the stated time periods for response are monitored and reported. The Board will be
made aware of Complaints which may adversely affect the reputation of the Board by the Chief
Executive supported by the Board Secretary.

DHCW’s performance in respect of handling Formal Complaints will be monitored and reported upon
through the Governance Section of the Integrated Operational Performance Report.

An annual report will be provided to the Audit and Assurance Committee. The report will include the
number of Complaints notified, the number of Complaints referred to the Public Services Ombudsman
for Wales and the number of matters referred to redress.

This Policy will be monitored by the Management Board and the Audit and Assurance Committee and
will be subject to review in light of new guidance legislation or organisational change.

18 INVESTIGATIONS UNDERTAKEN BY THE PUBLIC SERVICES OMBUDSMAN FOR
WALES

If the person raising the Complaint remains dissatisfied following a Stage 2 Process outcome the
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person raising the Complaint can refer the matter to the Public Service Ombudsman for Wales.

Contact details of the Public Services Ombudsman for Wales must be provided within the response
letter to the person raising the Complaint.

19 EQUALITY AND WELSH LANGUAGE

DHCW shall undertake the implementation of this policy in accordance with the Equality Act 2010.
Under the Act people are not allowed to discriminate, harass, or victimise another person on the basis
of a protected characteristic defined as: age, disability, gender reassignment, marriage and civil
partnership, pregnancy and maternity, race, religion and belief, sex, and sexual orientation.

It is important where the Welsh Language forms part of the Complaint that the Complainant is advised
that as well as the Public Services Ombudsman for Wales, they can take their Complaint to the Welsh
Language Commissioner if they remain unhappy. This information should be included within the final
response letter as appropriate.

Staff should also be sensitive to the requirements of Welsh speakers in the handling of their
Complaints. Arrangements should be put in place to ensure they are able to raise their Complaints,
discuss them with Welsh speaking members of staff and receive a response in Welsh.

20 STORAGE AND MANAGEMENT OF COMPLAINTS FILES

This file is the responsibility of the Investigating Officer. It is the responsibility of the Head of Corporate
Services to ensure that when closing the Complaint, the file is complete, accurate and holds no
contentious remarks as the information is disclosable.

21 GETTING HELP WITH THIS POLICY

If you require support on any element of this policy please contact the Head of Corporate Services or
the DHCW.CorporateGovernance@wales.nhs.uk inbox.
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APPENDIX 1

Concerns and Informal
Complaint Process

A Concern or Informal
Complaint must be raised
with three months of the
event

Recording

Concerns should:

e be logged by completion of
the Feedback Form on the
DHCW website, with the title
“Concern” in the header; or

e be made in writing to DHCW
Headquarters; or

e be logged with DHCW
Corporates Services via the
main switchboard number.

The submission should contain a
brief description of the matter.

Informal Complaints should be
logged as above with the title
“Informal Complaint” in the
header

The submission should contain a
brief description of the matter.
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Resolution

DHCW will aim to resolve

matters as soon
possible
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APPENDIX 2

Complaints Procedure

A complainant or their
representative can
make a Formal
Complaint via the
Feedback Form
located on the DHCW
website with “Formal
Complaint” in the title
or in writing to the
Chief Executive at Ty
Glan-yr-Afon, 21
Cowbridge Road East,
Cardiff, CF11 9SAD or
logged by telephone
with DHCW Corporate
Services on the main
switchboard number

The Formal Complaint
must be raised within
three months of the
event.

The following

information is

required to support a

Formal Complaint:

e Complainant’s full
name and contact

details

e When the event
happened

o Where the event
happened

e How the person
making the
Compliant  would

like DHCW to
resolve the matter

INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY

Stage One:
Early, local
resolution

The  Stage One
Formal Complaint
must be
acknowledged by
DHCW within two
working days.

An Investigating
Officer is to be
appointed within

three working days.

We will try to resolve
a Stage One Formal
Complaint  quickly
within ten working
days if we can.

We will keep the
complainant updated
on our progress

Stage Two:
Investigation

The Formal
Complaint will be
reviewed at this
stage if the
complainant is
dissatisfied with our
response under
Stage One

Or,

If it is clear that the
matter is complex
or needs detailed
investigation.

The Stage Two
Formal Complaint
must be

acknowledged
within two working
days.

An Investigating
Officer is to be
appointed  within
three working days.

We will aim to
reach a decision as
soon as possible.
This will be after no
more  than 30
working days unless
there is clearly a
good reason for
needing more time.
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The Public Services
Ombudsman for
Wales

If, after receiving our
final decision, the
complainant remains
dissatisfied with our
decision or the way we
have handled their
Complaint, we will
advise they can ask the
Public Services
Ombudsman for Wales
to consider the matter.
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DIGITAL HEALTH AND CARE WALES
INTEGRATED MEDIUM TERM PLAN
2023-2026

Agenda 2.9
Iltem
Name of Meeting Audit and Assurance Committee
Date of Meeting 18 October 2022
Public or Private Public
IF PRIVATE: please | N/A
indicate reason
Executive Sponsor Ifan Evans, Executive Director of Strategy
Ifan Evans, Executive Director of Strategy /
Prepared By Ruth Chapman, Assistant Director of Planning
Presented By Ruth Chapman - Assistant Director of Planning
Purpose of the Report For Noting

Recommendation

The Committee is being asked to:
NOTE the start of the Integrated Medium-Term Plan 2023-2026 development cycle.
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STRATEGIC OBJECTIVE

All Objectives apply

CORPORATE RISK (ref if appropriate)

N/A

WELL-BEING OF FUTURE GENERATIONS ACT

A Healthier Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS

ISO 27001

If more than one standard applies, please list below:

HEALTH CARE STANDARD

N/A

If more than one standard applies, please list below: This is not a policy but a planning framework.

EQUALITY IMPACT ASSESSMENT STATEMENT

Date of submission:

No, (detail included below as to reasoning)

Outcome:

Statement: This is not a policy but a planning document.

Workforce EQIA page

IMPACT ASSESSMENT

QUALITY AND SAFETY
IMPLICATIONS/IMPACT

No, there are no specific quality and safety implications
related to the activity outlined in this report.

LEGAL
IMPLICATIONS/IMPACT

No, there are no specific legal implications related to the
activity outlined in this report.

FINANCIAL
IMPLICATION/IMPACT

No, there are no specific financial implication related to the
activity outlined in this report

WORKFORCE IMPLICATION/IMPACT

No, there is no direct impact on resources as a result of the
activity outlined in this report.

SOCIO ECONOMIC
IMPLICATION/IMPACT

No. there are no specific socio-economic implications related
to the activity outlined in this report

RESEARCH AND INNOVATION
IMPLICATION/IMPACT

No, there is no specific research and innovation implications
relating to the activity outlined within this report

IMTP 2023-26 Update

Page 2 of 4
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Acronyms

IMTP Integrated Medium Term Plan

PPMG | Planning and Performance

Management Group

2 SITUATION/BACKGROUND

2.1 This document notes the start of the Integrated Medium Term Plan development cycle for
2023-2026.

2.2  The Welsh Government have indicated that the IMTP for 2023-2026 needs to be submitted on
315t Jan 2023 following approval by the DHCW Board. This is two months earlier than the
previous year’s plan. The main drafting of the plan would need to be completed by the end of
Dec 2022 to enable Board sign off mid-January.

2.3 The Welsh Government determine the priorities, timing and general format of the IMTP, and
issue guidance via a Planning Framework document during the Autumn. This guidance has not
yet been issued by Welsh Government. However, DHCW teams are already undertaking
preparatory work for the IMTP through a series of portfolio workshops.

2.4  The Audit and Assurance Committee will have the opportunity to comment on relevant areas
before the final draft is taken to Board. The next committee meeting after the October 2022
meeting is early February 2023, and unless the Welsh Government dates change, this will be
after the IMTP submission for approval. Therefore the committee will be asked to review
outside of Committee.

2.5 Relevant topics for review will include:

e (Quality and regulatory

e Decarbonisation / estates
e Welsh language

e Risk

e (Governance arrangements
e Commercial services

3 SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

3.1 Thisis the second year of IMTP submission as a Special Health Authority and the working
assumption is to broadly stick to the objectives agreed with the DHCW Board during the last
cycle. Significant engagement took place during the year culminating in an agreed approach
signed off just six months ago. Therefore the same missions and portfolio approach will
generally continue.

3.2 The diagram below shows the high level plan of both the three year IMTP and the DHCW
Annual Business Plan. The dates of further discussion and reporting to the DHCW Board are
noted in the timeline.

IMTP 2023-26 Update Page 3 of 4 Author: Ruth Chapman

Approver: Ifan Evans
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IMTP AND BUSINESS PLAN TIMELINE

O Board Development Sessions
. SHA Board
. Management Board

| Jan | Feb Mar

ot ot oft
o ot g g 5t

. - et . e : . (0"
Portfolio Workshops Stakeholder endorsements (portfolios)
Workforce/Finance IMTP Planning
Health Board Planning (IMTP alignment) Health Board Planning (milestones)

Milestones Capacity

Workforce/Finance Review Workforce/Finance - budgets

IMTP

Final Drafting

Business Plan

3.3  Opportunities will be looked at to streamline and simplify the plan and to accommodate
shifting priorities through the three year period of the plan.

4  KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

4.1 The next committee meeting after the October 2022 meeting is early February 2023, and,
unless the Welsh Government dates change, this will be after the IMTP submission for
approval. Therefore the committee will be asked to review outside of Committee.

5 RECOMMENDATION
The Committee is being asked to:
NOTE the start of the Integrated Medium-Term Plan 2023-2026 development cycle.

6 APPROVAL/SCRUTINY ROUTE

Person / Committee / Group who have received or considered this paper prior to this meeting

PERSON, COMMITTEE OR GROUP DATE OUTCOME
Weekly Executive Team Meeting 03/08/2022 Noted

Page 4 of 4 Author: Ruth Chapman

IMTP 2023-26 Update
Approver: Ifan Evans
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20211005-A06

Date of Meeting Action/Decision Detail

Audit Wales to share the paper setting out WCCIS progress, following consideration by the Senedd
05/10/2021 Committee.

Agenda item 3.1

Action Lead Due Date Status/Outcome Narrative
Audit Wales are in the process of preparing an update paper on WCCIS for the Senedd Public
Accounts and Public Administration Committee. The paper will be shared with DHCW after it has
been presented to the Committee for consideration sometime in January 2022. Update 4/07/2022
the report will be shared with DHCW colleagues following presentation at PACS and received at A&A

Status

Revised Action

Revised due date

Session Type

Wales Audit Office 3 04/11/2021 October meeting. Complete Public

A link to Centre for Digital Public Services (CDPS) to be provided. RG will be linking with CDPS and

20220503-A01 03/05/2022 DHCW Health Care Standards Teams. Chris Darling (DHCW - Board Secretary) 20/06/2022 Contact details of CDPS and DHCW standards staff shared for a joint discussion to take place. Complete Public
Nathan Couch (Wales Audit) to feedback to colleagues the importance of digital in the backlog of Feedback provided and Audit Wales Director has responded to the Audit Committee member who

20220704-A01 04/07/2022 planned care and update the Committee of comments back from colleagues. Wales Audit Office 3 22/08/2022 raised the query. Complete Public
Risk Management: The Committee agreed it was timely to look in more detail at some of the risks
and were asked to give some thought on which area to look at and feed back to the Corporate

20220704-A02 04/07/2022 Governance department in the next few days Chris Darling (DHCW - Board Secretary) 11/07/2022 A deep dive is on the agenda for 18th October, focusing in on financial risks. Complete Public
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DIGITAL HEALTH AND CARE WALES
INTERNAL AUDIT PROGRESS REPORT 2022/23
NWSSP AUDIT & ASSURANCE SERVICES

Agenda 4.1
[tem

Name of Meeting

Audit and Assurance Committee

Date of Meeting

18 October 2022

Public or Private

Public

IF PRIVATE: please

Choose an item.

indicate reason

Executive Sponsor Chris Darling, Board Secretary

Prepared By Stephen Chaney, Deputy Head of Internal Audit

Simon Cookson, Director of Audit and

Presented By Assurance

Purpose of the Report For Noting

Recommendation

The Committee is asked to NOTE the Internal Audit Progress Report.
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1 IMPACT ASSESSMENT

STRATEGIC OBJECTIVE All Objectives apply

CORPORATE RISK (ref if appropriate)

WELL-BEING OF FUTURE GENERATIONS ACT A More Equal Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS N/A

If more than one standard applies, please list below:

HEALTH CARE STANDARD Governance, leadership and acccountability

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission: N/A
No, (detail included below as to reasoning) ‘Outcome:
Statement: N/A

IMPACT ASSESSMENT

QUALITY AND SAFETY No, there are no specific quality and safety implications
IMPLICATIONS/IMPACT related to the activity outlined in this report.

LEGAL No, there are no specific legal implications related to the
IMPLICATIONS/IMPACT activity outlined in this report.

FINANCIAL No, there are no specific financial implications related to the
IMPLICATION/IMPACT activity outlined in this report

WORKFORCE IMPLICATION/IMPACT | No, there is no direct impact on resources as a result of the
activity outlined in this report.

SOCIO ECONOMIC No, there are no specific socio-economic implications related
IMPLICATION/IMPACT to the activity outlined in this report.
Internal Audit Progress Report Page 2 of 4 Author: Stephen Chaney

Approver: Simon Cookson
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RESEARCH AND INNOVATION No, there are no specific research and innovation implications
IMPLICATION/IMPACT relating to the activity outlined within this report.

Acronyms

DHCW | Digital Health and Care Wales SHA Special Health Authority

2.1

SITUATION/BACKGROUND

This document sets out the progress with the Internal Audit Plan for 2022/23 (the ‘Plan’) for
Digital Health and Care Wales (DHCW), detailing the audits to be undertaken and the status of
each of them. This is a standard format report that will be provided to every meeting of the
Audit and Assurance Committee.

3 SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

3.1 The Committee provides assurance to the Board that an appropriate Internal Audit programme
is in place for the year and is being delivered in accordance with required quality standards.

3.2 The report contains the current status of the planned audits for 2022/23, including assurance
and priority ratings, when completed. It also contains details of an additional review
undertaken regarding IT stock.

4 KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

4.1 The Committee is asked to NOTE the Progress Report.

Internal Audit Progress Report Page 3 of 4 Author: Stephen Chaney

Approver: Simon Cookson

INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY

120/394



4/4

5 RECOMMENDATION

,Q\ G | G lechyd a Gofal
W CYmRru | Digidel Cymru
HS | pigital Health

\/

ALESs | and Care Wales

5

5.1 The Committee is asked to NOTE the Internal Audit Progress Report.

6 APPROVAL/SCRUTINY ROUTE

Person / Committee / Group who have received or considered this paper prior to this meeting

PERSON, COMMITTEE OR GROUP

DATE

OUTCOME

N/A

Internal Audit Progress Report

Page 4 of 4

Author: Stephen Chaney
Approver: Simon Cookson
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Internal Audit Progress Report October 2022
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Internal Audit Progress Report October 2022

1. Introduction

The purpose of this report is to:
e highlight progress of the 2022/23 Internal Audit Plan for DHCW; and

e provide an overview of other activity undertaken since the previous meeting.

2. Progress of the 2022/23 Internal Audit Plan

Detailed progress in respect of each of the 14 reviews in the 2022/23 Internal Audit
Plan is summarised in Appendix A. However, the table below summarises the current
status.

Total number of audits in plan (including one

" . . 14
additional advisory review)
Final reports 3
Draft reports 3
Work in progress 2
Planning 3
Not yet started 3

3. Other Activity

The following meetings have been held/attended during the reporting period:
e attendance at Board Development sessions;

e monthly meetings between the Acting Head of Internal Audit and Board
Secretary;

¢ Audit and Assurance Committee pre-meeting;
e audit scoping meetings; and
e liaison with senior management.

4. Recommendation

The Audit and Assurance Committee is invited to note the above.

NWSSP Audit and Assurance Services 3
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Appendix A: Progress against 2022/23 Internal Audit Plan

Anticipated Audit

Review Status Rating Summary of recommendations

Committee!
Financial
Sustalnablllty Draft Report January
Not yet
Risk Management started May
Performance Work in
May
Management progress
Corporate Not yet Ma
Governance started Y
Embedding the
Stakeholder Draft Report January
Engagement Plan
Centre of Excellence Planning May
Workforce Planning Planning January
Recommendation Final Report Reasonable 3 Medium, 1 Low Priority October
Tracker
SW|tch|ng Services Draft Report January
Not yet
Technical Resilience started May
Cyber Security Planning May
Decarbonlsatlon Final Report N/A N/A - as management actions October
Estates Compliance ;Nork in January
rogress

32 recommendations (15

IT Stock Review Final Report N/A priority, 17 other) October
1 May be subject to change
NWSSP Audit and Assurance Services 4
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DIGITAL HEALTH AND CARE WALES
RECOMMENDATION TRACKER
NWSSP AUDIT & ASSURANCE SERVICES

Agenda 4.2
[tem

Name of Meeting

Audit and Assurance Committee

Date of Meeting

18 October 2022

Public or Private

Public

IF PRIVATE: please
indicate reason

Choose an item.

Executive Sponsor

Chris Darling, Board Secretary

Prepared By

Stephen Chaney, Deputy Head of Internal Audit

Presented By

Stephen Chaney, Deputy Head of Internal Audit

Purpose of the Report

For Assurance

Recommendation

The Committee is asked to receive the Internal Audit report for ASSURANCE which has been
agreed with the Executive Lead.

TY GLAN-YR-AFON 21 Heol Ddwyreiniol Y Bont-Faen, Caerdydd CF11 9AD

TY GLAN-YR-AFON 21 Cowbridge Road East, Cardiff CF11 9AD

126/394



Q lechyd a Gofal
@ Jngu Digidel Cymru
\ / H Digital Health

o ALESs | and Care Wales

0

5

1 IMPACT ASSESSMENT

STRATEGIC OBJECTIVE All Objectives apply

CORPORATE RISK (ref if appropriate)

WELL-BEING OF FUTURE GENERATIONS ACT A More Equal Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS N/A

If more than one standard applies, please list below:

HEALTH CARE STANDARD Governance, leadership and acccountability

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission:
No, (detail included below as to reasoning) ‘Outcome:
Statement: N/A

IMPACT ASSESSMENT

QUALITY AND SAFETY No, there are no specific quality and safety implications
IMPLICATIONS/IMPACT related to the activity outlined in this report.

LEGAL No, there are no specific legal implications related to the
IMPLICATIONS/IMPACT activity outlined in this report.

FINANCIAL No, there are no specific financial implications related to the
IMPLICATION/IMPACT activity outlined in this report

WORKFORCE IMPLICATION/IMPACT | No, there is no direct impact on resources as a result of the
activity outlined in this report.

SOCIO ECONOMIC No, there are no specific socio-economic implications related
IMPLICATION/IMPACT to the activity outlined in this report.
Recommendation Tracker Page 2 of 3 Author: Stephen Chaney

Approver: Chris Darling
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IMPLICATION/IMPACT relating to the activity outlined within this report.
Acronyms
DHCW | Digital Health and Care Wales SHA Special Health Authority

2 SITUATION/BACKGROUND

2.1 The audit has been completed and the report has been produced in line with the Internal Audit
Plan for 2022/23 for DHCW. The report has been rated as reasonable assurance.

3 SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

3.1 The Committee is asked to consider the findings and management responses of the report.

4  KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

4.1  Any matters for escalation to the Board to be determined by the Committee following
consideration of the report.

5 RECOMMENDATION

5.1 The Committee is asked to receive for ASSURANCE the Internal Audit report which has been
agreed with the Executive Lead.

6 APPROVAL/SCRUTINY ROUTE

Person / Committee / Group who have received or considered this paper prior to this meeting

PERSON, COMMITTEE OR GROUP DATE OUTCOME
Chris Darling 7t September 2022 | Report agreed
Recommendation Tracker Page 3 of 3 Author: Stephen Chaney

Approver: Chris Darling
INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY
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Executive Summary

Purpose

This internal audit has focussed on the
Digital Health and Care Wales (DHCW)
arrangements for the tracking of the
implementation of agreed management
actions, in response to internal and
external recommendations raised.

Overview

We found an
process in place, with a detailed
Recommendation Tracker updated
monthly. This identifies progress against
the implementation of recommendations
raised and forms the basis for the updates
provided to the Management Board and
Audit and Assurance Committee.

established reporting

We have commented on matters that can
improve the consistency and
effectiveness of the tracking process
including:

e the strengthening of
monitoring and reporting
management updates;

e the inclusion of follow up audit
reports within the process; and

e the provision of further analysis of
recommendations reported as
complete, and how residual risk is
being managed.

the
of

All  matters are detailed in

Appendix A.

arising

Report Classification

F/a

Reasonable

Some matters require

risk exposure until resolved.

management
attention in control design or compliance.

Low to moderate impact on residual

Assurance summary?

Assurance objectives Assurance

1 Sources of audit recommendations Reasonable
Management mechanisms to monitor

> gnd report on the progress of the Reasonable
implementation of agreed management
actions
Reporting to the Board and Committee

3 the implementation progress of Substantial
management actions agreed

4 Escalation processes Substantial

Matters arising Assurance oMol pecommendation
S Design or S
Objectives . Priority
Operation
1 Progre;s in Implementing Agreed Actions - Monitoring 2 Design Medium
and Evidence
2 Follow Up Audit Reports 1 Design Medium
Assessment of Reported Completed Actions 2 Design Medium
4 Recommendation Tracker Report Format 1 Design Low

1 The objectives and associated assurance ratings are not necessarily given equal weighting when formulating the overall audit

opinion.

NWSSP Audit and Assurance Services
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1. Introduction

1.1 This internal audit has focussed on the monitoring and reporting processes
adopted by Digital Health and Care Wales (DHCW), for tracking the progress of
agreed management actions in response to internal and external audit
recommendations received.

1.2 We assessed the DHCW recommendation tracking process that has been in use
since April 2021.

1.3 We reviewed the following audit objectives:

e the sources of internal and external audit recommendations received and
agreed by DHCW management, and ensured that all management actions
are tracked;

e the mechanisms for the monitoring and reporting of progress in the
implementation of agreed management actions to the Executives,
commenting on the report format, frequency and audience;

e the reporting of implementation progress to the Board and its Committees,
commenting on the report format, frequency and audience; and

e the processes for escalating the non-delivery, or late delivery, of agreed
management actions.

1.4 The risks considered in the review included:

e audit recommendations received by DHCW are not tracked;

e management actions are not implemented in full, implemented on time and
/ or monitored in an effective manner;

e progress in the implementation of agreed management actions is not
evidenced; and

e the Board / Executive Team is not kept regularly informed and updated.

1.5 DHCW also undertake internal reviews of control processes in support of ISO
accreditation. The audit plans and results of such activities are separately reported
to the Audit and Assurance Committee and are outside the scope of this review.

2. Detailed Findings

Objective 1: review the sources of internal and external audit recommendations
received and agreed by DHCW management and ensure that all recommendations are
tracked

2.1 DHCW track the implementation of agreed management actions in response to
recommendations raised by Audit Wales and Audit and Assurance. The
Recommendation Tracker is updated by the Corporate Services Team who also
prepare the cover sheet for papers presented to the Audit and Assurance
Committee.

2.2 We tested the Recommendation Tracker from May 2021 to May 2022 and found
that all applicable recommendations raised were correctly included, with the

NWSSP Audit and Assurance Services 4
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exception of one recommendation that had been removed in error (Audit Wales -
recommendation 2019.1). This omission was identified by the Corporate Services
Team, who have since introduced a reconciliation process to account for the
movement from the most recent Recommendation Tracker to subsequent
iterations.

2.3 We also noted that the treatment of follow up reports could be enhanced to include
additional comments / updates to the Recommendation Tracker. We have raised
this finding in matter arising two in Appendix A.

2.4 In addition, the individual recommendation references within the
Recommendation Tracker are not clear and do not reference the Internal Audit
reports reference number or audit title. We also identified one anomaly relating
to the incorrect reporting within the Recommendation Tracker of the rating applied
to a specific recommendation, (NWIS 1920-03, Supplier Management, issued 8t
June 2020). We have raised the need to enhance the clarity and integrity of the
base data in matter arising four in Appendix A.

Conclusion:

2.5 We have raised two matters arising under this objective. Whilst we have noted
that the Corporate Services Team maintain a tracker of recommendations, we
have commented on the need to reconsider the current treatment of follow up
reports. We also identified improvements to procedures that would strengthen the
clarity and integrity of the tracker recommendation base data being reported.
Therefore, we have provided reasonable assurance over this area.

Objective 2: review the mechanisms for the monitoring and reporting of progress in
the implementation of agreed management actions to the Executives, commenting on
the report format, frequency and audience

2.6 The Recommendation Tracker is updated monthly by the Head of Corporate
Services, to include new audit recommendations and to provide updates on
ongoing management actions. A series of spreadsheets is maintained to manage
the response updates received from managers. In addition, summarised tracker
information is also provided to the monthly Management Board meetings and
included within the Integrated Operational Performance Report (IOPR) presented
at each Board meeting.

2.7 We tested management actions from January to March 2022, as reported in the
monthly updated Recommendation Tracker and found them included
appropriately. However, we tested the evidence in support of updates to the
Tracker and identified two issues.

2.8 We found that there was no structure in place to ensure all recommendations are
being monitored, progress evidenced, and updates compiled in a consistent
manner. Furthermore, there was no indication that red / high level rated
recommendations are subject to greater scrutiny than green / low rated

NWSSP Audit and Assurance Services 5
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recommendations. We have raised these issues in matter arising one in Appendix
A.

2.9 We also noted that agreed actions reported as complete during the period May
2021 to May 2022 reflected a range of views on what constitutes the status of
complete, including:

e agreed management actions are only partly addressed with no comment
on any residual risk;

e agreed management actions are no longer considered applicable with
limited explanation and comment on any residual risk; and

e examples of agreed management action relating to consideration by a
relevant body do not provide comments on what decisions were made
and how any underlying risk is being addressed.

2.10 There is benefit in centrally categorising and reporting the nature of those
recommendations reported as complete. This would better inform those placing
assurance on the Recommendation Tracker and to further the linkage to the risk
management framework adopted by DHCW. We have raised this subject in matter
arising three in Appendix A.

Conclusion:

2.11 We have raised two matters arising under this objective, including the consistency
of the update process across DHCW regarding evidence and challenge, and the
requirement for ensuring there is a consistent approach to recommendations
marked as complete. Therefore, we have provided reasonable assurance over
this area.

Objective 3: review the reporting of progress in the implementation of agreed
management actions to the Board and its Committees, commenting on the report
format, frequency and audience

2.12 The Recommendation Tracker report format, as presented to each Audit and
Assurance Committee meeting during the period May 2021 to May 2022, was
reviewed together with the accompanying narrative paper. We found effective and
sufficient information detailed, to enable the Committee to discuss and review
each recommendation.

A standardised RAG status rating is applied to the implementation status of each
agreed management action based on the following criteria.

RAG Status

Green Complete

Yellow action is on target for completion by the agreed date

Amber action is not on target for completion by the agreed date

Red Action not completed and implementation date has passed
NWSSP Audit and Assurance Services 6
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2.13 The narrative paper presented with the Recommendation Tracker comments on
specific matters for consideration by the meeting (assessment) including progress
since last meeting report presented, and key risks / matters for escalation to the
Board / Committee.

Conclusion:

2.14 The Recommendation Tracker papers presented to each Audit and Assurance
Committee meeting are sufficient to inform the Committee members in support
of their obligations under the Terms of Reference of the Committee. This included
the monitoring by management of agreed external and internal audit
recommendations. We have not raised any matters arising under this objective.
Therefore, we have provided substantial assurance over this area.

Objective 4: review the processes for escalating the non-delivery, or late delivery, of
agreed management actions

2.15 There is a standing section in the cover sheet that is presented with the
Recommendation Tracker at the Audit and Assurance Committee meetings. The
narrative report comments on key risks / matters for escalation. Our review of
the period May 2021 to May 2022 did not identify any matters of significance that
required escalation to the Board.

2.16 In addition, the Audit and Assurance Committee is also charged with producing a
Highlight Report of each meeting and presenting this to the next Board meeting.
Furthermore, the Committee Chair can raise any matters immediately with the
Chair of the Board.

2.17 The IOPR contains the latest audit schedule, as presented to the Management
Board each month. This provides summary information on the progress of the
implementation of management actions and is available to all Board members.
The Board is therefore also made aware of key matters being discussed with
management, as detailed in the audit schedule of the IOPR.

Conclusion:

2.18 There is a defined process in place to report Recommendation Tracker related
matters for escalation to the Audit and Assurance Committee and onwards to the
Board, if required. These mechanisms were reviewed for the period May 2021 to
May 2022 and noted that escalation structures were evident but that no significant
matters were reported. Whilst we have not been able to test this process, in the
absence of any escalated matters, we have confirmed that the process is
appropriate. Therefore, we have provided substantial assurance over this area.

NWSSP Audit and Assurance Services 7
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Appendix A: Management Action Plan

Matter arising 1: Progress in Implementing Agreed Actions - Monitoring and Evidence (Design)

A review of progress in the implementation of agreed management actions reported in the Recommendation Tracker
in January 2022 and then March 2022, as presented to the Audit & Assurance Committee, was performed and a sample
of 10 updates was selected for further review, noting the level of information received by Corporate Services in support
of the update recorded in the Recommendation Tracker. The following issues with current practice were noted:

Each audit recommendation has an allocated responsible manager or department allotted responsibility for the
delivery of the related agreed management actions. However, there is no guidance available to responsible
managers regarding the monitoring process and the level of evidence required to be compiled and retained to
support the update assessments of progress in the implementation of agreed management actions. This lack
of guidance has resulted in different approaches being adopted by responsible managers and departments.

There is no differentiation between the ratings of recommendations in terms of reporting progress. An
expectation that red / high rated recommendations are prioritised in terms of monitoring activity and supporting
evidence over low / green rated recommendations was not evidenced during the audit review. For example,
there was no requirement for responsible managers or departments to provide more detailed updates, nor to
provide additional evidence in support of the higher rated recommendations.

The reporting of progress by responsible managers and departments is not subject to a consistent challenge
process with no review of evidence performed to support the progress reported.

Potential risk of:

The monitoring process adopted
by responsible managers and
departments is:

not consistent across the
DHCW, limiting the value
to be gained from the
Recommendation
Tracker;

does not match greater
resources to the higher
rated recommendations,
resulting in an inefficient
allocation of resources;
and,

is not subject to a
consistent challenge,
limiting the assurance
that can be gained from
the Recommendation
Tracker.

NWSSP Audit and Assurance Services
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Recommendations Priority

1.1 We recommend that guidance should be developed to provide managers and departments with clarity of the
monitoring process to be followed, and evidence required, to support the update assessments of progress in
the implementation of agreed management actions.

Any guidance developed should consider:

e Variation in monitoring process based on the ratings of recommendations, there being an expectation

that red/high rated recommendations are prioritised in terms of the level of monitoring activity and e
supporting evidence required over medium/amber and low/green rated recommendations.
e Adoption of a consistent challenge process to progress as reported by responsible managers and
departments.
Management Responses Target Date Responsible Officer
1.1 A Standard Operating Procedure (SOP) will be developed to provide managers and November 2022 Head of Corporate Services
departments with clarity of expectations to support the update assessments of
progress against actions raised. The SOP will include reference to prioritisation of
highly rated recommendations and a methodology for challenge where the process is
not being followed.
NWSSP Audit and Assurance Services 9
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Matter arising 2: Follow Up Audit Reports (Design) Impact

An exercise was performed to reconcile audit reports issued with that reported on the Recommendation Tracker since Potential risk of:

1 April 2021. This was to identify NWIS issues that have been absorbed by DHCW. « Results of any follow up

We identified a Supplier Management Follow-up internal audit report (NWIS 2021-05) that was issued during April reports are not reflected
2021 and showed recommendations three and five as not being fully implemented. However, no reference was made in the Recommendation
to this on the Recommendation Tracker at the time. Tracker.

From the same audit report, recommendation SM3 was previously reported as implemented during September 2020
on the Recommendation Tracker. However, the follow-up report from April 2021, identified this as partially complete,
with some work still required to fully implement the recommendation.

e The level of assurance to
be gained from the
Recommendation Tracker

Likewise, recommendation SM5 previously was reported as due for implementation in June 2021 within the original is not maximised.

audit report. However, the follow-up report from April 2021 stated ‘not implemented’, and thus should have been

present on the Recommendation Tracker until June 2021, but it was not included.

Whilst it was noted that both recommendations are now implemented in full, DHCW should ensure that follow-up audit
reports are compared with the Recommendation Tracker to ensure consistency in outstanding recommendations.

Recommendations Priority

2.1 DHCW should ensure recommendations raised within follow-up audit reports are reviewed. Where the
implementation status is different from the Recommendation Tracker this should be investigated and the Medium
Recommendation Tracker updated if required.

Management Responses Target Date Responsible Officer

2.1 Any actions identified within follow-up audit reports will be reviewed and the October 2022 Head of Corporate Services
implementation status within the Recommendation Tracker reconciled with the report.

NWSSP Audit and Assurance Services 10
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Matter arising 3: Assessment of Reported Completed Actions (Design)

A review of agreed actions that progressed to complete in the period May 2021 to May 2022 identified that there is a Potential risk of:

range of views on what constitutes a status of complete as applied to agreed management actions. e Inconsistent assessment

Agreed management actions are being reported as complete when all management actions have been completed in applied by responsible

full, but also when: managers and

departments when

determining what

¢ agreed management actions are no longer considered applicable with limited explanation and comment on any comprises reporting
residual risk; and progress as complete.

e agreed management actions are only partly addressed with no comment on any residual risk;

e agreed management action relating to consideration by a relevant body has been actioned but they are not
detailed providing no comment on what decisions were made and how any underlying risk is being addressed
or reported through the risk management process.

e Some agreed
management actions
reported as completed

There is no summary or indication as to the nature of those agreed management actions reported as complete in the despite any underlying

Recommendation Tracker. risk not being addressed,

or residual risk not being

reported and managed.

e The level of assurance
gained from the
Recommendation Tracker
is not maximised and not
linked to the Risk
Management Framework.

Recommendations Priority

3.1 We recommend that a central classification of recommendations, reported as complete, should be developed

and communicated to all relevant managers. -
edium
Examples of completion status, and additional information required, to be considered are:

e Actions completed in full as per agreed management actions.

NWSSP Audit and Assurance Services 11
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e Actions partially completed, acknowledging that partial completion has residual risk - need to reference
that residual risk is assessed and reflected on the risk register where deemed required.

e Actions no longer applicable — need to provide reasoning and confirm no short-term or long-term risk
exposure.

e Actions to “consider” - need to detail the result of consideration by relevant parties.

3.2 Any interim risk exposure from outstanding / partially completed recommendations should be referenced on
the risk register.

Management Responses Target Date Responsible Officer
3.1 Classification of the completion status of recommendations will be included in a November 2022 Head of Corporate Services
Standard Operating Procedure (SOP) which will be published in the Integrated

Management System.

3.2 The requirement to record any interim risk exposure from outstanding/partially November 2022 Head of Corporate Services
completed recommendations on Datix will be included within the SOP.

NWSSP Audit and Assurance Services 12
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Matter arising 4: Recommendation Tracker Report Format (Design)

A review of the Recommendation Trackers presented to the Audit and Assurance Committee and the Management Potential risk of:

Board was performed. The following matters were noted:

[ )
e The recommendation references to the source audit report in the Recommendation Tracker are not clear and
do not reference the Audit Report title or unique reference number. It is not readily evident as to which report
is being monitored within the Recommendation Tracker.

e We also identified discrepancies with recommendation one (rated high) from the Supplier Management audit
completed during 2020. This review was subsequently followed up during 2021 and the priority rating recorded
within the Recommendation Tracker was not consistent with the audit report.

Confusion existing as to
which audit report is
being referred to in the
Recommendation
Tracker, limiting the
effectiveness of
assurance being provided
to Management Board
and the Audit and
Assurance Committee.

Base data on the
Recommendation Tracker
is not in agreement with
the audit reports.
Information provided to
the Management Board
and the Audit and
Assurance Committee is
not correct.

Recommendations Priority

We recommend that :

4.1 The recommendation references to the source audit report in the Recommendation Tracker should include the
audit report title and the unique reference number of the issued report, to improve clarity and ease of tracking
back to underlying reports as and when required.

4.2 There should be a review of each completed recommendation to ensure the base data is correct. Once this has
been completed, the cells within the spreadsheet should be protected.

Low

NWSSP Audit and Assurance Services
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Management Responses Target Date Responsible Officer
4.1 The source audit report reference will be included in the Recommendation Tracker. November 2022 Head of Corporate Services
4.2 Once a recommendation has been notified as complete, the entry will be reviewed November 2022 Head of Corporate Services

against the original source report to ensure the base data is correct.

NWSSP Audit and Assurance Services 14
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Appendix B: Assurance opinion and action plan risk rating

Audit Assurance Ratings

We define the following levels of assurance that governance, risk management and internal
control within the area under review are suitable designed and applied effectively:

. Few matters require attention and are compliance or advisory in
Substantial nature 9 P Y
. assurance '
i Low impact on residual risk exposure.

/ﬁ( R bl Some matters require management attention in control design or
J e€asonabie compliance.
£ assurance

i) Low to moderate impact on residual risk exposure until resolved.
\".'\ Limited More significant matters require management attention.
' II':'J ‘ assurance Moderate impact on residual risk exposure until resolved.

Action is required to address the whole control framework in this

‘ ‘ No assurance area.
~0 High impact on residual risk exposure until resolved.

Given to reviews and support provided to management which form

A t part of the internal audit plan, to which the assurance definitions
ssurance not o, ot appropriate.

s li | . . . .
Cf’:f' applicable These reviews are still relevant to the evidence base upon which
the overall opinion is formed.

Prioritisation of Recommendations

We categorise our recommendations according to their level of priority as follows:

Priority level  Explanation Management action

Poor system design OR widespread non-compliance.

Significant risk to achievement of a system objective OR Immediate*
evidence present of material loss, error or misstatement.

Minor weakness in system design OR limited non-compliance. o
Medium Within one month*

Some risk to achievement of a system objective.

Potential to enhance system design to improve efficiency or

effectiveness of controls.
Low Within three months*

Generally issues of good practice for management
consideration.

*Unless a more appropriate timescale is identified/agreed at the assignment.

NWSSP Audit and Assurance Services 15
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1 IMPACT ASSESSMENT

STRATEGIC OBJECTIVE All Objectives apply

CORPORATE RISK (ref if appropriate)

WELL-BEING OF FUTURE GENERATIONS ACT A More Equal Wales
If more than one standard applies, please list below:

DHCW QUALITY STANDARDS ISO 14001

If more than one standard applies, please list below:

HEALTH CARE STANDARD Governance, leadership and acccountability

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission:
No, (detail included below as to reasoning) ‘Outcome:

Statement: N/A

IMPACT ASSESSMENT

QUALITY AND SAFETY No, there are no specific quality and safety implications
IMPLICATIONS/IMPACT related to the activity outlined in this report.

LEGAL No, there are no specific legal implications related to the
IMPLICATIONS/IMPACT activity outlined in this report.

FINANCIAL No, there are no specific financial implications related to the
IMPLICATION/IMPACT activity outlined in this report

WORKFORCE IMPLICATION/IMPACT | No, there is no direct impact on resources as a result of the
activity outlined in this report.

SOCIO ECONOMIC Yes, please detail below
IMPLICATION/IMPACT

Delayed progress towards achieving a zero net carbon
position.

Decarbonisation Page 2 of 4 Author: Stephen Chaney
Approver: Chris Darling
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RESEARCH AND INNOVATION No, there are no specific research and innovation implications
IMPLICATION/IMPACT relating to the activity outlined within this report.

Acronyms

DHCW ‘ Digital Health and Care Wales ‘ SHA ‘ Special Health Authority

2

2.1

SITUATION/BACKGROUND

The audit was scheduled to be completed in line with the Internal Audit Plan for 2022/23 for
DHCW. We intended to complete a decarbonisation audit across most NHS Wales
organisations (with the exception of Public Health Wales or Health Education and
Improvement Wales). However, having reviewed all Decarbonisation Action Plans (DAPs),
supporting information for most NHS Wales bodies and fully concluding the fieldwork at five of 11
audits, it was clear that in each instance the implementation plans had not been sufficiently
developed to allow meaningful testing and to provide an assurance rating to respective Audit
Committees.

2.2 Accordingly, the decision was taken to affirm common themes and to provide an overview of the
overarching position across NHS Wales. An action plan of common themes was compiled and is
included within Appendix A of the Decarbonisation report included within the agenda.

3  SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

3.1 The Committee is asked to consider the content and management actions listed within the
report.

4  KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

4.1  Any matters for escalation to the Board to be determined by the Committee following
consideration of the report.

5 RECOMMENDATION

5.1 The Committee is asked to NOTE the Internal Audit report which has been agreed with the
Executive Lead.
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1. Context

1.1 The Welsh Government is party to international agreements to reduce carbon
emissions and control climate change, most notably those arising from the 2016
Paris Accord.

1.2 The “"NHS Wales Decarbonisation Strategic Delivery Plan” was published in March
2021, setting interim targets (from a 2018/19 base) of a 16% reduction by 2025
and a 34% reduction by 2030.

1.3 In October 2021 the Welsh Government set out its second carbon budget, Net Zero
Wales, which confirmed:

“Our ambition is for the public sector to be collectively net zero by 2030".
Welsh Government, October 2021

1.4 NHS Wales is also required to comply with the Well-being of Future Generations
(Wales) Act 2015. It requires public bodies in Wales to think about the long-term
impact of their decisions, to work better with people, communities and each other,
and to prevent persistent problems such as poverty, health inequalities and
climate change.

2. Background

2.1 In accordance with the “"NHS Wales Decarbonisation Strategic Delivery Plan”,
Health Boards, Trusts and Special Health Authorities were required to develop their
own Decarbonisation Action Plans (DAP), demonstrating how NHS Wales
organisations would implement the Strategic Delivery Plan initiatives. The DAP’s
were submitted to Welsh Government in March 2022.

2.2 A peerreview of DAP strategies was held on 12 July 2022 led by Welsh Government
and attended by all NHS Wales organisations. The general conclusions across all
plans were:

e the targets detailed within the plans showed low aspirations;

e there were concerns associated with their successful delivery, primarily
due to resource availability (financial and physical); and

e there were a small number of issues associated with their
compilation/format.

2.3 Specific feedback was also provided to each organisation by Welsh Government.

2.4 In July 2022, Audit Wales issued their review of Public Sector Readiness for Net
Zero Carbon by 2030 (fieldwork conducted between November 2021 and January
2022). The review included an assessment of NHS Wales organisations and
concluded that:

NWSSP Audit and Assurance Services 3
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“There is clear uncertainty about whether the public sector will meet its
2030 collective ambition. Our work identifies significant, common barriers
to progress that public bodies must collectively address to meet the
ambition of a net zero public sector by 2030. And while public bodies are
demonstrating commitment to carbon reduction, they must now
significantly ramp up their activities, increase collaboration and place
decarbonisation at the heart of their day-to-day operations and
decisions”.

Audit Wales, July 2022

2.5 In September 2022, Health bodies will be required to make two separate
submissions to Welsh Government, the first of these being quantitative (i.e.
showing progress against the baseline C02 figures set in 2019) and the second
qualitative, being a report detailing progress against their Decarbonisation Action
Plan (DAP).

3. Approach

3.1 Audits were planned to be undertaken simultaneously across NHS Wales to provide
assurance to respective NHS Wales bodies on their arrangements to reduce carbon
emissions and control climate change as outlined above. Reviews were not
scheduled at Public Health Wales or Health Education and Improvement Wales for
2022/23.

3.2 Risks to be considered included:

e Regulatory/legislative risk through not achieving mandated reductions in
carbon emissions;

e Reputational risk by failing to meet emission targets.

e Failing key stakeholders by not reducing carbon emissions which have a
detrimental effect on health, and thereby, not meeting the requirements
of the Well-being of Future Generations (Wales) Act (2015).

3.3 Having reviewed all DAPs, supporting information for most NHS Wales bodies and
fully concluding the fieldwork at five of 11 audits, it was clear that in each instance
the implementation plans had not been sufficiently developed to allow meaningful
testing and to provide an assurance rating to respective Audit Committees.

3.4 Accordingly, the decision was taken to affirm common themes within this report,
to provide an overview of the overarching position across NHS Wales. An action
plan of common themes is provided at Appendix A.

3.5 The audit of Decarbonisation arrangements at DHCW was one of the five fully
concluded reviews and accordingly a specific action plan is provided at Appendix
B.

NWSSP Audit and Assurance Services 4
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4. Summary Observations

4.1 While there are variations between the NHS Wales bodies, broadly each is at an
early stage of implementation. The following were common themes observed
across those reviewed:

Governance

e Governance arrangements at a strategic level were generally good with senior
leadership demonstrated.

e Recruiting to additional operational posts has proven difficult — with the limited
appointments to date coming from the existing public sector staff pool. These
appointments are key to being able to implement the agreed strategies (see
Management Action 1).

Localised strategy

e All NHS Wales organisations supplied their Decarbonisation Action Plan (DAP)
by 31 March 2022 detailing their response to the NHS Wales Decarbonisation
Strategic Delivery Plan and the 46 associated initiatives.

e WG provided positive feedback to each organisation on their submissions but
concluded overall that there were concerns associated with their successful
delivery (primarily due to the availability of financial and physical resource),
together with low aspirational targets detailed within the plans.

e Few of the strategies had been costed, and none had associated funding
strategies - particularly noting that ring-fenced central funding for 2021/22
was £16m with no provision made in 2022/23 (see Management Actions 2
& 3).

e In each instance, the decarbonisation strategies were clearly part of corporate
planning and included/reflected within the respective Integrated Medium-Term
Plans (IMTPs).

Monitoring & reporting

e Organisations were ISO 14001 accredited ensuring that appropriate
Environment Management Systems were in place to manage their
environmental performance.

e Each NHS Wales organisation’s performance will be assessed against baseline
data prepared by the Carbon Trust. Issues have been identified with the
baseline data and the disaggregation of the data for reporting purposes. Each
organisation should seek assurance on the accuracy of the baseline data (see
Management Action 4).

e Each NHS Wales organisation should ensure that appropriate engagement is
established with NWSSP Procurement Services as a significant contributor to
the carbon reductions outlined within respective DAPs and formalise
arrangements as appropriate (see Management Action 5).

NWSSP Audit and Assurance Services 5
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e Each organisation had met its obligations for national reporting to date.

e Internal reporting to date had understandably been limited, with the level of
reporting increasing after Welsh Government’s review of the DAPs.

e There was therefore a need to fully roll-out the structures to support
appropriate monitoring and reporting within the NHS Wales organisations
reviewed (see Management Action 6).

e It is important that the profile of decarbonisation is increased to reflect the
challenge faced, for example general Terms of Reference are reviewed to reflect
decarbonisation commitments, and decarbonisation is set as a standard agenda
at all appropriate Executive meetings (see Management Action 7).

e Potential collaboration should be considered on an All-Wales basis, particularly
in relation to consultancy advice and training resource (see Management
Actions 8 & 9).

Project delivery

e The Welsh Government Estates Funding Advisory Board (EFAB) oversaw the
allocation and delivery of the £16m decarbonisation funding for 2021/22 with
each NHS Wales organisation successfully securing funding.

e In each instance, adequate records were retained to support the expenditure
and the achievement of the original objectives; Post Project Completion
Reports were produced and submitted to WG for all funded schemes.

e No ring-fenced WG capital funding was made available for 2022/23. WG offered
up to £60k of revenue funding for schemes, however several NHS Wales
organisations’ bids could not be supported due to them being considered capital
bids (see Management Action 10).

e NHS Wales Organisations were also self-funding initiatives from their
discretionary programme. It is important that the cost benefit of these schemes
is also subject to challenge and scrutiny for inclusion within the overall data
(see Management Action 11).

5. Conclusion

5.1 In conclusion, whilst some progress has been observed, this has been restricted
by the availability of financial and staff resource. The recommendations made aim
to aid management in driving forward the strategies, whilst also highlighting some
of the competing pressures/ risks.

5.2 Itis recommended that an audit is scheduled for early 2023/24 with the proposed
scope to include governance, strategy progress and implementation.

5.3 Additionally, as part of 2023/24 Internal Audit planning update, discussions will be
held with management on the appropriateness of other areas within the
decarbonisation programme including, for example:

NWSSP Audit and Assurance Services 6
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Procurement and supply chains;

Application of "Best practice Pharmaceutical waste practice”;

Transport;

Fleet and business travel;

Staff, patient and visitor travel;

Catering; and

People and workforce e.g. training, policies, and working arrangements.

NWSSP Audit and Assurance Services 7
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Appendix A: Common Management Action Plan

Recommendation

MA 1 Appropriate strategies should be developed to ensure that recruitment and
retention issues experienced to date do not impact significantly on the
achievement of the DAPs.

MA 2 DAPs should be fully costed to fully determine the total funding required.

MA 3 DAPs should be supported by funding strategies e.g. differentiating between local/
national funding, revenue or capital funding etc.

MA 4 NHS Wales Organisation’s baselines should be adequately scrutinised and
challenged, as errors and overreporting has been identified in a few examples to
date.

Management Responsible

Comment/ Agreed Officer/ Deadline
Action

Plans have been made Complete
to appoint dedicated

resources which will

be supported by other

resources from across

the organisation

Work will be Head of Corporate
undertaken to fully Services

cost DHCW'’s DAP (in

conjunction with March 2023
Finance)

Revenue and capital Complete
budgets have been

agreed and it is

planned to source

funding from national

schemes

Welsh Government Complete
have reviewed

DHCW'’s baseline and

included it in their

NWSSP Audit and Assurance Services
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Recommendation

MA 5 As a major contributor to the achievement of the targeted reductions appropriate
engagement will be established with NWSSP Procurement Services (and

formalised as appropriate).

MA 6 Proposed management/accountability structures should be fully implemented as

intended within the DAPs.

MA 7 Where decarbonisation falls within the existing environmental
committees/ meetings, it is important that an appropriate profile is set. Terms of
Reference and agendas should be reviewed to ensure that sufficient focus is

provided.

remit of

Management Responsible

Comment/ Agreed Officer/ Deadline
Action

benchmarking figures
for NHS organisations

DHCW are members Complete
of the Welsh

Government Transport

and Procurement

Workstream (led by

NWSSP) which will be

looking at reductions

in Procurement

emissions

DHCW's Sustainability Complete
Strategy sets out the
accountability

structure for

Decarbonisation

The Audit and Head of Corporate
Assurance Terms of Services
Reference confirm

focus on OCtOber 2022
Environmental

Sustainability and the

Decarbonisation

Group Terms of

NWSSP Audit and Assurance Services
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Recommendation

Potential collaboration and common utilisation of decarbonisation resource should
be considered on an All-Wales basis, particularly in relation to consultancy advice
and training resource.

MA 8

MA 9 In accordance with the NHS Wales Decarbonisation Strategic Delivery Plan, HEIW/
collaborative training should be commissioned on an All-Wales basis to provide

both common and tailored decarbonisation training.

MA10 Given the scarcity of funding, it is important that bids for funding are appropriately

considered prior to submission.

MA11 The same rigour and monitoring should be applied to internally commissioned/

funded initiatives to ensure the outcomes are adequately recorded/reported.

Management

Comment/ Agreed
Action

Reference will be
published within the
Integrated
Management System

DHCW will request
access to any shared
resources for
consultancy and
training

As above

All bids are jointly
considered with
Finance

Responsible
Officer/ Deadline

Head of Corporate
Services

October 2022

Head of Corporate
Services

October 2022

Complete

Scrutiny is in place for Complete

all schemes i.e. spend
to save

NWSSP Audit and Assurance Services
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Appendix B: DHCW Specific Management Action Plan

Recommendation

DHCW 1 Management should minute discussions of the Decarbonisation Working Group to
ensure key discussions/ decisions are recorded.

DHCW 2 Management should confirm the baseline with Welsh Government, including
timescales for any re-assessment (pending more accurate means and data for
assessment and verification - e.g. as per All-Wales Objective 25 - due diligence
in supplier carbon emission calculations & 7.5.4 of the DHCW Strategic Delivery
Plan).

DHCW 3 Decarbonisation roles should be formally defined for all employees e.g. via job
descriptions for new employees, certificates of responsibility (for key roles), or a
programme execution plan.

DHCW 4 Management should consider capitalising resource associated with capital funded
scheme initiatives.

Management

Comment/ Agreed
Action

Decarbonisation
Working Group will be
formally minuted

The DHCW baseline
will be confirmed with
Welsh Government

Job Descriptions for
new roles will contain
a statement regarding
responsibilities in this
area and roles with
specific
responsibilities will be
formally defined

DHCW will consider
capitalising any
resources engaged
purely to manage

Responsible

Officer/ Deadline

Head of Corporate
Services

October 2022

Head of Corporate
Services

October 2022

Head of Corporate
Services

December 2022

Head of Corporate
Services

NWSSP Audit and Assurance Services
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Recommendation

DHCW 5 The methodology of procurement assessment should be agreed with Welsh
Government (to include procurement of cloud computing services & also noting
the proposed move to Tier 2 / 3 assessment methodology in accordance with
WPPN 12-21 - as per the DHCW Strategic Delivery Plan).

DHCW 6 Reporting against initiatives should include costs and out-turn compared to target.

DHCW 7 Management should enhance emissions reporting to include commentary on any
variances in actual/ forecast data e.g. gas and electric consumption.

Management Responsible

Comment/ Agreed Officer/ Deadline
| Action

capital October 2022

decarbonisation

schemes

DHCW engage with Head of Corporate
Welsh Government on Services
these issues through

attendance at the March 2023
Welsh Government

Transport and

Procurement

Workstream (led by

NWSSP) & are largely

agreed. Discussions

on cloud computing

are being addressed.

DHCW will fully cost  Head of Corporate
their Decarbonisation Services
Action Plan to enable

this March 2023
DHCW will include Head of Corporate
explanations for Services
variances in future

reporUng OCtOber 2022

NWSSP Audit and Assurance Services
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Recommendation

Management

Comment/ Agreed

Responsible
Officer/ Deadline

DHCW 8 Management should additionally monitor and report embedded changes
contributing to carbon reduction (e.g. training in decarbonisation, localised air
conditioning, electronic authorisations and administration).

| Action

An Achievements
section will be
included in future
reports

Head of Corporate
Services

October 2022

NWSSP Audit and Assurance Services
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1  IMPACT ASSESSMENT

STRATEGIC OBJECTIVE Delivering High Quality Digital Services
CORPORATE RISK (ref if appropriate) The audit work will specifically cover corporate
risks where appropriate.

WELL-BEING OF FUTURE GENERATIONS ACT A Resilient Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS N/A

If more than one standard applies, please list below:

HEALTH CARE STANDARD Governance, leadership and acccountability

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission: N/A
No, (detail included below as to reasoning) ‘Outcome: N/A
Statement:

Not required for this report.

IMPACT ASSESSMENT

QUALITY AND SAFETY No, there are no specific quality and safety implications
IMPLICATIONS/IMPACT related to the activity outlined in this report.

LEGAL No, there are no specific legal implications related to the
IMPLICATIONS/IMPACT activity outlined in this report.

FINANCIAL No, there are no specific financial implications related to the
IMPLICATION/IMPACT activity outlined in this report

WORKFORCE IMPLICATION/IMPACT | No, there is no direct impact on resources as a result of the
activity outlined in this report.

SOCIO ECONOMIC No, there are no specific socio-economic implications related
IMPLICATION/IMPACT to the activity outlined in this report.
Audit Wales Committee Update Page 2 of 4 Author: Nathan Couch
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RESEARCH AND INNOVATION No, there are no specific research and innovation implications
IMPLICATION/IMPACT relating to the activity outlined within this report.

Acronyms

DHCW | Digital Health and Care Wales SHA Special Health Authority

3.2

3.3

34

3.5

SITUATION/BACKGROUND

The paper provides an update on financial audit work, performance audit work, details of good
practice events and resources, and a list of NHS-related audit reports published by Audit Wales
since our last update to the Audit and Assurance Committee in July 2022.

SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

The financial statements audit work is now complete, and the Auditor General certified the
Performance Report, Accountability Report, and Financial Statements on 15 June 2022. These
were laid before the Senedd on 17 June 2022.

We have completed our review of the ICT environment and application controls and
considered progress made by DHCW in addressing our 2021-22 audit recommendations, as
well as any outstanding recommendations made in previous years. We will be reporting the
findings from this work to Audit and Assurance Committee in February 2023.

Our Structured Assessment work commenced in June 2022. We have concluded the fieldwork
phase of the review and our intention is to present the report for consideration at the Audit
and Assurance Committee meeting in February 2023.

We have agreed with Executive Directors that the focus of our local work will be around
governance and budget arrangements for Digital Primary Care Services. We are currently
scoping this work and will update the committee as work progresses.

Three NHS-related reports have been published since we last provided an update to the Audit
and Assurance Committee in July 2022 — The Welsh Community Care Information System
Update Letter; Public Sector Readiness for Net Zero Carbon by 2030; and Equality Impact
Assessments: More than a tick box exercise? A summary of the key messages from these
reviews are provided in Appendix 1 of the update.
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4  KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

4.1 No matters for escalation to the Committee.

5 RECOMMENDATION
5.1 The Committee is being asked to receive the report for ASSURANCE.

6 APPROVAL/SCRUTINY ROUTE

Person / Committee / Group who have received or considered this paper prior to this meeting

PERSON, COMMITTEE OR GROUP DATE OUTCOME
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Approver: Darren Griffiths
INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY

4/4 166/394



Archwilio Cymru
Audit Wales

Audit and Assurance Committee
Update — Digital Health and Care
Wales

Date issued: October 2022
Document reference: 2901A2022



2/14

This document has been prepared for the internal use of Digital Health and Care
Wales as part of work performed/to be performed in accordance with statutory
functions.

The Auditor General has a wide range of audit and related functions, including
auditing the accounts of Welsh NHS bodies, and reporting on the economy, efficiency
and effectiveness with which those organisations have used their resources. The
Auditor General undertakes his work using staff and other resources provided by the
Wales Audit Office, which is a statutory board established for that purpose and to
monitor and advise the Auditor General.

Audit Wales is the non-statutory collective name for the Auditor General for Wales and
the Wales Audit Office, which are separate legal entities each with their own legal
functions as described above. Audit Wales is not a legal entity and itself does not have
any functions.

In the event of receiving a request for information to which this document may be
relevant, attention is drawn to the Code of Practice issued under section 45 of the
Freedom of Information Act 2000. The section 45 Code sets out the practice in the
handling of requests that is expected of public authorities, including consultation with
relevant third parties. In relation to this document, the Auditor General for Wales, the
Wales Audit Office and, where applicable, the appointed auditor are relevant third
parties. Any enquiries regarding disclosure or re-use of this document should be sent
to Audit Wales at infoofficer@audit.wales.

168/394


mailto:infoofficer@audit.wales

Contents

Audit and Assurance Committee update

About this document 4
Accounts audit update 4
Performance audit update 5
Good Practice events and products 7
NHS-related national studies and related products 7
Appendix 1 9

Page 3 of 14 — Audit and Assurance Committee Update — Digital Health and Care Wales

3/14 169/394



Audit and Assurance Committee
Update

About this document

1 This document provides the Audit and Assurance Committee with an update on
current and planned Audit Wales work. Accounts and performance audit work are
considered, and information is also provided on the Auditor General’s wider
programme of national value for money examinations and the work of our Good
Practice Exchange (GPX).

Financial audit update

2 Exhibit 1 summarises the status of our key accounts audit work currently
underway.

Exhibit 1 — Accounts audit work

Area of work Current status

Audit of financial balances Completed
transferred from Velindre
University NHS Trust to
DHCW

Audit of the 2021-22 Completed
Performance Report,
Accountability Report and

. i The Auditor General certified the Performance
Financial Statements

Report, Accountability Report, and Financial
Statements on 15 June 2022. They were laid
before the Senedd on 17 June 2022.

3 The Audit and Assurance Committee will be aware that we review the ICT
environment and application controls that are applied to the national financial
systems hosted by DHCW for the purposes of providing assurance for NHS
financial audit opinions. We have completed our review and have also considered
progress made by DHCW in addressing our 2021-22 audit recommendations, as
well as any outstanding recommendations made in previous years. We will be
reporting our findings to the Audit and Assurance Committee in February 2023.

Page 4 of 14 — Audit and Assurance Committee Update — Digital Health and Care Wales
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Performance audit update

4 The following tables set out the performance audit work included in our current and

previous Audit Plans, summarising:

e completed work since the last Audit and Assurance Committee update (Exhibit

2);

e work that is currently underway (Exhibit 3); and

e planned work not yet started or revised (Exhibit 4).

Exhibit 2 — Work completed

Area of work

Committee

Considered by Audit and Assurance

Baseline Governance Review January 2022

2021

Exhibit 3 — Work currently underway

Topic and
relevant
Executive Lead

Focus of the work

Current status
and Audit and
Assurance
Committee
consideration

Structured
Assessment
2022

The structured assessment work
will build on the baseline
governance review by assessing
the corporate arrangements in
place at the SHA in relation to:

Governance and leadership.
Financial management.
Strategic planning, and

Managing the workforce, digital,
resources, estates, and other
physical assets.

Current status:
Report drafting

Planned date
for
consideration:

Board
Development
Session in
December
2022

Board
consideration

Page 5 of 14 - Audit and Assurance Committee Update — Digital Health and Care Wales
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Topic and
relevant
Executive Lead

Focus of the work

Current status
and Audit and
Assurance
Committee
consideration

Topic and
relevant
Executive Lead

Exhibit 4 — Planned work not yet started or revised

Focus of the work

in January
2023 and Audit
and Assurance
Committee
consideration
in February
2023.

Current status
and Audit
Committee
consideration

Locally focused
work

Governance and budget
arrangements of Digital Primary
Care Services within DHCW

We are
currently
scoping

this work. We
will update the
committee as
work

progresses.
All-Wales This work will examine the We are
thematic on workforce risks that NHS bodies are currently
workforce experiencing currently and are likely scoping
planning to experience in the future. It will this work. We
arrangements examine how local and national will update the

workforce planning activities are
being taken forward to manage
those risks and address short-,
medium- and longer-term workforce
needs. The work will be tailored to
align to the responsibilities of

committee as
work
progresses.
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Topic and Focus of the work Current status
relevant and Audit
Executive Lead Committee

consideration

individual NHS bodies in respect of
workforce planning.

Good Practice events and products

5

In addition to the audit work set out above, we continue to seek opportunities for
finding and sharing good practice from all-Wales audit work through our forward
planning, programme design and good practice research.

There have been no Good Practice Exchange (GPX) events since we last reported
to the Committee on 4t July 2022. Details of future events are available on the
GPX website.

NHS-related national studies and related
products

7

The Audit Committee may also be interested in the Auditor General’s wider
programme of national value for money studies, some of which focus on the NHS
and pan-public-sector topics. These studies are typically funded through the Welsh
Consolidated Fund and are presented to the Public Accounts Committee to support
its scrutiny of public expenditure.

Exhibit 5 provides information on the NHS-related or relevant national studies
published since our last Committee Update. It also includes all-Wales summaries
of work undertaken locally in the NHS.
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Title

Exhibit 5 — NHS-related or relevant studies and all-Wales summary reports

Publication Date

The Welsh Community Care Information System

Update Letter
Please see Appendix 1

July 2022

Public Sector Readiness for Net Zero Carbon by
2030: Evidence Report

Please see Appendix 1

August 2022

Public Sector Readiness for Net Zero Carbon by 2030

Please see Appendix 1

July 2022

Equality Impact Assessment: More than a tick box
exercise?

Please see Appendix 1

September 2022
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Appendix 1 — Key messages from recent national
publications

The Welsh Community Care Information System — Update Letter (July 2022)

9

10

11

12

The Auditor General wrote to the Chair of the Public Accounts and Public
Administration Committee (PAPAC) on 1 July 2022 to provide an update,
highlighting that the WCCIS programme is now at a critical phase following on from
a recent ‘Strategic Review’ and with some key contractual milestones not far
ahead.

Many of the issues highlighted in the Auditor General’s report were mirrored in the
findings of the Strategic Review, which recommended a series of actions to ‘reset’
and ‘course correct’ the programme.

The Welsh Government has recently announced further funding for national
programme management to take this work forward. It will also provide further
financial support to health boards and local authorities to support implementation.

Our latest update provides a detailed update on the main actions taken so far in
response to our recommendations and on progress generally against key issues
raised in our previous report on the Welsh Community Care Information System
(WCCIS). These are summarised below:

o Relevant to our specific recommendations, the Welsh Government
commissioned research to gather views from users and others about the
performance and functionality of the system. The survey findings in June
2021 highlighted the system was having a more negative than positive
impact on most users’ ability to do their work. Preceding the Strategic
Review mentioned above, there was also a programme assurance review
which concluded in November 2021 and a further one scheduled for
November 2022.

o Ongoing rollout has seen two more local authorities ‘go live’ with the system
since our last report while one further health board has now signed a
‘deployment order’. However, it remains the case that patchwork approaches
to implementation mean that even where the system is live, it is not being
used to its full potential or on a consistent basis. Our interactive data tool
provides further detail on the overall roll-out position across the 29
organisations.

o Central support costs for the period to 31 March 2022 — excluding local costs
to individual organisations and other opportunity costs — remain at around
the £30 million expected at the time of my report, although the profile of
those costs has changed. The Welsh Government has now committed a
further £8.31 million for national programme support and support for health
board and local authorities in accelerating implementation for 2022-23 to
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2024-25. The Welsh Government has agreed that this figure may increase to
up to £12 million if required.

o Key aspects of functionality continue to be delayed. Areas where work
continues to be needed include Welsh-language requirements, mobile
functionality and interfaces with other NHS Wales systems. As of June 2022,
all these areas of functionality remain outstanding although mobile
functionality is due to be piloted later this calendar year and most of the
interfaces are also now expected by the end of 2022.

o System performance issues became particularly acute during Autumn 2021,
but overall system performance has since stabilised. Significant performance
issues during a planned upgrade resulted in the system being unavailable
altogether for certain periods during October and November 2021. These
issues continued to some extent into early 2022 before being resolved in

February 2022.

o National data standards work has continued but is still not complete.
Development of these standards is key to realising some of the benefits of
WCCIS.

o The overall arrangements for reporting the benefits from WCCIS

implementation, which have been the subject of discussion and review from
the outset, have still not been resolved. Work is still ongoing to develop a
suitable reporting framework. Annual reporting on the progress of the
WCCIS programme has also not been completed as expected to date,
although the Welsh Government has been receiving quarterly updates from
the National Programme Team.

Public Sector Readiness for Net Zero Carbon by 2030 (July 2022)

13  The Auditor General has committed to a long-term programme of work on climate
change. Our baseline review asks: ‘How is the public sector preparing to achieve
the Welsh Government’s collective ambition for a net zero public sector by 20307

14 We have now published two reports to share the findings from the baseline review:

o Key findings report: (published 14 July 2022) this report targets senior
leaders and those with scrutiny roles, with the aim of inspiring them to
increase the pace of their work on achieving the 2030 collective ambition.
We set out an overall conclusion and 5 calls for action. The calls for action
are not strictly recommendations. However, we encourage public bodies to
consider the report, and through their internal governance structures, set out
publicly how they intend to respond to the calls for action.

o An evidence report: (published 10 August 2022) this report supplements the
key findings report by providing more detailed findings and data. It does not
make a separate overall conclusion, or separate calls for action.

15  We have also published blogs and run a successful webinar:
o Responding to the Climate Emergency in Wales (webinar)
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o Call for clearer information on climate change spending (blog)

o COP26: Shining a light on the Welsh response to climate change (blog)
o How we’ll support Wales in rising to the climate change challenge (blog)
o Heat is on to tackle climate change (blog)

16  The overall conclusion from our baseline review is:

17  “There is clear uncertainty about whether the public sector will meet its 2030
collective ambition. Our work identifies significant, common barriers to progress
that public bodies must collectively address to meet the ambition of a net zero
public sector by 2030. And while public bodies are demonstrating commitment to
carbon reduction, they must now significantly ramp up their activities, increase
collaboration and place decarbonisation at the heart of their day-to-day operations
and decisions. Organisations need to be bold and innovative and share
experiences of their successes and failures. The Auditor General will not criticise
organisations for taking well-managed risks to address this unprecedented
challenge.”

18 The 5 calls for action are:

22 Strengthen your leadership and demonstrate your collective
responsibility through effective collaboration

Clarify your strategic direction and increase your pace of
implementation

o Get to grips with the finances you need

" o ik =B

Q . o Know your skills gaps and increase your capacity

making

@ .
(‘X o Improve data quality and monitoring to support your decision

Equality Impact Assessments: More than a tick box exercise? (September 2022)

19  Our work looked at the overall approach to undertaking Equality Impact
Assessments in public bodies in Wales. We concentrated on the 44 public bodies
originally subject to the Well-being of Future Generations (Wales) Act 2015.
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20  We focussed primarily on understanding public bodies’ approaches with a view to
finding good or interesting practice and identifying any common areas for
improvement. We did not evaluate individual public bodies’ approaches in detail.

21 Our findings highlight examples of good practice in aspects of the Equality Impact
Assessment process across the public bodies we looked at. However, there are
areas for improvement around the following themes:

Greater clarity over which type of policies must be impact assessed.

Greater clarity about the arrangements for assessing the impact of
collaborative policies and practices.

Greater clarity about expectations to consider the Public Sector Equality
Duty as part of an integrated impact assessment.

Better monitoring of the actual impacts of policies and practices on people.

A shift in the mindsets and cultures to move Equality Impact Assessments
away from being seen as an add-on ‘tick box’ exercise.

22 Our report makes several recommendations for Welsh Government to address and
one to public bodies requiring them to review their approach to Equality Impact
Assessments considering the findings within the report and detailed guidance
available on the Equality and Human Rights Commission and Practice Hub.
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Website: www.audit.wales
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telephone calls in Welsh and English.
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1 IMPACT ASSESSMENT

STRATEGIC OBJECTIVE All Objectives apply

CORPORATE RISK (ref if appropriate)

WELL-BEING OF FUTURE GENERATIONS ACT A Healthier Wales
If more than one standard applies, please list below:

DHCW QUALITY STANDARDS ISO 20000

If more than one standard applies, please list below:

HEALTH CARE STANDARD Governance, leadership and acccountability

If more than one standard applies, please list below:
Staff and Resources

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission: N/A
No, (detail included below as to reasoning) ‘Outcome: N/A
Statement:

N/A

Workforce EQIA page

IMPACT ASSESSMENT
QUALITY AND SAFETY Yes, please see detail below
IMPLICATIONS/IMPACT

Good governance practices are integral to quality and safety
across the organisation.

LEGAL Yes, please see detail below
IMPLICATIONS/IMPACT

There could be legal implications should the baseline
governance review highlight any serious areas of
improvement for the organisation.

FINANCIAL Yes, please see detail below
IMPLICATION/IMPACT Non-compliance with good governance could have a financial
impact for the organisation.

WORKFORCE IMPLICATION/IMPACT | No, there is no direct impact on resources as a result of the
activity outlined in this report.

Audit Wales Baseline Governance Review Page 2 of 5 Author: Laura Tolley
Report Update
Approver: Chris Darling
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SOCIO ECONOMIC No. there are no specific socio-economic implications related
IMPLICATION/IMPACT to the activity outlined in this report
RESEARCH AND INNOVATION No, there is no specific research and innovation implications
IMPLICATION/IMPACT relating to the activity outlined within this report
Acronyms
DHCW | Digital Health and Care Wales SHA Special Health Authority
AG Auditor General

2 SITUATION/BACKGROUND

2.1 The Auditor General (AG) has a statutory requirement to satisfy himself that NHS bodies have
proper arrangements in place to secure economy, efficiency, and effectiveness in the use of
their resources as set out in Section 61 of the Public Audit Wales Act 2004. To help in the
discharge of this responsibility, the AG undertakes annual Structured Assessment work at each
NHS body that examines arrangements relating to corporate governance, financial
management, strategic planning, and other factors affecting the way in which NHS bodies use
their resources.

2.2 As Digital Health and Care Wales is a newly established statutory organisation, it was identified
that a baseline assessment via a Baseline Governance Review would be undertaken for
2021/22. This will be followed up with a Structured Assessment in 2022/23.

3 SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

3.1 The aim of undertaking a Baseline Governance Review is to aid organisational learning and
development whilst still ensuring the AG undertakes the statutory duties charged to him under
Section 61 of the Public Audit Wales Act 2004. The work aims to answer the overall question:

Audit Wales Baseline Governance Review Page 3 of 5 Author: Laura Tolley
Report Update
Approver: Chris Darling
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is DHCW making good progress in putting arrangements in place to support good governance
and the efficient, effective, and economical use of resources?

3.2 The Baseline Governance Review overall finding was “DHCW is making positive progress in
putting arrangements in place to support good governance and the efficient, effective, and
economical use of resources under challenging operating circumstances”.

3.3 The findings were considered by the Audit and Assurance Committee on the 18 January 2022

and the report and associated action plan were received by the SHA Board on the 27 January
2022.

3.4 There have been two additional actions completed since the last meeting:

e The Board Intelligence (Board Engagement) Approach was piloted and evaluated in July
2022, with the planned approach for the remainder of 2022/23 currently being
developed based on lesson learnt from the pilot.

e The revised iteration of the SHA Integrated Organisational Performance Report has been
presented to SHA Board in September 2022.

3.5 The following updates to the two remaining open actions are as follows:
Innovation in engagement and communication with stakeholders and partners:

- The Head of Engagement post has been successfully recruited to and will take up their
post in October 2022.

- Anew Assistant Director of Communications post has closed, and interviews are taking
place in late October 2022

Co-design and feedback:

- Delivery of stakeholder engagement plan and appointment of new Head of Engagement.

- Develop plan for DHCW Digital Programmes Office to strengthen programme design and
benefits tracking.

Audit Wales Baseline Governance Review Page 4 of 5 Author: Laura Tolley
Report Update

Approver: Chris Darling
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4  KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

4.1 The updated action plan is included at item 4.4i Appendix A.

5 RECOMMENDATION

5.1 The Audit & Assurance Committee is being asked to NOTE the content of the report.

6 APPROVAL/SCRUTINY ROUTE

Person / Committee / Group who have received or considered this paper prior to this meeting

PERSON, COMMITTEE OR GROUP DATE OUTCOME
Board Development 06/01/2022 Discussed
Audit and Assurance 03/05/2022 Progress noted

Audit Wales Baseline Governance Review
Report Update

Page 5 of 5

Author: Laura Tolley

Approver: Chris Darling
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5.11i Appendix A - BASELINE GOVERNANCE REVIEW ACTION PLAN 2022-23

| Key | Complete | Underway _
Opportunity Detail Planned Activity Owner(s) Due Date Update
Becoming a DHCW has an opportunity to extend its | ¢ IM Digital Network - LIVE | Simon Jones, Chair June 2022 for e A pilot approach has been
trusted digital brand as a Trusted Digital Partner; e Strategic Exec to Exec / Helen Thomas, CEO the agreed defined and will be undertaken
partner capitalising on a diverse range of engagement sessions approach to in July with evaluation and
experienced public and commercial e Board Intelligence Board soft reflection to take place after.
sector independent members to bring Approach — IN intelligence e COMPLETE
new thinking and a fresh leadership DEVELOPMENT gathering - Board Intelligence
approach (Engagement) session took
place in July 2022 with the
service desk, this has been
evaluated and a planned
approach to these for the
remainder of 2022/23 is
currently being considered.
Innovation in The Board could exploit the e Stakeholder engagement | Ifan Evans, Executive December 2022 | o The stakeholder engagement

engagement and
communication
with stakeholders
and partners

opportunities to lead innovation in new

areas, for example:

e Communication and engagement;

e Digitally enabling health and care;
and

e Decision support tools

strategy plan
implementation

e Implementation the
DHCW communications
strategy

e Explore decision support
tool options

Director of Strategy,
Rhidian Hurle, Executive
Medical Director

Chris Darling, Board
Secretary

implementation plan was
agreed by the Board in January
2022 and is currently being
implemented

e The Head of Engagement post
has closed and interviews are
taking place in early July — this
post has now been recruited to
and starts in October 2022

e A new Assistant Director of
Communications post has
closed and interviews are
taking place in early October
2022.

e The DHCW communication
strategy is currently being re-
drafted with planned sign off
for January 2023.
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feedback

partnerships there is an opportunity for
systematic capture and use of narrative
data to support programme co-design
and delivery; increasing value creation
and benefits realisation as a ‘trusted
digital partner’ and leader of the new
digital culture in Wales.

stakeholder engagement
plan — customer
relationship
management element

e Development of DHCW
Feedback portal
currently limited to
service desk but
expanding content feeds

Director of Strategy

Effective DHCW is developing a distinctive house | Marian Wyn Jones, David Ifan Evans, Executive July 2022 e Initial work has begun on the
reporting and style for digestible, easy read reports Selway, and Rowan Gardner | Director of Strategy, next iteration of the SHA
documentation and documents. This could be further have agreed to work with the | Michelle Sell, Director of Integrated Performance Report
tested and extended. organisational performance Planning and to be presented to the July SHA
team on the next iteration of | Performance Board
the SHA Integrated e COMPLETE
Performance Report - The revised IOPR has been
presented to the SHA
Board in September 2022
Openness and DHCW may want to consider Begin to record the Chris Darling, Board April 2022 COMPLETE
transparency opportunities to further enhance public | Committee meetings from Secretary e Virtual Etiquette training has
transparency of Board business by the new financial year and now been provided
making recordings of Committee publish to the website
meetings available on its website.
Board e Keep under review the fact that Utilise the Board member Simon Jones, Chair September 2022 | COMPLETE
membership there isn't a qualified accountant vacancy to proactively recruit in collaboration [ e  The recruitment process has
expansion amongst the Independent to skills gaps and promote with the Public been completed and an
Members. diversity Appointments Independent Member
e Maximise the benefit of the diversity Unit in Welsh appointed — we are awaiting an
of Board members experiences Government announcement from the
minister.
Long term DHCW needs to progress work on the Production of DHCW long Ifan Evans, Executive November 2022 | COMPLETE
strategy organisation’s strategy to provide term strategy Director of Strategy e The development of the long-
further clarity on its long-term vision Board Development sessions term strategy is planned into
and objectives on the LT strategy the Board development
programme within 22/23 —
23/34
Co-design and As DCHW develops its external e Implementation of the Ifan Evans, Executive December 2022 | o Delivery of stakeholder

engagement plan and
appointment of new Head of
Engagement. Develop plan for
DHCW Digital Programmes
Office to strengthen
programme design and benefits
tracking.
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The roll out of the feedback
portal across the organisation
continues

ONGOING ACTIVITY IDENTIFIED FOR FURTHER DISCUSSION AND OVERSIGHT

Opportunity

Detail

Planned Activity

Owner(s)

Monitoring

Board behaviours

Ensure the importance of maintaining a fresh
outlook and culture is retained by the Board

Board Behaviours workshop including
effective challenge and strengths and
preferences

Chris Darling, Board
Secretary

Workshop outcomes and
actions — Board
Development

Governance etc., with all of DHCW's partners is
vital to ensure a coordinated and timely response

structures

Committee Maintain the progress and momentum of the Agenda setting sessions, Committee Chris Darling, Board Regular check in meetings

effectiveness DG&S Committee with the changeover of pre-meets and regular catch ups Secretary and effectiveness self-
Committee Chair scheduled with the new Chair assessment

Leadership and Ensure clarity on leadership and accountability for | Implementation of Executive Structure | Helen Thomas, Chief Directorate Performance

accountability critical areas e.g. cyber security, Information Development of Directorate sub- Executive Officer Reviews

Vision and Strategy

Ensure the vision and strategy have the right
balance between national consistency and local
flexibility. Ensure there is sufficient focus on care
as well as health.

Long term vision work will make these
considerations to strengthen existing
relationships and forge new
organisational relationships to widen
the breadth of input.

Ifan Evans, Executive
Director of Strategy

Board development
sessions and SHA Board
meetings

Stakeholder
Engagement

Monitor the implementation of the stakeholder
engagement plan

Bi-monthly reporting to Board via
progress report

Ifan Evans, Director of
Strategy

SHA Board meetings

Financial oversight

Monitor the draw-down of programme funds and
use of single tenders

e Bi-monthly financial reporting to
the SHA Board

e Bi-monthly strategic procurement
report to the Board

Claire Osmundsen-Little,
Executive Director of
Finance, Michelle Sell,
Director of Planning,
Performance and
Commercial

SHA Board meeting

Recruitment and
Retention

Focus on the workforce challenges facing the
organisation including: timely recruitment, staff
retention, and succession planning

Quarterly reporting to the Audit and
Assurance Committee on activity
focused on recruitment and retention

Director of People and
Organisational
Development

Audit and Assurance
Committee Meeting
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Workforce Strategy

Enact key aspects of the Draft People Strategy at
pace building on key strategic alliances including
Wales Institute of Digital Information (WIDI) to
further building capacity and capability.

Bi-monthly progress reporting to the
Board

Director of People and
Organisational
Development

SHA Board meetings
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STRATEGIC OBJECTIVE

All Objectives apply

CORPORATE RISK (ref if appropriate)

WELL-BEING OF FUTURE GENERATIONS ACT A Resilient Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS

ISO 9001

If more than one standard applies, please list below:

HEALTH CARE STANDARD

Governance, leadership and acccountability

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission:

Choose an item.

‘Outcome:

Statement: Not applicable

Workforce EQIA page

IMPACT ASSESSMENT

QUALITY AND SAFETY
IMPLICATIONS/IMPACT

Yes, please see detail below

Audit findings contribute towards the improvements of
processes and procedures leading to better quality
services

LEGAL
IMPLICATIONS/IMPACT

No, there are no specific legal implications related to the
activity outlined in this report.

FINANCIAL
IMPLICATION/IMPACT

No, there are no specific financial implication related to
the activity outlined in this report

WORKFORCE
IMPLICATION/IMPACT

No, there is no direct impact on resources as a result of
the activity outlined in this report.
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SOCIO ECONOMIC No. there are no specific socio-economic implications
IMPLICATION/IMPACT related to the activity outlined in this report

RESEARCH AND INNOVATION No, there is no specific research and innovation

IMPLICATION/IMPACT implications relating to the activity outlined within this
report
Acronyms
DHCW | Digital Health and Care Wales NHAIS | National Health Application and
Infrastructure Service
DR Disaster Recovery IT Information Technology
SMT Senior Management Team IMTP | Integrated Medium Term Plan
NWSSP | NHS Wales Shared Services SFI Standing Financial Instructions
Partnership
BAF Board Assurance Framework FBP Finance Business Partner
FCP Financial Control Procedure SMB Service Management Board
WPAS | Welsh Patient Administration BI Business Intelligence
System
2 SITUATION/BACKGROUND
2.1 This paper details the current position with respect to audit recommendations that have been

3.1

3.2

made, including those that have been completed during the period, those that are on schedule,
those that are overdue and those anticipated to not meet target dates. The audit
recommendation analysis (3.3) shows how progress is being made against the recommendations
and illustrates the on-going movement and change of status.

SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

The audit log shows the current reported status against recommendations received. The
analysis below shows all recommendations giving the current status of each recommendation
which remained open at the last Digital Health & Care Wales (DHCW) Audit and Assurance
Committee and also those presented in report form to the Committee since submission of the
last log.

Following advice from Internal Audit, one action dependent on a third party is being managed
via a separate log for tracking.
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3.3 There were 39 actions reviewed at the last meeting where 29 were closed leaving a total of 10
open actions. The Committee received two reports at the last meeting (listed below) which
contained a total of 11 new actions. These have been added to the log which now contains a
total of 21 actions.

Workforce
Directorate Review

The status of the 21 open actions is shown in the table below:

Number | RAG Status

11 Complete

9 YELLOW | Indicates that the action is on target for completion by the agreed
date

1 AMBER | Indicates that the action is not on target for completion by the
agreed date

0 Indicates that the implementation date has passed and

management action is not complete

3.4 In particular, the Committee are requested to note:

= The completion of the following actions:
2019.1 Legacy server estate: DHCW has made excellent progress in progressing this action.
As such, following a meeting with Audit Wales in September 2022, it is proposed that this
action be closed.
WRIS04 SMB consideration of password development
GenGovPt2 2.1c Inclusion of Health and Care Standards in performance reporting
SD1 Software Development Training actions x 3
SD4 Software Development Tools Standardisation
DIR1.1 Promotion of Corporate Induction Process for New Starters
DIR 1.3 Induction Process audited
DIR 1.5 Audit Programme for Induction Process established
DIR 3.1 Review and approval of the Appraisal Policy

= The following action which is not anticipated to be completed on target (as of the time of
reporting) but should be completed within the next two months and we propose an
extension of 6 months to enable its full completion:
SD2 Use of standardised code management

= The remaining 9 actions are on target for completion by their target date.
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KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

1 Excellent progress has been made over the period with a total of 11 actions closed. Progress

against actions will continue to be monitored by the Head of Corporate Services in conjunction

with Lead Directors on a regular basis.

RECOMMENDATION

2 Thereis one action identified as being late and a 6 month extension is requested.

.1 The Committee is being asked to NOTE the Audit Action Log.

APPROVAL / SCRUTINY ROUTE

Person / Committee / Group who have received or considered this paper prior to this

meeting

PERSON, COMMITTEE OR
GROUP

DATE

OUTCOME
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AGENDA ITEM 4.5i

Audit Action Plan

Digital Health & Care Wales
Outstanding Actions

Green - Action complete

Yellow - Action on target to be completed by agreed date

Orange - Action not on target for completion by agreed date

Red - Implementation

passed management action not complete

Recommendation

Management Action

Responsible

Accountable

Current/ Revised

Status

Comments

1/5

>
:5 Manager/ Officer Implementation Audit Committee
a Department Date
External Audit - WAO - Nationally Hosted NHS IT Systems Annual Audits
DHCW still use a number of servers Replace the legacy Windows Server and SQL Carwyn Lloyd- Helen Thomas Jun-22 DHCW has made excellent progress in
and machines that operate using the Server 2008 operating system, used on national |[Jones/Jamie progressing this action. As such, following a
Windows Server 2008 operating NHS ICT infrastructure environments, with a Graham meeting with Audit Wales in September 2022,
; system and SQL server 2008 < supported operating system. it is proposed that this action be closed.
= platforms. A replacement T
o programme is underway as legacy IT
systems are replaced.
DHCW are moving to a new national Test the IT DR plans including arrangements for |Carwyn Lloyd- Helen Thomas Oct-22 = Our resilience programme ensure tat all
data centre. Once the move is testing at the new national data centre Jones/Jamie o 5 systems complete a full test of their
complete, the updated IT DR Plans Graham ‘E -g o geographic resilience annually. 100% of
o including resilience arrangements c g % _§ services completed a fail-over before the
H. should be fully tested. _g S Té. o migration, in preparation for the move. A full
< % 2 S g DR test of each service will be complete within
'+ o &  [the first 12 months of occupation.
g¢
o
NWSSP Findings
WRIS04 Consideration should be given to Development required. However, appetite for this|Gareth Helen Thomas |Release 2.5 date This will not be included in Release 2.5. As the
bringing the control over password from the Service will likely be low due to the Evans/Meirion radiology service has chosen to replace WRIS
settings into the central management procurement of a new RIS system. Will highlight |George with a 3rd party RIS there is very little appetite
function. at the next SMB for possible inclusion in Release from the SMB for further development (unless
c 2.5 it is to satisfy mandatory/statutory
=i requirements). There may be an opportunity
é to further develop WRIS further in line with the

exit strategy which may include development
above what is required/mandated by the SMB.
If so, then this requirement will be required as
part of those developments. Action closed.
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GenGovPt2 [To ensure performance reporting is The Performance team will work with the Health |Michelle Sell/lfan [Helen Thomas Jul-22 There will now be monthly reporting as part of
2.1c linked to compliance with relevant Care Standards lead(s) in DHCW to highlight Evans the IOPR. Action complete.
Health and Care Standards. g compliance with the standards applicable to
- DHCW.
SD1 An overall training plan should be Access funding for additional Skillsoft licenses to |Stuart Davies/ Helen Thomas May-22 Action Complete, funding sourced.
developed that ensures that all cover all staff including new recruits. Merion George
identified training needs can be met.
Advanced ISTQB Training (which is not provided |Geoff Helen Thomas Jun-22 Action complete and training now co-ordinated
in Skillsoft) will be co-ordinated across all Norton/Meirion across teams.
Application teams. George
All training undertaken to captured and cross Helen Robertson/ |Helen Thomas May-22 Action complete, this will be an ongoing
referenced to the Training Matrix. Meirion George process.
SD2 All code management should be in WRIS Senior Product Specialist Support & Gareth Helen Thomas Sep-22 ) S&BA SQL code (stored procedures, etc) will
TFS Business Analysts to review and plan the Evans/Meirion o = be migrated to TFS as part of release 2.5. This
e implementation of the following Software George = % % release is now likely to be complete in
__g Development guidelines — CS-ADS-OO4 % £ g November. A significant loss of resource in the
a3 Managing Source Control, section 7.1 and CS- <o g WRIS development team and the inability to
= |ADS-003 T-SQL Coding Standards © 8 @ [identify Test resource has delayed
g ‘g development, An extension is requested.
O g
SD3.2 The requirement for checking We continue to integrate security into the Geoff Helen Thomas Dec-22 E o Scheduled for completion at end of December
compliance with secure coding development process by — Publishing CS-ADS- [Norton/Meirion [l 2022
standards should be added to the 005 Managing packages and dependencies into [George 5] g
WPAS code review document. the quality management system and we will % 5
g agree a standard set of code analysis tools for = @
g integrated development environments and build g B
s pipelines. And add these to our current coding 25
standards. < %
! o
s E
o ©
>_
SD4 DHCW should consider rolling out the All teams to work together to determine a Carl Helen Thomas Aug-22 Action complete. Recommendation agreed
use of Trello Boards or other Kanban standard Kanban product to use in all application [Davies/Meirion and implemented.
style management products to other % areas. George
teams. |
WF1 DHCW should develop a three-year Each directorate teams to work with Workforce & Sarah-Jane Helen Thomas Oct-22 . E Due to complete by target date.
resource plan, which details the number 0D, Finance and Planning team to develop high level |Taylor/Joanne g ° %
of vacancies within the organisation and g resource plan initially whilst DHCW is still fluid and ~ [Jamieson -% 'g 2 o
across each directorate / project g embedding strategic structures < E % §
planned. The vacancies should be clearly = % % @
linked to the funding available E - %’
o

2/5
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WF2 The DHCW Workforce Team should: - The spreadsheet utilised for the tracking of pre- Sarah-Jane Helen Thomas Sep-22 e 5 Due to complete by target date.
Determine if the spreadsheet utilised for employment checks for staff is still required. To Taylor/Joanne “‘é, §
the tracking of pre-employment checks ensure internal assurance, DHCW feel the Jamieson s ®
of staff recruited via agencies or % requirement to have internal process for staff § E ©
apprenticeships is still required. - If is 2 recruited via apprentices and agency schemes. 8 % i
required, each of the exceptions = DHCW will continue with existing tracker framework < TED-
highlighted should be reviewed further, and fine tune it building in tighter controls. % S
to determine if additional checks are E 2
H ol
WE3 DHCW should either develop the DHCW will develop the Scrutiny Panel Process Claire Osmundsen{Helen Thomas Oct-22 o 2 o |Ontrack.
Scrutiny Panel Process document or . document add the quoracy requirement for each Little/ Sian > E g B 3
create a terms of reference for the S meeting Williams % 232 §
Recruitment Scrutiny Panel, detailing the > 2 g % ?
oularac\L roo iranaaon tc for anc h waoaoting
DIR1.1 All Line Managers should be reminded of This has commenced and People & OD team are Sarah-Jane Helen Thomas Jul-22 The following Corporate Induction Reminder
their responsibilities to issue a Corporate currently tracking all new starters to ensure that they | Taylor/Sarah was published in the July Insider: A reminder
Induction presentation invite to each are booked on the DHCW Corporate Induction Brooks that ALL new starters need to be booked onto
new starter and update the ESR records a Corporate Induction session within the first
detailing attendance records few weeks of starting work in DHCW. If ESR
access is available, new starters can book
themselves via ESR; alternatively, Managers
can send an e-mail to
g DHCW.WFOD@wales.nhs.uk stating the
S name of the individual and the date to be
= booked. All dates for the remainder of the year
can be found on the Internal Training
Calendar, along with guidance on how to book
directly via ESR
DIR1.2 DHCW should ensure that the mass The Corporate Induction under DHCW has greatly Sarah-Jane Helen Thomas Nov-22 S 2 >, Due to complete by target date.
upload of historic manual records of = changed. People & OD team will ensure all new Taylor/Sarah B o i ©
Corporate Inductions provided to new .g starters from 1st April 2021 i.e. since DHCW was Brooks < ‘g % %
starters to ESR is actioned promptly % formed are uploaded by end of November 2022 § s g' GE)>
5583
DIR1.3 It is recommended that a periodic People & OD team to undertake quarterly auditto  |Sarah-Jane Helen Thomas Jul-22 The OD team has undertaken an internal audit
process audit is performed to provide ensure all new starters attend the Corporate Taylor/Sarah which covers the period from April 2021 to
confidence that all new starters attend Induction with agreed target Brooks June 2022 on how many new starters have
the Corporate Induction presentation attended a Corporate Induction and highlights
within the four-week target the non-compliance by Directorate across the
£ organisation, this report is currently being
2 finalised and the findings and actions to
2 address non compliance will be reported to the

relevant Directorates and internal forums.
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DIR1.4 The date of each New Starter Review The Starter Review System is currently under review. |Sarah-Jane Helen Thomas Oct-22 o 2o |Dueto complete by target date.
should be recorded by WOD in ESR, % Once the Starter Review System is live, People & OD |Taylor/Joanne > é g o8
evidencing the timeliness of the reviews S team will record on ESR the date of the review Jamieson = .% 8 %§
performed = > < 3 % =
DIR1.5 Line Managers should be instructed to People & OD team will remind Line Managers of their[Sarah-Jane Helen Thomas Aug-22 Audit completed 02.09.22. Reporting on
save a copy of the completed Local responsibilities and to save completed Induction Taylor/Joanne findings at September Directorate meetings
Induction checklist on the new starter's checklist on the new starter’s individual file plus the [Jamieson via the BPs. Responsible line managers will
individual file, evidencing the process = People & OD team will undertake quarterly audit and _be emailed w/c 05.09 to reminq them of t_he
and enabling WOD to perform a process = report findings at the directorate meetings. importance of the Local Induction Chekclist.
audit review to gain confidence that the % Thi§ will also be followed up in next months
process is embedded across DHCW Insider.
DIR2.1 Instruct all Line Managers to place a copy People and OD team will ensure Line Managers are |Sarah-Jane Helen Thomas Sep-22 5 Due to complete by target date.
of the PADR forms on each new starters e reminded to place a copy of the PADR forms on each |Taylor/Joanne = ) %
personal file and ensure that they enter = new starters personal file and that they enter Jamieson § fe) E g
relevant dates in ESR promptly g relevant dates in ESR. Regular audits to be carried ; gé_ g
out by People & OD team % fSg®
>
DIR2.2 Undertake a process audit review to gain People & OD team will remind Line Managers of their|Sarah-Jane Helen Thomas Oct-22 o Due to complete by target date.
confidence that Line Managers are responsibility to undertake PADRs promptly and to [ Taylor/Joanne o %
completing the PADR forms by the due record accurately on ESR. People & OD team will Jamieson *g g
date and promptly updating ESR with c continue to report current position at the directorate s §
accurate dates = review meetings. People & OD team will undertake 5 g
3 |quarterly audit which will include the quality of PADR 52
= forms and that they are completed promptly within E %
due date and recorded accurately on ESR ; g-
§ 8
DIR3.1 We recommend that WOD ensures that A draft copy of the Review Policy, developed in Sarah-Jane Helen Thomas Aug-22 The Appraisal policy was published for wider
the Appraisal Development and Review partnership with Trade Unions, is being reviewed as |Taylor/Joanne consultation on 9th Sept 2022 and closed on
Policy is subject to review and that the per DHCW Policy Review Process. Once approved, Jamieson/Sarah 23rd Sept 2022. The Policy has been
updated Policy document be approved e People and OD team will ensure this is Brooks approved.
and communicated across DHCW as = communicated across DHCW. Appraisal Development
soon as possible, with any update é has been incorporated as part of the Pay Progression

considering the linkages with the
requirements of the All Wales Pay
Progression policy

workshops which have been held for Line Managers
since March 2022
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Audit Action Plan

Third

Party Actions

Outstanding Actions

Green - Action complete

Yellow - Action on target to be completed by agreed date

Orange - Action not on target for completion by agreed date

Red - Implementation passed management action not complete

Recommendation = Management Action Responsi|Accounta|Current/ & Comments
IS ble ble Revised g Audit Committee
o Manager/ |Officer |Implement b
Departme ation Date
nt
External Audit - WAO - Nationally Hosted NHS IT Systems Annual Audits
NHS Digital (formerly known as HSCIC) g DHCW (at the time NWIS) should, as [Meirion  |Helen DHCW (then NWIS) met with NHS
are decommissioning the NHAIS system 5 they manage, support and develop the |George/K |Thomas Digital in November 2020 where they
and replacing the functionality with a third g Welsh Demographic System (WDS) en Leake confirmed they are still notin a

2016.1

party supplier system from Capita for the
payments engine for calculating general
medical services payments. NHS Digital
are also developing the demographic
registration and reporting systems required
to replace NHAIS functionality. For NHS
Wales, DHCW (formerly NWIS) and
NWSSP are considering the system
replacement options for Welsh
requirements as NWIS also support and
develop the Welsh Demographic System
(WDS).

plan to provide the required
functionality for NHS Wales in
developing the WDS for patient
demographic purposes.

position to give us revised dates for
the start of decommissioning.

NHS Digital are currently not in a
position to provide dates for key
Capita deliverables. The WDS
Phase 3 development will be aligned
with these timescales but more
clarity is needed from England before
substantive work can take place. We
are advised that the implementation
date is unlikely to be before early
2024 and may take up to 6 months to
complete.
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DIGITAL HEALTH AND CARE WALES
COUNTER FRAUD PROGRESS REPORT

Agenda 4.6
[tem

Name of Meeting Audit and Assurance Committee

Date of Meeting 18 October 2022

Public or Private Public

IF PRIVATE: please | N/A
indicate reason

. Claire Osmundsen-Little, Executive Director of
Executive Sponsor .
Finance
Prepared By Gareth Lavington — Head Counter Fraud
Presented By Gareth Lavington — Head Counter Fraud

Purpose of the Report For Noting

Recommendation

The Committee is being asked to NOTE the contents of the report that relate to the Counter
Fraud work carried out in period two of the financial year 2022-2023.

TY GLAN-YR-AFON 21 Heol Ddwyreiniol Y Bont-Faen, Caerdydd CF11 9AD

TY GLAN-YR-AFON 21 Cowbridge Road East, Cardiff CF11 9AD
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STRATEGIC OBJECTIVE All Objectives apply

CORPORATE RISK (ref if appropriate)

WELL-BEING OF FUTURE GENERATIONS ACT A Resilient Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS

N/A

If more than one standard applies, please list below:

HEALTH CARE STANDARD

Governance, leadership and acccountability

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission: /2022

No, (detail included below as to reasoning) ‘Outcome: NA

Statement: NA

Workforce EQIA page

IMPACT ASSESSMENT

QUALITY AND SAFETY
IMPLICATIONS/IMPACT

No, there are no specific quality and safety implications
related to the activity outlined in this report.

LEGAL
IMPLICATIONS/IMPACT

Yes, please see detail below

One investigation underway into theft by employee. Impact of
any resulting prosecution, if appropriate, may have a negative
reputational impact upon the organization.

FINANCIAL
IMPLICATION/IMPACT

Yes, please see detail below

Financial loss in relation to theft by employee over a
protracted period of time.

WORKFORCE IMPLICATION/IMPACT

Yes, please see detail below

Staff member under formal criminal investigation for theft
related offences — may impact negatively upon the wider
team.

SOCIO ECONOMIC

No. there are no specific socio-economic implications related

Page 2 of 4 Author: Gareth Lavington
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IMPLICATION/IMPACT to the activity outlined in this report
RESEARCH AND INNOVATION No, there is no specific research and innovation implications
IMPLICATION/IMPACT relating to the activity outlined within this report
Acronyms
DHCW | Digital Health and Care Wales SHA Special Health Authority

2  SITUATION/BACKGROUND

2.1 Quarterly reports required to appraise Audit and Assurance Committee and provide assurance
that the organisation has a robust Counter Fraud Bribery and Corruption provision.

3 SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

3.1 The progress made in the Counter Fraud Provision for DHCW during the second quarter of
2022-2023 (20" June 2022 - 2022)

4 KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

4.1 One investigation is underway in relation to high volume high value thefts from DHCW in the
form of IT equipment by an employee.

5 RECOMMENDATION

5.1 The Committee is being asked to NOTE the contents of the report that relate to the Counter
Fraud work carried out in period one of the financial year 2022-2023.
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Person / Committee / Group who have received or considered this paper prior to this meeting

PERSON, COMMITTEE OR GROUP

DATE

OUTCOME
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1. Introduction

In compliance with the Secretary of State for Health’s Directions on
Countering Fraud in the NHS, this report provides details of the work carried
out by the Cardiff and Vale University Health Board’s Local Counter Fraud
Specialists on behalf of Digital Health and Care Wales in relation to the
second period of reporting for the year 2022-2023. The report covers the
period from 20" June 2022 to 30" September 2022.

The report’s format has been adopted in order to update the Audit Committee

about counter fraud referrals, investigations, activity and operational issues.

At 30t September 2022, 49 days of Counter Fraud work have been
completed against the agreed 40 days in the Counter Fraud Annual Work-
Plan for the 2022/23 financial year. The days have been used strategically in
preparing quarterly and annual reports for, and attending, the organisation’s
audit committee meetings; and the creation and planning for renewed
infrastructure in relation to the organisation’s counter fraud response, staff
awareness training, and investigating referrals in relation to fraud and financial

crime.

This report builds upon the period 1 report that was delivered to Audit
Committee on 4% July 2022 and detailed the work covered to 20t June 2022.

The breakdown of these days is as follows: (P=Period) () = Running Total
TYPE Days P1 Days P2 Days P3 Days P4
Proactive 15 12 (27)
Reactive 0 22 (22)
TOTAL 15 34
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2. Progress

Staffing

A member of the team has, during this period, applied for a new role within the
Counter Fraud Service Wales regional team. They were successful in their
application and as a result they left the Cardiff and Vale Team in early
September. Recruitment of a new team member is underway but it is
anticipated that there will, as a result, be a temporary reduction in staffing
resource during reporting period 3 of this financial year.

One other member of the team has now received formal notification of their
Accreditation as a Counter Fraud Specialist (ACFS) and has subsequently
been nominated to the Counter Fraud Authority as a support Local Counter

Fraud Specialist for Digital Health and Care Wales.

Activity

Infrastructure/Annual Plan

During this reporting period, work has continued in developing the infrastructure
that will allow successful compliance with the Counter Fraud Plan for 2022-
2023. In this period the below activity has taken place in relation to this area of

work -

a. The maintenance of a comprehensive activity database which is already
assisting in maintaining a detailed and accurate record of work undertaken.

b. Review of the Counter Fraud Bribery and Corruption Policy — DHCW
currently use the All Wales Counter Fraud Bribery and Corruption Policy that
is out of date. As a result, a new policy document is being developed by the
Counter Fraud Manager. It is anticipated that this will be complete early in
the Q3 reporting period.

c. Review of CF digital presence — Fully functional, modern, Counter Fraud

Intranet site has now been developed and is operational. This is hosted by
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the Cardiff and Vale University Health Board Share point site but is available
to all members of DHCW staff via the link below. This link is publicised and
signposted via the DHCW intranet site and through ongoing publications

and messaging such newsletters bulletins and surveys.

(Link to the site for reference : Counter Fraud - Home (sharepoint.com))

. Counter Fraud e-Learning arrangements — as previously reported work is

underway with the LED team at CAVUHB to develop a modern fit for
purpose learning site on the All Wales Learning @ Wales Platform.
Development of this platform continues and whilst it was aimed that this will
be up and running at this point this has been delayed. The reason for the
delay is beyond the control of Cardiff and Vale Counter Fraud Team as it
awaits the new All Wales eLearning package to be finalised and distributed
by the Counter Fraud Service Wales. When complete this will be available
to all DHCW staff as a, Counter Fraud, education, learning and awareness
tool. It will be signposted internally within the organisation in order that staff

can access at the click of a button.

. New Counter Fraud posters have been designed, developed and printed in

high volume by the print team at Cardiff and Vale University Health Board
and have now been delivered. The aim is for them to be placed in impactive
locations at organisation sites in order to improve awareness and presence.
This will be supported visits by Counter Fraud staff in order to be present at

sites at times to be publicised in order to encourage engagement with staff.
Fraud Prevention Notices and IBURN notices

During this reporting period two Fraud Prevention Notices (FPN) have been
issued by the NHS Counter Fraud Authority. These have both been issued

in relation ongoing attempts Cyber enabled Mandate fraud.

During this reporting period one Counter Fraud Authority intelligence bulletin
(IBURN) has been issued. This was issued also in relation to Cyber enabled

Mandate fraud.
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These documents reinforce the high-risk impact factors that NHS
organisations face in relation to this type crime. The documents have been

cascaded accordingly as per the dissemination list.

Investigation into the subject matter with NHS Wales shared services
partnership Accounts Payable and Supplier Maintenance Teams, and with
the Cyber Security team at Digital Health and Care Wales has resulted in
the findings that the organisation has not had any interaction with the
malicious sites and or ‘rogue’ suppliers that are the subject of these
bulletins. DHCW Cyber Security team have also assisted in providing

assurance to all other NHS Wales organisations in relation to this issue.

These documents are classified as Official Restricted and as a result the
information contained these notices can only be shared with those staff

identified in the Handling Information.

Local Alerts/Bulletins

During this reporting period there have been no further fraud alerts issued.
Awareness Sessions

During this reporting period three general counter fraud awareness sessions
have been delivered to DHCW staff.

Further efforts underway to roll out further sessions throughout the

organisation.
Newsletters

During the reporting period one newsletter has been produced, published

and communicated to all staffing groups. (Appendix 1)
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Referrals/Enquiries

During this reporting period one referral has been received in respect of
Digital Health and Care Wales. This is in relation to the suspected theft of
IT equipment. This has been promoted to formal investigation. As a result,
of investigation a suspect was identified along with a target address. On 8t
August 2022 with the assistance of Heddlu Gwent Police, a Counter Fraud
team operational order was carried out and the target address was the
subject of an early morning raid. One arrest was made and a full search of
the property was carried out. Various items were seized. The suspect was
later interviewed by the Counter Fraud team at Ystrad Mynach Police
Station. They have been released under investigation (RUI) pending further
enquiries. The investigation continues and is expected to be protracted. The
subject of this investigation was identified as a member of DHCW staff and
was immediately suspended from the organisation pending an urgent and

immediate internal disciplinary process.
Investigations

At the beginning of this reporting period (20/06/2022) there were no formal

investigations open.

As reported above one formal investigation has been opened and remains

open.
Other

NA
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Appendix 1 (Front)

Counter Fraud Newsletter _ Juy2022

CAVUHB | Velindre | HEIW | PHW | DHCW
Local Counter Fraud Specialists (LCFS)

Welcome to the July 2022 edition of the Counter Fraud Newsletter

Over the past two months we have set up a new Counter Fraud Intranet Page
it can be accessed via the link above or the QR code. It is

hosted on the Cardiff and Vale SharePoint Platform

however is accessible to anyone in NHS Wales.

On the site you will find out more information about your
counter fraud team, NHS Fraud, how to report fraud, how to
request awareness sessions and useful links. You will also
find information about recent cases and investigations. We
look forward to your visit.

Background:

An overpayment case will generally occur when a member of staff leaves the organisation and a
termination form is not completed or is completed incorrectly. This results in the now ex-employee
continuing to get paid their normal wage when they are no longer working for the organisation.
Overpayments can also occur in a number of other situations such as sickness, maternity leave, change
in hours etc.

Overpayments result in financial loss to the NHS as the person in receipt of payments is not entitled to
the money. Any loss to the NHS has an impact on the service that can be delivered and as a result
patient care.

Your responsibilities:

Whilst overpayments are a result of a systematic failing by the organisation it is the subsequent action
of the employee that dictates how the matter will be dealt with. It is imperative that you are aware of
the Overpayments Policy and your responsibilities. If you do receive an overpayment or suspected over-
payment you should contact your manager or the payroll department at the earliest opportunity for it
to be looked into.

Outcome:

In an overpayment case where the employee/ex-employes has made contact with the organisation (as
soon as possible) then it would be resolved by repaying the money over an agreed time scale.

Counter Fraud Department:

However, if there is a prolonged overpayment f there is suspected to be an element of dishonesty
involved / no contact is received from the employee/ex-employee then the matter is referred to the
Counter Fraud Team for initial assessment. This can result in a formal investigation and the possibility of
being charged with a criminal offence and going to court. Pease turn over to read about a recent casel

Remember: be honest, if you are aware you are being

overpaid, tell someone!
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(Rear)

#s a result of the work of the Local Counter Fraud Team at Anewrin Bevan University Health Board, a former employee has
been convicted of Theft at Merthyr Magistrates Court as a result of dishonestly retaining salary overpayments. They are due to
appear at Merthyr Crown Court later in July for sentencing.

The former nurse at ABUHB left their position at the health board in Movember 2020, however, due to a system error
continued to be paid until the error was discovered in July 2021. The value of the overpayment was in the region of £21 000,

A& subsaquent investigation by the Lol Counter Fraud Team discovered no attempts had been made by the former employea
to contact payroll or management in relation to overpayment. Furthermore it was discovered all of the money had been spent
and the nurse was in alternative employment during the time of the overpayment.

This case underpins the importance of staff members alerting payroll/managers to
incidents of overpayments in a timely manner.

4 prescriptions clerk at a Cardiff Pharmacy has been convicted of Fraud and sentenced to 20 weeks in prison (suspended for 2
years), to complete 15 days of Rehabilitation Activity Requirements and to pay a victim surcharge.

The prescriptions clerk became addicted to co-codamol having taken the medication due to suffering chronic pain. Having
become addicted to the medication the derk used their position to create false prescriptions in other peoples names with the
intenticn of taking those medications themselves. The matter came to light after concerns were raised due to one of the
medications she was prescribing being out of stock.

4 subsequent referral and investigation by the Counter Fraud Team at Cardiff and vale found there to be 199 false
prescriptions owver a period of 4 years, with a value of the medication totalling over £1700.

NHS fraud. Spot it. Report it. Together we stop it.

Local Counter Fraud Team
The counter fraud department has a new online reporting tool which can be accessed from the

link or by scanning the QR Code below. There is also a new generic email inbox which can be used

to contact the Fraud Department. Any information provided is treated confidentially.
Counter Fraud Enguiry Form (link)

CounterFraudEnguiries.CAV@wales.nhs.uk

Gareth Lavington

Tel: 029215 36265
Gareth Lavington?@wales nhs uk
Counter Fraud Manager

Tel: 029218 35451
Migel Price@nvales nhs uk
Local Counter Fraud Spedalist

Emily Thompson
Tel: 029215 36262
Emily Thompson@wales nhs uk
Local Counter Prand Specialist

Henry Bales
Tel: 029218 36264
Henrv. Bales@wales nhs.uk
Local Counter Fraud Specialist

Office- Coumter Fraud Department, 1st Floor Woodland House, Maes-Y-Coed Road, Cardiff, CF14 4HH
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DIGITAL HEALTH AND CARE WALES

HEALTH AND SOCIAL CARE AND PUBLIC
ADMINISTRATION AND PUBLIC ACCOUNTS
COMMITTEE REVIEW INTO DHCW

Agenda 5.1

ltem

Name of Meeting

Audit and Assurance Committee

Date of Meeting

18 October 2022

Public or Private

Public

IF PRIVATE: please
indicate reason

N/A

Executive Sponsor

Chris Darling, Board Secretary

Prepared By

Laura Tolley, Corporate Governance Manager

Presented By

Chris Darling, Board Secretary

Purpose of the Report

For Noting

Recommendation

The Audit & Assurance Committee is being asked to:

NOTE the Joint Review into DHCW Health and Social Care and Public Administration and Public
Accounts Committee Joint Review report.

TY GLAN-YR-AFON 21 Heol Ddwyreiniol Y Bont-Faen, Caerdydd CF11 9AD

TY GLAN-YR-AFON 21 Cowbridge Road East, Cardiff CF11 9AD
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STRATEGIC OBJECTIVE

Development of the new Digital Organsation

CORPORATE RISK (ref if appropriate)

WELL-BEING OF FUTURE GENERATIONS ACT

A Globally Responsible Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS

N/A

If more than one standard applies, please list below:

HEALTH CARE STANDARD

Governance, leadership and acccountability

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT

\Date of submission: N/A

No, (detail included below as to reasoning)

‘Outcome: N/A

Statement: N/A

Workforce EQIA page

IMPACT ASSESSMENT

QUALITY AND SAFETY
IMPLICATIONS/IMPACT

No, there are no specific quality and safety implications
related to the activity outlined in this report.

LEGAL
IMPLICATIONS/IMPACT

No, there are no specific legal implications related to the
activity outlined in this report.

FINANCIAL
IMPLICATION/IMPACT

No, there are no specific financial implication related to the
activity outlined in this report

WORKFORCE IMPLICATION/IMPACT

No, there is no direct impact on resources as a result of the
activity outlined in this report.

SOCIO ECONOMIC
IMPLICATION/IMPACT

No. there are no specific socio-economic implications related
to the activity outlined in this report

RESEARCH AND INNOVATION

IMPLICATION/IMPACT

No, there is no specific research and innovation implications
relating to the activity outlined within this report

Page 2 of 5 Author: Laura Tolley
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DHCW | Digital Health and Care Wales ToR Terms of Reference
NWIS | NHS Wales Informatics Service SHA Special Health Authority
IMTP | Integrated Medium Term Plan

2.1

2.2

2.3

3.1

SITUATION/BACKGROUND

On the 15t™ July 2022 the Health and Social Care and Public Administration and Public Accounts
Committee announced a joint consultation review into DHCW.

The review will be informed by written evidence submitted by DHCW on the 23 September,
and an oral evidence session with four DHCW members with the Joint Committee. It is
currently not confirmed if the oral evidence will be in person or virtual, but clarity is expected
in the coming weeks.

In addition to DHCW written evidence, a wide range of stakeholders have been invited to
submit written evidence to the Joint Review, and questions on areas identified through this
written evidence may be asked during the oral session with DHCW on the 26 October.

SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

The Terms of Refence for the Joint Review is set out below.

The process of establishing DCHW and progress in the first year, progress achieved and
outstanding challenges.

* Progress on recommendations of Fifth Senedd Public Accounts Committee reports.

* Prioritisation and manageability of the work programme and change agenda, including
workforce, skills issue, cybersecurity and any areas of particular pressure or concern.

* Relationship with local health boards, NHS trusts, local authorities, social services
providers, and other key stakeholders including patient and patient groups.

Page 3 of 5 Author: Laura Tolley
Approver: Chris Darling
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*  Workforce and skills capacity within other health and care bodies; whether they have
sufficient capacity to engage and potential impact on delivery of DHCW priorities.

* Assessing the impact of DHCW’s work and whether it’s achieving its objectives.

* Data transparency, accessibility, quality, and comparability with health and social care
data and key performance indicators across the UK

Further details of the terms of reference are available here: Scrutiny of Digital Health and Care
Wales (senedd.wales)

Potential areas of questioning should be shared from the Committees with DHCW prior to the
oral session, this is anticipated to be received week commencing 24 October 2022.

The oral hearing is scheduled for 26 October 2022, this will be chaired by Russell George MS
and will be attended by the following DHCW Members:

e Helen Thomas, Chief Executive Officer

e Rhidian Hurle, Executive Medical Director

e Claire Osmunsden-Little, Deputy Chief Executive Officer/Executive Director of Finance
e Simon Jones, DHCW Chair

The DHCW written evidence response to the joint review into DHCW can be found at 5.1
Appendix A.

KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

There are no key risks / matters for escalation to Board / Committee

RECOMMENDATION

The Audit and Assurance Committee are being asked to:

NOTE the Joint Review into DHCW Health and Social Care and Public Administration and
Public Accounts Committee Joint Review report.

Page 4 of 5 Author: Laura Tolley
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INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY

216/39%4


https://business.senedd.wales/mgIssueHistoryHome.aspx?IId=39795&Opt=0
https://business.senedd.wales/mgIssueHistoryHome.aspx?IId=39795&Opt=0

Q lechyd a Gofal
@ Jngu Digidel Cymru
\ / H Digital Health

o ALESs | and Care Wales

0

5

6 APPROVAL/SCRUTINY ROUTE

Person / Committee / Group who have received or considered this paper prior to this meeting

PERSON, COMMITTEE OR GROUP DATE OUTCOME
Weekly Executive Directors 07.09.22 Discussed
Management Board 16.09.22 Noted
Page 5 of 5 Author: Laura Tolley

Approver: Chris Darling
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Health and Social Care and Public Administration

and Public Accounts Committee
Joint Review into DHCW Written Evidence

Introduction and Background to Digital Health and Care Wales (DHCW)

Digital Health and Care Wales (DHCW) is a Special Health Authority (SHA) working in partnership with
health and care organisations to deliver digital health and care services for the people of Wales.

DHCW is accountable to Welsh Government, with leadership and direction provided by the DHCW
Board, which has oversight in ensuring sound governance arrangements.

As a unitary Board, Executive and Independent Board members share corporate responsibility for
setting the strategic direction for DHCW and monitoring performance of the organisation.

A key part of the NHS Wales family, the work of DHCW has demonstrable impact, 100 plus
operational services are used daily by thousands of staff, providing the information and systems
needed to give patients the best possible care and treatment, speeding up diagnoses and making
care safer.

More can be found on DHCW's first year of operation via the one-year review video.

The DHCW vision is:

To provide world leading digital services, empowering people to live healthier lives
DHCW’s vision is underpinned by five strategic missions:

1. Enabling digital transformation supporting joined up, consistent care

2. Delivering high quality technology, data products and services to support efficiencies and
improvements in care processes

3. Expanding the content, availability and functionality of the digital health and care record so that
care and treatment quality is improved

4. Driving value and innovation for better outcomes and value-based care

5. Becoming the trusted strategic partner and a high performing, inclusive, ambitious organisation
supporting our workforce and stakeholders
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1.3 DHCW provides services to NHS Wales and supports social care via partnership working and
collaboration.

The DHCW Establishment Order does not include a strict definition of how DHCW should support
social care. However, the SHA Establishment Programme Board agreed that DHCW'’s role with
regards to care would be to support the delivery of joined up digital services for health and social
care, without impacting the current mechanisms for governance and accountability for directly
delivering care.

DHCW’s remit is to provide national digital and data services and infrastructure to NHS Wales.

DHCW does provide a fully managed service to GP practices (General Medical Services) providing all
hardware and IT support.

Not all NHS Wales digital services are provided by DHCW.

o DHCW is not responsible for local digital and data services (including IT hardware, such as
printers and laptops and locally delivered software applications). NHS Wales bodies! have their
own independent digital teams, usually led by a Director of Digital

o DHCW does not provide the 111 service, which is delivered by the Welsh Ambulance Services
NHS Trust

o NHS Wales Shared Services Partnership (NWSSP) provides a range of professional, technical, and
administrative functions and services to NHS Wales bodies. From a digital perspective NWSSP
provide / manage a number of support systems e.g. management of prescription payments to
pharmacies, and the Electronic Staff Record (ESR)

1.4  Asthe national delivery organisation DHCW supports Welsh Government’s digital health
transformation policy objectives. Flagship examples include:

o the National Data Resource, which will enable an open data architecture for NHS Wales
supporting improved patient outcomes

o the Digital Services for Patients and Public programme, which will enable patients and the public
to digitally connect with health and care services via the NHS Wales App

o the Digital Medicines Transformation Portfolio, which will transform the way medicines are
prescribed, managed and administered for patients

1 NHS Bodies include Health Boards, Trusts and Special Health Authorities, and other NHS hosted bodies
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2. Written Evidence in Response to the Terms of Reference. The process of establishing DHCW
and progress in the first year, progress achieved and outstanding challenges.

Key Points:

DHCW is making positive progress in putting arrangements in place to support good governance and
the efficient, effective, and economical use of resources under challenging operating circumstances —
Audit Wales, Baseline Governance Review (January 2022).

Two strategic challenges for DHCW and NHS Wales are:
e Digital capacity and capability in DHCW and across NHS Wales to allow digital transformation to
be driven forward at pace
e A more sustainable medium and long-term funding model for digital services in NHS Wales is
needed, supporting DHCW and delivery organisations to respond to financial pressures
including digital inflation, and to plan, deliver and service multiyear transformation
programmes

Establishing DHCW and Progress in the First Year

2.1 DHCW was established to take forward the digital transformation needed for better health and care
in Wales. The transition from a hosted organisation (NHS Wales Informatics Service, or NWIS) to a
Special Health Authority was announced in October 2019, established by The Digital Health and
Care Wales (Establishment and Membership) Order 2020 (legislation.gov.uk) and became
operational in April 2021.

An independent Internal Audit review was sought to provide assurance that the risks associated with
the transition were effectively managed.

Prior to formal transition, a formal handover report was produced for both Velindre University NHS
Trust and Digital Health and Care Wales.

The DHCW Board has been constituted to comply with the Digital Health and Care Wales
(Membership and Procedure) Regulations 2020. The DHCW Board held its inaugural meeting on 1
April, 2021 where Standing Orders and Standing Financial Instructions were adopted and a paper
setting out the Board and Committee structure was approved.

Audit Wales undertook a Baseline Governance Review for 2021/22 aiming to answer the overall
question: is DHCW making good progress in putting arrangements in place to support good
governance and the efficient, effective, and economical use of resources? The aim of undertaking a
Baseline Governance Review was to aid organisational learning and development.
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The overall conclusion found: “DHCW is making positive progress in putting arrangements in place to
support good governance and the efficient, effective, and economical use of resources under
challenging operating circumstances”.

The DHCW annual accounts and financial statements were reviewed and certified as unqualified
accounts and laid before the Senedd in July 2022.

DHCW has a quality approach to product and service development and has maintained certification
for a number of recognised standards (including International Organisation for Standardisation (ISO)
and British Standards (BS)):

e [SO 9001 — Quality Management System

e [SO 14001 — Environmental Management System

e |SO 20000 — IT Service Management Systems

e SO 27001 — Information Security Management Systems

e BS 10008 — Evidential Weight and Legally Admissible Information Management System
e BS 76000 — Valuing People Standard

e BS 76005 — Diversity and Inclusion

e SDI—Service Desk Institute Certification

e DEA accreditation for SAIL (Secure Anonymised Information Linkage) - Swansea University

DHCW Outstanding Challenges

2.2

2.3

2.4

While quorate for all Board meetings, there have been gaps in Executive and Independent Member
posts. Addressing this has been a continuing priority for the Chair and Chief Executive. It is
anticipated that the full Board will be in place by the end of 2022.

There are many opportunities to further develop and deliver digital services, which support recovery
and the shift to new ways of working, but this will require more digital capacity and capability in
DHCW and across NHS Wales. A key challenge continues to be recruiting people with the right skills.
Like other digital employers, DHCW has many vacancies and some specialist requirements, which are
difficult to source. The new People and Organisational Development Strategy sets out how DHCW
aims to address some of these challenges. This includes a strategic resourcing approach to support
recruitment activities and procurement of specialist services from commercial partners.

The significant reduction to allocations through the Digital Priorities Investment Fund (DPIF?),
(reduction from £25m capital to £10m?) set out by Welsh Government for 2022/23, provided some

2 The Digital Priorities Investment fund was set up by Welsh Government in 2019 to transform digital investment.
3 Correct at time of writing.
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challenges. Working with the NHS Wales Directors of the Digital Peer Group, DHCW supported the
Welsh Government Digital Team to reach a manageable position, but reduced investment will
inevitably impact the ambition to increase the pace and scale of digital transformation.

DHCW faces a number of financial pressures including digital inflation (a general increase of over
20% in the costs of hardware and services since 2021) as well as growth in data storage and numbers
of users, and a shift from capital to revenue based funding driven by cloud adoption. The absence of
a mechanism for funding growth presents a recurring challenge — this needs to be addressed if
DHCW is to maximise pace, performance, and the value of digital services within a cloud
environment. A more effective and efficient organisational funding model (charging/flows) requiring
a system wide approach to mitigate the ongoing funding challenge and drive digital transformation
in health and care in Wales. Work to explore more sustainable funding models is being taken
forward by DHCW, in collaboration with the Directors of Finance Forum, the Digital Directors Peer
Group, the Financial Delivery Unit (FDU) and Welsh Government.

To effectively respond to new and emerging digital priorities DHCW needs to be agile and able to re-
prioritise on an ongoing basis. Moving resources to respond to the Covid-19 pandemic had a major
impact during DHCW’s first year. This is covered in more detail in the response in section 4.

Changes to data sharing legislation in health have been indicated by UK Government and informed
by the Goldacre Review and the Health and Care Act 2022. DHCW is working with Welsh
Government to clarify the legal position in Wales and to support the development of a Data Promise,
as set out in the Digital Strategy for Wales. This will be an important enabler for the technical
platform developed through the National Data Resource Programme, and our ability to maximise the
potential to improve patient outcomes through data.

In its first 18 months of operation, DHCW has focused on ensuring robust governance arrangements
are in place to operate as a Special Health Authority. There are however, varying programme
governance arrangements for national digital programmes, including some led by the NHS Wales
Health Collaborative rather than DHCW. Consistency and simplification of programme delivery would
help to ensure clear accountability. These include:

o The Radiology Informatics Solution (RISP) - DHCW work with the Collaborative, DHCW leads on
the procurement and is the contract awarding authority but does not host the programme

o Laboratory Information Network Cymru (LINC) - The new Laboratory Information Service will be
used across NHS Wales in Blood Sciences, Cellular Pathology, Mortuary, Microbiology, Cytology
and New-born Bloodspot Screening Service. DHCW lead on the procurement and is the
contracting party, but the Collaborative manages the programme

These arrangements will be subject to review as part of the transfer of the NHS Welsh Health
Collaborative functions into the NHS Executive.

DHCW hosts a number of major digital programmes, providing a range of expertise including but not
limited to programme management, commercial, technical, delivery and business change, reporting
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into relevant national programme boards. It should be noted that external Senior Responsible
Owners (SROs), appointed by Welsh Government, are accountable for delivery of these programmes,
an example of external governance arrangements for the NDR programme can be seen as an
appendix. Going forward it is crucial that accountabilities and responsibilities of Digital Programme
Boards and DHCW are clarified. DHCW are working with Welsh Government to review and advise on
a way forward.

2.9 Increasing cyber threats, heightened by the Ukraine/Russia conflict, require effective cyber security.
Investment in cyber is therefore essential, as is ensuring all NHS Wales bodies are aware of their
responsibilities and actions required to combat cyber threats.

2.10 Wales has legally binding targets to deliver the goal of Net Zero emissions by 2050, this target is
underpinned by an ambition for the Public Sector to be collectively Net Zero by 2030. Some of these
emissions are beyond our direct control; highlighting the challenge we have in working
collaboratively to influence the decisions of others. DHCW is working collaboratively with partners
to respond to these challenges as part of our Decarbonisation Action Plan.

3. Progress on recommendations of the Fifth Senedd Public Accounts Committee reports

Key points

e Good progress on recommendations made by the November 2018 Public Accounts
Committee Review

e Consistent delivery performance of DHCW’s operational services during 2021/22

e Strong commitment to openness and transparency

3.1 In November 2018 the National Assembly for Wales Public Accounts Committee published its report
into Informatics Systems in NHS Wales. The report considered areas that had been identified from an
earlier review by the Wales Audit Office.

On 1 March 2021, the NHS Wales Chief Executive/Welsh Government Director General for Health
and Social Services, provided further information to the Senedd Public Accounts Committee (PAC)
reporting on progress against the original recommendations, including specific updates provided by
the predecessor organisation, NHS Wales Informatics Service. An update on this was considered by
the DHCW Audit and Assurance Committee in July 2021.

Of the eighteen original recommendations from the PAC Report five had been addressed by
November 2019 and of remaining 13 recommendations only one now remains open, as follows:
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WG, NWIS and NHS bodies should work together to explore options to secure the experienced ICT
staff and developers that NWIS needs within the context of a comprehensive workforce plan for NWIS
and taking account of the ICT staff available to NHS bodies. (recommendation 11)

The strategic workforce review is progressing, led by Welsh Government, with more information on
this in section 6.

Service Availability

3.2 Service availability and outages were a feature of the previous review undertaken in 2018. Staff have
become dependent on technology services and they need to be available at all times. DHCW invests
in and improves the national digital infrastructure and works closely with NHS Wales organisations
responsible for local infrastructure, to ensure that services are available and performing well.

DHCW has completed a major data centre transition and successfully moved one of its two data
centres to a new provider during 2021. See further detail in section 7.

The delivery performance of DHCW'’s operational services during 2021/22 was good with an average
availability of 99.94% with a total of 49 incidents categorised as a major IT incident.

Major IT incidents are those that have the potential to affect a large number of users and may
include issues such as delays in processing test results, downtime for a service or partial disruption to
a service. Some of these incidents were the result of problems with 3™ party suppliers or problems
with infrastructure running in Health Board premises. Of these major IT incidents 92% were fixed
within the target fix-time of either 4 hours or 8 hours, depending on the severity/impact of the
incident.

Cancer Information Services
3.3 See further information on Cancer Information Services in section 7.
Welsh Community Care Information System

3.4 Updates on the Welsh Community Care Information System (WCCIS) implementation are provided in
Audit Wales reports:

o Welsh Community Care Information System (audit.wales) — Audit Wales report published in
October 2020 looking at the overall implementation of the WCCIS

o An update to the 2020 report has been documented by Audit Wales and can be seen via the
update letter to the Senedd PAPA Committee The Welsh Community Care Information System
update letter (audit.wales)
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Openness and Transparency

35 DHCW ensures it works openly and transparently, taking into account the requirements of the Public
Bodies (Admissions to Meetings) Act 1960. DHCW’s commitment to openness and transparency can
be seen through:

o Live streaming and recording Public Board meetings and posting them to the DHCW website

Publishing 10-day advance notice of Public Board meetings

(@]

o Sharing papers with Board members and publishing public papers on the DHCW website seven
days before Board and Committee meetings

o Publishing abridged minutes of the committee meetings held in private (Audit and Assurance,
Digital Governance and Safety Committees)

o Publishing a highlight report of all committee and advisory group meetings to the Board

o Videos of DHCW Committee public meetings (Digital Governance and Safety and Audit and
Assurance) published on the DHCW website, from April 2022 onwards

4. Prioritisation and manageability of the work programme and change agenda, including
workforce, skills issues, cyber security and any areas of particular pressure or concern.

Key points

e Pandemic demonstrated benefits of digital services
e Digital response to Covid-19 pivotal in delivering the Wales vaccine programme
e Attracting skilled digital and technical staff remains challenging

e Cyber security strengthened but remains a heightened threat

Response to the Covid-19 Pandemic

41 DHCW was formed during the height of the pandemic, which dominated the work programme and
change agenda. However, the pandemic did demonstrate the positive impact of digital
transformation and how quickly it can be scaled and delivered in a crisis situation.

As part of the pandemic response, DHCW

o Increased bandwidth across our core national network to support higher volumes of traffic
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o Provided GPs with remote working solutions

o Delivered integration with private laboratories for lab results, ensuring a seamless digital flow
for test results

o Enabled electronic test requesting at Welsh Covid test centres
o Delivered performance dashboards for direct access to lateral flow and contact tracing data

o Provided Covid-19 pass and Welsh vaccination data to NHS Digital for inclusion in the Travel
Covid-19 Passport

o Developed an online vaccine re-booking solution for citizens,

o Delivered the Welsh Pandemic Record Certificate Dashboard and the Covid Certification
Digital Solution with cross border functionality and data flows

In September 2021, The Financial Times reported (paywall article) that Welsh Government saved
hundreds of millions of pounds by using public sector programmes and services during the
pandemic. One of those services was the Test, Trace, Protect programme developed and
delivered by NHS Wales, with the digital elements managed by DHCW.

Using an all-Wales digital platform, national data sharing agreements, standard processes, and
public sector partnership delivery by local authorities and NHS Wales organisations, the digital
contact tracing service was an important contribution to the success of Test Trace Protect.

By the end of March 2022, the all-Wales digital Welsh Immunisation System had supported the
administration of nearly 7 million vaccines. Continuous development and modification to meet
changing requirements allowed it to support Wales’ accelerated booster programme and make
data available for the COVID-19 Pass, which provides people with a record of their vaccinations
and was a critical component in the management of the pandemic.

Workforce Planning within DHCW

4.2 To deliver digital change NHS Wales needs a strong, flexible and skilled workforce. DHCW has a new
People and Organisational Development Strategy that sets out strategic recruitment activities to
increase staff numbers, including:

o increased collaboration with the education sector and a wide range of Welsh universities
o attendance at jobs fairs
o designing and delivering our own organisational virtual careers events

o targeted recruitment campaigns and the use of specialist recruitment advisors for hard to fill
posts
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Supported learning and development at all career stages is a key part of the DHCW approach to staff
development and retention.

DHCW has seen a significant increase in staff head count from 675 in 2019 to 969 in March 2022.
See section 6 for information about the NHS Wales digital workforce review.
Cyber Security and Protecting Patient Data

4.3 The World Economic Forum Global Risk Landscape 2022 highlights growing dependency on digital
systems, intensified by COVID-19. Over the last 18 months, industries have undergone rapid
digitalisation, workers have shifted to remote working, and platforms and devices facilitating this
change have proliferated. At the same time, cybersecurity threats are growing—in 2020, malware
and ransomware attacks increased by 358% and 435% respectively—and are outpacing societies’
ability to effectively prevent or respond to them. Lower barriers to entry for cyberthreat actors,
more aggressive attack methods, a dearth of professionals, and patchwork governance mechanisms,
are all aggravating the risk.

DHCW has a national role in the protection of the network and data across NHS Wales and works
closely with the National Cyber Security Centre and NHS Wales colleagues to ensure systems are
resilient and secure. On behalf of Welsh Government, DHCW also hosts the NHS Wales Cyber
Resilience Unit which provides assurance and support at the national level. The Unit provides
essential information, resources and accreditation to protect against cyber threats.

Through our Information Governance Strategy, we are shaping an effective national governance
structure for data protection and information governance issues.

5. Relationship with local health boards, NHS trusts, local authorities, social services providers,
and other key stakeholders including patient and patient groups.

Key points
e Focus on increased stakeholder engagement

e Commitment to co-production and working in a new way with patients, clinical
staff and suppliers

e Partnerships critical to take forward the digital agenda

e Increased collaboration with social care and the voluntary sector

5.1 In its first year DHCW published a Stakeholder Engagement Strategy and Stakeholder Engagement
plan.
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As a trusted strategic partner DHCW meets with the other NHS Wales bodies on multiple levels. At a
planning level, this includes joint plans for implementation of national systems and services, to
understand which services, systems or requests are important for local requirements.

At a senior level, DHCW meets regularly with other NHS Wales bodies through joint Executive
sessions, which focus on strategic alignment of digital delivery plans.

An All-Wales Independent Member Digital Network was established in January 2022 and is facilitated
by DHCW. The network meets quarterly and has Independent Member representatives from across
NHS Wales.

The All-Wales Directors of the Digital Peer Group meets monthly, with DHCW directors playing an
active part, working in a collaborative way to pursue common objectives and maximise benefits from
digital services.

In addition, DHCW has taken a digital leadership role on the All-Wales Directors of Finance Forum to
ensure digital opportunities and challenges are central to the agenda.

DHCW has established a number of partnerships through formal Memorandum of Understandings
(MoUs) including with NHS Digital, Social Care Wales, and with academic partners via the Wales
Institute of Digital Information (WIDI), Digital Health Eco System Wales (in development).
Partnership agreements have also been signed with the Digital Intensive Learning Academy and the
Centre for Digital Public Services.

DHCW works closely with the Welsh Government Chief Digital Officer and the Local Government
Chief Digital Officer for Wales and the Welsh Government Digital team.

Patient and Public Involvement

5.7

DHCW manages the Digital Services for Patients and the Public Programme, which is developing the
NHS Wales App. The NHS Wales App will give people a convenient tool to access NHS Wales services
and health and care information more easily.

In co-production with patients, health and care practitioners and developers, DHCW is working to
ensure the technology meets the needs of Welsh people. A Patients and Public Assurance Group
*meets monthly to discuss progress. A User Design group evaluates the look, feel and content of the
App (including Welsh language). Regular meetings are held with third sector organisations, patient
representative groups, NHS Wales and public sector, and Welsh Government leads to keep them
updated on developments and develop further networks.

A total of 850 people have signed up to contribute to user research and will take part in
development and testing through a private beta phase of the NHS Wales App in autumn 2022. The

4 Comprises experts, engagement leads, patient & carer representatives from over 20 third sector
organisations, along with, NHS Wales and DHCW.
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App will then move to a public beta phase through which more people will have the opportunity to
contribute to the development of the App before full launch in 2023.

A first digital summit exploring the key issue of digital inclusion in health and care and the central
role the voluntary sector can play working in partnership with the statutory sector is being held in
September. The summit is being co-sponsored by Digital Health and Care Wales, Cwmpas and the
Wales Council for Voluntary Action.

6. Workforce and skills capacity within other health and care bodies; whether they have sufficient
capacity to engage and potential impact on delivery of DHCW priorities.

Key points

e Digital Workforce Review, commissioned by Welsh Government, indicates
significant growth of the digital profession over the next 10 years

e Partnerships with the wider NHS Wales family including Health Education &
Improvement Wales (HEIW), public sector colleagues, academia and industry
to offer wider learning and network opportunities including qualifications and
sponsorship

6.1 DHCW was commissioned by Welsh Government to undertake the All-Wales Digital Workforce
Review. Working in partnership with the Federation of Informatics Professionals DHCW co-
ordinated survey data from thirteen organisations.

The review focused on assessing the number of digital professionals working in NHS Wales
categorised using the Data Digital and Technology framework along with the Skills For Information
Age (SFIA).

The report and its recommendations are due to be published by Welsh Government at the end of
this calendar year. Initial analysis based on the predictions applied for the same exercise in NHS
England forecast a growth in the digital profession of 36% by 2031.

6.2 DHCW continues to work in partnership with the wider NHS Wales family including Health Education
& Improvement Wales (HEIW), public sector colleagues, academia and industry to offer wider
learning and network opportunities including qualifications and sponsorship.

6.3 To secure future talent DHCW continues to work with strategic partners such as the Wales Institute
of Digital Information (WIDI) and other Universities on development programmes. This includes
digital apprenticeship programmes and graduate health informatics courses.

12
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7. Assessing the impact of DHCW’s work and whether it’s achieving its objectives.

7.1

7.2

7.3

7.4

7.5

13/20

Key points
e DHCW Integrated Medium Term Plan 2022-25 accepted by Welsh Government

e New digital services win awards and are well received by NHS Wales staff
e Choose Pharmacy increases patient choice and reduces demand on GP services
e Welsh Nursing Care Record gives nurses more time to care for patients

e Over 32,000 users of the Welsh Clinical Portal with access to over 230m test results
and 43,000,000 clinical documents supporting care every day

e 100,000 users adopt Microsoft 365 to improve efficiency and introduce modern tools
including Microsoft Centre of Excellence established

Increase in value from data to improve outcomes

As a new Special Health Authority, DHCW has supported NHS Wales colleagues with the Covid-19
pandemic and digital transformation plans at the same time as progressing the organisation’s
development. See section 4 for more details on the DHCW Covid response.

Led by the DHCW Board, strategic priorities and enablers have been reviewed and are set out in
DHCW'’s first Integrated Medium Term Plan (IMTP), this is focussed on the acceleration of digital
transformation and maximising the benefits of data and data standardisation.

A full review of the achievements and challenges for 2021/22 can be seen in DHCW's first Annual
Report.

Despite challenges, DHCW in its first year has recorded notable achievements across twelve digital
portfolios, making enhancements to critical systems, rolling-out modern hospital technologies,
enabling more efficient and effective use of resources, leading on the procurement of future
systems, and undertaking a successful seamless transition to a new data centre.

The architecture vision was defined, alongside the architectural building blocks that will lead NHS
Wales towards predictive and prescriptive analytics through the National Data Resource Data
Strategy. SNOMED CT standardisation of medical terms is also being embedded creating
opportunities for better care.

A new NHS Wales Cyber Resilience Unit (CRU) was established on behalf of Welsh Government,
hosted by DHCW, to support NHS Wales in delivering to the Network and Infrastructure Systems
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(NIS) directive. This has culminated in a series of national guidance documents and a
supporting framework, which is based on the NCSC Cyber Assessment Framework.

7.6 During 2021/22 DHCW successfully completed a complex and detailed transition to a new data
centre, relocating equipment used by 87 applications and services, as well as moving test and
development services to cloud. The new data centre provides greater opportunities for cloud
computing as well as reducing the carbon footprint, whilst increasing stability of key digital services.
We also published our cloud strategy which defines DHCW as a cloud-first organisation for the
future.

7.7 The Welsh Nursing Care Record continues to be a resounding success as it is rolled-out across
hospitals, enabling nursing staff to spend more time with patients and less time filling in paper
forms. Nurses describe the Welsh Nursing Care Record as a ‘game-changer’ and a ‘significant point
in nursing history’. The team behind the WNCR won ‘Best Healthcare Sector IT Project of the Year’ in
the prestigious British Computing Society (BCS) UK IT Industry Awards in 2021. Claire Bevan, Senior
Responsible Owner (SRO) said: “This project has meant that, for the first time ever, nurses can
complete national standardised assessments at a patient’s bedside on adult in-patient wards, on a
mobile tablet, or other handheld device, saving time, improving accuracy, and minimising
duplication.”

7.8 Several enhancements have been added to the Welsh Clinical Portal, which provides access to the
single health record, including access to genetics, endoscopy and bronchoscopy results, rolling out
electronic tests requesting and making the diabetes consultation note available to clinicians.

7.9 DHCW appointed delivery partners to work on the NHS Wales App, (as previously described) which is
the start of the journey to help Welsh people take greater control of their health and care.

7.10 The Test Trace Protect programme and the Wales Immunisation System (WIS) have been central to
managing and rolling-out Covid-19 immunisation. In March 2022, WIS was presented with the
People’s Choice Award at the Digital Leaders Impact Awards for its impact during the pandemic.

Additionally, DHCW developed the Covid-19 Digital Pass in collaboration with England, and the
Welsh Pandemic Record as part of the NHS Wales response to Covid-19.

7.11  Ground-breaking work in data linkage made it easier for people vulnerable to hospitalisation to
access anti-viral medication. In a partnership with Wales’ National Antiviral Service (NAVS)
DHCW compiled a list of over 60,000 patients with underlying health conditions. By linking this
patient data with positive COVID-19 tests, NAVS was able to rapidly provide potentially lifesaving
medicine to those in need.

7.12  In Primary and Community Care several key modules were added to Choose Pharmacy digital service
supporting pharmacists and giving patients increased choice, reducing the demand on GP services. In
collaboration with stakeholders DHCW supported the procurement of a new GP System Supplier
Framework Contract.
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In planned and unscheduled care the Welsh Admin Portal (WAP) Lite is enabling Powys to move
towards fully automated referral and clinical vetting, including cross-border functionality with
England. There have been several enhancements to the Welsh Patient Administration System
(WPAS), including successful Health Board implementations and initial roll-out commenced of the
Welsh Emergency Department system in Swansea Bay UHB.

In Medicines Management the Hospital Pharmacy stock control system has been fully deployed in 12
months across Wales with 2,450 users, providing efficiencies and consistent ways of working across
hospitals.

Progress in increasing Value from Data, has seen several dashboards, data sets and feeds being
made available to colleagues across Wales, including the data to enable the Covid-19 vaccination
schedule and a suite of dashboards to support outcome-based reporting.

DHCW has already delivered an ambitious programme to enable key Microsoft 365 functionality
across Wales, accessible to over 100,000 users. This national three-year programme was planned
over three years from 2020 but was accelerated in response to the pandemic and delivered in less
than 12 months. To maximise value from this investment, DHCW led a co-ordinated all-Wales
approach to negotiating a new Microsoft Enterprise Agreement, agreed in 2022, which brings
additional functionality and further opportunities for digital transformation. This includes a
Microsoft 365 Centre of Excellence which will support staff working within NHS Wales organisations
to solve operational and clinical challenges. The centre uses Microsoft tools to help turn innovative
ideas into apps. This includes products such as Teams, Word and SharePoint which are widely known
within NHS Wales, as well as development products like Microsoft Power Platform. This will support
innovation through low-code apps, automated processes and making data more accessible.

Microsoft 365 also introduced Cyber Security improvements including improved anti-malware and
anti-virus, threat and vulnerability management, multi-factor authentications and improved
management of potential data leaks

DHCW is working with NHS Wales to modernise cancer informatics to support service delivery,
quality improvement, greater integration of care and data to guide service development. In-depth
analysis and significant engagement with clinicians have been undertaken to fully understand how
the legacy system has been used and how new software can improve patient safety. The first phase
of software for Velindre Cancer Centre (VCC) and Health Boards is being tested in the Welsh Clinical
Portal (WCP) and the Welsh Patient Administration System (WelshPAS) and will go live in November
2022.

The challenges and risks to delivering the DHCW IMTP 2022-25 are set out within the IMTP under
the ‘risks to the plan’ section.
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8. Data transparency, accessibility, quality, and comparability with health and social care data and
key performance indicators across the UK

Key points

e DHCW collates, curates and publishes a range of NHS Wales information
e National Data Resource Data Strategy published

e Information Governance critical to support data sharing and extension of the
single health record

8.1 Development, publication and monitoring of health and social care key performance indicators are
the responsibility of Welsh Government.

DHCW has a list of published products providing key statistical information. These include Health
Maps Wales, Patient Episode Database for Wales (PEDW), Substance Misuse, and a range of Value in
Health dashboards, such as Lung, Myeloma, Inflammatory Bowel Disease and Epilepsy.

8.2 The National Data Resource (NDR) aims to deliver a more joined up approach to health and care
data, using common language, definitions, and technical standards. It will improve the way data is
collected, shared and used across health and care organisations in Wales and will drive forward the
interoperability of health and care systems.

The National Data Resource Data Strategy, published in February 2022, sets out a roadmap for
ensuring quick value delivery along with strategic capabilities to use data and analytics to improve
the health and well-being of people of Wales.

Information Governance

8.3 DHCW is responsible for All-Wales Frameworks that have created important Information sharing
opportunities for the collation of a single patient record, in the areas of child and adult protection
and more recently for the provision of the pandemic response and the Test, Trace and Protect
strategy.

DHCW is responsible for and has promoted the use of the Wales Accord for Sharing Personal
Information (WASPI) across public services within Wales

Wales Accord on the Sharing of Personal Information - WASPI

DHCW supported the Public Health response to the pandemic by providing expert advice and
support on Information Governance (IG) and data sharing.

For example, DHCW provided input and assurance as part of General Data Protection Regulations
(GDPR) compliance and helped regularise the use of Data Protection Impact Assessments (DPIA),
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Information Sharing Agreements and Privacy Notices, working with Welsh Government and the
Information Commissioners Office.

Health in Wales | Test, Trace and Protect - Privacy & Data Protection Information

An electronic single patient record is progressing because of important Information Governance
assurance and tooling — getting access to Information held in Primary Care via arrangements such as
access to the Welsh GP Record (WGPR)

Welsh GP Record - Digital Health and Care Wales (nhs.wales)

In addition, DHCW is responsible for building the IG Toolkit for Wales and the provision of A Data
Protection Officer Service for all GP practices in Wales

Welsh Information Governance Toolkit - Digital Health and Care Wales (nhs.wales)

Data Protection Officer Support Service - Digital Health and Care Wales (nhs.wales)

Appendices
DHCW Key facts 21/22
Key Facts ‘ Info
Remit All-Wales
Key Responsibilities Enabling digital transformation through design and architecture of
digital building blocks, national digital systems development and
support, national technical infrastructure, Cyber Security of the NHS
system, national digital procurement, collecting and analysing data to
deliver insights and intelligence products on behalf of NHS Wales
Annual Budget £131m funding

Number of directly employed staff | 969

Flagship Services and user stats Digital Health and Care Record
and growth

Welsh Nursing Care Record

Welsh Immunisation System, Welsh Pandemic Record and Covid-19
Digital Pass

National Data Resource
Electronic Referrals

Welsh Hospital Pharmacy Stock Management System
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Welsh Patient Administration System

Radiology Information Management System

Welsh Laboratory Information Management System
Welsh Community Care Information System

Welsh Emergency Department System

GP System Services

eLibrary services for professionals

Choose Pharmacy

Who we support — See the DHCW | We support all Health Boards, Trusts, HEIW, NWSSP and GPs in NHS
systems map Wales

We also support community pharmacies, dentists, and prisons

Who we work with Academic Institutions including University of South Wales, University of
Wales Trinity Saint David and Swansea University

Centre for Digital Public Services
Colleagues across NHS Wales
General Medical Council
Industry partners

Life Sciences Hub

Local Authorities

National Cyber Security Centre
NEL Commissioning Support Unit
NHS Digital

Office of National Statistics
Other relevant bodies across the devolved nations
Royal College of Physicians

Welsh Government

Welsh Institute of Digital Information (WIDI)

18
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DHCW Our Year in Numbers 2021/22
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31,000 users of the
Digital Health and Care
Record (Welsh Clinical
Portal)

Over 57,000 Welsh

residents have their GP
record viewed each month
in hospital settings

We'’ve increased

headcount by 158
people to support
development of new digital
services

Over 4,000

nurses using the Welsh
Nursing Care Record

Over 35,500 users

of the Welsh Patient
Administration System

180 contracts with 93

different suppliers

205,000 calls to

our Service Desk

1,710 users of the

Welsh Hospital
Pharmacy Stock
Control System

7 million covip-19
vaccinations enabled by the
Welsh Immunisation
System

14,000 users of the

Welsh Community
Care Information
Centre

100

Operational services
used daily by
healthcare staff

5,000 users of the Welsh

Laboratory Information
Management System to
manage pathology tests
and results

We realised over

£2m of cash

avoidance and cash
releasing savings on
our commercial
contracts

30 million

diagnostic tests
managed digitally

£127m was awarded in
contracts in the year

57 members of staff
supported to
undertake professional
qualifications and
degrees

100,000 NHs
Wales staff have

access to Microsoft
365

972 learning hours

undertaken on our
technical e-learning
platform since September
2021

19
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Appendix: NDR Programme Governance Arrangements

Welsh
Government

NDR SRO

External Aasurence
Koy Ar'atonthpt
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DIGITAL HEALTH AND CARE WALES

RISK MANAGEMENT REPORT

Agenda 5.2
[tem
Name of Meeting Audit and Assurance Committee
Date of Meeting 18 October 2022
Public or Private Public
IF PRIVATE: please | N/A
indicate reason
Executive Sponsor Chris Darling, Board Secretary
Prepared By Bethan Walters, Risk and Regulation Officer
Presented By Chris Darling, Board Secretary

Purpose of the Report

For Discussion/Review

Recommendation

Committee.

The Audit and Assurance Committee is being asked to:
NOTE the status of the Corporate Risk Register and Board Assurance Report.
DISCUSS the Corporate Risks, particularly those assigned to the Audit and Assurance

1/9

TY GLAN-YR-AFON 21 Heol Ddwyreiniol Y Bont-Faen, Caerdydd CF11 9AD

TY GLAN-YR-AFON 21 Cowbridge Road East, Cardiff CF11 9AD
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STRATEGIC OBJECTIVE All Objectives apply

CORPORATE RISK (ref if appropriate) All are relevant to the report

WELL-BEING OF FUTURE GENERATIONS ACT A Healthier Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS SO 9001

If more than one standard applies, please list below:
ISO 14001, ISO 20000, ISO 27001, BS10008

HEALTH CARE STANDARD Governance, leadership and acccountability

If more than one standard applies, please list below:
Safe Care, Effective Care

EQUALITY IMPACT ASSESSMENT STATEMENT

‘Date of submission: N/A

No, (detail included below as to reasoning)

‘Outcome: N/A

Statement:

Risk Management and Assurance activities, equally affect all. An EQIA is not applicable.

Workforce EQIA page

IMPACT ASSESSMENT

QUALITY AND SAFETY
IMPLICATIONS/IMPACT

Yes, please see detail below

Additional scrutiny and clear guidance as to how the organisation
manages risk has a positive impact on quality and safety.

LEGAL
IMPLICATIONS/IMPACT

Yes, please see detail below

Should effective risk management not take place, there could be legal
implications

FINANCIAL
IMPLICATION/IMPACT

Yes, please see detail below

Should effective risk management not take place, there could be
financial implications

WORKFORCE
IMPLICATION/IMPACT

No, there is no direct impact on resources as a result of the activity
outlined in this report.

SOCIO ECONOMIC
IMPLICATION/IMPACT

No. there are no specific socio-economic implications related to the
activity outlined in this report

RESEARCH AND
INNOVATION

IMPLICATION/IMPACT

No, there is no specific research and innovation implications relating to
the activity outlined within this report

Page 2 of 9 Author: Bethan Walters

Approver: Chris Darling

INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY
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https://informatics.wales.nhs.uk/EngD/WrkOrgDev/WForce/EQIA/Forms/AllItems.aspx
https://nhswales365.sharepoint.com/sites/DHC_PST/SitePages/Business-Plans-and-Strategies.aspx
https://gov.wales/sites/default/files/publications/2019-08/well-being-of-future-generations-wales-act-2015-the-essentials.pdf
https://nhswales365.sharepoint.com/sites/DHC_Quality
http://www.wales.nhs.uk/sitesplus/documents/1064/24729_Health%20Standards%20Framework_2015_E1.pdf
https://phw.nhs.wales/services-and-teams/equality-impact-assessment-in-wales-practice-hub/equality-impact-assessment/
https://gov.wales/socio-economic-duty-scrutiny-framework-html
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BAF Board Assurance Framework

2.1

2.2

3.1

3.2

3.3

SITUATION/BACKGROUND

The DHCW Risk Management and Board Assurance Framework (BAF) Strategy was endorsed by
the Audit and Assurance Committee and Digital Governance Committee and Safety and
approved formally at the SHA Board on the 26 May 2021. This outlined the approach the
organisation takes to managing risk and Board assurance.

Work across the year on the Board Assurance Report has resulted in the final BAF dashboard
report being approved at the SHA Board Meeting on 26 May 2022.

SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

Committee members are asked to consider risk, in the context of assurance ‘what could impact
on the Organisation being successful in the short term (1 — 12 months) and in the longer term
(12 — 36 months)’.

DHCW'’s Corporate Risk Register currently has 26 risks on Register, 16 are detailed at item 5.2i
Appendix A, one is private and will be reviewed during the private session. The other 9 are
security related and are considered at every Digital Governance and Safety Committee in
private session as per the Committee assignment approach.

Committee members are asked to note the following changes to the Corporate Risk Register
(new risks, risks removed and changes in risk scores) since the last report:

NEW (6) 1 Private, 5 Public
A number of risks have been escalated to the Corporate risk register since the last meeting, these are

as below:
Primary
Impact
Risk Ref Risk Title Risk Description Domain and
Committee
Assigned
**DHCW0290 | ***PRIVATE*** |
Network IF the networking kit required for the Financial
DHCWO0291 Equipment delays | data centre move doesn't arrive by
in relation Data Quarter 1 23/24 THEN the DG&S
Page 3 of 9 Author: Bethan Walters

Approver: Chris Darling
INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY
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Y e,
Centre 2 move replacement network required will not | Committee
be implemented prior to the end of
the current contract with our current
supplier RESULTING IN extension of
the existing contract, and a elongated
project plan.
Insufficient human Financial
resource capacity IF DHCW are unable to secure revenue
in the funding to support major DG&S
infrastructure infrastructure developments identified | Committee
DHCW0292 | teamsto in the IMTP and 1-year business plans,
undertake BAU THEN there will be a delay to these
activity and activities RESULTING IN increased
activities in the 1- costs and/or system failures.
year plan
IF Digital Priority Investment Funding Financial
Letters are not provided to DHCW in a
timely manner THEN organisations A&A
. may not commit to activity without Committee
DHCW0293 E;[;l::ndlng formal agreement of funding to
support expenditure RESULTING IN
delays to scheme deliverables and
possible risk to scheme objectives,
benefits and completion.
If: The approach for the support of the | Service
NHS Wales App is not agreed and Delivery
DHCW are unable to commit to service
ownership, or provide resources DG&S
(Staff) to support the NHS Wales App | Committee
as a Public-facing service (both short-
term and long-term) to handle both
early volumes and increased take-up
DHCW Se.rV|ce Then: the DSPP Programme would
Ownership and .
need to outsource Service
DHCWO0294 resour.ce Management, in particular 1st Line &
commitment not .
2nd Line support to an external 3rd
agreed for the NHS . . .
Wales App. Party, .Ieavmg insufficient time to
establish or test the new support
model as part of the private beta
testing.
Resulting in: Additional costs to the
DSPP Programme (is DHCW funded),
further delays due to procurement
and commercial sign-off, wider
detachment from DHCW's existing

Page 4 of 9
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Service Support Models, risk that the
externally provisioned service support
will not meet regulatory standards and
compliance, and risk of reputational
damage as an insufficiently tested and
under-developed service model may
still be perceived as a DHCW provided
service.
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Lack of resources
to implement key
IMTP Milestones

DHCWO0295

IF additional resources are not made
available to the 3rd Party Applications
team in the Integration & Reference
Applications (IRAT) area THEN we will
not be able to meet our contractual
commitments to numerous parties.

Other Milestones which will be
affected include:

>  Single Patient Record

. WCCIS

o Hospital to Community
referrals

o GP to community referrals
o Transfer of WCCIS documents
to WCRS and GP Practices

. Dental referrals

. 111 Transfer of Care
Communications to GP Practices

J Provision of additional test
requesting functionality into GP
Practices

RESULTING IN a reduced range of GP
systems available within Wales in the
short-term, reputational damage to
DHCW, and potential financial
penalties, as per the contract.

Service

Committee

Delivery

DG&S

REMOVED (2) 0 Private, 2 Public

Risk Ref Risk Title

Risk Description

Primary
Impact
Domain

Digital Priorities
Investment Funding

DHcw287 | (DPIF)

IF DPIF budgets are requested to be
significantly re-profiled (greater than £2.5
million) THEN the completion of planned
developments will not be possible with
associated supplier payment issues

Development
of Services

A&A
Committee

Page 5 of 9
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RESULTING IN reputational damage, non-
delivery of investments, cost pressures and
potential legal challenge.

IF Digital Priority Investment Funding Financial
Letters are not provided to DHCW in a
timely manner THEN organisations may | A&A
. not commit to activity without formal Committee
DPIF Funding .
DHCW0293 Letters agreement of funding to support
expenditure RESULTING IN delays to
scheme deliverables and possible risk
to scheme objectives, benefits and
completion.
SCORE CHANGES
Two risks have been downgraded
Primary
Risk Ref Risk Title Risk Description Impact
Domain
IF the networking kit required for the Financial
data centre move doesn't arrive by
Network Quarter 1 23/24 THEN the replacement
Equipment delays | network required will not be DG&S
DHCWO0291 . . implemented prior to the end of the Committee
in relation Data .
current contract with our current
Centre 2 move supplier RESULTING IN extension of the
existing contract, and a elongated
project plan.
IF additional resources are not made Service
available to the 3rd Party Applications Delivery
team in the Integration & Reference
Applications (IRAT) area THEN we will
Lack of resources not be able to meet our contractual DG&S
_ commitments to numerous parties. Committee
DHCW0295 toimplementkey | peqiy TING IN a reduced range of GP
IMTP Milestones systems available within Wales in the
short-term, reputational damage to
DHCW, and potential financial
penalties, as per the contract.

Page 6 of 9
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3.4 One risk (DHCW0293) was raised after the last Audit and Assurance Committee meeting but
has also been downgraded since so is showing as both new and removed.
3.5 The Committee are asked to consider the DHCW Corporate Risk Register Heatmap showing a
summary of the DHCW risk profile. The key indicates movement since the last risk report.
LIKELIHOOD
RARE UNLIKELY POSSIBLE LIKELY ALMOST CERTAIN
64] (2) 3 (4) (5)
CATASTROPHIC
(s)
MAJOR
@) DHCWO0208: Welsh Language Compliance +=+
DHCWO0228: Fault Domains A—
i@ DHCWO0263: DHCW Functions -
=
é DHCW0264: Data Promise -
§ **DHCW0286 s
DHCW0295 - Lack of to key IMTP
8 oo resources to * ‘
MODERATE **DHCW0229 g
& DHCW0269 — Switching Service —q
DHCWO0284 — Increased Utility Costs Financial Pressure =+
DHCWO285 — Unfunded NI Increase A—
DHCW0251 — Network Equipment Delay *l'
DHCWO254 - DHCW Service Ownership and resource
commitment not agreed for the NHS Wales App. *
MINOR (2)
NEGLIGIBLE
)
**Private risks
* New Risk  ¢mme Non-Mover ‘ Reduced 4@ Increased
3.6 The Committee are also asked to consider the risks assigned to the Committee, the overview of

initial risk score versus current versus target and risks that may be identified for further
investigation and action. Those highlighted with a red circle represent those risks with a score
increased from their initial scoring, those in green have reduced their current score below initial
scoring, the remainder are the same as their initial score.

Page 7 of 9
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3.7 All the risks on the Corporate Risk log are assigned to a DHCW Committee as outlined in the
Risk Management and Board Assurance Framework Strategy to provide the SHA Board with the
necessary oversight and scrutiny. As previously stated, the private security risks are reviewed
in detail by the Digital Governance and Safety Committee in a private session. There are seven
risks assigned to the Audit and Assurance Committee:

e DHCWO0259 Staff Vacancies

e DHCW 0288 Data Centre Migration Revenue Funding
e DHCWO0289 Digital Inflation

e DHCW 0208 Welsh Language Compliance

e DHCW 0284 Increased Utility Costs Financial Pressure
e DHCW 0285 Unfunded NI increase

e DHCWO0290** PRIVATE

3.8 Committee members are asked to note the movement in corporate risks over the past 18
months, from 1 April 2021 (DHCWs establishment) to 30 September 2022, and the analysis of
corporate risks during this period as set out in item 5.2ii Appendix B.

3.9 Adeep dive (items 5.2iii, 5.2iv, 5.2v) has been undertaken on the financial risks: DHCW0289
Digital Inflation, DHCW 0284 Increased Utility Costs Financial Pressure, DHCW0285 Unfunded
NI increase and will be presented for discussion with Committee members.

Page 8 of 9 Author: Bethan Walters
Approver: Chris Darling
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KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

The Committee is asked to note the changes in the risk profile during the reporting period
(since the last Audit and Assurance Committee meeting) as a result of six new risks being
added, two risks being removed, and two scores being downgraded on the Corporate Risk
Register.

There are seven risks which have remained on the corporate risk register since the 1 April
2021, with ongoing work to mitigate these risks.

RECOMMENDATION

The Audit and Assurance Committee is being asked to:

NOTE the status of the Corporate Risk Register and 18-month corporate risk trend analysis.
DISCUSS the Corporate Risks assigned to the Audit and Assurance Committee, particularly
those financial risks where a deep dive discussion will take place.

APPROVAL / SCRUTINY ROUTE

Person / Committee / Group who have received or considered this paper prior to this

meeting

PERSON, COMMITTEE OR DATE OUTCOME

GROUP

Risk Management Group 6 September 2022 | Discussed and verified

Page 9 of 9 Author: Bethan Walters
Approver: Chris Darling
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5.2i Appendix A — Corporate Risk Register

Risk Matrix Key — Risk Type:

LIKELIHOOD e
ALMOST Significant Moderate Low
RARE UNLIKELY | POSSIBLE LIKELY
) @) (3) T e
(5)
CATASTROPHIC
(s) 5 10
! MAJOR
w
4 8
= (4)
=) MODERATE
o @3) 3 6
v
g MINOR 2 4 6 8 10
o (2)
NEGLIGIBLE
(1) 1 2 3 4 5

Rating
(Target
)

Committee
Assignment

Strategic
Mission

Primary Risk
Domain

Rating

Trend
(current)

Review date Action Status Risk Owner

Risk Type

Description Opened date

AIM: REDUCE Impact and REDUCE Likelihood

FORWARD ACTION: Replace Canisc across Wales

Continue development of replacement functionality and
interfaces (Phase 1)

Health Boards to continue UAT of functionality

VCC Go Live 14th November 2022 (WPAS & WCP)
Commence development of Phase 2 work streams (Palliative
Care & Screening & Colposcopy)

CIPB agreed VCC go live with MDT/Cancer datasets pre
health boards. Scoping of future phases continues including
Palliative Care & Screening & Colposcopy however funding
risk noted as no DPIF funding letter to date.

Canisc System

IF there is a problem with

1/11

RESULTING IN disruption
to operational service
requiring workarounds.

including Palliative Care & Screening & Colposcopy however
funding risk noted as no DPIF funding letter to date.
29/06/22 Continued iterative roll out of software made
available for UAT in WCP and WPAS.

23/05/22 Continued iterative roll out of software made
available for UAT in WCP and WPAS.

03/05/22: VCC & DHCW have completed the revised timeline
for VCC Go Live on 14th November 2022.

Design for Phase 2 Screening & Colposcopy and Palliative
Care almost complete.

Significant progress made on the replacement of Canisc

the unsupported software Executive Digital Information | Mission 3
. used within the Canisc ACTIONS TO DATE: . Non- Governance . o
DHCW0204 Security system THEN the 08/02/2018 | 05/09/2022 22/8/22 CIPB agreed VCC go live with MDT/Cancer datasets 6 (3x2) Med|cal Mover | & Safety Sto'rlng'ar\d Expanding
. . . . . Director . Maintaining | the content
application will fail pre health boards. Scoping of future phases continues Committee

247/39%4




5.2i Appendix A — Corporate Risk Register

Rating
(Target | Risk Owner Trend

)

Committee Primary Risk Strategic
Assignment Domain Mission

. — . . Rati
Ref Risk Type Description Opened date Review date n Action Status ating

(current)

interfaces, build completed on majority, and they have been
handed over to VCC for testing. 2 remaining (out of 33)
interfaces are still in the requirement and design phase.
Additional functionality been developed and made available
for UAT in WCP and WPAS.

Lack of resources to
implement key IMTP
Milestones

IF additional resources
are not made available to
the 3rd Party Applications
team in the Integration &
Reference Applications
(IRAT) area THEN we will
not be able to meet our
contractual commitments
to numerous parties.

Other Milestones which
will be affected include:
>  Single Patient

Record AIM: Reduce Likelihood
* Wecls Interim
, o Hospital to Community FORWARD ACTION: Executive Digital .
Business & | referrals An SBAR has been drafted which highlights a deficiency of Director Non- Governance | Service Mission 2 =
DHCW0295 Organisatio | o GP to community 21/07/2022 | 05/09/2022 " Mg Y C ) Delivering
resource across several areas within IRAT team and makes of Digital | Mover | & Safety Delivery
nal referrals i o o . : Technology
o Transfer of WCCIS recommendations to address. This is currently with Directors Operation Committee
documents to WCRS and for review. >

GP Practices

¢ Dental referrals

e 111 Transfer of Care
Communications to GP
Practices

® Provision of additional
test requesting
functionality into GP
Practices

RESULTING IN a reduced
range of GP systems
available within Wales in
the short-term,
(4xreputational damage
to DHCW, and potential
financial penalties, as per
the contract.
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5.2i Appendix A — Corporate Risk Register

Ref

DHCWO0259

Risk Type

Business &
Organisatio
nal

Description

Staff Vacancies

IF DHCW are unable to
recruit to vacancies due
to skills shortages and
unavailability of suitable
staff THEN this will impact
on service deliverables
and timescales
RESULTING in delays to
system support and new
functionality for NHS
Wales users.

Opened date

11/12/2020

Review date

23/08/2022

Action Status

AIM: REDUCE Impact and REDUCE Likelihood

FORWARD ACTIONS:

The team is currently mapping applications from CV library
to the potential vacancies to conduct group interviews in a
format of assessment centres to speed up the interview
process. This will be completed by early September 2022.

An SLA is being agreed with NWSSP to allow DHCW to
appoint resource via the bank system to allow flexibility
within the workforce.

The strategic action group will look at third part engagement
to fill any resource gaps for key projects.

DHCW will be finalising the Resourcing Strategy for 2022-23.
The strategy will look at a number of initiatives to ensure
that DHCW achieves its recruitment target. This will include
an improvement in workforce planning data as well as
exploring further collaboration opportunities. DHCW are
already experienced success with LinkedIn and CV library,
and we will continue to utilise these sources. DHCW has held
a number of career fairs and will continue to use this method
of attracting wide range of future talent. To support
retention, DHCW are planning to work in partnership with
WIDI to develop programmes to upskill and reskill our
existing workforce. Additionally DHCW will be developing
new contractual vehicle/s commencing from June 2022
which will support procurement of specialist resource from
external providers; either where the recruitment process has
not secured the resources required or that highly skilled
resource can be better sourced for short periods in line with
funding streams that a determination that the procurement
approach is more optimal in order to quickly and effectively
secure time critical delivery of key projects

ACTIONS TO DATE:
23/08/2022 A strategic action group has been formed and
the initial meeting will take place on 06/09/2022

28/06/22 - CV Database created to build a talent pool of
candidates we have met at jobs fairs, events and through
Trac reserve lists.

- We have reviewed our contracts with recruitment agencies
and are working with them to ensure they deliver us high
quality candidates.

- Recruitment team have a dedicated Linked In and CV
Library license so that we can contact candidates directly and
invite them for interview.

Rating
(Target
)

Rating

(current)

6 (2x3)

Risk Owner

Director
of People

Trend

Non-
Mover

Committee
Assignment

Audit and
Assurance
Committee
and Local
Partnership
Forum

Primary Risk

Domain

Financial

Strategic
Mission

Mission 5 -
Trusted
Partner
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Ref

Risk Type

Description

Opened date

Review date

Action Status

- Workforce Planning underway with Finance and
Directorates to develop a quarterly recruitment plan for
future-proofing our service support.

03/03/2022 Recruitment task force continues to meet
weekly. Careers days have taken place, there is also a
dedicated WFOD team focusing on this issue

A recruitment task force was established including all areas
of the organisation to focus on recruitment with support
from a co-ordinated communications approach. Additionally,
agency support was procured to aid with the volume of
recruitment required and support managers with vacancies
to ensure speed of appointment.

DHCWO0288

Finance

Data Centre Migration
Revenue Funding

IF Data Centre migration
activity takes place in
2022/23 THEN additional
cost pressures will
emerge RESULTING IN a
requirement to source
additional funding.

16/05/2022

25/08/2022

AIM: Reduce Likelihood

FORWARD ACTIONS: Business Case identifying all resource
requirements and timing to be constructed. Explore possible
funding options.

ACTIONS UNDERTAKEN: Project Group established. Full plan
being developed.

CLJ 15/08/2022. Corrected the financial year. The data
centre move and resulting financial pressure will be in
2023/24

DHCWO0289

Finance

Digital Inflation

IF supply chain issues
(such as the chip
shortage) and underlying
digital price pressures
have a negative impact
upon prices THEN there
will be additional price
increases RESULTING IN
higher cost equipment
and maintenance
contracts.

16/05/2022

05/09/2022

AIM: Reduce Likelihood

FORWARD ACTIONS: To research and construct cost
avoidance actions. For specific contract issues DHCW will
continue to look by negotiation, competitive procurement
and changing in requirements where appropriate.

ACTIONS UNDERTAKEN: Engaged with sector specialists to
ascertain potential impact and future trends. Negotiations
held with suppliers.

DHCWO0291

Finance

Network Equipment
delays in relation Data
Centre 2 move

IF the networking kit
required for the data
centre move doesn't
arrive by Quarter 1 23/24
THEN the replacement
network required will not

30/06/2022

25/08/2022

AIM
Reduce Likelihood

FORWARD ACTIONS
Work with supplier to determine delivery dates and if
alternative equipment can utilised.

Rating

(current)

Rating
(Target
)

Risk Owner

Trend

Committee
Assignment

Primary Risk
Domain

Strategic
Mission

Executive . ..

. Audit & Mission 5 -
Director Non- . .

Assurance Financial Trusted

of Mover .

. Committee Partner
Finance
Executive . ..

. Audit & Mission 2 -
Director Non- . . L.

Assurance Financial Delivering

of Mover .

. Committee Technology
Finance
Interim
Executive Digital .

. & . Mission 2 -
Director Governance | Service L

. Reduced . Delivering

of Digital & Safety Delivery Technolo
Operation Committee &Y
S
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Ref

Risk Type

Description

be implemented prior to
the end of the current
contract with our current
supplier RESULTING IN
extension of the existing
contract, and a elongated
project plan.

Opened date

Review date

DHCWO0237

Project

New requirements impact
on resource and plan

IF new requirements for
digital solutions to deal
with Covid 19, recovery of
services and other new
areas of work continue to
come in, THEN staff may
need to be moved away
from other deliverables in
the plan RESULTING in
non-delivery of our
objectives and ultimately
a delay in benefits being
realised by the service.

30/03/2020

02/08/2022

Action Status

ACTIONS TO DATE

25/08/2022. CLJ. Equipment delivery is being actively
tracked. Most equipment will arrive in FY 22/23. Currently,
approx. £180k of equipment is anticipated to be delivered in
FY 23/24 (Late April 23). DHCW teams are working with our
suppliers to look at similar, but alternative models which can
be delivered sooner. This is looking positive at the moment.
Therefore, risk to capital plan is reducing. However, the data
centre move will not take place before the end of June, but a
contract extension for up to 1 year (with 2 months’ notice
period) has been secured. This will likely be at higher costs
due to energy prices. The value of the equipment which
could be delayed (i.e., cost pressure in FY 23/24) is around
£180k. The anticipated extra costs due to energy are
expected to be less than £200k. Therefore, reducing impact
to Moderate (3).

DHCWO0292

Service
Interruptio
n

Insufficient human
resource capacity in the
infrastructure teams to
undertake BAU activity
and activities in the 1-
year plan

IF DHCW are unable to
secure revenue funding to

01/04/2022

25/08/2022

AIM: REDUCE Impact and REDUCE Likelihood

FORWARD ACTIONS: Continue to monitor new requirements
for Covid recovery and other new initiatives. Use formal
change control methods to ensure impact is mapped and
impacted work is re-baselined.

ACTIONS TO DATE:

IMTP approved by SHA Board end March 2022. Annual
Business Plan approved April 2022 - this plan is flexible and
new requirements will be assessed against available capacity
and go through a formal change control process before being
added to the plan. Still significant Covid backlog and new
requirements coming through some of which are on a
candidate list until resource is confirmed. Funding letters not
received yet (Digital Priorities Investment Fund). Anticipated
new requirements from Emergency and Unscheduled Care
(Six Goals Framework) and new National Vaccination
programme.

AIM: REDUCE Likelihood
FORWARD ACTIONS:
Develop workforce plan for the resources required for major

Infrastructure maintenance work such as those identified.

ACTIONS TO DATE:

Rating

(current)

Rating
(Target
)

Risk Owner

Trend

Committee
Assignment

Primary Risk
Domain

Strategic
Mission

Executive Digital .

. Mission 5 -

Director Non- Governance . .
Financial Trusted
of Mover | & Safety
. Partner
Strategy Committee
Interim
Executive Digital .

. gita Mission 2 -
Director Non- Governance Financial Deliverin
of Digital | Mover | & Safety Technolog
Operation Committee &Y

S
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Ref

Risk Type

Description

support major
infrastructure
developments identified
in the IMTP and 1-year
business plans, THEN
there will be a delay to
these activities
RESULTING IN increased
costs and/or system
failures.

Examples include:

* Data Centre 2 Project

* Migration of systems
from legacy virtual server
platform

* WPAS Hardware
Replacement

* Legacy Operating
System Replacements

Opened date

Review date

DHCWO0208

Business &
Organisatio
nal

Welsh Language
Compliance

IF DHCW are unable to
comply with Welsh
Language Standards
outlined in the Welsh
Language Scheme under
development THEN they
would not be compliant
with national legislation
applicable to other public
bodies RESULTING in the
potential for reputational
damage

21/05/2018

05/09/2022

Rating
(Target
)

. Ratin
Action Status s

(current)

25/08/2022. CLJ. Independent third party being engaged to
undertake an assessment on the sizing of the teams which
have resource constraints and highest levels of unfunded
resources. The output of this will be used to develop the case
for increased funding levels in the affected teams (if needed)

15/07/2022. CL). Updated description. Work is underway to
describe the BAU activity - to justify the needs to additional
resources

12/05/2022. CLI. Initial meeting to develop the workforce
plan has taken place.

AIM: REDUCE Likelihood

FORWARD ACTIONS:

Focus on supporting the Digital Services for patients and the
public programme in bilingualism.

Prepare an outcome report for approval or the Welsh
Language Scheme by the Welsh Language Commissioners
Office to be able to launch in December 22.

Attend the launch of the More than just words five year plan
in August 2022 and start implementing the actions

Welsh Language Group to approve a new bilingual skills
strategy in August 2022 with a view to fully implement the
SOPs over the next two years.

Collaborative work with NHS Wales translators to
standardise terminology in patient letters (July/August 2022)
Work with WPAS team to ensure Welsh language isn't
treated less favourably to the English language in patient
letters. (July/August 2022)

4 (4x1)

ACTIONS TO DATE:

Welsh language group remit and TOR were reviewed and are
undergoing validation.

Updated assurance compliance report sent to the Audit and
Assurance Committee.

Investment proposals to support the language preference
data sharing across systems submitted to WG was rejected,
alternative discussions are taking place.

Staff Training in place and a new prospectus created.

Risk Owner

Trend

Committee
Assignment

Primary Risk

Domain

Strategic
Mission

Board
Secretary

Non-
Mover

Audit &
Assurance
Committee

Service
Delivery

Mission 5 -
Trusted
Partner
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Ref

DHCWO0284

Risk Type

Finance

Description

Increased Utility Costs
Financial Pressure

IF utility costs increase
significantly (circa £620k
per annum) as expected
THEN costs will exceed
those normally budgeted
for RESULTING IN
increased facilities costs
and financial pressures

Opened date

21/10/2021

Review date

05/09/2022

Rating
(Target
)

. Ratin
Action Status s

(current)

AIM: REDUCE Impact

FORWARD ACTION: Build potential cost pressures into IMTP
assumptions. Continue to report to Welsh Government to
ensure DHCW pressure is incorporated within the central risk
management and any future consequential funding is
secured.

Risk Owner

Committee
Assignment

Primary Risk
Domain

Strategic
Mission

DHCWO0285

Finance

Unfunded Nl increase

IF the additional 1.25%
employer NI contributions
are unfunded centrally
THEN DHCW will have a
cost pressure of £319k in
22/23 RESULTING IN
DHCW'’s ability to
breakeven.

11/05/2022

05/09/2022

DHCWO0269

Business &
Organisatio
nal

Switching Service

IF the current switching
service fails THEN no data
new will be acquired into
the ISD Data Warehouse

RESULTING IN the
inability to provide
updates to multiple
reporting systems.

07/12/2020

16/09/2022

ACTIONS TO DATE: Director | Nop. [ Audit& Service Mission 2 -
o o 6 (2x3) | of Assurance . Delivering
Risk increased to £620k to represent both potential increases . Mover . Delivery
Finance Committee Technology
to Office and Data centre costs
Engagement with NWSSP Procurement to confirm All Wales
NHS Utilities contract terms
Communication with Landlords to understand timing and
impact of any change
Discussed with Associate Finance Directors and Finance
Business Partner
AIM: Reduce Likelihood
FORWARD ACTIONS: Monitor financial impact and report to
Welsh Government on a monthly basis to ensure that DHCW £ "
pressures are represented in the central Risk Register. In ).(ecu Ve Audit & . Mission 5 -
. . . Director Non- Service
that way, any consequential funding will have been 6 (3x2) Assurance . Trusted
) N ) o of Mover . Delivery
identified and made available to the organisation. Finance Committee Partner
ACTIONS TO DATE: Forecast submitted to Welsh
Government. No change
AIM:REDUCE Likelihood and REDUCE Impact
ACTION TO DATE:
16/09/2022 - Discussed at Execs, concerns raised this has
been downgraded prematurely and there would be more
assurance following the external audit report
04/08/2022: Should the switching service fail, there is a Interim
process in place, whereby spreadsheets can be imported to Executive Digital Mission 4
manually update the service. The overall risk impact should Director Governance Information | \ ||55|0n g
be reduced. Downgraded to Directorate level by owner 6(3x2) of Digital | Non- & Safety storage & | aue atn
nnovation
Operation | MOVET | Committee | maintaining

FORWARD ACTION:

27/07/2022: Now that the Director of Operations is in post,
ISD are looking to share ownership of the risk with
Operational Services and the internal audit review of the
Switching Service by NHS Wales Shared Services Partnership
(NWSSP) should provide specific feedback during July/August
2022 in order to advance this work.

S
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Ref

DHCWO0263

Risk Type

Information
Governanc
e

Description

DHCW Functions

IF directions from Welsh
Government do not
provide a sound legal
basis for the collection,
processing and
dissemination of Welsh
resident data, THEN (i)
partners, such as NHS
Digital, may stop sharing
data, (ii) DHCW may be
acting unlawfully if it
continues to process data
RESULTING IN (i) DHCW
being unable to fulfil its
intended functions
regarding the processing
of data, or, in the case of
continued processing, (ii)
legal challenge, or (iii) the
need to submit a further
application to the
Confidentiality Advisory
Group (which may not be
successful) to assess the
public interest in
processing confidential
data without a legal basis
or consent.

Opened date

26/01/2021

Review date

05/09/2022

DHCWO0264

Information
Governanc
e

Data Promise

IF the national
conversation regarding
the use of patient data
(Data Promise) is delayed,
THEN stakeholders and
patients will not be
assured that the
proposed uses of Welsh
resident data include
sufficient controls to
ensure data is treated
responsibly, handled
securely and used
ethically. RESULTING IN (i)
potential challenges to
proposed uses of data,
and/or a loss of
public/professional
confidence, and (ii) a

26/01/2021

05/09/2022

Action Status

AIM: REDUCE Likelihood

FORWARD ACTIONS:
Continue discussions with Welsh Government colleagues to
define the parameters of the functions. Review in July 2022

ACTIONS TO DATE:

Actions set against Welsh Government to define a set of
Directions that will enable DHCW to move forwards on BAU
and to provide cover for important functions such as NDR:

(i) DHCW's establishment functions and initial set of
directions in the form of a letter has been published on the
Welsh Government’s website, to ensure that DHCW’s remit
is clear and transparent. (ii) Welsh Government have
informed the Confidentiality Advisory Group (CAG) of
DHCW'’s new statutory status and legal basis for processing
data. CAG have confirmed that they are content that we
would no longer be requesting section 251 support for the
handling of data not related to research. (iii) Welsh
Government are planning to issue a new direction for DHCW
regarding the collection of prescription data, which will test
the process for issuing new directions. (iv) a letter was sent
from Ifan Evans to confirm DHCW's functions in response to
a request for clarity from the Chair of the Digital Governance
and Safety Committee and a deep dive provided at
November 2021’s meeting.

AIM: REDUCE Likelihood

FORWARD ACTIONS:
Continue discussions with Welsh Government colleagues to
define the Data Promise. To be reviewed in July 2022

ACTIONS TO DATE:

The specific responsibilities for implementation of the Data
Promise have been given to the Head of Data Policy in Welsh
Government, who will be supported by a Data Policy
Manager who will focus on delivering the Data Promise. (i)
Stakeholder engagement is underway. (ii) The Minister for
Health and Social Services has endorsed the proposals to
deliver a Data Promise for health and care. (iii) A steering
group has been set up to review and comment on Data
Promise materials and help to make decisions on the
direction of the programme. (iv) Aim of launching the Data
Promise ‘publicity’ campaign in 2022.

Rating

(current)

Rating
(Target
)

Risk Owner

Trend

Committee
Assignment

Digital

Primary Risk
Domain

Strategic
Mission

Executive . Mission 4 -
. Non- Governance | Service
4 (4x1) | Medical . Value and
. Mover | & Safety Delivery .
Director . Innovation
Committee
. Mission 1 -
. Digital .
Executive . Enabling
. Non- Governance | Service ..
4 (4x1) | Medical . Digital
. Mover | & Safety Delivery
Director . Transforma
Committee tion

254/394
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Risk Type

Description

failure to realise the
desired outcomes
regarding ‘data and
collaboration’ (effective
and innovative uses of
data, joined up services,
better outcomes for
individuals) set out in
Welsh Government’s
Digital Strategy.

Opened date

Review date

DHCWO0228

Service
Interruptio
n

Fault Domains

IF fault domains are not
adopted across the
infrastructure estate
THEN a single
infrastructure failure
could occur RESULTING IN
multiple service failures.

05/06/2019

25/08/2022

Rati

ng

(in

ial)

it

Rating
(Target
)

Rating

Action Status
(current)

Risk Owner

Trend

Committee
Assignment

Primary Risk
Domain

Strategic
Mission

AIM: REDUCE Likelihood and REDUCE Impact

FORWARD ACTIONS:

A newly installed virtual server farm has been implemented
with two fault domains at each data centre. Work is now
underway to migrate existing virtual servers onto this
infrastructure which is expected to take around 5 months.
This will provide some additional resilience for many of our
services. This does not include our Microsoft database
platforms (which live on a dedicated virtual server farm for
licensing reasons) and this will follow the current migration.
Introduction of further fault domains will be considered in
the planning and migration of services from on-premises to
cloud providers.

ACTIONS TO DATE:

25/08/2022 CLJ. Migration of Virtual Machines onto new
platform continues. We have migrated 45% of the total of
754 servers on the old platform. This migration is not
including our database platforms and these will follow after
the current migration.

04/08/2022 CLJ. Migration of Virtual Machines onto new
platform continues. This migration is not including our
database platforms and these will follow after the current
migration.

6 (3x2)

25/07/2022 MP - Work continuing to migrate services to
new infrastructure which is utilising the fault domain
methodology.

21-06-2022 MP - New deployments are designed to utilise
the fault domain principals. Old services will be moved to a
fault domain structure when they are renewed or migrated
to new infrastructure/cloud.

r

Interim
Executive
Director
of Digital
Operation
s

Non-
Mover

Digital
Governance
& Safety
Committee

Finance

Mission 2 —
Delivering
Technology

255/39%4
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Ref

DHCWO0294

Risk Type

Business &
Organisatio
nal

Description

DHCW Service Ownership
and resource
commitment not agreed
for the NHS Wales App.
If: The approach for the
support of the NHS Wales
App is not agreed and
DHCW are unable to
commit to service
ownership, or provide
resources (Staff) to
support the NHS Wales
App as a Public-facing
service (both short-term
and long-term) to handle
both early volumes and
increased take-up

Then: the DSPP
Programme would need
to outsource Service
Management, in
particular 1st Line & 2nd
Line support to an
external 3rd Party, leaving
insufficient time to
establish or test the new
support model as part of
the private beta testing.

Resulting in: Additional
costs to the DSPP
Programme (is DHCW
funded), further delays
due to procurement and
commercial sign-off,
wider detachment from
DHCW's existing Service
Support Models, risk that
the externally provisioned
service support will not
meet regulatory
standards and
compliance, and risk of
reputational damage as
an insufficiently tested
and under-developed
service model may still be
perceived as a DHCW
provided service.

Opened date

21/07/2022

Review date

31/08/2022

Rati

ng

(in

ial)

it

Action Status

AIM: Reduce Likelihood

ACTIONS TO DATE

09/08/2022

A DSPP service management strategy paper has been agreed, f
interim support model (6 to 12 months) utilising a Feedback C
support arrangements built into the existing Kainos contract. C
under review are:

1. Kainos provide full support coverage for the App
2. Kainos provide 3LS only, DHCW or other provide the rest

Support Model and resourcing to be finalised and reflected in
contract.

Meeting scheduled 10/08/22 to discuss service management
reps from DHCW Directorate.

Current go-live target for a public launch is October/Novembe
such time the beta volumes are targeted at a max of 5k users
interim 'Service Management' solution utilising the DHCW (M
Service Desk could be considered as the volumes of Feedback
triage is expected to be low.

31/08/2022

Current target date for private beta with up to 10 GP Practices
late September — working with Kainos to finalise the support
time for private beta. There will be no public-facing Service De
Technical Support Service Desk provided by Kainos for the ticke
management of technical Incidents, all other content will be di
the appropriate existing channels. Users of the NHS Wales App
able to leave comments or report technical issues via a Feedba
within the App. The DSPP Programme will review the tickets w
from Kainos and DHCW as required, also providing Service Ow
(interim) and support resources.

This model is likely to be in place for 12-24 months until such t
readiness to transition into DHCW services.

Rating
(current)

Rating
(Target
)

Risk Owner

Trend

Committee
Assignment

Primary Risk
Domain

Strategic
Mission

Digital
Director 'tta . Mission 2 —
3 (1x3) | of Non- Governance | Service Deliverin
Strate Mover | & Safety Delivery Technolog
&Y Committee &Y
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Context

e DHCW was established on the 1 April 2021, the SHA Board approved the Risk and Board
Assurance Framework Strategy on the 27 May 2021. A committee assignment approach

was agreed as part of this strategy.

e All corporate risks are added to the corporate risk register with the approval of the
relevant Executive Lead.

e Corporate risks are reviewed each month via Management Board.

* During the period April 2021 — September 2022 deep dives have taken place on the
corporate risks assigned to the committees by the relevant committee.

* |In May 2022 the Board Assurance Framework Report was approved by the SHA Board
with corporate risks assigned to each of the five DHCW strategic missions.

@
[
3]
o
-
=
4]
-~
-
]
@
I
&
E
A
(o]

e As part of the risk work-plan for 2022/23 a review of the movement of all corporate risks
during this18 months period of operation was agreed, which is presented in these slides.
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Corporate Risks — Changes since 1
April 2021

* Onthe1April 2021 there were 14 risks on the corporate risk register.

* Between 1 April 2021 — 30 September 2022 there have been 52 individual risks managed
on the corporate risk register for a period of time. Of these seven have remained active

risks throughout this 18 month period.
* 38 new risks have been escalated since 1 April 2021.

* 26 risks have been removed (de-escalated or closed) since 1 April 2021, as at 30
September 2022.
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 Of the 52 corporate risks during this period, half have been de-escalated or closed.
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Corporate Risks — 1 April 2021

There are a number of risks that have been on the corporate risk register since DHCW was
established in April 2021 that remain active on the Corporate Risk Register. These account
for 26% of active DHCW Corporate Risks. These are:

DHCWO0204 — Canisc System (DG&S Committee)

DHCWO0208 — Welsh Language Compliance (A&A Committee)

DHCWO0228 — Fault Domains (DG&S Committee)

DHCWO0229 — **PRIVATE (DG&S Committee)

DHCWO0237 - New requirements impact on resources and plan (DG&S Committee)
DHCWO0257 - **PRIVATE (DG&S Committee)

DHCWO0259 — Staff Vacancies (A&A Committee)
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The following slides shown demonstrate the movement in the Corporate Register
from April 2021 until 30 September 2022.

Active Number of Corporate Risks by Severity 30th Escalated VS De-Escalated to Corporate Risk
September 2022 Register
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Active Risks by Risk Domain - 30th September
2022

Financial [N 7
Information Governance [N >
Project I 1
Service Interuption |G
Business and Organisational |G S
Security NI ©

The above graph shows the 26 corporate risks by
domain as of 30 September 2022.

Number of Risks raised by Domain Since Apr
2021

Financial I 12
Information Governance [N 2
Project 6}
Service Interuption |G ¢
Business and Organisational |GGG ©
Security [N 1O

The above graph shows the 38 new corporate risks
added to the corporate risk register by domain
during the period from 1 April — 30 September
2022.

The past nine months has seen an increase in the
number of financial and security risks in particular.
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Number of Active Risks by Strategic Mission
as at 30 Sept 2022

1. Enabling digital transformation supporting joined up, 2
consistent care

2. Delivering high quality technology, data products
and services to support efficiencies and improvements 14
in care processes

3. Expanding the content, availability and functionality
of the digital health and care record so that care and 1
treatment quality is improved
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4. Driving Value and innovation for better outcomes 2
and value based care

5. Becoming the trusted strategic partner and a high
performing, inclusive, ambitious organisation
supporting our workforce and stakeholders
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DHCW RISK DEEP DIVE REPORT - To be completed by the Risk Owner

Date of Report: 30th September 2022

Orginator: Claire Osmundsen Little WSET Digital Inflation

Likelihood/Probability Impact/Consequence 4
Rating (1-5): Rating (1-5):

Risk Reference ID: DHCW0289 Initial Score:

Target Score: Current Score:

Background:

(a brief background history of the risk being reviewed)

This risk reflects the need to identify potential “sector specific” cost pressures for which DHCW (as a digital
organisation) would be more sensitive to price fluctuation.

Research is ongoing with external organisations and suppliers to fully surface the potential exposure over
3 key perspectives:

* Currency fluctuation risk — those contracts materially and directly exposed to the impact of
exchange rate fluctuations.

* Supplier Pricing Model risk — Digital suppliers frequently review pricing methodology and
structure.

* Supply Chain Risk — where possible component constraints may increase costs (experienced
recently as a consequence of the Ukraine.

Risk Description (IF....THEN.....RESULTING IN.....)

(Risk descriptions to include details of the associated impact)

RISK DESCRIPTION:

IF supply chain issues such as the chip shortage and underlying digital price pressures and contract
renewals have a negative impact upon prices THEN there will be additional price increases RESULTING IN
higher cost equipment and maintenance contracts.

ASSESSMENT:

* Impact upon 2022/23 financial target — Minimal <£100K
* Impact upon 2023/24+ financial target — Major >£4.9m (Core & Primary Care IM&T)
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Mitigating Action Taken to Date:

(Detail the actions already undertaken to mitigate the risk impact)

ACTIONS UNDERTAKEN:
e Engagement with sector specialists to ascertain potential impact and future trends.
e Engagement with suppliers where appropriate.

e Initial 3-year estimates compiled, Welsh Government informed of potential 2023/24 pressures in
order to inform core funding increase and other budget pressure discussions.

e Detailed database to inform further scenario modelling constructed.
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Further Mitigation to Achieve Target Risk Score with timeframe for completion:

(Detail the further actions required to achieve the target risk score and associated timeframes if known)

FORWARD ACTIONS:
e To continue to research into this area to shape future approach — ongoing.
e Completion of scenario models under best, probable and worst case assumptions - October.

e Construct cost avoidance/mitigating actions as part of the IMTP process — November 2022.

Recommendation from the risk owner:

(Should the risk score be increased, decreased, remain the same)

RECOMMENDATION:
As the mitigating actions are likely to differ significantly it is recommended the risk is split as follows:

1. Digital Inflation: Currency fluctuation risk
2. Digital Inflation: Supplier Pricing Model risk
3. Digital Inflation: Supply Chain Cost Risk

This will provide the reader of the risk register with a greater level of understanding of each risk and
transparency surrounding the linked mitigating actions.

Meeting Comments/Feedback

(To be included after the meeting where the review is taking place)
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DHCW RISK DEEP DIVE REPORT - To be completed by the Risk Owner

Date of Report: 30th September 2022

Orginator: Claire Osmundsen Little ERSQ\EILER Increased Utility Costs

Financial Pressure

Likelihood/Probability Impact/Consequence 4
Rating (1-5): Rating (1-5):

Risk Reference ID: DHCWO0284 Initial Score:

Target Score: Current Score:

Background:

(a brief background history of the risk being reviewed)

A global energy crisis has been building for nearly a year, after the post-Covid rebound crashed headlong
into Russia’s invasion of Ukraine, sending already-rising gas prices stratospheric.

DHCW has several sites which will be impacted by these price increases:

Offices in Cardiff TGA, Cardiff Castlebridge, Mambhilad, Mold and Swansea. The energy increase will also
impact the two datacentres.

Risk Description (IF....THEN.....RESULTING IN.....)

(Risk descriptions to include details of the associated impact)

RISK DESCRIPTION:

IF utility costs increase significantly (circa £620k per annum) as expected THEN costs will exceed those
normally budgeted for RESULTING IN increased facilities costs and financial pressures.

ASSESSMENT:

* Impact upon 2022/23 financial target — Minimal <€100K
* Impact upon 2023/24+ financial target — Major >£620K
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Mitigating Action Taken to Date:

(Detail the actions already undertaken to mitigate the risk impact)

ACTIONS TO DATE:

e Cost forecast submitted to Welsh Government on a monthly basis as part of the exceptional cost
funding requirement return to Welsh Government.

e An Exceptional Cost Pressures Management & Monitoring Group who are developing mitigation
plans and will report to the Director of Finance has been established. The group is comprised of
estates, commercial, datacentres and financial senior staff. The aim is to consider what options and
actions we can action to minimise the energy requirements.

e Engagement with NWSSP Procurement to confirm All Wales NHS Utilities contract terms.

e Communication with Landlords to understand timing and impact of any change.
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Further Mitigation to Achieve Target Risk Score with timeframe for completion:

(Detail the further actions required to achieve the target risk score and associated timeframes if known)

FORWARD ACTIONS TO ACHIEVE RISK TARGET:

Reassessment of financial impact reflecting latest supplier intelligence — October 2022.
Build potential cost pressures into IMTP assumptions — November 2022.

Continue to report to Welsh Government to ensure DHCW pressure is incorporated within the
central risk management and any future consequential funding is secured - Ongoing.

Implementation of approved mitigating actions and evaluation of impact - ongoing.

Explore provisions set out in the governments “Energy Bill Relief Scheme” which provides help for
businesses and other non-domestic customers (including hospitals) - October.

Recommendation from the risk owner:

(Should the risk score be increased, decreased, remain the same)

RECOMMENDATION:

Reassess potential financial impact and rescore as appropriate.

Meeting Comments/Feedback

(To be included after the meeting where the review is taking place)
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DHCW RISK DEEP DIVE REPORT - To be completed by the Risk Owner

Date of Report: 30th September 2022

Orginator: Claire Osmundsen Little EHSSNELEE National Insurance

Increase

Likelihood/Probability Impact/Consequence 3
Rating (1-5): Rating (1-5):

Risk Reference ID: DHCW0285 Initial Score:

Target Score: Current Score:

Background:

(a brief background history of the risk being reviewed)

The National Insurance Act was introduced in 1911 as a national system of insurance, designed to protect
working people against loss of income relating to sickness or unemployment. Now, it is a tax that is used
to pay for the NHS, benefits and the state pension.

It was announced that from 6 April 2022, National Insurance contributions will increase by 1.25% for both
employees and employers. This meant that the rate for employers will stand at 15.05% on all earnings
above the secondary threshold for most employees.

Welsh Government directed that a risk be logged within all risk registers with the assumption that funding
will be supplied (subject to confirmation).

Risk Description (IF....THEN.....RESULTING IN.....)

(Risk descriptions to include details of the associated impact)

IF the additional 1.25% employer NI contributions are unfunded centrally THEN DHCW will have a cost
pressure of £319k in 22/23 RESULTING IN DHCW'’s inability to breakeven.

Mitigating Action Taken to Date:

(Detail the actions already undertaken to mitigate the risk impact)

ACTIONS TO DATE:

Cost forecast submitted to Welsh Government on a monthly basis as part of the exceptional cost funding
requirement return to Welsh Government.
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Further Mitigation to Achieve Target Risk Score with timeframe for completion:

(Detail the further actions required to achieve the target risk score and associated timeframes if known)

FORWARD ACTIONS:

e Assess revised costs and incorporate within mid-year financial returns and exceptional cost forecast
to Welsh Government finance leads — October 2022.

e Liaise with Welsh Government to secure any additional funding requirement — November 2022.

Recommendation from the risk owner:

(Should the risk score be increased, decreased, remain the same)

RECOMMENDATION:

e The Chancellors announcement on September 22" regarding the reversal of the 1.25 percentage
point rise in National Insurance from 6 November has meant that there will be no recurrent pressures
related to increased NI.

e |t is proposed that the risk is now de-escalated as the part year non recurrent pressure will be
managed in partnership with Welsh Government.

Meeting Comments/Feedback

(To be included after the meeting where the review is taking place)
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DIGITAL HEALTH AND CARE WALES
WELSH LANGUAGE COMPLIANCE REPORT

Agenda 53
[tem

Name of Meeting

Audit and Assurance Committee

Date of Meeting

18 October 2022

Public or Private

Public

IF PRIVATE: please
indicate reason

N/A

Executive Sponsor

Chris Darling, Board Secretary

Prepared By

Eleri Jenkins, Welsh Language Manager

Presented By

Eleri Jenkins, Welsh Language Manager

Purpose of the Report

For Assurance

Recommendation

The Audit and Assurance Committee is being asked to:
Receive the report for ASSURANCE, NOTE the areas for improvement.

TY GLAN-YR-AFON 21 Heol Ddwyreiniol Y Bont-Faen, Caerdydd CF11 9AD

TY GLAN-YR-AFON 21 Cowbridge Road East, Cardiff CF11 9AD
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1 IMPACT ASSESSMENT

STRATEGIC OBJECTIVE Delivering High Quality Digital Services
CORPORATE RISK (ref if appropriate) DHCW0208
WELL-BEING OF FUTURE GENERATIONS ACT A Wales of Vibrant Culture and Thriving

Welsh Language

If more than one standard applies, please list below:
A More Equal Wales

DHCW QUALITY STANDARDS N/A

If more than one standard applies, please list below:

HEALTH CARE STANDARD Governance, leadership and acccountability

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission:
No, (detail included below as to reasoning) ‘Outcome:
Statement:

Not Required

Workforce EQIA page

IMPACT ASSESSMENT

QUALITY AND SAFETY No, there are no specific quality and safety implications

IMPLICATIONS/IMPACT related to the activity outlined in this report.

LEGAL Yes, please see detail below

IMPLICATIONS/IMPACT Compliance with DHCW Welsh Language Scheme / Welsh
Language Standards Regulations no7 2018

FINANCIAL Yes, please see detail below

IMPLICATION/IMPACT There are potential financial penalties for non-compliance

with the standards.

WORKFORCE IMPLICATION/IMPACT | Yes, please see detail below

There is an impact on the workforce in terms of working
practices and facilities for ensuring compliance.

SOCIO ECONOMIC Yes, please detail below
IMPLICATION/IMPACT

Implementation of the Welsh Language Scheme has a positive
socio-economic impact by:
(a) providing opportunities for persons to use the Welsh
language, and

Welsh Language Compliance Report Page 2 of 6 Author: Eleri Jenkins
Approver: Chris Darling

INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY
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(b) treating the Welsh language, no less favourably than
the English language
(As outlined in the policy making Welsh language standards
regulations)

RESEARCH AND INNOVATION No, there is no specific research and innovation implications
IMPLICATION/IMPACT relating to the activity outlined within this report
Acronyms
DHCW | Digital Health and Care Wales SHA Special Health Authority
WLCO | Welsh Language Commissioners
office

2 SITUATION/BACKGROUND

2.1 This report outlines the steps taken to monitor compliance with the actions included in the
Draft DHCW Welsh Language Scheme and gives an overview of:

The Welsh language compliance action plan that identifies areas for improvement and
actions required to achieve compliance with the standards;

the current Welsh Language skills dashboard showing staff’s self-assessment of their
Welsh skills,

activity undertaken in the organisation to promote the use of the Welsh language and
improve training provision,

the next steps with the publication of the Welsh Language Scheme, and

actions required to implement the new More Than Just Words Five Year Plan 2022-2027.

3 SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

3.1 Welsh Language Compliance Action Plan

The DHCW Board have outlined clear intentions and commitments in relation to the
organisation being bilingual. The Welsh Language Manager monitors compliance with the
Welsh Language Standards and reports non-compliance and areas for improvement to the

Welsh Language Group. As there are 120 standards, it has been agreed to group the standards

in a new action plan to provide the Audit and Assurance Committee an assurance summary.
This action plan is included at item Appendix A. It is reviewed for progress by the Welsh
Language Group on a bi-monthly basis.

The summary findings are below:

Type of Standards Approximate % compliance / RAG rating
Service Delivery Standards 60%
Policy Making Standards 50%
Welsh Language Compliance Report Page 3 of 6 Author: Eleri Jenkins
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3.2 Organisational Welsh Language Skills Dashboard

3.2 (i) Work to support staff with updating their Welsh language skills includes:

e Manually updating skills on behalf of staff,
e drop-in sessions with the Welsh Language Manager, and
e awareness raising sessions at directorate away days.

The percentage of staff at level O has decreased by 1% over the last month (-7% in the last 6
months) due to these activities. A new Welsh language awareness course is due to be released
by Welsh Government which will include information about the Welsh Language Standards and
will be mandatory for all staff.

3.2(ii)The dashboard below gives the breakdown of the skills levels within the organisation.

Last data refresh

Workforce and Organisational Development Displaying data for 16/09/2022 11:31:00
Directorate Team Latest Month, ... ED ?
Al ~ Al ™ Latest Month
Welsh Language - Listening and Speaking Levels as % of workforce Welsh Level 2 to 5 Achieved  Welsh .LE’”SUEEG Awareness

11%
94.7%
1
Welsh Language
5 - Proficiency / H... Awareness

3 - Intermediate / .. 2 - Foundation / Sylfa...

1- Entry/ Mynediad - 18% 29%

@%Compliance @% Non compliance

_ Entry/ Mynediad
I 3%
I 3%
I 3%
B

2 - Foundation / §...
R ~ IEEE
4 - Higher / Lwc - Na Skills / Dim Seil.. &7%
4 - Higher / Uweh @2+ Achisved @2+ Not Achisved
No Skills Level 1 Level 2
:
225 5 N ? ! 4
25 = 95.29
153 T l . R 2 3
o Em_ Hmwm - -
. . - Y — —_— 3%
ADS ICT EDTS C FBA POD CG Exec IM ADS  C CT DTS FBA POD (G ADS c Fa4  EDTS cT  POD con “
Level 3 Level 4 Level 5
g8 8 5
4 4
B 5 E! El
E] E] . 5
[] : ] '] . |
N e - - - - -
cT ADS al 0TS =0 IcT  ADS EDTS CG F8A  C  POD CT ADS EDTS C CG Exec FBA M Exec “

33 Developing the Welsh language skills of staff

3.3(i) DHCW offers a wide range of Welsh language training options to staff. A dedicated page
including a new learning prospectus is available on the intranet and a TenTalk attended by

Welsh Language Compliance Report Page 4 of 6 Author: Eleri Jenkins
Approver: Chris Darling
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120 staff took place in August to ensure they were informed of the opportunities available to
them. The following activities and statistics demonstrate DHCWs commitment to staff
development and providing a bilingual service:

e All new staff attend a Welsh language awareness induction session

e Welsh language awareness sessions are delivered at directorate team building sessions

e A monthly confidence building group for staff with level 3+ Welsh language skills

e More than 80 staff are learning Welsh with duolingo and are members of the ‘duolingo
challenge’ yammer group.

e 37 staff are members of a Welsh Language Yammer Group called ‘Siop Siarad’

e 16 staff are learning with Say Something in Welsh

e Approximately 10-15 staff are learning Welsh with the centre for learning Welsh (staff
are currently enrolling for 2022-2023 courses)

e 3 staff have completed a welcome course with the centre for learning Welsh in the last
month.

e 2 staff attended a confidence building course in collaboration with HEIW and
Aberystwyth University

e 6 Staff are attending a residential course at Nant Gwrtheyrn

3.4 Welsh Language Scheme Next Steps

3.4(i) The consultation period for the new DHCW Welsh Language Scheme ended on 30t
September. A report collating the responses to the consultation will be sent to the Welsh Language
Commissioner by the end of October 2022. The aim is to publish the final version of the Welsh
Language Scheme later this year, launching it in conjunction with the Welsh Language
Commissioner’s Welsh language rights day on 7t December 2022.

3.4(ii) The next step is to update the Welsh Language Scheme (if required) to reflect the responses
received from the consultation and present this to the Welsh Language Commissioner.

Once approved, the following activities will take place:

e The final document will be formatted by the Graphic Design Team;

e the Communications team will prepare social media messages,

e the DHCW Welsh Language webpage will be updated,

e internal communications will ensure staff are fully aware of the scheme and their
responsibilities,

e a3 presentation will be delivered at a board development session, and

e 3 staff survey will be issued to assess compliance levels.

3.5 More Than Just Words Five Year Plan
3.5(i) A new More Than Just Words 5 Year Plan 2022-2027 was launched by the Minister for Health
and Social Services, Eluned Morgan MS, at the National Eisteddfod in August 2022. The new

Welsh Language Compliance Report Page 5 of 6 Author: Eleri Jenkins
Approver: Chris Darling
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plan builds on the original framework published in 2012, which outlined a series of key
objectives, supported by complementary action plans — one for the NHS and one for Social
Services. The two follow-on strategic frameworks published in 2016 and 2019 aimed for a
more integrated approach with one single action plan for both sectors.

3.5(ii) The More Than Just Words Five Year Plan 2022- 2027 sets out how Welsh Government and
health and care organisations in Wales will drive forward progress under the overarching
theme of culture and leadership and the following three themes:

Theme 1 — Welsh language planning and policies including data

Theme 2 — Supporting and developing the Welsh language skills of the current and future
workforce

Theme 3 — Sharing best practice and an enabling approach

3.6(iii) An action plan including all actions in relation to health and social care and specific actions for
DHCW is included at item Appendix B. The Welsh Language Manager will monitor progress
against the actions outlined in the plan.

4  KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

4.1 As part of the joint review by the Health and Social Care Committee, the Welsh Language
Commissioner has formally responded to the consultation. A number of points have been
raised and will be picked up as part of the consultation response.

5 RECOMMENDATION

The Committee is being asked to:
Receive the report for ASSURANCE, NOTE the action plans for improvement.

6 APPROVAL/SCRUTINY ROUTE

Person / Committee / Group who have received or considered this paper prior to this meeting

PERSON, COMMITTEE OR GROUP DATE OUTCOME
Welsh Language Group 15.08.22 APPROVED
Executive Management Board 16.09.22 APPROVED
Welsh Language Group 10.10.22 APPROVED
Welsh Language Compliance Report Page 6 of 6 Author: Eleri Jenkins
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Agenda item 5.3i
Welsh Language Scheme

Monitoring Action Plan

Compliance Area
Operational

Operational

Service Delivery

Operational

Record Keeping

Service Delivery

Record Keeping

Type of Standard
Bilingual Skills Strategy

Workforce Policies

Education Courses

Welsh Language Training

Complaints Procedure and Monitoring

Website and Social Media

Publication of Welsh Language Scheme

Action Required

1. New Welsh language skills assessment
process needs Workforce approval and
implementation

1. Workforce policies need to be available
in Welsh and accessible to staff - need to
be included in Welsh Language and
Workforce SharePoint page

1. New SOP required for arranging
education (not training). This applies to the
education of students or persons outside
of NHS Wales 2. Raise
awareness of this standard with staff who
are likely to organise education courses

Progress Date
1. Meetings with Workforce staff to agree the
process have taken place.

1. All Wales workforce policies are translated and
available on IMS

1. New prospectus to be created to make it 1. Welsh language training information is available

easier for staff to decide which course is
suitable for them 2.
Managers need to support staff learning
Welsh by allowing time to attend courses
3. Set up purchase orders for training
providers

1. New area on DHCW website to be
created when Welsh language scheme is
published

1. Forward planning of social media will
enable the translation team at NWSSP to
provide an efficient service. 2.
Close monitoring of usage of Welsh
website and social media pages required.
3. Merge English and Welsh social media
accounts to ensure the bilingual
organisation message is clear. 4.
Welsh language complaints section to be
added to website

1. Draft approved by Welsh Language
Commissioner.

2. Graphic Design support required to
format the document.

3. Communications support required with
consultation period.

on the Welsh language SharePoint page.

2. New courses provided by local FE colleges
available.

3. Funding available for staff to access courses free
of charge.

4. Yammer support groups set up.

5. New confidence building group set up

1. New webpage drafted ready to include
information about making a complaint

1. The DHCW website is bilingual and a new Welsh
language page will be published to assist with the
public consultation of new Welsh Language Scheme

1. New webpage drafted ready to support with
public consultation. 2.
List of contact created in preparation for
consultation

Jul-22

Sep-22

Sep-22

Sep-22

Nov-22
Dec-22

Dec-22

RAG Rating
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Service Delivery Telephone and Reception 1. Audit to ensure Welsh language calls are 1.Corporate Services staff have attended a Dec-22

not treated less favourably to English reception skills course with Merthyr College. 2.
calles. 2. KPIs need to be included for New Welsh language skills confidence building
service desk as part of IOPR to monitor group set up. 3.
the number of calls requiring a Welsh Video created to demonstrate dealing with a
language service and how they are dealt  telephone call in Welsh.
with 4. Promotion of video at directorate away days. 5.
3. Welsh speaking staff to attend a New recruitment assessment process created to
residential course to gain confidence ensure all service desk jobs are advertised as Welsh
speaking Welsh on the telephone essential when numbers of Welsh speakers fall in
the team

6. Confidence builiding group set up to support staff
with using their Welsh language skills at work

Policy Making Policies / EQIA 1. Process for reviewing policy EQIA needs 1. Collaborative work with Workforce started Dec-22
to be formalised with support from the
Welsh Language Manager

Policy Making Consultation and Research As above 1. EQIA included in Welsh language scheme in Dec-22

preparation for public consultation

Operational Using Welsh Internally 1. New Welsh language scheme launch and 1. Staff guides created and available on Welsh Jan-23
promotion with staff. language SharePoint page
2.New SOP required which will refer to the
new Welsh language scheme

Service Delivery Meetings and Public Events 1. Arranging External meetings Standard Operating Mar-23
1. New SOP for arranging public events Procedure (SOP) reviewed and updated.
needs to be approved by the Welsh
language group and communications team.
2. Regular communication with staff via
SharePoint news. 3.
Promotion of SOP on Welsh language
SharePoint page
Operational ESR/ PADR 1. Issues with ESR Welsh language skills 1. Manually collection of staff Welsh language skills Mar-23
recording need to be resolved. 2. planned. 2.
The PADR document needs to be available Promotion of Welcome courses to support staff at
in Welsh and staff informed that they can level O at directorate team building days
request their PADR in Welsh.

Service Delivery Correspondence - Email/Letters 1. All staff are required to enter bilingual 1. New staff guides created on the Welsh language Sep-23
email signatures and out of office replies.  SharePoint page. 2.
2. Extend pilot of language recording New language preference recording system piloted
system to projects/programmes. by corporate services. 3. Welsh
3. Letters within systems need to be Language Manager working with WIS and Gov.uk
audited to ensure they are compliant with notify to amend vaccination letters. 4.
Welsh language standards. Translation service budget increased to meet
demand
Service Delivery Documents and Forms 1. Ensure all stakeholder 1. New staff guide to advise staff on what needs to Sep-23
surveys/documents and forms are bilingual be in Welsh created and stored on the Welsh
(particulary project surveys) 2. language SharePoint page.
Translate 25% of Board papers 2. Welsh Language Manager working closely with
DSPP to ensure future surveys and forms are
bilingual
Operational Recruitment - Adverts and JDs 1. Meetings with Workforce staff to agree the Mar-24
1. All job adverts need to be translated and process have taken place. 2.

advertised bilingually from 1st July 2022.  New skills assessment process needs approval
2. All new/ evaluated job descriptions will

be translated and advertised bilingually

from 1st July 2022. 3.

All job descriptions to be translated and

advertised bilingually by March 2024

2/9 280/39%4
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Operational
Operational

Operational

Operational

Operational
Record Keeping

Complaints and Disciplinary

Use of Work Welsh Logo

Contracts of Employment

Intranet

Internal Signage
Annual Report

No action required

No action required

No action required

No action required

1. Bi-annual auditing of signage required
1. ESR data needs to be accurate in
preparation for 22-23 Annual report.

2. Annual report to include detail of
implementation of the new Welsh
language scheme

1. Information about complaints and disciplianry
procedures are available on the IMS

1. The use of the Work Welsh logo is widespread

across the organisation. 2.
The logo is available to add to email signatures and
MS Teams backgrounds. 3.

Promoted during staff induction

1. Contracts of employment are provided bilingually
unless it is know that the member of staff requires it
in English only

1. The Intranet homepage is bilingual and fully
complaint

1. Recently audited

1. 21-22 Annual Report includes progress with
Welsh language

Completed

Completed

Completed

Completed

Completed

Completed
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Welsh Language Scheme

Monitoring Action Plan

Compliance Area
Operational

Operational

Service Delivery

Operational

Record Keeping

Service Delivery

Record Keeping

Type of Standard
Bilingual Skills Strategy

Workforce Policies

Education Courses

Welsh Language Training

Complaints Procedure and Monitoring

Website and Social Media

Publication of Welsh Language Scheme

Action Required

Approval of new bilingual skills strategy
required at Welsh language group and
uploaded to the IMS

1. Workforce policies need to be available
in Welsh and accessible to staff - need to
be included in Welsh Language and
Workforce SharePoint page

1. New SOP required for arranging
education (not training). This applies to the
education of students or persons outside
of NHS Wales 2. Raise
awareness of this standard with staff who
are likely to organise education courses

1. Managers need to support staff learning

Welsh by allowing time to attend courses.
2. Support to promote the courses
required from the communications team.

1. New area on DHCW website to be
created when Welsh language scheme is
published

1. Forward planning of social media will
enable the translation team at NWSSP to
provide an efficient service. 2.
Close monitoring of usage of Welsh
website and social media pages required.
3. Merge English and Welsh social media
accounts to ensure the bilingual
organisation message is clear. 4.
Welsh language complaints section to be
added to website

1. Send reminder emails to stakeholder
contact list in September. 2.
Re-use social media posts. 3. Collate
responses and write a report

Progress Date RAG Rating
1. Meetings with Workforce staff to agree the 15/082022
process have taken place. 2.

Four new documents written as part of the overall

Bilingual Skills Strategy

1. All Wales workforce policies are translated and Sep-22
available on IMS

1. Staff survey written and ready for distribution. Sep-22
2.Contact made with business change team in
relation to Change Ambassador course

Sep-22
1. Welsh language training information is available
on the Welsh language SharePoint page and new
prospectus created 2.
New courses provided by local FE colleges available.
3. Funding available for staff to access courses free
of charge.
4. Yammer support groups set up.
5. New confidence building group set up
1. New webpage drafted ready to include
information about making a complaint
Nov-22
1. The DHCW website is bilingual and a new Welsh Dec-22
language page will be published to assist with the
public consultation of new Welsh Language Scheme.
2. Auditing of webpage started and non-complaint
pages are sent for translation.

1. New webpage created to support with public Dec-22
consultation. 2.

Emails sent to list of contacts and social media posts

created.

282/39%4



Service Delivery Telephone and Reception 1. KPIs need to be included for service desk 1.Corporate Services staff have attended a Dec-22
as part of IOPR to monitor the number of reception skills course with Merthyr College and 4
calls requiring a Welsh language service members of the service desk staff have signed up to

and how they are dealt with attend a residential course at Nant Gwrtheyrn.

2. Welsh speaking staff to attend a 2. New Welsh language skills confidence building
residential course to gain confidence group set up. 3.
speaking Welsh on the telephone Video created to demonstrate dealing with a

telephone call in Welsh.

4. Promotion of video at directorate away days. 5.
New recruitment assessment process created to
ensure all service desk jobs are advertised as Welsh
essential when numbers of Welsh speakers fall in
the team

6. Confidence builiding group set up to support staff
with using their Welsh language skills at work. 7.
Audit of calls completed - no evidence of calls in
Welsh being treated less favourably to calls in

English
Policy Making Policies / EQIA 1. Process for reviewing policy EQIA needs 1. Collaborative work with Workforce started Dec-22
to be formalised with support from the
Welsh Language Manager
Policy Making Consultation and Research 1. Welsh Languge Services Manager to Dec-22

attend research and innovation meetings. 1. EQIA included in Welsh language scheme in
preparation for public consultation
Operational Using Welsh Internally 1. New Welsh language scheme launch and 1. Staff guides created and available on Welsh Jan-23
promotion with staff. language SharePoint page
2.New Welsh language policy required
which will refer to the new Welsh language

scheme
Service Delivery Meetings and Public Events 1. Regular communication with staff via 1. Arranging External meetings Standard Operating Mar-23
SharePoint news. 3. Procedure (SOP) reviewed and updated.
Promotion of SOP on Welsh language 2. New SOP for arranging events approved
SharePoint page
Operational ESR/ PADR 1. Issues with ESR Welsh language skills 1. Manual collection of staff Welsh language skills Mar-23
recording need to be resolved. 2. ongoing
The PADR document needs to be available 2. Promotion of Welcome courses to support staff
in Welsh and staff informed that they can at level O at directorate team building days 3.
request their PADR in Welsh. Reduction in staff at level 0 (6% reduction in last 6
months)
Service Delivery Correspondence - Email/Letters 1. All staff are required to enter bilingual 1. New staff guides created on the Welsh language Sep-23
email signatures and out of office replies. SharePoint page. 2.
2. Extend pilot of language recording New language preference recording system piloted
system to projects/programmes. by corporate services. 3. Welsh
3. Letters within systems need to be Language Manager working with WIS and Gov.uk
audited to ensure they are compliant with notify to amend vaccination letters. 4.
Welsh language standards. Translation service budget increased to meet
demand
Service Delivery Documents and Forms 1. Ensure all stakeholder 1. New staff guide to advise staff on what needs to Sep-23
surveys/documents and forms are bilingual be in Welsh created and stored on the Welsh
(particulary project surveys) 2. language SharePoint page.
Translate 25% of Board papers 2. Welsh Language Manager working closely with
DSPP to ensure future surveys and forms are
bilingual
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Operational

Operational
Operational

Operational

Operational

Operational
Record Keeping

Recruitment - Adverts and JDs

Complaints and Disciplinary

Use of Work Welsh Logo

Contracts of Employment

Intranet

Internal Signage
Annual Report

1. All job adverts need to be translated and

advertised bilingually from 1st July 2022.
2. All new/ evaluated job descriptions will
be translated and advertised bilingually

from 1st July 2022. 3.

All job descriptions to be translated and
advertised bilingually by March 2024

No action required

No action required

No action required

No action required

1. Bi-annual auditing of signage required
1. ESR data needs to be accurate in
preparation for 22-23 Annual report.

2. Annual report to include detail of
implementation of the new Welsh
language scheme

1. Meetings with Workforce staff to agree the Mar-24
process have taken place. 2.
New skills assessment process needs approval

1. Information about complaints and disciplianry Completed
procedures are available on the IMS

1. The use of the Work Welsh logo is widespread Completed
across the organisation. 2.

The logo is available to add to email signatures and

MS Teams backgrounds. 3.

Promoted during staff induction

1. Contracts of employment are provided bilingually Completed
unless it is know that the member of staff requires it

in English only

1. The Intranet homepage is bilingual and fully Completed
complaint

Completed
1. Recently audited
1. 21-22 Annual Report includes progress with Completed
Welsh language

284/394
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Welsh Language Scheme

Monitoring Action Plan

Compliance Area
Service Delivery

Operational

Record Keeping

Operational

Operational

Operational

Service Delivery

Record Keeping

Type of Standard
Education Courses

Welsh Language Training

Complaints Procedure and Monitoring

Bilingual Skills Strategy

Workforce Policies

Policy on using Welsh internally

Website and Social Media

Publication of Welsh Language Scheme

Action Required Progress Date
1. Staff survey written and ready for distribution.
1. New SOP required for arranging 2.Contact made with business change team in

education (not training). This applies to the relation to Change Ambassador course
education of students or persons outside

of NHS Wales 2. Raise

awareness of this standard with staff who

are likely to organise education courses

1. Managers need to support staff learning

Welsh by allowing time to attend courses. 1. Welsh language training information available on
the Welsh language SharePoint page and new
prospectus created 2.
New courses provided by local FE colleges available.
3. Funding available for staff to access courses free
of charge.
4. Yammer support groups set up.
5. New confidence building group set up

1. New area on DHCW website to be 1. New webpage drafted ready to include
created when Welsh language scheme is  information about making a complaint
published

1. Standard Operating Procedures approved by the
1. Implementation of the recruitment Welsh Language Group and uploaded to the IMS
actions to ensure Welsh language skills are 2. Process in place to ensure Job adverts are
assessed during the job scrutiny process.  translated and advertised bilingually
2. Implement a programme of translation
of all new job descriptions

1. All Wales workforce policies are translated
1. Workforce policies need to be available
in Welsh and accessible to staff - need to
be included in Welsh Language and
Workforce SharePoint page
1. Write a new policy on the use of Welsh
internally.
2.Present the policy to the Welsh Language
Group for approval

1. Forward planning of social media will 1. The DHCW website is bilingual and a new Welsh
enable the translation team at NWSSP to  language page will be published to assist with the
provide an efficient service. 2. public consultation of new Welsh Language Scheme.
Close monitoring of usage of Welsh 2. Auditing of webpage started and non-complaint

website and social media pages required.  pages are sent for translation.
3. Merge English and Welsh social media

accounts to ensure the bilingual

organisation message is clear. 4.

Welsh language complaints section to be

added to website

1. Collate responses in a report to the 1. Reminder emails and social media posts sent at
Welsh Language Commissioner the beginning of September
2. Prepare publication communication 3.

Deliver training session at Board

Development Day

RAG Rating

Mar-23

Sep-22

Nov-22

Sep-22

Dec-22

Dec-22

Dec-22

Dec-22
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Service Delivery

Policy Making

Policy Making

Operational

Service Delivery

Operational

Service Delivery

Service Delivery

Operational

Operational

8/9

Telephone and Reception

Policies / EQIA

Consultation and Research

Using Welsh Internally

Meetings and Public Events

ESR/ PADR

Correspondence - Email/Letters

Documents and Forms

Recruitment - Adverts and JDs

Complaints and Disciplinary

1. KPIs need to be included for service desk
as part of IOPR to monitor the number of
calls requiring a Welsh language service
and how they are dealt with

2. Welsh speaking staff to attend a
residential course to gain confidence
speaking Welsh on the telephone

1. Process for reviewing policy EQIA needs
to be formalised with support from the
Welsh Language Manager

1. Welsh Languge Services Manager to
attend research and innovation meetings.

1. New Welsh language scheme launch and
promotion with staff.

2.New Welsh language policy required
which will refer to the new Welsh language
scheme

1. Regular communication with staff via
SharePoint news. 3.
Promotion of SOP on Welsh language
SharePoint page

1. Issues with ESR Welsh language skills
recording need to be resolved. 2.
The PADR document needs to be available
in Welsh and staff informed that they can
request their PADR in Welsh.

1. All staff are required to enter bilingual
email signatures and out of office replies.
2. Extend pilot of language recording
system to projects/programmes.

3. Letters within systems need to be
audited to ensure they are compliant with
Welsh language standards.

1. Ensure all stakeholder
surveys/documents and forms are bilingual
(particulary project surveys)

1. Implementation of the recruitment
actions within the Bilingual Skills Strategy
to ensure Welsh language skills are
assessed during the job scrutiny process.
2. Implement a programme of translation
of all new job descriptions

No action required

1.Corporate Services staff have attended a
reception skills course with Merthyr College and 4
members of the service desk staff have signed up to
attend a residential course at Nant Gwrtheyrn.

2. New Welsh language skills confidence building
group set up. 3.
Welsh speaking staff booked to attend a residential
course to gain confidence speaking Welsh on the
telephone

6. Confidence builiding group set up to support staff
with using their Welsh language skills at work. 7.
Audit of calls completed - no evidence of calls in
Welsh being treated less favourably to calls in
English

1. Collaborative work with Workforce started 2.
Welsh Language Manager attends WIAG meetings
and has final sign off on new projects and work
programmes

1. EQIA included in Welsh language scheme in
preparation for public consultation

1. Staff guides created and available on Welsh
language SharePoint page

1. Arranging External meetings Standard Operating
Procedure (SOP) reviewed and updated.
2. New SOP for arranging events approved

1. Manual collection of staff Welsh language skills
ongoing

2. Promotion of Welcome courses to support staff
at level 0 at directorate team building days 3.
Reduction in staff at level 0 (6% reduction in last 6
months)

1. New staff guides created on the Welsh language
SharePoint page. 2.
New language preference recording system piloted
by corporate services. 3. Welsh
Language Manager working with WIS and Gov.uk
notify to amend vaccination letters. 4.
Translation service budget increased to meet
demand

1. New staff guide to advise staff on what needs to
be in Welsh created and stored on the Welsh
language SharePoint page.

2. Welsh Language Manager working closely with
DSPP to ensure surveys and forms are bilingual

3. Welsh Language Manager attends WIAG to
ensure complaince

1. Standard Operating Procedures for recruitment
approved by the Welsh Language Group and
uploaded to the IMS 2.
Process in place to ensure Job adverts are translated
and advertised bilingually

1. Information about complaints and disciplianry
procedures are available on the IMS

Dec-22

Dec-22

Dec-22

Jan-23

Mar-23

Mar-23

Sep-23

Sep-23

Mar-24

Completed
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Operational

Operational

Operational

Operational
Record Keeping

Use of Work Welsh Logo

Contracts of Employment

Intranet

Internal Signage
Annual Report

No action required

No action required

No action required

1. Bi-annual auditing of signage required
1. ESR data needs to be accurate in
preparation for 22-23 Annual report.

2. Annual report to include detail of
implementation of the new Welsh
language scheme

1. The use of the Work Welsh logo is widespread

across the organisation. 2.
The logo is available to add to email signatures and
MS Teams backgrounds. 3.

Promoted during staff induction

1. Contracts of employment are provided bilingually
unless it is know that the member of staff requires it
in English only

1. The Intranet homepage is bilingual and fully
complaint

1. Recently audited

1. 21-22 Annual Report includes progress with
Welsh language

Completed

Completed

Completed

Completed

Completed
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Action Description
WEe'll set personal performance objectives to ensure the All health and social care
delivery of More than just words so that the Active Offer is bodies

embedded in annual objectives of sector leaders, cascaded Welsh Government to lead
throughout organisations and considered in relevant on objectives for Chairs.
individual appraisals at all levels. This will include Chairs of

NHS boards and the Directors of Social Services report

(Annual Council Reporting Framework).

Lead Accountability DHCW Lead
Chair of Board

Chairs and Chief
We'll expect those in leadership roles to take part in our Executives of health and
Leading in a Bilingual Country programme. This programme social care bodies
works towards embedding the spirit of Cymraeg 2050 in
organisational culture and policymaking. All too often,
Welsh is viewed as just an issue of translation or as a ‘tick
box’ in policy development. This values-based programme
goes beyond understanding the possible impact of
language on all aspects of our work to using what levers we
have to increase its use.

Chief Executive
Chair of Board

Timeline
Short Term

Medium Term

WL Standards RAG
N/A

Actions Required
Chair of Board to meet with
Welsh Government

Progress Key Aims

1. To embed a healthy culture
of belonging for the Welsh
language in health and social
care and to deliver the aims and
principles of More than just
words.

2.To demonstrate evidence of
leadership at all levels to
support the use of Welsh to
deliver quality services and
improved outcomes for
individuals.

Chief Executive, Chair of N/A
Board and Board Secretary

to attend the course

288/39%4



Action Description Lead Accountability = DHCW Lead Timeline Action Required Progress WL Standards RAG Key Aims

Develop tools to support mainstreaming Welsh Government/ Health ~ Asst Director of Planning / Long Term 1. Strengthen EQIA 1. Welsh Language Policy Making Standards 69-78A 1. To identify and collect data and
Welsh language considerations into and social care bodies Head of Quality and approval process Manager attends WIAG views of individuals that will provide
planning and policies especially in the Regulatory Compliance 2. Guidelines for project us with the understanding and
priority areas and high levels of managers created evidence base to support policy
interactions with services. This to 3. Equality Impact decisions and monitor progress.
include establishing Welsh language Assessments include 2. Welsh planning requirements are
care pathways for vulnerable individuals Welsh Language understood and are embedded in

in identified priority groups such as guidance and policy.
older people, children, mental health,
speech therapy, learning difficulties, and

stroke services

An agreed national framework for the ~ HEIW/SCW/ DHCW/ health  Director of People and OD Medium Term 1. Development of a 1.WL Skills mandatory  Operational Standard 96 Record
collection and collation of data onthe  and social care bodies Master Staff Index (subject on ESR Keeping Standard 116

language skills of all staff working in including independent to funding) 2. Campaign to

health and social care in Wales will be  primary care contractors. encourage staff to

developed and implemented. This complete training

should be mandatory wherever possible update skills from 0-1

and would need to align with systems
and approaches currently in place for
the collection, collation of data across
the health and social care sectors

including services that are provided in

Welsh

An annual report will be prepared by an HEIW/SCW, health and social Director of People and OD Short/Medium 1. Ensure all staff enter 1. Business Operational Standard 96 Record
appropriate body to bring together the care bodies Term data on ESR 2. Improvement Keeping Standard 116

data relating to the health and social Extract data from ESR dashboard created

care workforce. This report could be
prepared and published by Statistics for
Wales. The published report should be
publicly available with a further level of
granular detail available as appropriate
to those bodies responsible for the
workforce in different contexts e.g.
HEIW, SCW, Health Boards.

2/6 289/39%4
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Action Description
Health and social care organisations to Health and social care
identify workforce skills gaps in key bodies. HEIW and SCW
areas and develop plans to address

them. This will be embedded in

workforce and skills plans developed

and delivered within individual

organisations and involve close working

with HEIW and SCW

Health and Social Care
bodies

We'll expect all NHS and social care
colleagues to follow a language
‘awareness ‘course which will explain
how important Cymraeg is in service
delivery and as a patient need.
Following the introduction of Welsh
language awareness training for all
health and social care professional, we’ll
expect that this training is provided
across all disciplines for trainees and
introduced as part of the induction
process for new employees in the
health and social care workforce who
have not already undertaken the
training

Organisations to define the level of
Welsh language skills required in all job
adverts as per best practice in some
health boards and local authorities.

Lead Accountability

DHCW Lead

Director of People
and OD

Director of People
and OD

Health and social care bodies Director of POD

Timeline

Medium Term

Medium Term

Medium Term

(Guidance to
be developed
and shared in

the short term)

Action Required

1. Deliver Training on
the Bilingual Skills
Strategy

2.Assess Welsh
Language Skills
requirements as part of
the job scrutiny process
3. Implement the
Bilingual Skills Strategy

1. DHCW staff involved
in pilot of new Welsh
language awareness
course

2.94.5% of staff have
completed the old
awareness course

3. Welsh language
awareness included in
induction of new
employees

4. Comprehensive
Welsh language
sharepoint page

1. Deliver Training on
the Bilingual Skills
Strategy

2.Assess Welsh
Language Skills

requirements as part of
the job scrutiny process

3. Implement the
Bilingual Skills Strategy

Welsh Language
Operational Standards 106/106A

Progress

1. Standard operating
procedures in place

2. Employability project
with USW students to
promote DHCW jobs with
Welsh speaking pupils
and students across
Wales 3.
Translation of Job Adverts
to promote DHCW as a
bilingual organisation

4. Comprehensive Welsh
language training
provision available to all
staff

1. All staff will need to Operational Standards
complete the new Welsh 97/102/103

language awareness

course on ESR - due to be

released by WG in

September 2022

1. Standard operating Operational Standards 106/106A

procedures in place

Key Aims

Our aim aligns with one set out
in the Health and Social Care
workforce strategy:  ‘Our aim
will be to understand,
anticipate and plan to meet the
Welsh language needs of
health and social care students,
our workforce and ultimately
patients and people in receipt
of care and support across
Wales as we move forward.
Supporting our workforce to
deliver care using the Welsh
language is a fundamental
principle which must underpin
every area of this Workforce
Strategy.’
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Gradual introduction of a minimum
“courtesy” level of Welsh language skills
making staff more aware of positive
impact that learning and using Welsh
can have on individuals accessing and
recieving health and social care
services. By the end of the life of this
plan, all staff working in health and
social care should have courtesy level
Welsh

Organisations to develop and
implement a targeted Welsh language
training and workforce strategy — with
initial focus on addressing gaps in More
than just words key priority areas and
those who lack confidence (need to
consider the potential for working with
team leaders / managers / employers to
also create the conditions for
individuals to use their Welsh).

Health and social care bodies Director of People

and OD / Welsh
Language Services
Manager

Health and social care bodies Director of People

andOD/  Welsh
Language Services
Manager

Short Term — 1. Continue to promote 1. Comprehensive Operational Standards 99-102
introduction ~ Welsh language courses programme of Welsh

Long term —all with staff 2. Staff language training

staff have to update WL skills on  available to all staff

courtesy level ESR 2. Promotional activity

Welsh including delivery of

Medium Term 1. Implement the
Bilingual Skills Strategy

presentations at

directorate 'Away Days'

to encourage staff to

undertake courtesy level

training

1. Bilingual Skills Strategy Operational Standards 99-102/
and associated standard 106/106A
operating procedures

approved by the Welsh

Language Group and

published on IMS

2. Comprehensive

programme of Welsh

language training

available to all staff

291/39%
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Action Description

We'll collate and share examples of
innovative good practice which is
accessible across the sector utilising
existing portals and hubs including the
Research and Innovation Hubs.

Lead Accountability

Welsh Government/ Welsh
language officers

We'll use our Bilingual Technology DHCW / NHS Wales
Toolkit to ensure that when we procure organisations
and/or develop new digital services,

they will include a bilingual user

interface wherever possible. For

information and advice websites we’ll

bring translators closer to content

creation, drafting in Welsh and English

together,so that we communicate

clearly in both languages.

Welsh Government, Health
and social care bodies

We'll ensure that Welsh language
Executive Leads and Welsh Language
Officers and champions meet nationally
to share best practice to ensure a
consistent approach on key issues and
develop initiatives to celebrate success
including promoting More than just
words within existing awards and
accolade schemes

DHCW Lead

Welsh Language
Services Manager

Timeline
Short Term

Executive Director of Short Term
Strategy

Board Secretary Short Term
Welsh Language

Services Manager

Action Required
1.Staff to share
examples of good
practice

1. Continue to develop
the bilingual capabilities
of the NHS Wales app

1. Attend meetings and
events

Progress Welsh Language RAG

1.Welsh language N/A
champion network to
support with collation of
innovative good practice
2. Welsh Language
Manager attends
Regional Forums

3. Welsh Language
Manager attends and
leads UHB best practice
group

4. Welsh Language
Manager attends
'‘Building Bilingual
Services' cross sector
group

1.NHS Wales app
available in Welsh

2. Welsh Language
Manager attends WIAG
and has approval
authority in relation to
Welsh language in
projects

3. Welsh Language
Managers attends DSPP
assurance groups

1. Welsh Language
Services Manager attends
all Wales WG meetings

Service Delivery Standards 1-
6/ 39-46

Key Aims

1. We'll work together with the
whole sector to make sure that
we design systems bilingually
by default and with Welsh-
speaking service users. 2.
We'll ensure pockets of good
practice are identified, shared
to influence and enable a more
system wide enabling
approach.
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Visual markers not only enable service Welsh Government/ DHCW/
users to identify Welsh speaking staff ~ health and social care bodies
but also to convey a message that
Welsh is a ‘normal’ everyday part

of service delivery and builds on ethos
of belonging. We’ll extend the laith
Gwaith project across Wales to allow
workers who can offer or partially offer
services in Welsh to readily identify
themselves by wearing laith Gwaith
badges or lanyards. We’ll also in our ICT
systems capture, display and share
information that let us know as
individuals and staff who can speak
Welsh and what services they will be
offering in Welsh — so we can use our
Welsh with them. (Considertion would
need to be given to additional
funding/resources to enable this to be
delivered.)

We'll continue to improve Welsh
language capabilities of national health
and social care digital systems and
ensure apps being developed such

as the NHS Wales App support the
vision and actions in this plan. This will
include the Sharing, recording

and tracking of Information between
systems including language preference.
We'll also work with service users on all
technical and content processes to
make sure they’re easy to use and
understand in Welsh and English.

Welsh Government/ DHCW

We'll further develop dictionary Welsh Government/ Health
resources, high standard terminological and social care bodies
corpus, language memory systems and

practical tools to support staff to use

their Welsh skills, for example Gair i

Glaf. This to include in the short term

Welsh language officers and translators

working together on collation of terms

and translation capacity and capability.

Welsh Language
Services Manager /

Executive Director of

Strategy /Executive
Director of
Operations /Director
of ICT

Short Term

Executive Director of Medium Term

Strategy / Executive
Director of
Operations /Director
of ICT

Executive Director of Short Term —

Strategy / Welsh
Language Services
Manager / NWSSP
Welsh Language
Manager
/Procurement

joint working
and
approaches
on developing
standard
terms Long
Term — health
and social
care

terminological

corpus

1.Development of a
Master Staff Index
(subject to funding)
2. Develop staff
directory to include
language
communication
preference of staff

(included in the IMTP)

1.NHS Wales App is

bilingual but needs to

capture language
preference

2. Development of a
Master Patient Index

will facilitate sharing of

information

1. Translation of
terminology
2.Upload to data
dictionary

3. Procurement of all
Wales translation
software

1. laith Gwaith logo is

currently used in emails
and Teams backgrounds
2. Lanyards and badges

are available to order

from the Welsh language

SharePoint page

1. Ongoing work with

NHS Wales translators
2. Meetings held with
NDR / Data Dictionary
team

Operational Standards 104
/105

Service Delivery Standards 1-
7/23/23A

Service Delivery Standards 1-
6
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DIGITAL HEALTH AND CARE WALES
STANDARDS OF BEHAVIOUR
REPORT

Agenda 5.4
[tem
Name of Meeting Audit and Assurance Committee
Date of Meeting 18 October 2022
Public or Private Public
IF PRIVATE: please N/A
indicate reason
Executive Sponsor Chris Darling, Board Secretary
Prepared By Laura Tolley, Corporate Governance Manager
Presented By Laura Tolley, Corporate Governance Manager

Purpose of the Report For Noting

Recommendation

The Audit & Assurance Committee is being asked to:
NOTE the Standards of Behaviour Report.

TY GLAN-YR-AFON 21 Heol Ddwyreiniol Y Bont-Faen, Caerdydd CF11 9AD

TY GLAN-YR-AFON 21 Cowbridge Road East, Cardiff CF11 9AD
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1 IMPACT ASSESSMENT

Q lechyd a Gofal
@ Y Jngu Digidel Cymru
\ / H Digital Health

o ALESs | and Care Wales

I3}

5

STRATEGIC OBJECTIVE All Objectives apply

CORPORATE RISK (ref if appropriate)

WELL-BEING OF FUTURE GENERATIONS ACT A Healthier Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS

N/A

If more than one standard applies, please list below:

HEALTH CARE STANDARD

Governance, leadership and acccountability

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission: N/A

No, (detail included below as to reasoning) ‘Outcome: N/A

Statement: N/A

Workforce EQIA page

IMPACT ASSESSMENT

QUALITY AND SAFETY
IMPLICATIONS/IMPACT

No, there are no specific quality and safety implications
related to the activity outlined in this report.

LEGAL
IMPLICATIONS/IMPACT

Yes, please see detail below

The declarations of interests process ensures DHCW staff
adhere to the organisation’s statutory responsibilities.

FINANCIAL
IMPLICATION/IMPACT

No, there are no specific financial implication related to the
activity outlined in this report

WORKFORCE IMPLICATION/IMPACT

No, there is no direct impact on resources as a result of the
activity outlined in this report.

SOCIO ECONOMIC
IMPLICATION/IMPACT

No. there are no specific socio-economic implications related
to the activity outlined in this report

Standards of Behaviour Report

Page 2 of 5 Author: Laura Tolley
Approver: Chris Darling

INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY
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https://informatics.wales.nhs.uk/EngD/WrkOrgDev/WForce/EQIA/Forms/AllItems.aspx
https://nhswales365.sharepoint.com/sites/DHC_PST/SitePages/Business-Plans-and-Strategies.aspx
https://gov.wales/sites/default/files/publications/2019-08/well-being-of-future-generations-wales-act-2015-the-essentials.pdf
https://nhswales365.sharepoint.com/sites/DHC_Quality
http://www.wales.nhs.uk/sitesplus/documents/1064/24729_Health%20Standards%20Framework_2015_E1.pdf
https://phw.nhs.wales/services-and-teams/equality-impact-assessment-in-wales-practice-hub/equality-impact-assessment/
https://gov.wales/socio-economic-duty-scrutiny-framework-html
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RESEARCH AND INNOVATION No, there is no specific research and innovation implications
IMPLICATION/IMPACT relating to the activity outlined within this report
Acronyms
DHCW | Digital Health and Care Wales SHA Special Health Authority
DOl Declaration of Interest SoB Standards of Behaviour
2  SITUATION/BACKGROUND
2.1 Inaccordance with the requirements of the DHCW’s Standing Orders and Standards of Behaviour

2.2

2.3

3.1

3.2

3.3

34

Policy, which was approved by the DHCW Board on 1 April 2021, a report is required to be
received by the Audit & Assurance Committee as a standing agenda item, which details the
Declarations of Interest, Gifts, Honoraria, Hospitality and Sponsorship activities.

All Board members declarations of interest have been captured on the register for 2022/23 and
the information is included as part of the organisations Declarations of Interest Register, which
is published on the DHCW Website.

All declarations of interest are reviewed and checked by the Corporate Governance team and
any queries are addressed prior to entry on the register.

SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

Included at 5.4i Appendix A is the 2022/23 Declarations of Interest Register, this features all
DHCW Board members. The register focuses initially on staff band 8a and above, however,
DHCW are pursuing best practice and asking all staff to complete a declarations of interest form
and this will now be reported to DHCW Management Board on a monthly basis from July 2022.

Work is ongoing to capture the declarations of interest of all DHCW staff band 8a and above, in
line with the SOB Policy requirement. As of 3 October 2022, 84% of band 8a and above
declarations of interest have been received and captured on the register.

This number has significantly increased from the 34% reported at the July 2022 Committee
meeting.

In line with other NHS Trusts, Health Boards and Special Health Authorities, DHCW have agreed
from April 2022 onwards, to operate a 3-year declaration of interest form. However, DHCW
Board members will be required to complete an annual declaration of interest form.

Standards of Behaviour Report Page 3 of 5 Author: Laura Tolley

Approver: Chris Darling
INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY
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3.5

3.6

3.5

3.6

3.7

3.8

3.9

4.1
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\bl Al_L|ES§ and Care Wales
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IS

5

It had been DHCW'’s intention to enable all staff to declare interests via ESR, however, this has
changed, the Deputy Board Secretaries Network are exploring using an alternative software
system, however it is felt that DHCW'’s current system for capturing Declarations of Interest is
sufficient, therefore, investment in this software would not be taken forward at present.

An escalation process has been put in place by the Corporate Governance team to address if
staff banded 8a and above have been requested to complete a declaration form, but it has not
been submitted.

The Committee are asked to note that there have been two declarations of gifts, hospitality,
honoraria and sponsorship received since the last meeting summarised in the table below.
Nature of Grand

Declaration Accepted | Declined Total Value accepted | Value of declined
Gifts 0 0 0 £0 £0

Honorarium 0 0 0 f0 f0
Hospitality 2 0 2 *£450 +VAT £0
Grand Total 2 0 0 *£450 +VAT 0]

The gifts, hospitality, honoraria and sponsorship register can be found in full at item 5.4ii
Appendix B.

Since the last meeting, Standards of Behaviour update reports have been received at DHCW
Management Board to remind staff of the Standards of Behaviour process and obligations to
adhere to the policy.

To actively promote the Standards of Behaviour Policy and Declarations of Interests, Gifts,
Hospitality and Honoraria across the organisation, the Corporate Governance team deliver a
presentation at the monthly DHCW Corporate Induction and Standards of Behaviour is a
regular feature in the Corporate Governance section of the ‘Insider’.

Since the previous meeting, additional Standards of Behaviour promotion work has been
undertaken, which includes a refreshed Standards of Behaviour section being published on the
Corporate Governance SharePoint site, this includes a new ‘Frequently Asked Questions’ guide,
members of the Corporate Governance team go through Declarations of Interests, Gifts,
Hospitality and Sponsorship at Directorate meetings and a Standards of Behaviour TensTalk has
been scheduled for December 2022.

KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

Work continues to raise awareness of the Standards of Behaviour Policy and requirements.

Standards of Behaviour Report Page 4 of 5 Author: Laura Tolley

Approver: Chris Darling
INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY
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5 RECOMMENDATION

Q lechyd a Gofal
@ Jngu Digidel Cymru
\ / H Digital Health

o ALESs | and Care Wales

0

5

5.1 The Audit & Assurance Committee is being asked to NOTE the Standards of Behaviour Report.

6 APPROVAL/SCRUTINY ROUTE

Person / Committee / Group who have received or considered this paper prior to this meeting

PERSON, COMMITTEE OR GROUP

DATE

OUTCOME

Management Board

16 September 2022

Approved

Standards of Behaviour Report

Page 5 of 5

Author: Laura Tolley
Approver: Chris Darling
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Date Name Title Nature of Declaration Relevant Relevant | Description of Declaration Comment
Received Dates from Dates to
6/4/22 Simon Jones | Chair Nil Declaration Ongoing
6/4/22 Aaron Infrastructure Design Architect Nil Declaration Ongoing
Williams
6/4/22 Ifan Evans Executive Director, Strategy Directorships - Public or private appointments, (1) 1994 | Ongoing (1) Evannance Investment Co Ltd | None of the companies transact or have a
employment or consultancies. Company (2) 2014 (2) (2) Jemico Cyfyngedig relationship with DHCW. Will
directorships in private or limited companies - (3) Spouse is Chief Marketing continuously monitor and should |
Questions 8, 9, 10,11; Interest in Companies and Officer of Ogi Fibre, a fibre to | become aware of any potential conflict |
Securities - Substantial interest is ownership or part the premises provider in would immediately make Board Secretary
ownership, more than 1/100th (i.e. share) of south Wales and CEO aware and discuss appropriate
private companies, businesses or consultancies - actions to manage potential conflict
14/4/22 Victoria Principal Project Manager Directorships - Public or private appointments, 2019 Ongoing Changeabilities Limited There is no conflict in my current role.
O’Higgins employment or consultancies. Company
directorships in private or limited companies -
14/4/22 Amy Senior Solutions Architect Nil Declaration Ongoing
Vaughan-
Thomas
14/4/22 Mike Prasad | Cyber Resilience Lead Nil Declaration Ongoing
14/4/22 Joanne Senior Product Specialist Nil Declaration Ongoing
Forster
14/4/22 Jake Plumley | Senior Solutions Architect Nil Declaration Ongoing
14/4/22 Andrew Associate Board Member Nil Declaration Ongoing
Fletcher
14/4/22 Marc Cole Networking Team Technical Lead Nil Declaration Ongoing
14/4/22 Geraint Infrastructure Design Architect Nil Declaration Ongoing
Jones
14/4/22 Paul Speyer | Service Management Lead Nil Declaration Ongoing
14/4/22 Chris Darling | Board Secretary Directorships - Public or private appointments, Ongoing Chair of Tir a Mor Scouting
employment or consultancies. Company
directorships in private or limited companies -
18/4/22 Rhidian Medical Director Nil Declaration Ongoing
Hurle
18/4/22 Elizabeth Planning and Coordination Lead Nil Declaration Ongoing
Sayce
19/4/22 Keith Farrar | Deputy SRO / Strategic Adviser Directorships - Public or private appointments, 1/07/2014 Ongoing Director, Intelligent Care
employment or consultancies. Company Solutions Ltd
directorships in private or limited companies -
19/4/22 Jamie Validation Manager Nil Declaration Ongoing
Manning
19/04/22 Ruth Vice Chair Directorships - Public or private appointments, Ongoing Centre for Digital Public Services CDPS is a paid position at £198/day with
Glazzard employment or consultancies. Company Wales a 2 day a month commitment.
directorships in private or limited companies -
19/04/2022 | Ruth Is-gadierydd Aelod Anibynnol lechyd a Directorships - Public or private appointments, 25/08/2020 | Ongoing Non-executive director and Chair | Paid
Glazzard Gofal Digidol Cymru/Vice Chair and employment or consultancies. Company of Governance, Remuneration
directorships in private or limited companies
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Independent Member Digital Health and and Audit Committee — Coastal
Care Wales Housing
19/04/2022 | Ruth Is-gadierydd Aelod Anibynnol lechyd a Other position of authority not included in 1/03/2020 Ongoing Non-Executive Director at Unpaid
Glazzard Gofal Digidol Cymru/Vice Chair and Directorships - Public or private appointments, Greenstream Flooring CIC
Independent Member Digital Health and employment or consultancies. Company
Care Wales directorships in private or limited companies
21/4/22 Rowan Independent Member Interest in Companies and Securities - Substantial 05/03/2021 | Ongoing Biolauncher Ltd As a founder of the company, | hold
Gardner interest is ownership or part ownership, more than shares in this private company.
1/100th (i.e. share) of private companies, Ongoing Precision Life Ltd PrecisionLife has raised capital from
businesses or consultancies -Directorships - Public external investors and myself.
or private appointments, employment or
consultancies. Company directorships in private or The Company announced the first close
limited companies of an investment round on January 31,
2022. This transaction did not change
the number of shares that | hold nor did |
receive any proceeds from the
investment round.
25/4/22 David Selway | Independent Board Member Other position of authority not included in 1 Sept 2019 | Ongoing 1 Amey Consulting
Directorships - A position of authority (i.e. Director, 2 Oct 2021 | Ongoing 2 Bron Afon Community Housing
Chairman. Trustee etc.) in a charity or voluntary
body in the field of health and social care -
25/04/22 Helen Chief Executive Officer Nil Declaration Ongoing
Thomas
26/04/2022 | Gareth Davis | Executive Director of Operations Nil Declaration Ongoing
30/04/2022 | Grace Independent Member Directorships - Public or private appointments, Since Ongoing Trailblazing Wellness Ltd. Paid a wage and draw dividends.
Quantock employment or consultancies. Company inception
directorships in private or limited companies -
Other position of authority not included in
Directorships - A position of authority (i.e. Director,
Chairman. Trustee etc.) in a charity or voluntary
body in the field of health and social care -
30/04/2022 | Grace Aelod Anibynnol lechyd a Gofal Digidol Interest in Companies and Securities - Substantial 2016 Ongoing Trailblazing Wellness Ltd Paid
Quantock Cymru/ Independent Member Digital interest is ownership or part ownership, more than
Health Care Wales 1/100th (i.e. share) of private companies,
businesses or consultancies;
30/04/2022 | Grace Aelod Anibynnol lechyd a Gofal Digidol Other position of authority not included in Ongoing Spouse is Access to Elected Office | Unpaid
Quantock Cymru/ Independent Member Digital Directorships - A position of authority (i.e. Director, Fund Wales Panel Member —
Health Care Wales Chairman. Trustee etc.) in a charity or voluntary Disability Wales
body in the field of health and social care;
30/04/2022 | Grace Aelod Anibynnol lechyd a Gofal Digidol Other Ongoing Spouse is Social Care Worker — Paid
Quantock Cymru/ Independent Member Digital Mirus Wales
Health Care Wales
30/04/2022 | Grace Aelod Anibynnol lechyd a Gofal Digidol Other Ongoing Brother is Social Care Worker — Paid
Quantock Cymru/ Independent Member Digital National Autism Society
Health Care Wales

2/15
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30/04/2022 | Grace Aelod Anibynnol lechyd a Gofal Digidol Other Ongoing Brother-in-law is Social Care Paid
Quantock Cymru/ Independent Member Digital Manager — Pobl
Health Care Wales
30/04/2022 | Grace Aelod Anibynnol lechyd a Gofal Digidol Other Ongoing Cousin is Social Worker — Paid
Quantock Cymru/ Independent Member Digital Caerphilly County Council
Health Care Wales
27/05/2022 | Julie Ash Head of Corporate Services Nil Declaration Nil Declaration
03/05/2022 | Marian Wyn | Aelod Anibynnol lechyd a Gofal Digidol Other position of authority not included in Ongoing Chairs the 'More than Just Words'
Jones Cymru/ Independent Member Digital Directorships - A position of authority (i.e. Director, Task and Finish Group on the
Health Care Wales Chairman. Trustee etc.) in a charity or voluntary Strategic Welsh Language
body in the field of health and social car Framework
03/05/2022 | Marian Wyn | Aelod Anibynnol lechyd a Gofal Digidol Other position of authority not included in Ongoing Cadeirydd y Cyngor/ Chair of Paid
Davies Cymru/ Independent Member Digital Directorships - A position of authority (i.e. Director, Council, Prifysgol Bangor
Health Care Wales Chairman. Trustee etc.) in a charity or voluntary University
body in the field of health and social care;
03/05/2022 | Marian Wyn | Aelod Anibynnol lechyd a Gofal Digidol Other position of authority not included in Ongoing Aelod o Fwrdd/Board Member
Davies Cymru/ Independent Member Digital Directorships - A position of authority (i.e. Director, Canolfan Gerdd William Mathias,
Health Care Wales Chairman. Trustee etc.) in a charity or voluntary Ymddiriedolwr/ Trustee
body in the field of health and social care;
03/05/2022 | Marian Wyn | Aelod Anibynnol lechyd a Gofal Digidol Other position of authority not included in Ongoing Family member is a BBC Paid
Davies Cymru/ Independent Member Digital Directorships - A position of authority (i.e. Director, Journalist
Health Care Wales Chairman. Trustee etc.) in a charity or voluntary
body in the field of health and social care;
20/06/2022 | Laura Tolley | Corporate Governance Manager Nil Declaration Ongoing
21/06/2022 | Donald Lead Infrastructure Design Architect Other position of authority not included in October Ongoing SAIL Databank My wife is business manager for the SAIL
Kennedy Directorships - A position of authority (i.e. Director, | 2010 databank (Swansea University), and so
Chairman. Trustee etc.) in a charity or voluntary has workplace dealings with other parts
body in the field of health and social care - of DHCW
21/06/2022 | Rhys Client Services Development Lead Nil Declaration Ongoing
Dauncey
21/06/2022 | Ben Programme Manager Nil Declaration Ongoing
Rowlands
21/06/2022 | Lindsey Price | Planning Lead Nil Declaration Ongoing
21/06/2022 | Alison Programme Lead Nil Declaration Ongoing
Maguire
21/06/2022 | G Huw Jones | Principal Integration Architect Nil Declaration Ongoing
21/06/2022 | Noel Bevan Service Management Lead Nil Declaration Ongoing
21/06/2022 | Paul Network Services Manager Nil Declaration Ongoing
Williams
21/06/2022 | Matthew Lead Applications Design Architect Directorships - Public or private appointments, Since Feb Architrace Ltd
Thomas employment or consultancies. Company 2020 - but it
directorships in private or limited companies - is inactive
(not dormant
as thereis
expenditure)
21/06/2022 | Sarah Brooks | OD, Culture & Engagement Lead Nil Declaration Ongoing
21/06/2022 | Cora Suckley | DPO Service Manager Nil Declaration Ongoing
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21/06/2022 | Naveen Senior Product Specialist Nil Declaration Ongoing
Madhavan
21/06/2022 | Karen Clinical Specialist Configuration Nil Declaration Ongoing
Shepard
21/06/2022 | Sarah Business Lead Client Service Nil Declaration Ongoing
Roberts
21/06/2022 | Rachael Senior Solution Architect Nil Declaration Ongoing
Watson
21/06/2022 | Richard Lead Infrastructure Design Architect Nil Declaration Ongoing
Matthews
21/06/2022 | Darren Lloyd | Associate Director for Information Nil Declaration Ongoing
Governance
21/06/2022 | Joanna National Clinical Informatics Nil Declaration Ongoing
Dundon
21/06/2022 | Alyson Smith | Head of Organisation Performance Nil Declaration Ongoing
21/06/2022 | John Head of Application Design Other position of authority not included in June 2022 - May 2024 | openEHR International (OPENEHR | Both positions align with DHCW
Meredith Directorships - A position of authority (i.e. Director, (2 year CIC) objectives and with sign-off from line
Chairman. Trustee etc.) in a charity or voluntary term) Co-chair Apperta Foundation management.
body in the field of health and social care - 2019 Open Platforms Committee
Directorships - Public or private appointments, Co-chair of a Community Interest
employment or consultancies. Company Company Workgroup, unpaid
directorships in private or limited companies ongoing
21/06/2022 | Heather Lead Application Design Architect Nil Declaration Ongoing
Wallace
22/06/2022 | Martin Head of Operational Infrastructure Nil Declaration Ongoing
Prosser
22/06/2022 | Kevin Compliance Lead Nil Declaration Ongoing
Seaward
22/06/2022 | Mat Programme Manager Nil Declaration Ongoing
Friedlander
Moseley
22/06/2022 | Jennifer Senior Product Specialist Nil Declaration Ongoing
Selby
22/06/2022 | Eluned Rheolwr Arweiniol Gwybodaeth (Gofal Nil Declaration Ongoing
Cousins Sylfaenol)
22/06/2022 | Gillian Bell Clinical Specialist Configuration Nil Declaration Ongoing
22/06/2022 | Nadia Senior Business Change Facilitator Nil Declaration Ongoing
Simpson
22/06/2022 | Paul Evans Interim Head of Regulatory Nil Declaration Ongoing
22/06/2022 | Andy Cyber Security Nil Declaration Ongoing
Shanahan
22/06/2022 | Simon Head Service Management Directorships - Public or private appointments, 2011 Pulse Form & Fitness Ltd I manage company accounts in my own
Williams employment or consultancies. Company time - there is no relationship between
directorships in private or limited companies - the company and the NHS
Interest in Companies and Securities - Substantial
interest is ownership or part ownership, more than
1/100th (i.e. share) of private companies,
businesses or consultancies - Questions
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22/06/2022 | Kelly Planning and Coordination Manager Directorships - Public or private appointments, March 2018 | Ongoing Skate Fitness LTD No direct conflict of interest
Tremlett employment or consultancies. Company
directorships in private or limited companies
22/06/2022 | Gavin Jones Service Management Team Manager Nil Declaration Ongoing
22/06/2022 | Oliver Infrastructure Technology Nil Declaration Ongoing
Morrissey
22/06/2022 | Sandra National Clinical Informatics Lead Nil Declaration Ongoing
Oliver
22/06/2022 | Ruth Assistant Director of Planning Nil Declaration Ongoing
Chapman
22/06/2022 | Geoff Norton | Software development Manager Other My wife is considering applying | do not believe there is any action
for a post advertised within my required to manage any potential conflict
department. It is unlikely this of interest. Nonetheless, | have read the
needs to be declared as my wife guidance given to Appointing Officers in
has not applied and | would not section 6.6. of Digital Health & Care
be appointing a manager. But | Wales' STANDARDS OF BEHAVIOUR
am including it here for POLICY
transparency.
22/06/2022 | Sophie Kift Principal Project Manager Nil Declaration Ongoing
22/06/2022 | Roberta Primary Care IT Support Nil Declaration Ongoing
Houghton
22/06/2022 | Laura Panes | Strategic Procurement and Contracts Nil Declaration Ongoing
Manager
22/06/2022 | George Assistant Chief Architect Nil Declaration Ongoing
Olney
22/06/2022 | Stephen Application Manager Nil Declaration Ongoing
Price
23/06/2022 | Frances Chief Nursing Information Officer Nil Declaration Ongoing
Beadle
23/06/2022 | Rachael Associate Director of Information, Nil Declaration Ongoing
Powell Intelligence and Research
23/06/2022 | Tim Dawe Senior Product Specialist Nil Declaration Ongoing
23/06/2022 | Rebecca Programme Manager Nil Declaration Ongoing
McGrane
23/06/2022 | Caroline Programme Manager Nil Declaration Ongoing
Busby
24/06/2022 | Amy Medicines Nurse Clinical Informatics Lead Nil Declaration Ongoing
Mumford
24/06/2022 | Alex Percival | Strategic Contracts & Commercial Manager | Nil Declaration Ongoing
24/06/2022 | Claire Executive Director of Finance Nil Declaration Ongoing
Osmundsen-
Little
27/06/2022 | Tracy Norris | Service Desk Lead Nil Declaration Ongoing
27/06/2022 | David Sheard | Assistant Director of Service Nil Declaration Ongoing
Transformation
27/06/2022 | Fiona Senior Business Analyst Nil Declaration Ongoing
Churchill
27/06/2022 | Julian Jones | Cyber Security Operations Nil Declaration Ongoing
28/06/2022 | Mark Lead Infrastructure Design Architect Nil Declaration Ongoing
Catherall
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directorships in private or limited companies

(09680842)

28/06/2022 | Tom England | Product Lead Other 09/21 Ongoing Consultancy role, Swansea Bay remuneration -£440 per day gross
University Health Board
28/06/2022 | Julie Corporate Governance Coordinator Nil Declaration Ongoing
Robinson
28/06/2022 | Amanda Executive Assistant Nil Declaration Ongoing
Murray
28/06/2022 | Lawrence Principal Project Manager Nil Declaration Ongoing
Borge
29/06/2022 | Stacy Executive Assistant Nil Declaration Ongoing
Williams
30/06/2022 | Gareth Evans | Diagnostic Applications Manager Nil Declaration Ongoing
30/06/2022 | lan Taylor Finance Manager Nil Declaration Ongoing
04/07/2022 | Karla Scott Programme Manager Nil Declaration Ongoing
04/07/2022 | Kirsty Strategic Contracts Support Manager Other 2017 2020 Previous employee of Net | won't be responsible for the
O'Leary Consulting Ltd who contract with | management of any Net Consulting Ltd
DHCW contracts
04/07/2022 | Carl Davies Welsh PAS Applications Manager Nil Declaration Ongoing
04/07/2022 | Abigail Clinical Informatics Lead for Community & | Nil Declaration Ongoing
Swindail Children's Services
06/07/2022 | Jeannette Primary Care Support and Information Nil Declaration Ongoing
Short Governance Assurance Manager
11/07/2022 | Anna Evans Organisational Performance Manager Other My partner Nathan Beynon works
in the commercial services
department of DHCW
14/07/2022 | Helen Directorate Manager Nil Declaration Ongoing
Robertson
14/07/2022 | Allison Strategic Procurement & Contracts Nil Declaration Ongoing
Roblin Manager
14/07/2022 | Neil Kitching | Business Change Manager Nil Declaration Ongoing
14/07/2022 | Peter National Clinical Information Nil Declaration Ongoing
Cumpstone
14/07/2022 | Matthew Design Architect - Client Services Nil Declaration Ongoing
Thomas
14/07/2022 | Phil Principal Project Manager Nil Declaration Ongoing
Ransome
14/07/2022 | Keith Reeves | Service Management Team Leader Nil Declaration Ongoing
14/07/2022 | Gavin Allan Primary Care Business Services Lead Nil Declaration Ongoing
14/07/2022 | Donna Primary Care Delivery Lead Nil Declaration Ongoing
Charley
14/07/2022 | Joel Lead Technical Architect Other 27/10/2020 | Ongoing Wife is current Trustee of the
Kanyeihamb FAN Charity
a
14/07/2022 | Neeleem Lead Technical Design Architect Nil Declaration Ongoing
Saha
14/07/2022 | Michael Infrastructure Design and Support Nil Declaration Ongoing
Gibbs Architect
14/07/2022 | Carwyn Director of ICT and Digital Business Directorships - Public or private appointments, Ongoing Director of Family business - None. No income from the role.
Lloyd-Jones employment or consultancies. Company ARFORDIR HOLDINGS LTD
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14/07/2022 | Matthew Deputy Head of Commercial Services Nil Declaration Ongoing
Perrott
14/07/2022 | Alan Boyce Senior Product Specialist Directorships - Public or private appointments, Sept 2016 Ongoing Founder & CEO, DragonfiAR The company is not related to healthcare.
employment or consultancies. Company Limited
directorships in private or limited companies
14/07/2022 | Griff Product Manager Nil Declaration Ongoing
Williams
14/07/2022 | Chris Dalgety | Senior Solutions Architect Nil Declaration Ongoing
14/07/2022 | Martin Head of Primary Care Services Nil Declaration Ongoing
Dickinson
14/07/2022 | Brent Varley | National Diagnostic IT Origramme Lead Nil Declaration Ongoing
14/07/2022 | Cheryl Way National Pharmacy & Medicines Other position of authority not included in September Ongoing Director of Hayes Point Right to Personal
Management Lead Directorships - A position of authority (i.e. Director, | 2021 Manage Company Limited
Chairman. Trustee etc.) in a charity or voluntary
body in the field of health and social care - Chair Welsh Board of the Royal
Directorships - Public or private appointments, June 2021 Ongoing Pharmaceutical Society and
employment or consultancies. Company member of Assembly
directorships in private or limited companies -
14/07/2022 | Chris Senior Project Manager Nil Declaration Ongoing
Habberley
14/07/2022 | Alex Winsor | Support and Business Analyst Nil Declaration Ongoing
14/07/2022 | David Owen | Infrastructure Operations Lead Nil Declaration Ongoing
15/07/2022 | Amit Patel Lead Design Architect Nil Declaration Ongoing
15/07/2022 | David Webb | Linux Technical Lead Nil Declaration Ongoing
15/07/2022 | Rachel Sully | NHS Wales e-Library and Knowledge Nil Declaration Ongoing
Service Manager
15/07/2022 | Simon Service Management Lead Nil Declaration Ongoing
Medicke
18/07/2022 | Rob Murray | Senior Product Specialist Nil Declaration Ongoing
18/07/2022 | Mohamid Operations Lead (Core Services) Nil Declaration Ongoing
Amin
18/07/2022 | Caroline Julie | Head of Commercial Services Nil Declaration Ongoing
Francis
18/07/2022 | Amanda Senior Product Specialist Nil Declaration Ongoing
Carter
18/07/2022 | Paul Owen Senior Product Specialist Nil Declaration Ongoing
18/07/2022 | Rhian Hamer | Portfolio Director Directorships - Public or private appointments, Director Ongoing Rhian Hamer Consultancy Ltd Census Ireland Board Member
employment or consultancies. Company since
directorships in private or limited companies - October
Other position of authority not included in 2016 Central Statistics Office, Ireland
Directorships - A position of authority (i.e. Director, Ongoing
Chairman. Trustee etc.) in a charity or voluntary
body in the field of health and social care -
Since April
2022
19/07/2022 | Karen Primary Care Services Leader Nil Declaration Ongoing
Llewellyn
19/07/2022 | Rhys Hopkins | Senior Solutions Architect Nil Declaration Ongoing
20/07/2022 | Jonathan Senior Product Specialist Nil Declaration Ongoing
Punt
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20/07/2022 | Ashish Senior IT Specialist Nil Declaration Ongoing
Mishra

20/07/2022 | Alison Corporate Services Planning Co-ordinator Nil Declaration Ongoing
Bedford

20/07/2022 | Richard Estates Officer Nil Declaration Ongoing
Evans

20/07/2022 | Liam Estates Officer Nil Declaration Ongoing
Dimblebee

20/07/2022 | Yvonne Office Manager Nil Declaration Ongoing
Waughingto
n

20/07/2022 | Michael Estates and Compliance Manager Nil Declaration Ongoing
McGrath

21/07/2022 | Eugene Senior Product Specialist Nil Declaration Ongoing
O'Sullivan

21/07/2022 | Cameron Estates Officer Nil Declaration Ongoing
Morgan

22/07/2022 | Morwenna Organisational Performance Manager Nil Declaration Ongoing
Kinsey Abbot

25/07/2022 | Phil Samuel Primary Care Applications Development Nil Declaration Ongoing

Manager

25/07/2022 | Tracey Senior Security Specialist Nil Declaration Ongoing
Dimblebee

25/07/2022 | Rachel Contracts Manager Nil Declaration Ongoing
Stirrup

25/07/2022 | Michele Business Support Administrator Nil Declaration Ongoing
Morgan

25/07/2022 | Karl Senior Support and Business Analyst Nil Declaration Ongoing
Armstrong

25/07/2022 | Michael Service Management Lead Nil Declaration Ongoing
Watts

25/07/2022 | Sally Mason | Assistant Information Officer Nil Declaration Ongoing

26/07/2022 | Darren NIIAS Manager Nil Declaration Ongoing
Reynolds

29/07/2022 | Jonathan Cyber Security Penetration Testing and Nil Declaration Ongoing
Jones Forensics Lead

04/08/2022 | Angela Organisational Performance Lead Nil Declaration Ongoing
Hagget

04/08/2022 | Marcin Senior Solutions Architect Nil Declaration Ongoing
Haberski

04/08/2022 | Rhys Bryant | ICS Operational Lead Nil Declaration Ongoing

04/08/2022 | Daniel National Clinical Informatics Lead Nil Declaration Ongoing
Hallett

04/08/2022 | James Senior Solutions Architect Nil Declaration Ongoing
Cooper

04/08/2022 | James Hospital ePrescribing Lead Nil Declaration Ongoing
Goddard

04/08/2022 | Rebecca NDR Programme Director Nil Declaration Ongoing
Cook
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Pharmacy)

employment or consultancies. Company
directorships in private or limited companies -
Interest in Companies and Securities - Substantial
interest is ownership or part ownership, more than

Limited

05/08/2022 | Simon Primary Care Informatics Lead Nil Declaration Ongoing
Scourfield
05/08/2022 | Paul Mason Information Standards Management Nil Declaration Ongoing
05/08/2022 | Dan Lewis Senor Solutions Architect Nil Declaration Ongoing
05/08/2022 | Trevor Information Programmes and Planning Nil Declaration Ongoing
Hughes Lead
05/08/2022 | Steven Service Management Lead Nil Declaration Ongoing
Howlett
05/08/2022 | Gemma Programme Manager Nil Declaration Ongoing
Sullivan
05/08/2022 | Rob Ludman | Service Management Team Manager Nil Declaration Ongoing
05/08/2022 | Tim Head of Research and Academia Nil Declaration Ongoing
O'Sullivan
05/08/2022 | Bryan Main Client Services Operational Lead Nil Declaration Ongoing
05/08/2022 | Joanne Senior People and OD Business Partner Nil Declaration Ongoing
Jamieson
05/08/2022 | Pamela Rott | Senior Business Analyst Nil Declaration Ongoing
05/08/2022 | Rachel Principal Project Manager Nil Declaration Ongoing
Williams
08/08/2022 | Kimberley Principal Project Manager Nil Declaration Ongoing
Chapman
08/08/2022 | Michael Applications Manager Other Ongoing My wife is the Assistant Director
Jenkins of Digital Programmes within
Aneurin Bevan Health Board.
08/08/2022 | Tracey Welsh Reference Data and Terminology Nil Declaration Ongoing
Francis Service Management lead
09/08/2022 | Shikala Head of People and OD Other position of authority not included in Chwarae Teg | Ongoing Board Member of Chwarae Teg, Trustee of the Board. Unpaid Volunteer
Mansfield Directorships - A position of authority (i.e. Director, | - since Cardiff City Football Foundation,
Chairman. Trustee etc.) in a charity or voluntary 20018, Vice Chair Governor of Fitzalan
body in the field of health and social care Cardiff City High School
Football
Foundation
since 2017
11/08/2022 | Geraint Clinical Informaticist Nil Declaration Ongoing
Walker
15/08/2022 | Allan Arweinydd Ffurfweddiad Arbenigol Clinigol | Nil Declaration Ongoing
Bateman / Biofeddygol Cenedlaethol
24/08/2022 | Nathan Technical Project Manager Nil Declaration Ongoing
Stone
25/08/2022 | Andrew Business Change Facilitator Other position of authority not included in Since Sept Ongoing Hold the position of Associate
Morgans Directorships - A position of authority (i.e. Director, | 2018 Lecturer at Cardiff School of
Chairman. Trustee etc.) in a charity or voluntary Education and Social Policy at
body in the field of health and social care Cardiff Metropolitan University
25/08/2022 | Laurence Programme Lead Nil Declaration Ongoing
James
25/08/2022 | Jodine Fec National Clinical Informatic Lead (Clinical Directorships - Public or private appointments, Since 2006 Ongoing Director of Pharmacy Matters
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1/100th (i.e. share) of private companies,
businesses or consultancies -
25/08/2022 | Martin Head of Operational Infrastructure Nil Declaration Ongoing
Prosser
25/08/2022 | Matt Cornish | Co Programme Director DSPP Nil Declaration Ongoing
25/08/2022 | Joshua Hunt | Project Manager Nil Declaration Ongoing
25/08/2022 | Adriann Communication Manager Nil Declaration Ongoing
Taljaard
25/08/2022 | Rhianne Project Manager Nil Declaration Ongoing
Edwards
25/08/2022 | Matt Palmer | Head of Infrastructure Nil Declaration Ongoing
25/08/2022 | Jamie Assistant Director, Cyber Security Nil Declaration Ongoing
Graham
25/08/2022 | Michael Senior Communications Officer Nil Declaration Ongoing
Smith
25/08/2022 | Anne Marie Associate Medical Director Other position of authority not included in Since Ongoing Trustee of Faculty of Clinical
Cunningham Directorships - A position of authority (i.e. Director, | 22/01/2022 Informatics
Chairman. Trustee etc.) in a charity or voluntary
body in the field of health and social care -
25/08/2022 | Matthew Planning Manager Nil Declaration Ongoing
Dance
25/08/2022 | Mark Cox Associate Director of Finance Nil Declaration Ongoing
25/08/2022 | Paul Application Manager Nil Declaration Ongoing
Lawrence
25/08/2022 | Sarah Business Lead Nil Declaration Ongoing
Roberts
25/08/2022 | Martin Business Intelligence and Health Analytics Nil Declaration Ongoing
Williams Lead
25/08/2022 | Carl Owen Monitoring Services Manager Nil Declaration Ongoing
25/08/2022 | Gary Jones WCCIS Integration Lead Nil Declaration Ongoing
25/08/2022 | Mark Evans Lead Application Design Architect Nil Declaration Ongoing
25/08/2022 | Michael Service Management Lead Nil Declaration Ongoing
Watts
25/08/2022 | Shane Herat | Principal Project Manager Nil Declaration Ongoing
25/08/2022 | Gareth John | Head of Information Services Nil Declaration Ongoing
25/08/2022 | Ali Griffiths Principal Specialist (Service Management) Nil Declaration Ongoing
25/08/2022 | Claire Principal Project Management Nil Declaration Ongoing
Chalmers
25/08/2022 | Kevin Jones Principal Specialist (Transition and Service Nil Declaration Ongoing
Level Management)
25/08/2022 | Heidi Morris | Head of Community and Mental Health Nil Declaration Ongoing
Services
25/08/2022 | Tim Palmer Lead Infrastructure Design Architect Nil Declaration Ongoing
25/08/2022 | James Braun | Principal Project Manager Nil Declaration Ongoing
25/08/2022 | Anthony Service Management Developer Nil Declaration Ongoing
Sheldon
25/08/2022 | Roy Williams | Senior Product Specialist Nil Declaration Ongoing
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25/08/2022 | James Ball Senior IT Specialist (Cyber Security) Nil Declaration Ongoing

25/08/2022 | Nigel Pearce | Operational Services Manager Nil Declaration Ongoing

25/08/2022 | Carys Corporate Governance Coordinator Nil Declaration Ongoing
Richards

25/08/2022 | James Design Architect Nil Declaration Ongoing
Bowtell

25/08/2022 | Lloyd Service Accounts Manager Directorships - Public or private appointments, 1/04/2022 Ongoing Phil Matthews Investments Ltd.
Matthews employment or consultancies. Company

directorships in private or limited companies -

25/08/2022 | Desmond Senior IT Specialist (Backups) Nil Declaration Ongoing
Higgins

26/08/2022 | Neil Williams | IT Specialist (Server & Storage) Nil Declaration Ongoing

26/08/2022 | Liz Wride Service Management Developer Nil Declaration Ongoing

26/08/2022 | Nathan Senior IT Specialist Nil Declaration Ongoing
Davies

26/08/2022 | Jonathan Infrastructure Operations Support Nil Declaration Ongoing
Jones

26/08/2022 | Phiilipp von Senior IT specialist Nil Declaration Ongoing
de Recke

26/08/2022 | Benjamin Senior IT Specialist (Services & Storage) Nil Declaration Ongoing
Thomas

26/08/2022 | Sean Wakely | Senior IT Specialist Nil Declaration Ongoing

26/08/2022 | Daniel Nash | SQL Operations Lead Nil Declaration Ongoing

26/08/2022 | Jodi Hughes | National Clinical/Biomedical Specialist Nil Declaration Ongoing

Configuration Lead

26/08/2022 | Gill Friend Head of Communications Nil Declaration Ongoing

26/08/2022 | Sherif Al- Senior IT Specialist (Cyber Security) Nil Declaration Ongoing
Begain

26/08/2022 | Andrew Principal Support & Business Analyst Nil Declaration Ongoing
Pearce

26/08/2022 | Chris Barber | Product Specialist Nil Declaration Ongoing

26/08/2022 | Jayne Steed | Planning and Coordination Support Nil Declaration Ongoing

Manager

26/08/2022 | Wendy Senior Executive Assistant Nil Declaration Ongoing
Presgrave

26/08/2022 | Rachel Planning Apprentice Nil Declaration Ongoing
Mallett

26/08/2022 | Michael Security Specialist Nil Declaration Ongoing
Burns

26/08/2022 | Samantha Office Team Lead Nil Declaration Ongoing
Meredith

26/08/2022 | Chris Ash Data Centre Facilities Specialist Nil Declaration Ongoing

30/08/2022 | Stuart Gale Senior It Specialist -Cyber Security Nil Declaration Ongoing

30/08/2022 | Richard Classification and Terminology Standards Nil Declaration Ongoing
Burdon Manager

30/08/2022 | Rob Edgell SQL Database Administrator Nil Declaration Ongoing

30/08/2022 | Ed Brown Primary Care Business Service Manager Nil Declaration Ongoing

30/08/2022 | Jonathan Programme Manager Nil Declaration Ongoing
Pinkney
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30/08/2022 | EleriJenkins | Welsh Language Service Manager Interest in Companies and Securities - Substantial September Ongoing Rhif9tenby - privately owned | rent a privately owned property to
interest is ownership or part ownership, more than | 2018 apartment friends and family. The income from the
1/100th (i.e. share) of private companies, rentals does not cover the costs of the
businesses or consultancies property (mortgage, utilities etc) and

therefore does not provide any financial
gain.
30/08/2022 | Richard Product Specialist Nil Declaration Ongoing
Evans

30/08/2022 | Jamie Product Specialist Nil Declaration Ongoing
Bouadana

30/08/2022 | Neal Cyber Security Specialist Nil Declaration Ongoing
Williams

30/08/2022 | Demelza Project Officer Nil Declaration Ongoing
Hampshire

30/08/2022 | Oliver Infrastructure Technology Lead - Citrix Nil Declaration Ongoing
Morrissey

30/08/2022 | Wayne WPAS team - Data transformation lead Nil Declaration Ongoing
Johnson

30/08/2022 | Noah Nacilla | IT support Technician Nil Declaration Ongoing

30/08/2022 | Mark Dixon Infrastructure Product Specialist Nil Declaration Ongoing

30/08/2022 | Marcus Senior Information Governance Officer Nil Declaration Ongoing

Sandberg
30/08/2022 | Claire Learning and Development Manager Nil Declaration Ongoing
Heirene

30/08/2022 | Neil Kent Senior IT Specialist Nil Declaration Ongoing

30/08/2022 | Huw Angle Senior Solutions Architect Nil Declaration Ongoing

31/08/2022 | Ann Marie Principal Project Manager Nil Declaration Ongoing

Jones
31/08/2022 | Barry Informatics Lead for Mental Health Nil Declaration Ongoing
Morgan

31/08/2022 | Cerian John Senior Change Facilitator Nil Declaration Ongoing

31/08/2022 | Tracey Agate | Business Change Facilitator Nil Declaration Ongoing

31/08/2022 | Sandra Jones | Business Change Facilitator Nil Declaration Ongoing

31/08/2022 | Sarah Business Change Facilitator Nil Declaration Ongoing

Ballinger
31/08/2022 | Christine Business Change Facilitator Nil Declaration Ongoing
Stitfall
31/08/2022 | Anita Business Change Facilitator Nil Declaration Ongoing
Mclaren
31/08/2022 | Victoria Business Change Facilitator Other - Questions 18,19, 20, 21, 22; 2.5 years Ongoing Chair of Trustees and Director of No financial reward or benefits in kind
Acreman Cardiff Dogs Home, The Rescue gained from roles.
Hotel
31/08/2022 | Michael Business Change Facilitator Nil Declaration Ongoing
Jones

31/08/2022 | Rhodri Evans | Senior Solutions Architect Nil Declaration Ongoing

31/08/2022 | Karl Robson | Business Change Facilitators Nil Declaration Ongoing

31/08/2022 | Tracey Lewis | Service Management Specialist Nil Declaration Ongoing

01/09/2022 | Efthynia Research and Evaluation Lead of Choose Nil Declaration Ongoing

Mantzourani | Pharmacy

310/3%
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01/09/2022 | Mark Senior Business Change Facilitator Nil Declaration Ongoing
Williams

01/09/2022 | Rachael Project Support Officer Nil Declaration Ongoing
Bevis

01/09/2022 | Stephen Girt | ISOC Product Specialist Nil Declaration Ongoing

01/09/2022 | Anne Clinical Informatics Lead Nil Declaration Ongoing
Watkins

01/09/2022 | Terri Senior Business Change Facilitator Nil Declaration Ongoing
Reynolds

01/09/2022 | Emma Jones | Project Manager Nil Declaration Ongoing

01/09/2022 | Lloyd Willis Product Specialist Nil Declaration Ongoing

01/09/2022 | Lee Everett- | Principal Specialist (Transition and Service Nil Declaration Ongoing
Pride Level Management)

01/09/2022 | Denise Business Change Facilitator Nil Declaration Ongoing
Buckley

02/09/2022 | Rai Kiran Specialist Pharmacist Configuration Lead Nil Declaration Ongoing
Pautla

02/09/2022 | Thomas Lyne | Programme Manager Microsoft 365 Nil Declaration Ongoing

02/09/2022 | Jonathan Planning Manager Nil Declaration Ongoing
Booth

04/09/2022 | Bernadette Workforce & OD Project Manager Nil Declaration See Trinus Resource Optimisation Ltd -
Sam-King comment company is dormant but may be

restarted in future.

05/09/2022 | Luke Senior IT Specialist Nil Declaration Ongoing
Prytherch

05/09/2022 | Michelle Senior Business Change Facilitator Nil Declaration Ongoing
Griffiths

05/09/2022 | Lisa de Souza | Business Change Facilitator Engagement Nil Declaration Ongoing

05/09/2022 | Aaron Haile Principal Project Manager Nil Declaration Ongoing

05/09/2022 | Jonathan Single Record Principal Manager Nil Declaration Ongoing
Hagen

05/09/2022 | Leanne Jones | Project Manager Nil Declaration Ongoing

05/09/2022 | Bethan Risk and Regulation Officer Nil Declaration Ongoing
Walters

05/09/2022 | Susan Mauro | Change Ambassador Facilitator Nil Declaration Ongoing

05/09/2022 | Paul Burland | Project Support Officer Nil Declaration Ongoing

05/09/2022 | Emma Louise | Estates Officer Nil Declaration Ongoing
Topham

05/09/2022 | Nicola Senior Product Specialist Nil Declaration Ongoing
Turner

05/09/2022 | lan Cox Head of Client Services Nil Declaration Ongoing

05/09/2022 | Linda Service Support Assistant Nil Declaration Ongoing
Thomas

06/09/2022 | Chloe Lee Business Change Facilitator Nil Declaration Ongoing
Kinrade-
Thomas

07/09/2022 | Jake Harris Senior IT Specialist (IT Support) Nil Declaration Ongoing

08/09/2022 | Jenilee Cardy | Senior Communications Officer Nil Declaration Ongoing
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14/15

Agenda Item 5.4i Appendix A — Declarations of Interest Register 22_23

09/09/2022 | Alistair Klaas | Independent Member Other - Questions 18,19, 20, 21, 22; Both since Duration: | 1/. County Councillor and 2/. My role as a County Councillor is
Neill May 2022. 1/. Chair of Performance and scheduled to end in May 2027; my role as
Probably | Overview Select Committee Chair of The Performance and Overview
until Select Committee is scheduled to end in
2027; 2/. May 2023, though it is possible it may be
probably extended.
until May
2023
14/09/2022 | Gethin Serious Clinical Incident Investigation Nil Declarations Ongoing
Bateman Manager
14/09/2022 | Joanne Senior Product Specialist Nil Declarations Ongoing
Davies
14/09/2022 | Jonathan Senior Solutions Architect Nil Declaration Ongoing
Jones
16/09/2022 | Rhian Rice Assistant Chief Architect Nil Declaration Ongoing
16/09/2022 | Sarah-Jane Director of People & OD Nil Declaration Ongoing
Taylor
16/09/2022 | Michelle Sell | Director of Planning & Performance / Chief | Nil Declaration Ongoing
Commercial Officer
21/09/2022 | Sian Williams | Head of Financial Services and Reporting Nil Declaration Ongoing
21/09/2022 | Mark Frayne | Assistant Chief Architect (NDR) Nil Declaration Ongoing
23/09/2022 | Marilyn Independent Member Nil Declaration Ongoing
Bryan Jones
26/09/2022 | Hywel Senior Product Specialist Nil Declaration Ongoing
Williams
28/09/2022 | Gareth NDR Assistant Chief Architect Nil Declaration Ongoing
Williams
28/09/2022 | Geri Senior Product Specialist Nil Declaration Ongoing
Cudmore
28/09/2022 | Victoria Principal Project Manager Nil Declaration Ongoing
Davies-
Embling
28/09/2022 | Daniel Senor Product Specialist Nil Declaration Ongoing
Thorne
28/09/2022 | Joe Hunt Primary Care Technical Manager Nil Declaration Ongoing
28/09/2022 | Laura Implementation Manager Directorships - Public or private appointments, Since 2018 Ongoing Director of Clarity at Work Ltd Personal and receives dividends
Kingdon employment or consultancies. Company
directorship’s in private or limited companies
29/09/2022 | Ben Creasey | Server and Storage Operations Lead Nil Declaration Ongoing
29/09/2022 | Lyn Tomos Head of Microsoft 365 Service Nil Declaration Ongoing
Rees
30/09/2022 | Lucy Bunting | Planning and Coordination Support Nil Declaration Ongoing
Manager
30/09/2022 | Neal Cyber Security Specialist Nil Declaration Ongoing
Williams
30/09/2022 | Benjamin Information Governance Assurance Officer | Nil Declaration Ongoing
Tuckett
01/10/2022 | Robin Senior Product Specialist Nil Declaration Ongoing
Burfield
03/10/2022 | lan Williams | Assistant Director - Digital Architecture Nil Declaration Ongoing
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03/10/2022 | Gillian Community Applications Manager Nil Declaration Ongoing
Davison
03/10/2022 | Carl Davies Applications Manager (Patient Nil Declaration Ongoing
Administration Systems in Wales)
03/10/2022 | Gareth Programme Manager Nil Declaration Ongoing
0O'Gorman
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Item 5.4ii Appendix B
REGISTER FOR DHCW GIFTS, HOSPITALITY, SPONSORSHIP AND HONORARIA

DIGITAL HEALTH AND CARE WALES

To date 11 October 2022

Date entered Name Designation or Provided by / From Date Gift, Hospitality, Details Value Type Authorised by Accepted or
on Register Department Honoraria or Declined
sponsorship
received/to be
received
16/06/2022 Claire Executive Director Healthcare IT Expert 12-13/07/2022 Accommodation — Norton £250 Helen Thomas Accepted
Osmundsen- of Finance Hub Strategy Park Hotel
Little
16/06/2022 Claire Executive Director The Richmond Finance 8/06/2022 Accommodation — The Royal £495 Helen Thomas Accepted
Osmundsen- of Finance Directors’ Forum Horseguards’ Hotel
Little
16/06/2022 Helen Thomas Chief Executive HIMSS22 Conference 14/06/2022 1 Night accommodation at 130 euros Simon Jones Accepted
the Holiday Inn Helsinki Expo
for speaking at the HIMSS22
Conference
16/06/2022 Helen Thomas Chief Executive HIMSS22 Conference 14/06/2022 Travel expenses to Helsinki 250 euros Simon Jones Accepted
17/06/2022 Rhidian Hurle Executive Medical HIMSS22 Conference 14/06/2022 1 Night accommodation at 130 euros Helen Thomas Accepted
Director the Holiday Inn Helsinki Expo
for the HIMSS22 Conference
17/06/2022 Ifan Evans Executive Director HIMSS22 Conference 14/06/2022 1 Night accommodation at 380 euros Helen Thomas Accepted
of Strategy the Holiday Inn Helsinki Expo
for the HIMSS22 Conference
and travel costs
17/06/2022 Rhidian Hurle Executive Medical HIMSS22 Conference 14/06/2022 1 Night accommodation at 130 euros Helen Thomas Accepted
Director the Holiday Inn Helsinki Expo
for the HIMSS22 Conference
17/06/2022 Fran Beadle Chief Nursing HIMSS22 Conference 14/06/2022 1 Night accommodation at 380 euros Rhidian Hurle Accepted
Information Officer the Holiday Inn Helsinki Expo
for the HIMSS22 Conference
and travel costs
20/06/2022 Rhidian Hurle Executive Medical AHMEDIA UK 26/04/2022 Clinical Strategy Forum £180 Helen Thomas Accepted
Director Accommodation and Meal
12/07/2022 Michelle Sell Director of Planning AHMEDIA UK 12-13/07/2022 Healthcare IT Expert Hub £250 Helen Thomas Accepted
& Performance,
Chief Commercial
Officer
29/09/2022 Rhidian Hurle Executive Medical College of Healthcare 7/10/2022 Hotel and Travel costs £200 Helen Thomas Accepted
Director Information
Management
Executives (CHIME)
Page 1 of 2
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DIGITAL HEALTH AND CARE WALES
HIGH VALUE PURCHASE ORDER REPORT

Agenda 5.5
Item

Name of Meeting

Audit and Assurance Committee

Date of Meeting

18 October 2022

Public or Private

Public

IF PRIVATE: please
indicate reason

N/A

Executive Sponsor

Claire Osmundsen-Little, Executive Director of
Finance

Prepared By

Mark Cox, Associate Director of Finance

Presented By

Mark Cox ,Associate Director of Finance

Purpose of the Report

For Noting

Recommendation

The Audit and Assurance Committee is being asked to NOTE the details of major
procurements reported since the last Audit Committee meeting.

1/5

TY GLAN-YR-AFON 21 Heol Ddwyreiniol Y Bont-Faen, Caerdydd CF11 9AD

TY GLAN-YR-AFON 21 Cowbridge Road East, Cardiff CF11 9AD
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Acronyms

VAT

Value Added Tax

GP

General Practitioners

1  SITUATION/BACKGROUND

11

1.2

2

2.1

2.2

2.3

The purpose of this report is to provide the Audit & Assurance Committee with an update in
relation to high value purchase orders over £0.750m (excluding VAT) raised and issued to
suppliers over the stated period. The relevance of the £0.750m threshold is that this is
consistent with the scheme of delegation financial limits for All Wales Digital Contracts &
Agreements (detailed within Schedule 1 page 56 of the organisations Standing Orders). As
previously reported, due to the sensitive nature of the transactions, exact order amounts are
not detailed within the public portion of this report in order to minimise any possible fraud
activity.

The report also details instances where cumulative order values to suppliers have amounted
to over £0.750m during the financial year.

SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

During the period June 17t 2022 and 26 September 2022 one order over £0.750m was
raised. The cumulative sum total of all the orders with a value of more than £0.750m stands
at £27.473 for the financial year.

There has only been one high value order raised since the last audit report (ref A4) which
relates to GP Systems Maintenance Support

The details of all orders raised year to date and individual governance approval is presented
within Appendix A — High Value Purchase Order Tracker. An extract is detailed within table 1
for the current quarter.

Table 1: High Value Orders (redacted extract) April 15t 2022 — September 26t 2022

Ref

Date Raised Area Supplier Description

EGTON MEDICAL

INFORMATION EMIS SUPPORT & MAINTENANCE - QUARTER 3
A4 05/07/2022 GP Systems SYSTEMS LTD 2022/23
(EMIS HEALTH)
High Value Purchase Order Report Page 2 of 5 Author: [Mark Cox]

Approver: [Claire Osmundsen-Little]

INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY
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2.4 The details of suppliers whose cumulative orders for the year have also reached the £0.750m
threshold are also presented within this report and itemised further in Appendix B and within
table 2 of this report. During the period June 17th 2022 and 26th September 2022 there are
2 suppliers that have since reached the cumulative order threshold of over £0.750m
(excluding single orders/contracts reported with Appendix A).

Table 2: Cumulative Supplier Orders reaching £0.750m for the financial year June 17t 2022 — 26t September 2022

Ref No of Area
Orders

B3 4 DSPP

B4 6 Vehicles

Supplier

KAINOS SOFTWARE LTD

NORTHUMBRIA HC NHS TRUST

Description

Scheme

Contract P659 & P660

NHS Fleet solutions Employee Lease

2.5 DHCW Commercial Services department is undertaking an exercise reviewing past
procurement activity and forward spend plans to ascertain whether efficiencies can be gained

in future procurements where there are similar levels of historical activity.

2.6 For completeness and because of the potential for overlap in appendix A & B the details of
suppliers where spend has exceed £0.750 are also presented within this report and itemised
further in Appendix C and table 3 of this report. The table is a year to date position as of the

26 of September.

Table 3: Suppliers with Spend of over £0.750m for the period of April 15t 2022 — September 26t" 2022

Ref No of Orders
C1 21

C2 16

C3 3

ca 2

C5 4

C6 56

C7 1

C8 42

High Value Purchase Order Report

INTERNAL -

Area

Networking

Computer Software and
hardware

GP Systems Maintenance
Support

GP Systems Maintenance
Support

DSPP
Vehicles
COVID-19 Response

Licence Provision

Page 3 of 5

Supplier

BRITISH TELECOMMUNICATIONS PLC

COMPUTACENTER (UK) LTD

EGTON MEDICAL INFORMATION SYSTEMS LTD (EMIS

HEALTH)

INFORMATICA SYSTEMS LTD

KAINOS SOFTWARE LTD

NORTHUMBRIA HC NHS TRUST

SOLGARILTD

TRUSTMARQUE SOLUTIONS LTD

Author: [Mark Cox]

Approver: [Claire Osmundsen-Little]

IF PRINTED THIS BECOMES AN UNCONTROLLED COPY
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3 KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE
3.1 There are no key risks/matters for escalation to the Board/Committee.

4 RECOMMENDATION

4.1 The Audit and Assurance Committee are asked to NOTE the contents of this report and the
high value & cumulative high value orders raised to date.

5 IMPACT ASSESSMENT

STRATEGIC OBJECTIVE Al Objectives apply

CORPORATE RISK (ref if appropriate)

WELL-BEING OF FUTURE GENERATIONS ACT | A healthier Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS N/A

If more than one standard applies, please list below:

HEALTH CARE STANDARD N/A

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission:
No, (detail included below as to reasoning) ‘Outcome:
Statement:

APPROVAL/SCRUTINY ROUTE:
Person/Committee/Group who have received or considered this paper prior to this meeting

COMMITTEE OR GROUP DATE OUTCOME

Executive Director of Finance & 20/6/22 Approved
Business Assurance

High Value Purchase Order Report Page 4 of 5 Author: [Mark Cox]

Approver: [Claire Osmundsen-Little]

INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY
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IMPACT ASSESSMENT

QUALITY AND SAFETY
IMPLICATIONS/IMPACT

No, there are no specific quality and safety implications
related to the activity outlined in this report.

LEGAL
IMPLICATIONS/IMPACT

No, there are no specific legal implications related to the
activity outlined in this report.

FINANCIAL
IMPLICATION/IMPACT

No, there are no specific financial implication related to the
activity outlined in this report

WORKFORCE
IMPLICATION/IMPACT

No, there is no direct impact on resources as a result of the
activity outlined in this report.

SOCIO ECONOMIC
IMPLICATION/IMPACT

No. there are no specific socio-economic implications related
to the activity outlined in this report

High Value Purchase Order Report

Page 5 of 5 Author: [Mark Cox]
Approver: [Claire Osmundsen-Little]

INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY
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AGENDA ITEM 5.5 APP A

HIGH VALUE PURCHASE ORDER TRACKER

2022/23 Purchase Orders

Date Order

Area Supplier Service/Good Detail Raised

Reported at Audit & Assurance Committee 4th July 2022

A1 All Wales Licence Provision TRUSTMARQUE SOLUTIONS LTD All Wales Microsoft Enterprise Agreement 13/06/2022
~ Microsoft Dynamics Integrated Telephony Solution for Test Trace Protect (TTP),

A2 COVID-19 Response SOLGARILTD Feb 2022 to May 2023 29/04/2022

A3 GP Systems Maintenance Support INFORMATICA SYSTEMS LTD P307 DQS Contract, Extension 01/07/2022 TO 30/06/2023 13/04/2022

Total

Reported at Audit & Assurance Committee 18th October 2022

EGTON MEDICAL INFORMATION

A4 GP Systems Maintenance Support SYSTEMS LTD (EMIS HEALTH)

EMIS Support & Maintenance - Quarter 3 2022/23 05/07/2022
Total

Grand Total High Value Purchase Orders

Amount £

>£0.750m

>£0.750m

>£0.750m

25,473

>£0.750m

2,132

27,605

Procurement Approved by DHCW Board (Date)

26th May Board

31st March Board

Jan 2022 Mgt Board

N/A Velindre NHS Trust novated approved NWIS contract

Covers orders during the period April 1st 2022 to 16th June 2022

Cover orders up to the 26th of September 2022
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AGENDA ITEM 5.51 APP B

CUMULATIVE HIGH VALUE PURCHASE ORDER TRACKER

2022/23 Purchase Orders

Area Supplier Service/Good Detail Number of Orders Amount £
Reported at Audit & Assurance Committee 4th July 2022 Covers orders during the period April 1st 2022 to 16th June 2022
B1 Networking BRITISH TELECOMMUNICATIONS PLC PSBA Circuit Upgrade and rental costs 11 >£0.750m
B2 Computer Software and hardware COMPUTACENTER (UK) LTD Computer Infrastructure, Licences & Support 6 >£0.750m
Total £1,643
B3 DSPP KAINOS SOFTWARE LTD Contract P659 & P660 4 >£0.750m
B4  Vehicles NORTHUMBRIA HC NHS TRUST NHS Fleet Solutions Employee Lease Scheme 56 >£0.750m
Total £1,911

Grand Total High Value Purchase Orders £3,554
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CUMULATIVE HIGH VALUE PURCHASE ORDER TRACKER

2021/22 Purchase Orders

Area Supplier Service/Good Detall Number of Orders Amount £

Reported at Audit & Assurance Committee 6th July 2021

Emerging Requirement - None Reported

Total
Bl Networking BRITISH TELECOMMUNICATIONS PLC PSBA Circuit Upgrade and rental costs 41 >£0.750m
B2 Computer Hardware DELL COMPUTER CORPORATION Misc. hardware, laptops and server support 33 >£0.750m
B3 All Wales Office 365 Implementation REDCORTEX LTD Misc. Professional Technical Services 4 >£0.750m

Total £3.256m
B4 Networking BRITISH TELECOMMUNICATIONS PLC PSBA Circuit Upgrade and rack rental costs 51 >£0.750m
B5 Computer Hardware DELL COMPUTER CORPORATION Misc. hardware, laptops and server support 74 >£0.750m
B6 All Wales Office 365 Implementation REDCORTEX LTD Misc. Professional Technical Services 6 >£0.750m
B7 Computer Software COMPUTACENTER (UK) LTD Computer Infrastructure, Licences & Support 27 >£0.750m
B8 Computer Software INTERSYSTEMS CORPORATION WLIMS Systems Provision & Support 16 >£0.750m
B9 Vehicles NORTHUMBRIA HC NHS TRUST NHS Fleet Solutions Employee Lease Scheme 119 >£0.750m
B10 Computer Software TRUSTMARQUE SOLUTIONS LTD Cloud Services/Storage & Miscellaneous Software Licences 87 >£0.750m
B11  Application Development ALEXANDER MANN SOLUTIONS LTD Misc. Professional Technical Services 38 >£0.750m
B12  Subscriptions & Electronic Knowledgebases EBSCO INFORMATION SERVICES Electronic Journals, Databases and Subscriptions 5 >£0.750m

2/3 323/39%



B13

Computer Software

Total

INFORMATICA SYSTEMS LTD

Reported at Audit & Assurance Committee 3rd May 2022

Data Quality Standards System Maintenance & SAIL Data extracts

>£0.750m

16.090m

B14

B15

B16

B17

B18

B19

B20

B21

B22

B23

B24

Networking

Computer Hardware

All Wales Office 365 Implementation

Computer Software

Computer Software

Vehicles

Computer Software

Application Development

Subscriptions & Electronic Knowledgebases

Computer Software

Computer Software

Total

BRITISH TELECOMMUNICATIONS PLC

DELL COMPUTER CORPORATION

REDCORTEX LTD

COMPUTACENTER (UK) LTD

INTERSYSTEMS CORPORATION

NORTHUMBRIA HC NHS TRUST

TRUSTMARQUE SOLUTIONS LTD

ALEXANDER MANN SOLUTIONS LTD

EBSCO INFORMATION SERVICES

INFORMATICA SYSTEMS LTD

KAINOS SOFTWARE LTD

PSBA Circuit Upgrade and rack rental costs

Misc. hardware, laptops and server support

Misc. Professional Technical Services

Computer Infrastructure, Licences & Support

WLIMS Systems Provision & Support

NHS Fleet Solutions Employee Lease Scheme

Cloud Services/Storage & Miscellaneous Software Licences

Misc. Professional Technical Services

Electronic Journals, Databases and Subscriptions

Data Quality Standards System Maintenance & SAIL Data extracts

P659 Lot 1 DSPP Application Partner Work Package 3-A078, work package 2 -A078, work
package 1 dev/test/prod

51

113

42

>£0.750m

>£0.750m

>£0.750m

>£0.750m

>£0.750m

>£0.750m

>£0.750m

>£0.750m

>£0.750m

>£0.750m

>£0.750m

24.513m

3/3
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CUMULATIVE HIGH VALUE SPEND BY SUPPLIER

C1

C2

C3

C4

C5

Cé6

c7

Cs8

Grand Total High Value Purchase Orders £32,635

AGENDA ITEM 5.5 APP C

Area

2022/23 Purchase Orders

Supplier

Suppliers with spend over £750K YTD as of 26th September 2022

Networking

Computer Software and hardware

GP Systems Maintenance Support

GP Systems Maintenance Support

DSPP

Vehicles

COVID-19 Response

All Wales Licence Provision

Total

BRITISH TELECOMMUNICATIONS PLC

COMPUTACENTER (UK) LTD

EGTON MEDICAL INFORMATION
SYSTEMS LTD (EMIS HEALTH)

INFORMATICA SYSTEMS LTD

KAINOS SOFTWARE LTD

NORTHUMBRIA HC NHS TRUST

SOLGARILTD

TRUSTMARQUE SOLUTIONS LTD

Number of Orders

21

16

56

42

Amount £

>£0.750m

>£0.750m

>£0.750m

>£0.750m

>£0.750m

>£0.750m

>£0.750m

>£0.750m

£32,635
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1 IMPACT ASSESSMENT

STRATEGIC OBJECTIVE Mobilising digital transformation and ensuring high quality health and
care data

Delivering High Quality Digital Services

Driving value from data for better outcomes

CORPORATE RISK (ref if appropriate)

WELL-BEING OF FUTURE GENERATIONS ACT A Healthier Wales

If more than one standard applies, please list below:

A globally responsible Wales

DHCW QUALITY STANDARDS ISO 20000

If more than one standard applies, please list below:

SO 27001
ISO 9001
BS 10008

HEALTH CARE STANDARD Effective Care

If more than one standard applies, please list below:

Staff and Resources

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission: N/A
Choose an item. ‘Outcome:
Statement:

Not required

IMPACT ASSESSMENT

QUALITY AND SAFETY Yes, please see detail below
IMPLICATIONS/IMPACT

Appropriate management of procurement activity ensures
high quality of commercial activity for the organisation.

LEGAL Yes, please see detail below

IMPLICATIONS/IMPACT The contracts within the report are legally binding and there
could be legal implications arising from activity within the
contracts awarded

Procurement and Scheme of Delegation Page 2 of 4 Author: Elisha Arnold
Compliance Report
Approver: Ifan Evans

INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY

327/39%4


https://nhswales365.sharepoint.com/sites/DHC_PST/SitePages/Business-Plans-and-Strategies.aspx
https://gov.wales/sites/default/files/publications/2019-08/well-being-of-future-generations-wales-act-2015-the-essentials.pdf
https://nhswales365.sharepoint.com/sites/DHC_Quality/
http://www.wales.nhs.uk/sitesplus/documents/1064/24729_Health%20Standards%20Framework_2015_E1.pdf
https://phw.nhs.wales/services-and-teams/equality-impact-assessment-in-wales-practice-hub/equality-impact-assessment/

/7

K7

0

5

|G lechyd a Gofal
mru | Digidel Cymru
H Digital Health
ALESs | and Care Wales

FINANCIAL
IMPLICATION/IMPACT

Yes, please see detail below

There are financial implications from single tenders and
potentially change notices.

WORKFORCE IMPLICATION/IMPACT

No, there is no direct impact on resources as a result of the
activity outlined in this report.

SOCIO ECONOMIC

IMPLICATION/IMPACT

No, there are no specific socio-economic implications related
to the activity outlined in this report.

RESEARCH AND INNOVATION
IMPLICATION/IMPACT

No, there are no specific research and innovation implications
relating to the activity outlined within this report.

Acronyms

DHCW | Digital Health and Care Wales SHA Special Health Authority
PCR Public Contracts Regulations 2015 SQA Single Quotation Action
2015

CCN Change Control Note STA Single Tender Action
NDR National Data Resource

2 SITUATION/BACKGROUND

2.1  The purpose of this report is to provide the Audit and Assurance committee with an update in relation
to procurement activity undertaken during the period 1%t June 2022 to 315t August 2-22 and in
accordance with reference 1.2 (Schedule 2.1 Procurement and Contracting for Goods and Services) of
the standing Financial Instructions.

2.2 An explanation of the reasons, circumstance and details of any further action taken is also included.

SF| Reference Description ltems
1294 Free of Charge Services 0
12.13 Single Quotation Actions 2
12.13 Single Tender Actions 0
12.13 Single Tenders for 0
Consideration following a call
for Competition under PCR2015
12.17 Contract Extensions: 6
Award of additional funding
outside the terms of the

Procurement and Scheme of Delegation
Compliance Report
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contract (executed via Contract
Change Note (CCN) or Variation
of Terms)

3 SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

3.1 The Committee is required to NOTE the following DHCW activity :

e Single tender and single quotation activity list (set out in item 4.6i Appendix A)

e Change control notes (set out in item 4.6i Appendix A)

4  KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

4.1 There are no key risks/matters for escalation to Board/Committee.

5 RECOMMENDATION

5.1 The Committee is being asked to :
NOTE The content of the report.

6 APPROVAL /SCRUTINY ROUTE

Person / Committee / Group who have received or considered this paper prior to this meeting

PERSON, COMMITTEE OR GROUP DATE OUTCOME

Michelle Sell. Director of Planning | 3/10/22 Approved
and Performance/Chief
Commercial Officer

Ifan Evans, Executive Director of 4/10/22 Approved
Strategy

Procurement and Scheme of Delegation Page 4 of 4
Compliance Report

INTERNAL — IF PRINTED THIS BECOMES AN UNCONTROLLED COPY
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Item 5.7i Appendix A — DHCW Single Tender and Quotation Activity and Change Control Notes

The following all relate to DHCW activity.
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Item 5.7i Appendix A — DHCW Single Tender and Quotation Activity and Change Control Notes

1. Programme Director for WCCIS
2. Interim Executive Director of
Operations

The original contract was awarded via
a competitive tendering process to
Global Resourcing Limited. Given that
the supplier was already familiar with
the operational and organisational
needs of DHCW, along with the
nicheness of the requirement, it was
determined that the supplier would be

PROGRAM | Procurement | Agreement | SFI Agreement | Supplier Anticipated Reason Compliance | First
ME/DIRECT | Reference Period Refere | Title/ Value Comment Submission
ORATE nce Description or Repeat
Clinical P21.61 01/07/202 | SQA Trip Pro Trip £11,000 DHCW required access to Trip Pro Approved First
Knowledge 22 - Database Database Database. The database is a meta- Submission
Services 30/06/202 Limited search tool and a convenient first stop
4 for busy clinicians, librarians, and

students who are seeking evidence for

practice for learning. It is an excellent

tool for librarians when they are

developing search vocabulary during

the early stages of a systematic review.

Searching Trip Pro Database can yield

additional studies for systematic

reviews because of its unique

approach to retrieval.

The resource has been developed by

Trip Database Limited who are the only

supplier of this resource.
People and | P767B 11/10/202 | SQA Executive Global £20,400 DHCW required a supplier with the Approved First
Organisatio 1- Director Resourcing expertise to undertake an executive Submission
nal 30/09/202 Search & Limited search for two (2) specialist Director
Developme 2 Recruitmen roles. These roles were:
nt t Services
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Item 5.7i Appendix A — DHCW Single Tender and Quotation Activity and Change Control Notes

PROGRAM
ME/DIRECT
ORATE

Procurement
Reference

Agreement
Period

SFI
Refere
nce

Agreement
Title/
Description

Supplier

Anticipated
Value

Reason

Compliance
Comment

First
Submission
or Repeat

the most appropriate resource to
undertake the recruitment process on
behalf of the Authority.

Digital
Medicines
Transforma
tion
Portfolio

P591

26/06/202
2 -
25/09/202
2

CCN Communic
ations

Specialist

Alison
Watkins
Communicati
ons Limited

£9,574.75

DHCW required an extension to the
original contract term outside its initial
contact term of 26t June 2019 — 25t
June 2022.

The contract was a work package call-
off contract with a maximum value of
£100,000. DHCW utilised the contract
to call-off four (4) work packages
totaling a value of £90,425.25. DHCW
chose to draw down on the remaining
value of the contract which was the
equivalent of 19 consultancy days
based on Alison Watkins
Communications Limited £500/day
rate.

The extension was required to enable
DHCW to call-off the remaining value
through a fifth work package which
focused on communication
consultancy, in the form of developing
a series of strategic artefacts, which
included a communication strategy
and key products that described the
Digital Medicines Transformation
Portfolio.

Approved?

First
Submission

Quality and
Regulatory

P594

01/11/201

. Compliance
In accordance

and that there i

with Schedule 72 Z
5 no material change to the scope

9_
10/202
1é{of0heoPub

CCN ISO Audit
and

) Certificatio |
ic Contracts Regulations (2

of the contract.

LRQA
Limited

2015) which allow

£6,805

s for a modificatio

DHCW required an increase to the
original contract value as the current
contract did not have enough value
n to contract so I?R% as costs ofnot S)icaed 5(
remaining for number of audit days
needed for DHCW to remain compliant

with their ISO certifications.

Approved?

% of the original

First
Submission

contract value

3]
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Item 5.7i Appendix A — DHCW Single Tender and Quotation Activity and Change Control Notes

PROGRAM
ME/DIRECT
ORATE

Procurement
Reference

Agreement
Period

SFI
Refere
nce

Agreement
Title/
Description

Supplier

Anticipated
Value

Reason

Compliance
Comment

First
Submission
or Repeat

As of 16t May 2022, DHCW had utilised
£43,245 with £9,335 remaining to be
drawn down upon. Based on a forecast
of auditing taking place between 16t
May 2022 and 31t October 2022, the
anticipated expenditure was £16,140.
This figure included the 27001 Re-
Certification and Surveillance Visits for
ISO 19001, 14001 and 20000.
Subsequently a CCN was required to
increase the contract value to account
for the variance.

A procurement for a new contract is
underway with Bids evaluated as of
03/10/2022.

National
Data
Resource

P737

01/12/202
1 —
30/11/202
4

CCN

API
Manageme
nt

Computacen
ter (UK)
Limited

£400

DHCW required the deployment of
Cloud Armor Security and Cloud DNS to
be added to contract.

Cloud Armor was required to comply
with DHCW Cyber Security Standards
for the following:

1. Blocking IPs from specific geographic
regions

2. Enforcing default rulesets for
OWSAP Top 10 Vulnerabilities

Cloud DNS was required to comply
with DHCW Cyber Security Standards
for the following:

1. Providing connectivity from the API
Management Platform to web services

Approved?

First
Submission

21
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Item 5.7i Appendix A — DHCW Single Tender and Quotation Activity and Change Control Notes

The contract was a work package call-
off contract and two (2) work packages
have already been executed. DHCW
required a third work package to
continue with consultancy for SIEM.

DHCW have utilised the consultancy
resource since June 2020 for support.
Sep2 Limited resource applied their
existing knowledge of DHCW'’s SIEM
set-up using technical skills and
experience to advise DHCW how to
make best use of the SIEM product for
organisational and regulatory
requirements.

The extension was required for the
contract to be coterminous with the
contract for SIEM Licence support.

There were no charges associated with
the extension as any future costs will
be part of a work package.

PROGRAM | Procurement | Agreement | SFI Agreement | Supplier Anticipated Reason Compliance | First
ME/DIRECT | Reference Period Refere | Title/ Value Comment Submission
ORATE nce Description or Repeat
hosted in DHCW data centres and
accessed via a VPN tunnel
DHCW raised a purchase order for
£400 to account for any exchange rate
fluctuations on the estimated cost of
£376.50.
Cyber P657 28/12/202 | CCN SIEM Sep2 Limited | £0.00 DHCW required an extension to the Approved? First
Security 2- Consultanc original contract term outside its initial Submission
31/03/202 y and contract term of 30t" June 2020 — 27t
3 Support December 2022.

3]
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Item 5.7i Appendix A — DHCW Single Tender and Quotation Activity and Change Control Notes

PROGRAM
ME/DIRECT
ORATE

Procurement
Reference

Agreement
Period

SFI
Refere
nce

Agreement
Title/
Description

Supplier

Anticipated
Value

Reason

Compliance
Comment

First
Submission
or Repeat

Cyber
Security

P452

01/11/202
2 -
31/03/202
3

CCN

SIEM

Insight Direct
Limited

£0.00

DHCW required an extension to the
original contract term outside its initial
contact term of 1t November 2017 -
315t October 2022.

The contract was essential for DHCW
to monitor and alert for anomalous
behavior on the NHS Wales network,
including national services and devices
such as domain controllers, firewalls,
etc. The SIEM service correlated logs
from many devices, which allowed
DHCW to have a holistic view of the of
the NHS Wales network, and therefore
provided the opportunity to detect and
respond to an intrusion in a timely
manner.

The extension was required to align
the support and maintenance licenses
under contract. This was to manage
operational risk whilst it prepared for a
subsequent procurement to purchase
a replacement product.

There were no charges associated with
the extension as DHCW had already
paid for the licencing up to 31t March
2023.

Approved?

First
Submission

Test Trace
Protect

P642.17

01/06/202
2 -
31/05/202

CCN

TTP
Telephony
System

Solgari
Limited

£613,800

DHCW required an extension to the
original contract term outside its initial
contract term of 01/06/2021 —

Approved?

First
Submission
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Item 5.7i Appendix A — DHCW Single Tender and Quotation Activity and Change Control Notes

PROGRAM | Procurement | Agreement | SFI Agreement | Supplier Anticipated Reason Compliance | First

ME/DIRECT | Reference Period Refere | Title/ Value Comment Submission

ORATE nce Description or Repeat
3 31/05/2022.

The original contract was procured as
an urgent requirement in response to
the Covid-19 pandemic for track and
trace services.

The extension enabled NHS Wales to
continue contact tracing until the end
of the contract, or until such time as
Welsh Government advises that
contract tracing can be stood down.

The intention to extend this
agreement, was noted at the March

2022 meeting of the DHCW SHA Board.

Total Value ex VAT

£661,979.75

336/39%4
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STRATEGIC OBJECTIVE Delivering High Quality Digital Services

CORPORATE RISK (ref if appropriate)

N/A

WELL-BEING OF FUTURE GENERATIONS ACT ‘ A Globally Responsible Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS

N/A

If more than one standard applies, please list below:

HEALTH CARE STANDARD

Governance, leadership and acccountability

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission: N/A

No, (detail included below as to reasoning) ‘Outcome: N/A

Statement: N/A

Workforce EQIA page

IMPACT ASSESSMENT

QUALITY AND SAFETY
IMPLICATIONS/IMPACT

Yes, please see detail below

Ref section 3.2 Impact of internal audits

LEGAL
IMPLICATIONS/IMPACT

No, there are no specific legal implications related to the
activity outlined in this report.

FINANCIAL
IMPLICATION/IMPACT

No, there are no specific financial implication related to the
activity outlined in this report

WORKFORCE IMPLICATION/IMPACT

No, there is no direct impact on resources as a result of the
activity outlined in this report.

SOCIO ECONOMIC
IMPLICATION/IMPACT

No. there are no specific socio-economic implications related
to the activity outlined in this report

Quality & Regulatory Compliance and Cyber
Resilience Unit Report.

Page 2 of 6 Author: Paul Evans

Approver: Claire Osmundsen-Little
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L& SIS sz
P NS | ez,
RESEARCH AND INNOVATION No, there is no specific research and innovation implications

IMPLICATION/IMPACT relating to the activity outlined within this report

Acronyms

ISO International Standards QIAL Quality Improvement Action List

Organisation
eQMS | Electronic Quality Management MHRA | Medicines and Healthcare Products

System Regulatory Agency

NIS Network and Information Systems CRU Cyber Resilience Unit
regulations

OES Operators of Essential services (as | CAF Cyber Assessment Framework

defined in the NIS regulations)

2  SITUATION/BACKGROUND

2.1 There have been two planned external ISO audit days during this period.

e [SO9001 AQuality Management System Requirements and ISO 14001 Environmental
Management Systems, Surveillance 4 visits — 26t & 27t September

These surveillance audits were successful, with no non-conformities raised against either ISO
standard

2.2 The Monthly Quality and Regulatory meetings have been held with actions and observations
noted. The Quality and Regulatory Team quarter two milestone objectives have been achieved
in full and focus has now shifted to quarter three and four deliverables.

2.3 The quality portal central to improving compliance and increase visibility of quality within
DHCW now includes the risk based internal audit programme. The portal continues to be the
focal point for all things quality and regulatory based and remains a valuable tool during
external audits as it streamlines activities and enables all essential information to be easily
located. There have been 26,218 visits to the Quality Portal in the quarter.

The latest addition to the Portal is a set of FAQ's relating to the use of iPassport.

2.4 The roll out and on-boarding of the electronic Quality Management System (eQMS) iPassport
continues. A plan and implementation strategy have been developed and resourced. The

Quality & Regulatory Compliance and Cyber Page 3 of 6 Author: Paul Evans
Resilience Unit Report.
Approver: Claire Osmundsen-Little
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implementation plan has been approved via the monthly Quality and Regulatory Group
meeting and by the Executive Director of Finance. Directorates have accepted the milestones
relevant to iPassport roll out. To date 11% of the organisation have been onboarded, a further
30% are currently in the process of onboarding. This is in line with the approved
implementation plan.

The monthly Quality and Regulatory metrics report was presented to the monthly Quality and
Regulatory Group meetings for consideration and will now implemented following their
feedback.

There is continuing focus on developing the Medical Devices strategy and an implementation
plan. This generates the details and expectations of the regulations and the plan to meet the
requirements of an end-to-end compliant software lifecycle including assessment, release, and
submission.

Assessment of the existing DHCW Service Portfolio against the requirements of Medical
Devices Regulation is 40% completed using current MHRA guidance, with the aim of fully
completion by the end of October.

This will be followed by a gap analysis for regulatory compliance requirements of any
service/application identified as a Medical Device.

The CRU unit has undertaken cyber risk analysis workshops with health boards and trust (10
completed to date, remainder to completed by end September). Recruitment to key vacancies
completed.

SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

There are two upcoming ISO audits planned in Quarter 3 2022/23, these are focus visits in
readiness for the re-certification audits for both ISO 9001 and ISO 14001.

The current contract for external audit services expires in October 2022, commercial services
have issued the Invitation to Tender notice for the new contract.

The risk based internal audit programme has been implemented to underpin compliance against
each of the standard’s requirements for internal audit. For the year to date 92% of planned
audits (2 per month) have been conducted. One audit has been rescheduled to October due to
auditee sickness. This additional audit during October will bring the audit plan back to 100%
compliance.

As expected, the increased volume of internal audits has resulted in an increase in QIAL
numbers, this should be viewed positively as each non-compliance raised offers an opportunity
for improvement within the organisation.

Resilience Unit Report.

Approver: Claire Osmundsen-Little
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Evidence of the monthly review of the legislation register is now under way within the IMS group
and Quality and Regulatory Group meetings. The formal procedure and review of the content
and structure of the register is now in place, with bi-annual updates to be provided to this
committee.

Quality Improvement Action List (QIAL) figures continue to improve, with the increased target
of 95% within target date achieved. Currently 97% of QIAL are within target. There are currently
119 open actions and only 4 of them have passed their target dates. The team are continuing to
work with individuals from each Directorate to improve this further. Integrated Management
Systems (IMS) document reviews noted a decrease in reviews to 82%, the current target that
the team are working towards is for 95% of documents to be within their review dates. The
majority of documents overdue for review sit with a small number of teams, the Quality team
are working closely with these teams to rectify this position.

KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

In summary:

4.1

4.2

43

4.4

In the last period DHCW had successful surveillance audits against ISO 9001 and I1SO 14001
with no non-conformities raised and the single open non-conformity for ISO 9001 successfully
closed.

The Quality and Regulatory Group will target a standard and directorate view of quality
compliance; focus will be on integrating the quality and regulatory plans as part of the
directorate Annual Plans. Further development of metrics will continue in line with
organisational performance reporting.

The importance of good document management practices and the strengthening of the quality
management systems is underway alongside the document management strategy and the on-
boarding of departments to iPassport. This is now part of the annual plan process with
milestones relating to iPassport implementation accepted by directorates. Training videos on
the use of iPassport have been uploaded to the Quality Portal to aid staff development across
DHCW.

CRU has completed and reported the first NIS audits on behalf of Welsh Government and
following this is conducting analysis of common cyber risk emerging across health boards.

CRU have also sought feedback from each OES relating to CAF process and assessment
reports using MS Forms.

Team awayday held with Welsh Government reviewing current activity and strategic planning
of future activity.

Quality & Regulatory Compliance and Cyber Page 5 of 6 Author: Paul Evans
Resilience Unit Report.
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4.5 Improved Compliance and commitment to the internal and external audit programme with a
view to becoming more aware of impact of regulatory requirements in the organisation.

4.6 Enhanced QIAL metric target of 95% complete within target date has been achieved, Quality
team will strive to improve this further in the interest of continuous quality improvement.

5 RECOMMENDATION

5.1 The Audit and Assurance Committee is being asked to:

NOTE the content of the report.

6 APPROVAL/SCRUTINY ROUTE

Person / Committee / Group who have received or considered this paper prior to this meeting

PERSON, COMMITTEE OR GROUP

DATE

OUTCOME

Claire Osmundsen-Little

30/09/2022

Quality & Regulatory Compliance and Cyber
Resilience Unit Report.
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DIGITAL HEALTH AND CARE WALES
LEGISLATIVE ASSURANCE FRAMEWORK

AND REGISTER

Agenda 5.9
[tem
Name of Meeting Audit & Assurance Committee
Date of Meeting 18 October 2022
Public or Private Public
IF PRIVATE: please N/A
indicate reason
Executive Sponsor Chris Darling, Board Secretary
Prepared By Laura Tolley, Corporate Governance Manager
Presented By Laura Tolley, Corporate Governance Manager
Purpose of the Report For Approval

Recommendation

The Audit and Assurance Committee are being asked to:

APPROVE the Legislative Assurance Framework and NOTE the Legislation Assurance Register.
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1 IMPACT ASSESSMENT

STRATEGIC OBJECTIVE All Objectives apply

CORPORATE RISK (ref if appropriate)

WELL-BEING OF FUTURE GENERATIONS ACT A Healthier Wales
If more than one standard applies, please list below:

DHCW QUALITY STANDARDS ISO 20000

If more than one standard applies, please list below:
All other quality standards apply

HEALTH CARE STANDARD Governance, leadership and acccountability

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission: N/A
No, (detail included below as to reasoning) ‘Outcome: N/A
Statement:

Legislative Assurance Framework has a positive impact on protected groups.

Workforce EQIA page

IMPACT ASSESSMENT
QUALITY AND SAFETY Yes, please see detail below
IMPLICATIONS/IMPACT

There is an increased quality and safety within the
organisation due to compliance with legislation.
LEGAL Yes, please see detail below
IMPLICATIONS/IMPACT

Non-compliance with legislation may have a legal impact on
the organisation.

FINANCIAL Yes, please see detail below

IMPLICATION/IMPACT

Non-compliance with legislation may have a financial impact
on the organisation.
WORKFORCE IMPLICATION/IMPACT | Yes, please see detail below

A number of pieces of legislation have an impact on how the
workforce within the organisation operates.
SOCIO ECONOMIC Yes, please detail below

Legislative Assurance Framework Page 2 of 4 Author: Laura Tolley
Approver: Chris Darling
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https://informatics.wales.nhs.uk/EngD/WrkOrgDev/WForce/EQIA/Forms/AllItems.aspx
https://nhswales365.sharepoint.com/sites/DHC_PST/SitePages/Business-Plans-and-Strategies.aspx
https://gov.wales/sites/default/files/publications/2019-08/well-being-of-future-generations-wales-act-2015-the-essentials.pdf
https://nhswales365.sharepoint.com/sites/DHC_Quality/
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https://gov.wales/socio-economic-duty-scrutiny-framework-html
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IMPLICATION/IMPACT Compliance with legislation promotes consideration of socio
economic duties.
RESEARCH AND INNOVATION No, there is no specific research and innovation implications
IMPLICATION/IMPACT relating to the activity outlined within this report
Acronyms
DHCW | Digital Health and Care Wales LAF Legislative Assurance Framework
SHA Special Health Authority IMS Integrated Management System
2  SITUATION/BACKGROUND
2.1 DHCW is responsible for complying with legislation that is applicable to the Special Health

2.2

3.1

3.2

3.3

Authority. The parameters for the applicability are not just those limited to us as a public
healthcare organisation, but include discipline specific areas of work such as the Network and
Information Systems Regulations etc.

The Legislative Assurance Framework forms part of the overall governance assurance
framework, the requirements of which are outlined in the DHCW Standing Orders to address
the legal, regulatory, and contractual requirements of DHCW. This compliance assessment also
supports the achievement and maintenance of the ISO and BS accreditations held by the
organisation.

SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

The Legislative Assurance Framework can be found at item 5.9i — Appendix A.

There has been a legislation register as part of the management of quality standards, acts and
regulations within DHCW in-line with ISO 14001:2015 & ISO 27001:2013 standards
requirements. The Corporate Governance team and Quality and Regulatory team have been
working together to ensure the following processes are in place going forward:

e Bi-annual review of key controls and assurances to comply with the legislation

e Bi-annual assurance self-assessments by the operational leads on behalf of the accountable
Executive Directors

e Action plans in place for any areas that need additional controls or assurances

e Abi-annual report to the Audit & Assurance Committee on compliance to provide
assurance on behalf of the SHA Board.

The Legislative Assurance Register will be maintained by the Quality and Regulatory team and

Legislative Assurance Framework Page 3 of 4 Author: Laura Tolley
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will be reviewed by the IMS Assurance Group on a monthly basis. The IMS Assurance Group
will escalate any revisions, amendments or new legislation that present material impact to
regulatory compliance and / or site operations to the Quality and Regulatory Group.

3.4 The Quality and Regulatory Group will review the Legislative Assurance Register monthly, and
will review legislation for relevance to the organisation, in addition to undertaking horizon
scanning in each of the identified areas of legislation.

3.5 The Audit and Assurance Committee will provide oversight and scrutiny of Legislative
Assurance reporting against compliance, on behalf of the SHA Board, on a bi-annual basis. This
is the first time the Legislation Assurance Register has been presented to the Committee and
can be found at item 5.9ii Appendix B.

3.6 The Legislation Assurance Register is due to be internally audited in February 2023.

4  KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

4.1 Executive Directors and Operational Leads are currently reviewing the legalisation assurance
register to ensure adequate key controls are in place.

5 RECOMMENDATION

5.1 The Audit and Assurance Committee are being asked to:

APPROVE the Legislative Assurance Framework and NOTE the Legislation Assurance
Register.

6 APPROVAL/SCRUTINY ROUTE

Person / Committee / Group who have received or considered this paper prior to this meeting

PERSON, COMMITTEE OR GROUP DATE OUTCOME

Quality & Regulatory Group July 2022 APPROVED

Interim Head of Quality & August 2022 APPROVED

Regulatory

Management Board August 2022 Framework APPROVED

Executive Team Sept 20022 Register Noted

Legislative Assurance Framework Page 4 of 4 Author: Laura Tolley

Approver: Chris Darling
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<ID Reference>

LEGISLATIVE ASSURANCE FRAMEWORK

This framework outlines how the legislation affecting DHCW is
identified, managed, and assessed for impact on the organisation. It
also outlines how assurance is provided on behalf of the Board in
relation to organisational compliance

Document Version 0.1

Status Draft

Laura Tolley, Corporate Governance

Document author:
Manager

Approved by Chris Darling, Board Secretary

Date approved:

Review date:
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TY GLAN-YR-AFON 21 Cowbridge Road East, Cardiff CF11 9AD

STRATEGIC OBJECTIVE All Objectives apply

WELL-BEING OF FUTURE GENERATIONS ACT | A healthier Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS ISO 20000

If more than one standard applies, please list below:
SO 27001, ISO 9001, I1SO 14001, ISO 13485, BS 76000, BS7005, BS 10008, Service Desk Institute

HEALTH CARE STANDARD Governance, leadership and acccountability

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission: June 2022

Yes, applicable ‘Outcome: Positive

Statement:
DHCW has a responsibility to be compliant with legislation. The legislation and compliance with that
legislation has a positive impact on the protected groups.

APPROVAL/SCRUTINY ROUTE: Person/Committee/Group who have received or considered this

COMMITTEE OR GROUP DATE OUTCOME
Quality and Regulatory Group July 2022 APPROVED
Management Board August 2022 APPROVED
Audit and Assurance Committee 18 October 2022

FRA-CG- Legislative Assurance Framework
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IMPACT ASSESSMENT

QUALITY AND SAFETY
IMPLICATIONS/IMPACT

Yes, please see detail below

Clearly outlined compliance with legislation supports
increased quality and safety

LEGAL
IMPLICATIONS/IMPACT

Yes, please see detail below

There are legal ramifications of non-compliance with
legislation

FINANCIAL
IMPLICATION/IMPACT

No, there are no specific financial implication related to the
activity outlined in this report

WORKFORCE
IMPLICATION/IMPACT

Yes, please see detail below

There are clear responsibilities for the workforce to comply
with relevant legislation

SOCIO ECONOMIC

IMPLICATION/IMPACT

Yes, please detail below

Compliance with legislation ensures the organisation are
proactively addressing disadvantages due to socio-economic
reasons.

FRA-CG- Legislative Assurance Framework
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2 INTRODUCTION

DHCW is responsible for complying with legislation that is applicable to us. The parameters for the
applicability are not just those limited to us a public healthcare organisation but include discipline
specific areas of work such as the Network and Information Systems etc.

3  PURPOSE

The purpose of this document is to outline the procedure of identifying, documenting, monitoring
and updating Legislation requirements within the organisation.

4  SCOPE

This framework applies to all activity across DHCW including those services provided by third
parties.

This framework forms part of the assurance framework, the requirements of which are outlined in
the DHCW Standing Orders to address the legal, regulatory, and contractual requirements of

DHCW. This compliance assessment also supports the achievement and maintenance of the ISO and

BS accreditations held by the organisation.

5 OBIECTIVES

e Each piece of legislation has executive and operational ownership for accountability
purposes

e Assess the impact of new legislation on DHCW

e Ensure existing legislation affecting DHCW is reviewed for impact on a regular basis

e Review any changes in legislation and their effect on DHCW

e Undertake horizon scanning of the legislative landscape

e Provide assurance to the SHA Board via the Audit and Assurance Committee on the
arrangements more managing compliance against legislation within the organisation

6  ROLES AND RESPONSIBILITIES

6.1 Staff

o Will report any non-compliance with legislation through any of the below:
o their regular team reporting channels
o report to the Quality and Regulatory team
o report to the Corporate Governance team
o follow the all-Wales procedure for staff to raise concerns

6.2 Operational Lead/ Relevant standards lead

e Will undertake a bi-annual review of the relevant legislation and provide and assurance self-

FRA-CG- Legislative Assurance Framework
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assessment

e Will update the assurance register with information appropriate to their area of work

e Will report to the IMS Assurance Group when amendments are made to existing legislation,
or when new legislation is put in place that could have an impact on regulatory compliance
and/or site operations

6.3 Corporate Governance

o Will report when amendments are made to existing legislation, or when new legislation is
put in place that could have an impact on the compliance of the organisation. Ensure that
this is documented and reported to the Audit and Assurance Committee who will provide
oversight as assurance on behalf of the Board

e Will report to the Audit and Assurance Committee on the legislative assurance framework
and provide evidence of compliance against legislation to assure the Committee as part of a
wider governance framework

e Escalate any revisions, amendments or new legislation that present material impact to
regulatory compliance and/or site operations to the Audit and Assurance Committee as part
of the bi-annual reporting

6.4 Head of Quality and Regulatory Compliance

e Will ensure periodic compliance checks are conducted with all applicable legislation
e Will ensure appropriate storage of all additional documentation that is relevant to the
Legislation Register

6.5 Integrated Management System (IMS) Assurance Group

e Review the Legislation Assurance Register at each monthly meeting
e Escalate any revisions, amendments or new legislation that present material impact to
regulatory compliance and/or site operations to the Quality & Regulatory Group

6.6 Quality and Regulatory Group

e Review the Legislation Assurance Register at each monthly meeting

e Table any changes in legislation to be reviewed for relevance to the Organisation

e Table any revisions, amendments or new legislation at monthly IMS Assurance Group
e Undertake horizon scanning in each of the identified areas of legislation

6.7 Executive Owner

e Provide oversight and scrutiny of the legislation within their area of responsibility
e Work with the operational lead to provide any information regarding legislation and the
impact it may have on DHCW

FRA-CG- Legislative Assurance Framework
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6.8 Audit and Assurance Committee

e Provide oversight and scrutiny of the legislative assurance reporting against compliance on
behalf of the SHA Board

e Provide advice for potential improvements to the process for ensuring legislative
compliance

6.9 The DHCW SHA Board

e Accountable for ensuring the organisation complies with all relevant legislation

7  REVIEW PROCESS

7.1 ONGOING MONTHLY REVIEW

The Register will require monthly review of legislation both applicable and those for noting or
guidance by the operational lead. The review will include:

e Assessment of any revisions or changes to legislation

e Assessment of any new legislation

e Review of information in the register for accuracy

e Update of last date of review column

7.2 BI-ANNUAL REVIEW

In order to report to the Audit and Assurance Committee on our level of assurance and compliance
with legislation a bi-annual review by the Operational Lead on Behalf of the Executive Owner will
need to be undertaken to include the following:

e Review of Key controls in place across the organisation detailed in the Board Assurance

Framework Mapping Spreadsheet

e Provide an assurance self-assurance in line with appendix 1

e Review the identified assurance lines for accuracy in line with appendix 2

e Update of last date of review column

7.2.1 INSUFFICIENT CONTROLS OR ASSURANCES

If there are insufficient controls or assurances that result in a ‘No assurance’ or ‘Limited assurance’
self-assessment, a LAF Assurance Improvement Action Plan must be created.

This plan must be agreed with the relevant strategic mission owner and included as part of the BAF
gap action plan work.

The action plan must be presented to the Quality and Regulatory group for discussion and noting.

FRA-CG- Legislative Assurance Framework
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8  DEFINITIONS

TERM DEFINITION

LAF Legislative Assurance Framework

DHCW Digital Health and Care Wales

SHA Special Health Authority

IMS Integrated Management System

Q&R Quality and Regulatory

SOP Standard Operating Procedure

Executive Owner Accountable for the organisational compliance against the legislation within
their area of work

Operational Lead Responsible for reviewing and maintaining the legislation register and the
associated reviews of key controls and assurance lines in place

9  REFERENCES

DOCUMENT VERSION | AVAILABLE

Governance Assurance Framework 1 DHCW website, key documents
Board Assurance Framework 1 DHCW website, key documents
SOP — Maintaining the Legislation Register 1 IMS

TEM — LAF Assurance Improvement Action Plan 1 IMS

10 APPENDIX 1 - ASSURANCE ASSESSMENT RATINGS

Assurance Assessment Ratings

Significant concerns over the
adequacy/effectiveness of the controls in place
in proportion to the risks.

Key - Action is required to address the whole control
Control framework in this area. High impact on residual
and risk exposure until resolved.
assurance Some areas of concern over the
RAG i i
e LIMITED ASSURANCE - LOW TO ?ndecrq:agréif:iitlt\;eenzzsksof the controls in place
€ | MEDIUM NUMBER OF CONTROLS IN | " ProPOrto C
More significant matters require management
PLACE . . . .
attention. Moderate impact on residual risk
exposure until resolved.

FRA-CG- Legislative Assurance Framework
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Some matters require management attention

REASONABLE ASSURANCE - MEDIUM | in control design or compliance.
NUMBER OF CONTROLS IN PLACE Low to moderate impact on residual risk

exposure until resolved.

Few matters require attention and are
compliance or advisory in nature. Low impact
on residual risk exposure.

11 APPENDIX 2 - ASSURANCE LINE DEFINITIONS

Assurance Line Definitions

Line Definition Example Impact
1st Line Operational Operational reporting, Information may be
Assurance Department, Directorate, robust but lacks
Management Board. Includes | independence
Projects/Programmes/Servic
e reporting.
2nd Line Oversight and Scrutiny Assurance Reporting to Information slightly
Assurance Committees and the Board less detailed but does
have a degree of
Independence
3rd Line Independent External to the Organisation. | Information may be
Assurance Internal Audit, Audit Wales, less detailed, but a

HIW Inspections, Regulators | source of assurance
and accreditations is truly independent

of the organisation

FRA-CG- Legislative Assurance Framework
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12 APPENDIX —STANDARD HEADINGS FOR THE LEGISLATION ASSURANCE REGISTER

Organisational ACt_' . . Rl L Date of
Executive Operational Area Regulation or Version Requirements Controls Regulatory/Monitoring Body 1st Line 2nd Line 3rd Line Last
Owner Lead Standard adequate Y/N Assurance Assurance Assurance Compliance Review Comment

11/11 357/39%4



Agenda item 5.9i

LEGISLATION ASSURANCE REGISTER
Integrated Audit schedule

Adequate
i cati . . Regulatory/Monitorin,
Organisational Act, Regulation or Standard Version Requirements Key Controls & v/ B
Executive Owner Operational Lead Area in place Y/N Body 1st Line Assurance 2nd Line Assurance 3rd Line Assurance Compliance Date of Last Review Comment
Welsh Language Act, 1993 1993 y Welsh Government .
Corporate Corporate Governance  Audit and
Governance The Welsh Language Act 1993,[1] is an Act of the Parliament of the United Kingdom, which put the Welsh Monthly Meeting, Assurance Audit Wales,
Board Secretary Manager Welsh Language language on an equal footing with the English language in Wales with regard to the public sector. Welsh Language Group Committee Internal Audit Substantial Assurance 03/10/2022
Corporate Corporate Governance  Audit and
Governance The Welsh Language (Wales) Measure 2011 2011 y Welsh Government Monthly Meeting, Assurance Audit Wales,
Board Secretary Manager Welsh Language Welsh Language Group Committee Internal Audit Substantial Assurance 03/10/2022
Corporate The Welsh L: tandards (No7 Corporate Governance Audit and
P © e's anguage Standards (No7) 2018 y Welsh Government P . .
Governance Regulations 2018 Monthly Meeting, Assurance Audit Wales,
Board Secretary Manager Welsh Language The consultation for the DHCW Welsh Language Scheme is currently live to close Welsh Language Group Committee Internal Audit Substantial Assurance 03/10/2022
Cover the employers responsibility for providing suitable and sufficient first aid equipment along with a SHE Group,
§ . . trained member of staff to administer first aid. Management Board, Audit and Audit Wales,
Head of Corporate Health & Safety (First aid) Regulations 1981 2013 Y UK Government FBA Directorate Assurance Internal Audit,
Executive Director of Finance Services Health and Safety Monthly Meetings Committee 1SO/BS Audit Substantial Assurance 21/09/2022
All organisations should operate their businesses with due regard to H&S and how it affects their staff
and others. The Act outlines the key duties of employers and employees. Under this Act, employers have SHE Group,
Health and Safety at Work, etc Act 1974 1974  aduty to ensure a safe working environment for their employees, to ensure that they are properly Y UK Government Management Board, Audit and Audit Wales,
Head of Corporate trained and competent to carry out the tasks allotted to them. They are also required to have a suitable FBA Directorate Assurance Internal Audit,
Executive Director of Finance Services Health and Safety H&S Policy. Monthly Meetings Committee 1SO/BS Audit Substantial Assurance 21/09/2022
Require employers to risk assess their activities and make arrangements to implement their
requirements. They also specify a need to appoint competent persons to assist in health and safet SHE Group,
Management of Health and Safety at Work q ) v . P .y - PP P _p . L Y M Board Audi d Audit Wal
Regulations 1999 2006 matters and provide information and training to staff. The legislation sets obligations for employers to Y UK Government anagement Board, udit an udit Wales,
Head of Corporate ensure the safe management of H&S at work through communication, assessment of risk and ensuring FBA Directorate Assurance Internal Audit,
Executive Director of Finance Services Health and Safety adequate controls are in place Monthly Meetings Committee 1SO/BS Audit Substantial Assurance 21/09/2022
Employees (and others) who undertake lifting operations should be provided with information to
safeguard their health and safety. The Manual Handling Regulations require CMC to identify all hazards SHE Group,
Manual Handling Operations Regulations 1992 2002  associated with the movement of loads by bodily force and to introduce a programme of control and Y UK Government Management Board, Audit and Audit Wales,
Head of Corporate elimination. All manual handling activities should be assessed and the control measures and relevant FBA Directorate Assurance Internal Audit,
Executive Director of Finance Services Health and Safety information communicated to all affected parties. Monthly Meetings Committee 1SO/BS Audit Substantial Assurance 21/09/2022
Requires employers to manage the risks of asbestos within their buildings through a programme of SHE Group,
X identification, management, training and control. Management Board, Audit and Audit Wales,
Head of Corporate Control of Asbestos at Work Regulations 2012 2012 Y UK Government FBA Directorate Assurance Internal Audit,
Executive Director of Finance Services Health and Safety Monthly Meetings Committee 1SO/BS Audit Substantial Assurance 21/09/2022
Require employer to identify all hazards associated with the use of DSE and to introduce a programme of
Health and Safety (Display Screen Equipment) control and elimination. All computer workstations should be assessed and the control measures and SHE Group,
Reaulations 1992y play quip 2002  relevant information communicated to all affected parties. Employees (and others) who use computer Y UK Government Management Board, Audit and Audit Wales,
Head of Corporate € workstations should be provided with information to safeguard their health and safety. FBA Directorate Assurance Internal Audit,
Executive Director of Finance Services Health and Safety Monthly Meetings Committee 1SO/BS Audit Substantial Assurance 21/09/2022
This legislation places legal implications on employers to ensure the safety of electrical devices in the
workplace. The regulations dictate that all portable equipment must be inspected regularly and tested to
ensure that it is safe for use. Highlights what needs to be done by dutyholders to achieve electrical safety
compliance in the work place and minimise the potential for electric shock and fire.
Electricity at Work Regulations 1989 1989 | P P . K p‘ N i A . Y UK Government
Itis relevant to all work activities including those involved in design, construction, operation or SHE Group,
maintenance of electrical systems and equipment. Management Board, Audit and Audit Wales,
Head of Corporate FBA Directorate Assurance Internal Audit,
Executive Director of Finance Services Health and Safety Monthly Meetings Committee 1SO/BS Audit Substantial Assurance 21/09/2022
RIDDOR requires employers to report certain prescribed accidents and incidents to the enforcing SHE Group,
Reporting of Injuries, Diseases and Dangerous authority by approved means and within allotted timescales Management Board, Audit and Audit Wales,
. 2013 Y UK Government - s
Head of Corporate Occurrences Regulations (RIDDOR) 2013 FBA Directorate Assurance Internal Audit,
Executive Director of Finance Services Health and Safety Monthly Meetings Committee 1SO/BS Audit Substantial Assurance 21/09/2022
Require employer to identify all chemicals used and to introduce a programme of control and elimination.
All items should be assessed and the control measures relating to the use, handling and storage of those SHE Group,
Control of Substances Hazardous to Health . ) A . .
(COSHH) Regulations 2002 2004  substances should be communicated to all affected parties. Employees (and others) who have a potential Y UK Government Management Board, Audit and Audit Wales,
Head of Corporate g to come into contact with substances used should be provided with information to safeguard their health FBA Directorate Assurance Internal Audit,
Executive Director of Finance Services Health and Safety and safety Monthly Meetings Committee 1SO/BS Audit Substantial Assurance 21/09/2022
Sets out requirements of employer in relation to the provision and safe use of work equipment, including SHE Group,
Provision and Use of Work Equipment mobile work equipment, that may be routinely used by employees. Includes requirements for selection, Management Board, Audit and Audit Wales,
. 1998 L. 3 R Y UK Government X .
Head of Corporate Regulations (PUWER) 1998 training, maintenance, storage and disposal. FBA Directorate Assurance Internal Audit,
Executive Director of Finance Services Health and Safety Monthly Meetings Committee 1SO/BS Audit Substantial Assurance 21/09/2022
CDM aims to improve health and safety in the industry by helping to:
* sensibly plan the work so the risks involved are managed from start to finish
* have the right people for the right job at the right time
Construction (Design and Management) (CDM) * cooperate and coordinate your work with others
Regulations 2015 2015 4 have the right information about the risks and how they are being managed Y UK Government SHE Group
e communicate this |nf<?rmat|on effectively to Fhose who need to knowl Management Board, Audit and Audit Wales,
Head of Corporate  consult and engage with workers about the risks and how they are being managed FBA Directorate Assurance Internal Audit,
Executive Director of Finance Services Health and Safety Monthly Meetings Committee 1SO/BS Audit Reasonable Assurance 21/09/2022
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2005

2021
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The Regulatory Reform (Fire Safety) Order 2005 covers general fire safety in England and Wales.

In the majority of premises, local fire and rescue authorities are responsible for enforcing this fire safety
legislation. HSE has enforcement responsibility on construction sites, for nuclear premises, and on ships
under construction or undergoing repair.

 Carry out a fire safety risk assessment

* Keep sources of ignition and flammable substances apart

* Avoid accidental fires, e.g. make sure heaters cannot be knocked over

* Ensure good housekeeping at all times, e.g. avoid build-up of rubbish that could burn

* Consider how to detect fires and how to warn people quickly if they start, e.g. installing smoke alarms
and fire alarms or bells

* Have the correct fire-fighting equipment for putting a fire out quickly

* Keep fire exits and escape routes clearly marked and unobstructed at all times

* Ensure your workers receive appropriate training on procedures they need to follow, including fire drills
* Review and update your risk assessment regularly

This Act, which received Royal Assent on 29 April 2021, makes provision about the application of the
Regulatory Reform (Fire Safety) Order 2005 in England and Wales where a building contains two or more
sets of domestic premises; and to confer power to amend that order in future for the purposes of
changing the premises to which it applies.

In summary, the act:

*Amends the FSO to require all Responsible Persons (i.e. The relevant duty holder under the legislation
and note there may be more than one) to assess, manage and reduce the fire risks posed by the structure
and external walls of the buildings for which they are responsible (including cladding, balconies and
windows) and individual doors opening onto common parts of the building;

*Applies to all multi-occupied residential buildings and is not dependent on the height of the building;
and

*Allows the Fire and Rescue Service to enforce against non—compliance in relation to the external walls
and the individual doors opening onto the common parts of the premises.

*It must be noted that the Act does not address remediation costs in relation to cladding or its
replacement

The purpose of The Work at Height Regulations 2005 [1] is to prevent death and injury caused by a fall
from height. If you are an employer or you control work at height (for example facilities managers or
building owners who may contract others to work at height) the Regulations apply to you.

Employers and those in control of any work at height activity must make sure work is properly planned,
supervised and carried out by competent people. This includes using the right type of equipment for
working at height. Low-risk, relatively straightforward tasks will require less effort when it comes to
planning.

Employers and those in control must first assess the risks.

Employees have general legal duties to take reasonable care of themselves and others who may be
affected by their actions, and to co-operate with their employer to enable their health and safety duties
and requirements to be complied with.

Require the provision and training of suitable PPE for its employees when identified by a risk assessment.
Should be supplied free of charge.

These Regulations, which come into force on 06 April 2022, amend the Personal Protective
Equipment at Work Regulations (the PPER 1992) to extend employers’ and employees’ duties in
respect of Personal Protective Equipment (PPE) to a wider group of workers, defined to include those
who have more casual employment relationships than employees. The instrument will also update
references to other legislation contained in the PPER 1992.

PPE is defined in the PPER 1992 as ‘all equipment (including clothing affording protection against the
weather) which is intended to be worn or held by a person at work and which protects the
person against one or more risks to that person’s health or safety, and any addition or accessory
designed to meet that objective.’

Currently UK health and safety legislation does not have a definition of worker. Worker is defined in
section 230(3) Employment Rights Act 1996. The definition has two limbs, limb (a) and limb (b).
Those captured by limb (a) are employees under the Health and Safety at Work Act 1974 (HSWA)
and are already in scope of the PPER 1992. Limb (b) captures those who generally have a more
casual employmentrelationship and work under a contract for service; this group are known as limb (b)
workers and do not currently come under the scope of the PPER 1992. This instrument creates its own
definition of worker intended to capture both of these groups.
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Under domestic law (the Health and Safety at Work etc Act 1974) employers are responsible for ensuring
the safety of their employees and others. This responsibility is reinforced by regulations.

* The Confined Spaces Regulations 1997 [1]

Apply where the assessment identifies risks of serious injury from work in confined spaces.

These regulations contain the following key duties:

 avoid entry to confined spaces, e.g. by doing the work from the outside;

« if entry to a confined space is unavoidable, follow a safe system of work; and

* put in place adequate emergency arrangements before the work start Y
* The Management of Health and Safety at Work Regulations 1999 [2]

Require employers and self-employed people to carry out a suitable and sufficient assessment of the risks

for all work activities for the purpose of deciding what measures are necessary for safety. For work in

confined spaces this means identifying the hazards present, assessing the risks and determining what

precautions to take

These Regulations (often abbreviated to LOLER) place duties on people and companies who own, operate
or have control over lifting equipment. This includes all businesses and organisations whose employees
use lifting equipment, whether owned by them or not. In most cases, lifting equipment is also work
equipment so the Provision and Use of Work Equipment Regulations (PUWER) will also apply (including
inspection[1] and maintenance[2]). All lifting operations involving lifting equipment must be properly
planned by a competent person, appropriately supervised and carried out in a safe manner.

LOLER also requires that all equipment used for lifting is fit for purpose, appropriate for the task, suitably
marked and, in many cases, subject to statutory periodic 'thorough examination[3]'. Records must be
kept of all thorough examinations and any defects found must be reported to both the person
responsible for the equipment and the relevant enforcing authority.

What you should do

If your business or organisation undertakes lifting operations or is involved in providing lifting equipment
for others to use, you must manage and control the risks to avoid any injury or damage.

Where you undertake lifting operations involving lifting equipment you must:

¢ plan them properly

e using people who are sufficiently competent

e supervise them appropriately

* to ensure that they are carried out in a safe manner

These regulations cover a range of basic safety, health and welfare issues such as ventilation, heating,
lighting, workstations, seating and welfare facilities relating to the office. Employers must ensure
adequate welfare facilities on sites such as access to toilets and clean water, suitable ventilation, lighting,
workstations, etc.

Specify a requirement on employers to display a poster telling employees what they need to know about
health and safety. The legislation sets out requirements for employers to provide information on
contacting H&S representatives and the local HSE

Employers are required to establish methods of communication with employees through representatives
of employee safety to communicate on Health Safety and welfare issues.

Employers are required to establish methods of communication with employees through appointed TU
officials on Health Safety and welfare issues. They must also establish a H&S committee if requested by
two or more of these officials. Employers should support the TU appointed officials in the pursuit of their
functions.

This guidance is for employers, dutyholders and others who have responsibility for the control of
workplaces, sites and premises. It is also for those operating equipment that requires verbal and/or non-
verbal communications.

It sets out what you should do to comply with the Health and Safety (Safety Signs and Signals)
Regulations 1996.

Safety signs and signals are required where, despite putting in place all other relevant measures, a
significant risk to the health and safety of employees and others remains.

Signs must be clear and legible, and should be used to identify actions that are prohibited (e.g. no access),
safeguards that must be followed (e.g. ear protection must be worn), warning of a hazard (e.g. corrosive
material) and to direct towards fire exits/equipment or first-aid equipment.

You should avoid using too many signs which may cause confusion.

The Regulations enact in UK law an EU Directive designed to harmonise signs across the EU so that signs
across the member states will have the same meaning whichever country they are used in. Details of BS
EN ISO 7010 are also included in the guidance.

This edition brings the document up to date with regulatory and other changes, including those relating
to the Classification, Labelling and Packaging of Chemicals (Amendments to Secondary Legislation)
Regulations 2015. The version of the Regulations included in the document has been amended to reflect
those changes.

1SO 14001 Environmental Management System (EMS) is a systematic framework to manage the
immediate and long term environmental impacts of an organisation’s products, services and processes.
By completing ISO 14001 certification your organisation can assure stakeholders that your environmental
management system meets international industry specific environmental standards.
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Establishes for the UK a new energy efficiency scheme designed to reduce carbon emissions through
improving energy efficiency in public and private sector organisations that consume large amounts of

electricity, gas and other fuels. Y UK Government

These Regulations, which come into force immediately before ‘IP’ (Implementation Period) completion
day, make amendments in consequence of the European Union (Withdrawal Agreement) Act 2020. This
instrument, made under the power in section 41(1) of the European Union (Withdrawal Agreement) Act
2020 (the WAA), replaces references to ‘exit day’ with references to ‘IP completion day’ in the Climate
Change Agreements (Amendment of Agreements) (EU Exit) Regulations 2018, the CRC Energy Efficiency
Scheme (Amendment) (EU Exit) Regulations 2018 and the Energy Savings Opportunity Scheme
(Amendment) (EU Exit) Regulations 2018. Y UK Government
The instrument also amends the Energy Savings Opportunity Scheme (Amendment) (EU Exit) Regulations

2018 to retain the provision in the Energy Savings Opportunity Scheme Regulations 2014 for converting

the financial threshold to euros with respect to a qualification date that falls before Implementation

Period (IP) completion day.

The purpose of these regulations is to improve the Energy Efficiency of Buildings, reduce Carbon
Emissions and reduce the impact of Climate Change. The Energy Performance certificates are produced
when buildings are built sold or rented and are displayed for large public buildings, also requires air con
inspections are carried out for systems above 12kw.

These Regulations, which come into force on 01 April 2022, amends the Energy Performance of Buildings
(England and Wales) Regulations 2012, to allow new fees to be set for entering data onto the register,
which is required to be maintained by the Secretary of State under regulation 27 of the 2012 Regulations.

Fees for entering data onto the register are reviewed regularly so that their levels are set to cover the
cost of operating the register.
Y UK Government

This instrument amends the domestic and non-domestic lodgement fees as follows:

the fee for entering data from which an Energy Performance Certificate which relates to a dwelling may
be produced, is reduced from £1.64 to £1.50;

the fee for entering data from which an Energy Performance Certificate which relates to a building other
than a dwelling; a Display Energy Certificate or an Air Conditioning Inspection Report may be produced, is
reduced from £1.89 to £1.70.

The Environmental Information Regulations 2004 provides public access to environmental information
held by the NHS and other Public Authorities.

It does this is two ways:

The NHS must make environmental information available proactively; and members of the public are
entitled to request environmental information from the NHS

Y UK Government

To implement Commission Directive (EU) 2015/1127 amending Annex Il to Directive 2008/98/EC which
provides the legislative framework for the collection, transport, recovery and disposal of waste, and
includes a common definition of waste.

Y UK Government

Establishes the Environment Agency and SEPA as the regulating bodies for contaminated land,
abandoned mines, national parks, control of pollution, conservation of natural resources, conservation or
enhancement of the environment, and fisheries.

The Environment Act 2021 which has been updated from 1995, received Royal Assent on 09 November

2021 to make provision about targets, plans and policies for improving the natural environment; for

statements and reports about environmental protection; for the Office for Environmental Protection; Y
about waste and resource efficiency; about air quality; for the recall of products that fail to meet

environmental standards; about water; about nature and biodiversity; for conservation covenants; about

the regulation of chemicals; and for connected purposes.

The Act will form the cornerstone of environmental law for decades to come and as a result will have a

significant impact on the way in which businesses operate.

UK Government

Aims to put in place legislation that will enable Wales' resources to be managed sustainably.

Y UK Government

SHE Group,

Management Board,

FBA Directorate

Monthly Meetings Audit and
Estates and Compliance Assurance
Group Committee
SHE Group,

Management Board,

FBA Directorate

Monthly Meetings

Decarbonisation

Working Group

Estates and Compliance

Group
Audit and
Assurance
Committee

SHE Group,

Management Board,

FBA Directorate

Monthly Meetings

Decarbonisation

Working Group Audit and

Estates and Compliance Assurance
Group Committee
SHE Group,
Management Board,
FBA Directorate
Monthly Meetings
Decarbonisation
Working Group

SHE Group,
Management Board,
FBA Directorate
Monthly Meetings
Decarbonisation
Working Group Audit and
Estates and Compliance Assurance
Group Committee

Audit and
Assurance
Committee

SHE Group,

Management Board,

FBA Directorate

Monthly Meetings

Decarbonisation

Working Group Audit and
Estates and Compliance Assurance
Group Committee
SHE Group,

Management Board,

FBA Directorate

Monthly Meetings

Decarbonisation

Working Group Audit and
Estates and Compliance Assurance
Group Committee

Audit Wales,
Internal Audit,

1SO/BS Audit Substantial Assurance

Audit Wales,
Internal Audit,

ISO/BS Audit Substantial Assurance

Audit Wales,
Internal Audit,

1SO/BS Audit Reasonable Assurance

Audit Wales,
Internal Audit,

1SO/BS Audit Substantial Assurance

Audit Wales,
Internal Audit,

1SO/BS Audit Substantial Assurance

Audit Wales,
Internal Audit,

1SO/BS Audit Substantial Assurance

Audit Wales,
Internal Audit,

1SO/BS Audit Substantial Assurance

21/09/2022

21/09/2022

21/09/2022

21/09/2022

21/09/2022

21/09/2022

21/09/2022

361/39%



Head of Corporate
Executive Director of Finance Services

Head of Corporate
Executive Director of Finance Services

Head of Corporate
Executive Director of Finance Services

Head of Corporate
Executive Director of Finance Services

Head of Corporate
Executive Director of Finance Services

Head of Corporate
Executive Director of Finance Services

Head of Corporate
Executive Director of Finance Services

5/11

Estates and
Environmental

Estates and
Environmental

Estates and
Environmental

Estates and
Environmental

Estates and
Environmental

Estates and
Environmental

Estates and
Environmental

Environmental Protection Act 1990

Hazardous Waste (England and Wales)
Regulations 2005

Climate Change Act 2008

Climate Change Levy (General) Regulations
2001

Ozone-Depleting Substances Regulations 2015

European Waste Catalogue

Environmental Protection (Duty of Care)
Regulations 1991

1990

2018

2008

2016

2015

2019

1991

Defines within England, Scotland and Wales the legal framework for duty of care for waste, contaminated
land and statutory nuisance.

All organisations should operate their businesses with due regard to the effects of the process to land,
water and air.

The Act requires the consideration of the best use of disposal of waste products to land, water and air
using t-he principles o.f.BPEO (Bejst Practicable Environmental Option) and BATNEEC (Best Available v UK Government
Techniques Not Entailing Excessive Cost).

If waste produced is of a specific type or in specified quantities then its generation will be controlled by

either the Environmental Agency or the Local Authority who will monitor to ensure that it remains within

the agreed prescribed limits.

Relates to all activities

These Regulations set out the regime for the control and tracking of the movement of hazardous waste

for the purpose of implementing the Hazardous Waste Directive (Directive 91/689/EC). The Regulations

extend to England and Wales although the only provisions that apply to Wales are modifications to the

Environmental Protection Act 1990 contained in Part 11.
Y UK Government

Sets a limit on the number of carbon units that may be used to meet the carbon budget which runs up to
2022.

Y UK Government

Sets out who the climate change levy, which is charged on supplies of electricity, gas and solid fuel,
applies to, what is taxable, who is exempt and procedures for registering, returns and tax credits.

All organisations that use fossil fuels will have a surcharge added to their fuel bills.

The results of global climate change will affect everyone. The UK is committed to the Kyoto Protocol,
which aims to limit emissions of greenhouse gases and halt the warming of the Earth’s atmosphere.

To achieve this, the UK government has put in place financial incentives for UK businesses to use fossil
fuels more efficiently, and reduce emissions of carbon dioxide (CO2). One of these incentives is the CCL.

The CCL is a surcharge on your business energy bill. The exact CCL rate depends on the type of fuel used.

The CCL does not apply to fuel oils as they are already subject to excise duty. Small businesses on
domestic tariffs do not pay the CCL.

Y UK Government
The CCL is not a 'tax' because the revenue from the CCL will be offset by a 0.3% reduction in employers’
National Insurance Contributions. CCL money is also used in a range of incentives to encourage energy
efficiency in business, such as:
* enhanced capital allowances for energy efficient equipment;
« free advice and consultation from The Carbon Trust and the Scottish Energy Efficiency Office;
 interest free loans for good quality Combined Heat and Power plant; and
* the UK Emissions Trading Scheme.
Relates to all activities

Amends qualifications needed to recover, recycle or destroy substances. Makes it an offence to, or
employ someone to, work with controlled substances or methyl bromide unless qualified.

Y UK Government

The European Waste Catalogue (EWC) is a standardised way of describing waste. The EWC is a list of
waste types which categorises wastes based on a combination of what they are, and the process or
activity that produces them.

Y UK Government

Describes the duty of care of anyone who “imports, produces, carries, keeps, treats or disposes of any
controlled waste, or a broker who has control of such waste”

Y UK Government
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Waste (England and Wales) Regulations 2011

Controlled Waste (England and Wales)
Regulations 2012

Waste Electrical and Electronic Equipment
Regulations 2013

Fluorinated Greenhouse Gases Regulations
2021

Environmental Permitting Regulations 2016

Persistent Organic Pollutants 2019

The Cleaner Road Transport Vehicles (EU Exit)
regulations 2020

2011

2012

2013

2021

2016

2019

2020

These regulations implement the revised EU Waste Framework Directive 2008/98
which sets requirements for the collection, transport, recovery and disposal of waste.
In summary The Waste (England and Wales) Regulations 2011 require businesses

to confirm that they have applied the waste management hierarchy when transferring
waste and include a declaration to this effect on their waste transfer note or
consignment note.

Defines household, industrial and commercial waste for waste management licensing purposes.

It explains the requirements of the Waste Electrical and Electronic Equipment (WEEE) Regulations 2013
on business, how to comply with the law and provides sources of further information.

Designed to reduce emissions of fluorinated greenhouse gases (F Gases), used predominantly in the
refrigeration and air conditioning sectors and which make a significant contribution to climate change

An amendment to these Regulations, which come into force on 25 May 2021, corrects deficiencies in two
European Union Implementing Regulations relating to restrictions on the use of fluorinated greenhouse
gases (F-gases) specifically Regulation (EU) 2019/661 and Regulation (EU) No 1191/2014. These
corrections are necessary to ensure that the legislation continues to operate effectively following the
United Kingdom'’s exit from the EU and now that the Transition Period has ended.

This guidance aims to provide comprehensive help for those operating, regulating or interested in
facilities1 that are covered by the Environmental Permitting

POPs are chemicals which cause harm to human and animal life, and do not break down in the natural
environment. Instead, they bioaccumulate up the food chain. Many chemicals have been classified as
POPs including a range of pesticides, dioxins and furans. The POPs likely to be found in WEEE are
brominated flame retardants such as deca-BDE; these have been added to the plastic to reduce the risk of
the items catching fire. The new EU law arises out of concern that if these WEEE-derived plastics are
recycled into food containers or toys, members of the public could be put at risk through exposure to
POPs, which can be particularly harmful to young children’s development.

Under the new legislation, waste which contains POPs above specified thresholds must be destroyed or
transformed in a way that would destroy the POPs. This implies high temperature incineration or
combustion in a cement kiln. A 2019 study by the Industry Council for Electronic Equipment Recycling
(ICER) found that levels of brominated flame retardants in many items of WEEE were above the
thresholds. As a result of this discovery, the Environment Agency issued guidance in October 2019 stating
that any plastics from WEEE which are likely to contain POPs must not be recycled. Additionally, once the
item has been discarded and therefore become waste, it cannot be reused even if it is in good working
order.

The implication for business waste producers is that when display screens or small household items
become waste, they must be kept separately from other waste in a dedicated storage area or container.
Waste management companies will often supply a hazardous waste storage container as part of their
collection service. The Hazardous Waste Regulations 2005 prohibit the mixture of hazardous with non-
hazardous waste.

As part of your waste Duty of Care, you must ensure that any hazardous waste is taken to a facility that
has an appropriate permit. You will need to sign a hazardous waste consignment note when the waste is
removed from your premises. Any POPs present in the waste must be listed on the waste description.

The items most likely to contain unacceptable levels of POPs are:
e cathode ray tube plastic, from old TVs and computer screens

o flat screen TVs and similar computer displays

¢ small household WEEE such as hairdryers.

These regulations are designed to ensure that after the EU Exits transition period ends, the public
procurement of vehicles in the UK continues to be regulated in a manner that is at least as ambitious as
current arrangements.
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Waste (Circular Economy) Regulations 2020

NHS Wales Decarbonisation Strategic Delivery
Plan 2021-2030

The Landfill Disposals Tax (Tax Rates) (Wales)
(Amendment) Regulations 2021

Work and Families Act 2006

Employment Rights Act 1996

Fixed Term Employees (Prevention of Less
Favourable Treatment) Regulations 2002

The Cabinet Office Statement of Practice ‘Staff
Transfers in the Public Sector’ (Revised 2007)

The Transfer of Undertakings (Protection of
Employment) (TUPE) Regulations (2006)

Part-Time Workers (Prevention of Less
Favourable treatment) Regulations 2000

The Maternity and Parental Leave Regulations
1998

The Maternity and Parental Leave
(Amendment) Regulations 2001

The Maternity and Parental Leave etc and the
Paternity and Adoption Leave
(Amendments)2006

The Equal Pay Act 1970

Race Relations Act 1976 amended 2000

Sex Discrimination Act 1975 (amended as part
of Gender Duty within the Equality Act 2006)

Employment Equality (Sexual Orientation)
Regulations 2003

Employment Act 2002

Carers Equal Opportunities Act 2004

Work and Families Act 2006

Trade Union and Labour Relations Act 1992

Employment Relations Act 1999 and 2004

2020

2021

2021

2006

1996

2002

2007

2006

2000

1998

2001
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1970

2000

1975

2003
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1992

2004

Measures are to be taken to prevent waste generation and to monitor and assess the implementation of
those measures. These measures must be included in waste prevention programmes. Requirements for
separate collection of waste are amended to provide detail on the circumstances under which separate
collection of waste isn’t necessary to ensure that waste undergoes preparing for reuse, recycling, or
recovery. Amendments will ensure that waste collected separately for preparing for re-use or recycling is
not incinerated or landfilled, except for waste resulting from subsequent treatment operations of the
separately collected waste for which incineration or landfilling delivers the best environmental outcome
in accordance with the waste hierarchy.

In 2019 Welsh Government declared a Climate Emergency for Wales to highlight the need for more action
to meet the climate change challenge. As part of this, Welsh Government have re-enforced the ambition
for the Public Sector in Wales to be carbon neutral by 2030.

In response to this NHS Wales has developed a Decarbonisation Strategic Delivery Plan, which has clear
targets to reduce emissions from NHS Wales. There are targets for the following activity streams; Building
Energy (new and old buildings); Procurement; Travel; Land use and Healthcare provision.

The Strategic Delivery Plan is a framework that sets out the actions NHS organisations should look to take
to reduce their carbon footprint. Whilst there are elements in the Strategic Delivery Plan that it is strongly
advised are followed there is a significant degree of flexibility. The Plan also identifies that each NHS
organisation must develop their own Decarbonisation Strategic Delivery plan.

These Regulations, which come into force on 01 April 2022, prescribe the standard rate, lower
rateand unauthorised disposals rate for landfill disposals tax chargeable on taxable disposals (within the
meaning of Part 2 of the Landfill Disposals Tax (Wales) Act 2017) made on or after 1 April 2022. The new
rates are as follows:

The standard rate is £98.60 per tonne;

The lower rate is £3.15 per tonne; and

The unauthorised disposals rate is £147.90 per tonne.

Taxable disposals made on or after 1 April 2021 but before 1 April 2022 will remain subject to rates set
by the Landfill Disposals Tax (Tax Rates) (Wales) (Amendment) (No. 2) Regulations 2020 as a
result of the amendment made by regulation 4 of these Regulations.
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Human Rights Act 1998

Employment Equality (Religion, Belief and Non-
Belief) Regulations 2003

Racial and Religious Hatred Act 2006

Civil Partnership Act 2004

Rehabilitation of Offenders Act 1974

The Education (Work Experience Act)

The Health and Safety (Training for
Employment) Regulations

Working Time Regulations (as amended)

Smoke Free Premises (Wales) Regulations 2007

Legionnaires Disease - The Control of Legionella
Bacteria in Water Systems (L8)

1SO45001 Occupational Health and Safety
Management 2015

Socio-economic Duty

Well-being of Future Generations (Wales) Act

2015

Health and Social Care Caldicott principles

NHS Act 2006 - Section 251

Control of Patient Information Regulations
2002

Health and Social Care Act 2012

Freedom of Information Act 2000

1998
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1996
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Prohibit smoking in enclosed public places, work places and work vehicles. Failing to display No Smoking
signs is also an offence.

The smoking ban applies to anything that can be smoked. This would therefore include cigarettes, pipes
(including shisha and hookah pipes), cigars and herbal cigarettes.

The premises covered by the ban are essentially anywhere with a roof and which are enclosed by more
than 50% walls — so that could include covered walkways in shopping malls etc. as well as shops, pubs
and workplaces etc. The ban also covers work vehicles, including taxis.

There is no legal requirement to provide smoking shelters, but if they are provided:

* The space covered by the roof of the shelter must only be enclosed by 50% or less of wall area.

¢ Planning consent will be required for any form of permanent smoking shelter, and approval from the
Licensing team may also be required for any licensed premises.

Requires employers to manage the risks of legionella within the building water systems through a
programme of identification, management, training and control.

1SO 45001 is the new international standard for occupational health and safety management replacing
the OHSAS 18001 standard. The standard reduces workplace risks to improve employee safety.

WG have recommended that organisations:

oRlentify the strategic decisions that are taken

o®vho was involved in the process

oBEnsure those involved understand the statutory requirement

oBteps are taken to integrate the duty into existing processes such as impact assessments, plans for
engagement and developing business cases

The Well-being of Future Generations Act requires public bodies in Wales to think about the long-term
impact of their decisions, to work better with people, communities and each other, and to prevent
persistent problems such as poverty, health inequalities and climate change.

Comply with the Health and Social Care Caldicott principles - both of these support a robust framework to
ensure the proper processing of patient identifiable information within the NHS and Social Care

NWIS also adheres to other legislative requirements set within section 251 of the NHS Act 2006. The 2006
Act sets down provision for the use of patient identifiable information via the Health Research Authority .
Several National Databases held by NWIS on behalf of NHS Wales are scrutinised via the section 251
process.

NHS Wales Ministerial sponsored Committee’s also assure the use of patient information derived from
the National Databases. The Welsh Information Governance Board (WIGB) have the responsibility for
discharging specific responsibilities of the Health Minister and the Chief Information Officer (CIO) for
Wales, in respect of justified and proper use of information contained within the National Databases held
by NWIS.

Regulation 4 requires that anything done by a person that is necessary for the purpose of processing
confidential patient information in accordance with the Regulations is taken to be lawfully done, despite
any obligation of confidence owed by that person in respect of it

The provisions in the Act are designed to meet these challenges, by making the NHS more responsive,
efficient and accountable. They draw on the evidence and experience of 20 years of NHS reform. Aspects
of this Act apply only to England however Wales are still tied to certain provisions within it

The Freedom of Information Act 2000 provides public access to information held by the NHS and other
Public Authorities.

It does this is two ways:

The NHS are obliged to publish certain information about their activities; and members of the public are
entitled to request information from the NHS
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DHCW are not currently under the Act - This is in
the process of being consulted on.

However there is no longer any WG Policy on the
adoption of Caldicott - Wales is currently out of
current law changes made by the National Data
Guardian

Corporate Action remains as part of the Data
Promise actions and a review of what $251 means
for in the context of devolved responsibilities of
Welsh Ministers to overide the Common Law Duty
of Confidentiality (as currently resides with the
Sec State for Health in England)

Corporate Action remains as part of the Data
Promise actions and a review of what S251 means
for in the context of devolved responsibilities of
Welsh Ministers to overide the Common Law Duty
of Confidentiality (as currently resides with the
Sec State for Health in England)

Most of this is set within the context that allows
DHCW to "require" NHSD/E to process Welsh
Resident Information on their behalf via a Section
255 request

Compliance on response performance is reported
accross mutiple DHCW reporting streams
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Computer Misuse Act 1990

Health Records Act 1990

Welsh Ministers (Transfer of Functions) Order
2018

BS 10008 Evidential Weight and Legal
Admissibility of Electronic Information

Data Protection Act 2018

UK General Data Protection Regulations 2018

The Wales Act 2017

Doing Well, Doing Better: Standards for Health
Services in Wales (2010)

The Fundamentals of Care Standards (2003)

The Social Services and Wellbeing Act (2016)

Blood Safety and Quality Regulations SI
50/2005 (as amended)

The Medical Devices Directive 93/42/EEC

The Medical Devices Regulation (2013/473/EU)

The Human Tissue Act 2004

The Health and Safety (Sharp Instruments in
Healthcare) Regulations (2013)

Health and Social Care (Quaity and
Engagement) (Wales) Bill

Public Services Ombudsman (Wales) Act 2019

Facilities Management Standard
FMS 001: Facilities Management and Services
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The Computer Misuse Act 1990 is an act of the UK Parliament passed in 1990. The Act is designed to
frame legislation and controls over computer crime and internet fraud. The legislation was created to
criminalise unauthorised access to computer systems and deter criminals from using a computer in the
commissioning of a criminal offence or seek to hinder or impair access to data stored on a computer

The access to Health Records Act, which previously provided a right of access to non-computerised health
records, has largely been repealed. One part of the Act is still in force and this gives rights of access to
someone who may be entitled to bring a claim for negligence resulting from a persons death to see the
relevant parts of that persons health records

The draft order transfers the remaining Minister of the Crown functions in devolved areas to Welsh
Ministers. Many of those functions are pre-commencement functions, which Ministers of the Crown
exercised before the National Assembly gained full law-making powers following the 2011 referendum.
The Order covers functions relating to Healthcare Services

BS 10008 is the British Standard that outlines best practice for the implementation and operation of
electronic information management systems, including the storage and transfer of information

The DPA 2018 sets out the framework for data protection law in the UK. It updates and replaces the Data
Protection Act 1998, and came into effect on 25 May 2018. It was amended on 01 January 2021 by
regulations under the European Union (Withdrawal) Act 2018, to reflect the UK’s status outside the EU

The UK GDPR is the UK General Data Protection Regulation. It is a UK law which came into effect on 01
January 2021. It sets out the key principles, rights and obligations for most processing of personal data in
the UK, except for law enforcement and intelligence agencies

Implements those elements of the St David's Day agreement which required legislative changes to create
a clearer and stronger settlement in Wales.

These standards come into force from 1 April 2010 and replace the ‘Healthcare Standards for Wales
(2005)'. They address the provision in Section 47 of the Health and Social Care (Community Health and
Standards) Act 20032 for Welsh Ministers to prepare and publish statements of standards.

Fundamentals of Care is a Welsh Assembly Government initiative included in the Plan for Wales as part of
“Improving Health and Care Services

Came into force on the 5th April 2016

The bill is to ensure that:

*NHS bodies and ministers think about the quality of health services when making decisions
*NHS bodies are open and honest with patients and service users

*Create a citizen voice body to enable people to provide feedback on health and social services
*Enable the appointment of vice chairs for NHS trusts

The Bill makes specific provision to allow the Ombudsman to investigate private medical treatment,
including nursing care, when treatment was received as part of a public/private health pathway. The Bill
does not make provision for the Ombudsman to investigate private health services in isolation, however.

This standard is part of a suite of operational standards that set expectations for management within
government. It should be read in conjunction with the government functional standard for property,
GovS 004. Standards may include both mandatory and advisory elements.

The standard includes a maturirty tool assessment, which has been conducted to identify areas for
improvement.
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Linked to compliance with the Data Protection Act
2018 and the UK General Data Protection
27/09/2022 Regulations (GDPR)

Also sits with the national forum (Chaired by
DHCW) of the HEalth Records Managers Advisory
27/09/2022 Group (HRMAG)

Insofar as the provisions of part movement of the
27/09/2022 reponsibility for S251 to sit with Welsh Ministers

Audited by British Standards representatives as
part of the DHCW overall Standards compliance
27/09/2022 function

27/09/2022

27/09/2022
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The EU Security of Networks & Information Systems (NIS) Directive aims to raise levels of cyber security
and resilience of key systems across the EU. Its implementation in the UK is led by DCMS, and it was
transposed into UK law in May 2018 via the NIS regulations. The NCSC has supported the introduction of
the NIS regulations in a number of different ways, including via making available some resources for
organisations affected by the regulations.

ISO/IEC 27001 is widely known, providing requirements for an information security management system
(ISMS), though there are more than a dozen standards in the ISO/IEC 27000 family. Using them enables
organizations of any kind to manage the security of assets such as financial information, intellectual
property, employee details or information entrusted by third parties.

The Digital Economy Act regulates the use of digital media in the UK. It deals with issues such as online
copyright infringement and the obligations that internet service providers (ISPs) have to tackle online
copyright infringement.

Section 11 of the Data Protection Act allows individuals to control the direct marketing information they
receive from organisations. The Privacy and Electronic Communications Regulations specifically regulate
the use of electronic communications (email, SMS text, cold calls) as a form of marketing and allow
individuals to prevent further contact.

RIPA regulates the powers of public bodies to carry out surveillance and investigation and also deals with
the interception of communications. In certain circumstances as contained in the Information
Commissioner’s code of practice on staff data the organisation may, in a proportionate manner, view
personal e-mails as legislation or the Company’s disciplinary procedures permit. In such circumstances,
the Regulation of Investigatory Powers Act (2000) and the Lawful Business Practices Regulations (2000)
confirms that the organisation’s responsibilities may prevail over a member of staff’s individual rights to
confidentiality of correspondence.

The Computer Misuse Act 1990 is an act of the UK Parliament passed in 1990. The Act is designed to
frame legislation and controls over computer crime and internet fraud. The legislation was created to
criminalise unauthorised access to computer systems and deter criminals from using a computer in the
commissioning of a criminal offence or seek to hinder or impair access to data stored on a computer.
The Computer Misuse Act was introduced partly in reaction to a specific legal case (R v Gold and
Schifreen) and was intended to deter criminals from using a computer to assist in the commission of a
criminal offence or from impairing or hindering access to data stored in a computer. The Act contains
three criminal offences for computer misuse:

- Unauthorised access to computer material;

- Unauthorised access with intent to commit or facilitate commission of further offences;

- Unauthorised modification of computer material.

The Crown Prosecution Service offer further guidance in relation to the Computer Misuse Act.

Members of staff may at times be required to sign an Official Secrets Act provision where their work
relates to security, defence or international relations. Unauthorised disclosures are likely to result in
criminal prosecution.

Section 8 of the Act makes it a criminal offence for a government contractor to retain information beyond
their official need for it and obligates them to properly protect secret information from accidental
disclosure.

The Copyright, Designs and Patents Act (CDPA) defines and regulates copyright law in the UK. CDPA
categorises the different types of works that are protected by copyright,

Y

Cyber Resilience Unit

UK Government

UK Government

UK Government

UK Government

UK Government

UK Government

UK Government
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Substantial Assurance

Action plans in place and nonconformities or
opportunities for improvement are tracked

21/09/2022 internally.

Action plans in place and nonconformities or
opportunities for improvement are tracked

21/09/2022 internally.
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Executive Director of
Operations

Executive Director of Finance

Executive Director of Finance
Director of People and OD

Director of People and OD

Executive Director of
Operations
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Assistant Director
of Cyber Security

Head of Quality
and Regulatory
Head of Service
Management

Head of Workforce
and OD

Head of Workforce
and OD

Head of Service
Desk

Security

Quality
Service
Management

WFOD

WFOD

Client Services

Malicious Communications Act

1S09001:2015 Quality Management

1S020000:2018 IT Service Management

BS 76000:2015 Human Resource - Valuing
People Management System

BS76005:2017 Valuing people through diversity
and inclusion

Service Desk Institude Certification

1988

2015

2018

2015

2017

2020

Y UK Government

The Malicious Communications Act makes it illegal to “send or deliver letters or other articles for the
purposes of causing stress or anxiety”. This also applies to electronic communications such as emails and
messages via social networking websites.

Designed to help organisations ensure that they meet the needs of customers and other stakeholders

while meeting statutory and regulatory requirements related to a product or service. 1ISO 9000 deals with

the fundamentals of quality management systems, including the seven quality management principles Y UK Government
upon which the family of standards is based. ISO 9001 deals with the requirements that organizations

wishing to meet the standard must fulfil.

SDI’s Service Desk Certification (SDC) programme is the only industry, standard based accreditation
programme designed specifically to certify service desk quality. The Global Best Practice Standard for
Service Desk provides a set of clear and measurable benchmarks for IT service operations; some of which
may not be found within other frameworks and standards such as ITIL or ISO/IEC 20000.

To achieve Certification, the maturity level of your service and support operation is audited against the
Best Practice Standard. SDI’s experienced auditors will assess your compliance with the Standard and
verify the level your service is operating at to award a reactive, proactive, customer-led or business-led
status. Service Desk Institude

External & Internal ISO
Audit

Directorate Meetings

IMS Assurance
Group

Q&R Group

External Audit

21/09/2022

07/12/2021

Review of current status of QIAL actions relating

to 1SO 9001 conducted.

368/39%4



1/6

lechyd a Gofal

,\I,l ru | Digidol Cymru

Digital Health
and Care Wales

DIGITAL HEALTH AND CARE WALES
DECARBONISATION, ESTATES AND
COMPLIANCE REPORT

Agenda 5.10
[tem

Name of Meeting

Audit and Assurance Committee

Date of Meeting

18 October 2022

Public or Private

Public

IF PRIVATE: please
indicate reason

N/A

Executive Sponsor

Claire Osmundsen-Little, Executive Director of
Finance

Prepared By

Julie Ash, Head of Corporate Services

Presented By

Julie Ash, Head of Corporate Services

Purpose of the Report
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STRATEGIC OBJECTIVE All Objectives apply

CORPORATE RISK (ref if appropriate)

WELL-BEING OF FUTURE GENERATIONS ACT

A Globally Responsible Wales

If more than one standard applies, please list below:

DHCW QUALITY STANDARDS

ISO 14001

If more than one standard applies, please list below:

HEALTH CARE STANDARD

Governance, leadership and acccountability

If more than one standard applies, please list below:

EQUALITY IMPACT ASSESSMENT STATEMENT ‘Date of submission:

Choose an item.

‘Outcome:

Statement: Not applicable

Workforce EQIA page

IMPACT ASSESSMENT

QUALITY AND SAFETY
IMPLICATIONS/IMPACT

Yes, please see detail below

The report provides details of health and safety incidents and
compliance

LEGAL

Yes, please see detail below

IMPLICATIONS/IMPACT

The report demonstrates our progress toward compliance
with Welsh Government targets published in their Delivery
Plan issued via a Welsh Health Circular and also covers activity
required to be undertaken under health & safety and other
legislation.

FINANCIAL
IMPLICATION/IMPACT

No, there are no specific financial implication related to the
activity outlined in this report

WORKFORCE IMPLICATION/IMPACT

Yes, please see detail below

Page 2 of 6 Author: Julie Ash
Approver: Claire Osmundsen-Litlle
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https://informatics.wales.nhs.uk/EngD/WrkOrgDev/WForce/EQIA/Forms/AllItems.aspx
https://nhswales365.sharepoint.com/sites/DHC_PST/SitePages/Business-Plans-and-Strategies.aspx
https://gov.wales/sites/default/files/publications/2019-08/well-being-of-future-generations-wales-act-2015-the-essentials.pdf
https://nhswales365.sharepoint.com/sites/DHC_Quality/
http://www.wales.nhs.uk/sitesplus/documents/1064/24729_Health%20Standards%20Framework_2015_E1.pdf
https://phw.nhs.wales/services-and-teams/equality-impact-assessment-in-wales-practice-hub/equality-impact-assessment/
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The report details activity necessary to maintain a safe
working environment for staff.

SOCIO ECONOMIC Yes, please detail below

IMPLICATION/IMPACT

Social impacts on health are embedded in the broader
environment and shaped by complex relationships between
economic systems and social structures.

RESEARCH AND INNOVATION No, there is no specific research and innovation implications
IMPLICATION/IMPACT relating to the activity outlined within this report

Acronyms

DHCW | Digital Health and Care Wales NWSSP | NHS Wales Shared Services

Partnership

SHE Safety, Health & Environmental MTCO2e | Metric tons of carbon dioxide
equivalent
2 SITUATION/BACKGROUND
2.1 This report includes information relating to the Estate, including progress made against the
DHCW Decarbonisation Strategic Delivery Plan, ISO 14001 certification, compliance statistics
and health and safety statistics.
2.2 The latest Estates and Compliance Monthly Report is attached as Appendix A for the

2.3

2.4

2.5

Committee’s attention. The report covers compliance progress to the month of September
2022.

NHS Organisations are required to submit a narrative qualitative update twice a year, the first
submission being due in September 2022 (covering the period April to August 2022) and the
next in April 2023 (covering the period September 2022 to March 2023).

Digital Health & Care Wales form part of the Welsh Government Community of Experts on
Climate Change and attend regular meetings of this forum. We are due to present an overview
of our Decarbonisation Strategic Action Plan at a future meeting.

Digital Health & Care Wales (DHCW) has a number of Groups in place which manage activities
covered within this report:
Decarbonisation Working Group
Environmental Awareness Group
Safety, Health and Environmental (SHE) Group
Water Safety Group

Page 3 of 6 Author: Julie Ash
Approver: Claire Osmundsen-Litlle
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SPECIFIC MATTERS FOR CONSIDERATION BY THIS MEETING (ASSESSMENT)

DHCW Decarbonisation Strategic Delivery Plan

The following successes have been highlighted in our return which also includes detailed
reporting against our targets contained in our plan.

The Community of Experts on Climate Change Group and the Decarbonisation Action Plan Peer
review have been vital in allowing DHCW to work collaboratively, both gaining and sharing
knowledge with other organisations. DHCW have now joined the Transport and Procurement
Workstream Group, which is made up of a number of NHS organisations including NWSSP. The
intention is to work collaboratively with other organisations (particularly NWSSP) in the
development of a strategy for low-carbon ICT procurement.

In terms of communication with staff, we run Environmental Awareness Campaign
communications, which are produced on a monthly basis, and these, together with our
Environmental Awareness intranet page, have been instrumental in communicating the climate
emergency to DHCW employees.

DHCW successfully trialed an additional two Electric Fleet Vehicles, this now brings the number
of EV within our Fleet to three. We have increased the number of EV Charging Points (EVCPs)
with the installation of four additional EVCPs at our Ty Glan-yr-Afon office.

A Decarbonisation Cloud Emissions Impact Dashboard is being developed, which will enable
DHCW to measure emissions related to cloud computing.

Hybrid working practices have allowed 96% of our workforce to work remotely from home,
which has contributed to a reduction in our building and commuting emissions.

Environmental Management System

DHCW (via its predecessor organisation, the NHS Wales Informatics Service) has held 1ISO 14001
Environmental Management System certification since 2014.

ISO 14001 isan internationally agreed standard that sets out the requirements for an
environmental management system. It helps organizations improve their environmental
performance through more efficient use of resources and reduction of waste, gaining a
competitive advantage and the trust of stakeholders:

7%
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Estates Compliance

Overall Compliance of plant systems and equipment is it 97%, against our target of 90%.

This means that as of the end of September 2022 we have 241 services complete, 7 with a due
date passed and 12 that require testing within one month, to prevent them from going out of
date. The graph below shows performance throughout the year:

MONTHLY COMPLIANCE TREND

—ea—Compliant

This line denotes the

O minimum % compliance

reauirement of 90%
equirement of 90% 939

This Month  Last Month

A 97% 95%
JAN FEB MAR APR MAY JUN JuL AUG SEP

Health & Safety

There has been one health & safety incident reported to date this financial year which has
been fully investigated and is now closed.

We have received, reviewed and acted upon 42 Welsh Government Alerts to date this year.

KEY RISKS/MATTERS FOR ESCALATION TO BOARD/COMMITTEE

The DHCW Decarbonisation Strategic Delivery Plan was approved at the March 2022 Board and
submitted with the Integrated Medium Term Plan to Welsh Government on 315t March 2022.
DHCW took part in a Welsh Government led Peer Review of all NHS Wales Decarbonisation
Action Plans in July 2022.

We have submitted both our Quantitative (emissions) and Qualitative Decarbonisation Returns
to Welsh Government on the agreed submission dates.

We have received an advisory report from NWSSP Internal Audit on our management of
Decarbonisation which contains helpful recommendations.

Page 5 of 6 Author: Julie Ash
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4.4 Since the last Audit and Assurance Committee, an Exceptional Cost Pressures Group has been
established which will identify opportunities for reductions in energy consumption which are in
line with our decarbonisation ambitions. Following the conclusions from the first meeting of
this Group, together with our new working arrangements, we will prioritise optimising savings

in our heated workspaces during Quarter 3 2022/23.

5 RECOMMENDATION

The Committee is being asked to:

NOTE the DHCW Decarbonisation, Estates and Compliance Report

6 APPROVAL/SCRUTINY ROUTE

Person / Committee / Group who have received or considered this paper prior to this meeting

PERSON, COMMITTEE OR GROUP DATE

OUTCOME

Page 6 of 6
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Executive Summary

Estates Compliance
At the end of September 2022 our overall compliance of plant systems and equipmentis 97%. This has increased by 2% since last month.

Our compliance has been largely maintained by conducting a large number of testing across all premises and effectively liaising with our landlords to
locate documentation. We plan to continue to focus at each site on prioritising the undertaking of out of date services to help to furtherimprove
overall compliance.

Planned preventative maintenance is currently at 99%. Actions resulting from water/fire risk assessments and asbestos surveys are being managed.
We are looking at our long term estates strategy and are working with agility during this period following Covid-19 to develop new ways of working.
Environment

Our Environment annual trend is positive, we are working to our decarbonisation plan road map, to further enhance our controlsin this area. We

continue to measure water, energy usage and waste disposal in order to reduce CO2 levels. We plan to review the structure and frequency of
environment reporting.

| NHS Digital Health and Care Wales 3
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Compliance

Regulations 4 Guidelines

This report details the statutory and mandatory compliance

performance of systems and equipment within Digital Health
and Care Wales (DHCW) premises, to confirm that they meet
with legal requirements, and to safeguard DHCW employees.

Throughout this report compliance is measured by site, type

of system or equipment and based on DHCW or Landlord
responsibility.

| NHS Digital Health and Care Wales

ESTATES COMPLIANCE REPORT

KEY

Green

Systems and equipment that are fully compliant

Yellow

Systems and equipment that are due to be

serviced in one month or less

Red

Systems and equipment that are no longer

compliant

Arrows denote:-
A Percentage is higher than previous month
W Percentage is lower than previous month
{ Percentage is the same as the previous month
All percentages include . and totals added together.

PAGE
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300

250 241
200
150
100
50
12 7
0 I
Serviced Service Due Out of Date
m Serviced Service Due B Out of Date

Overall Compliance of plant systems and equipment is at 97%, against
our target of 90%.

This means that as of the end of September 2022 we have 241 services

complete, 7 out of date and 12 that require testing within one month, to
prevent them from going out of date.

| NHS Digital Health and Care Wales

ESTATES COMPLIANCE REPORT

OVERALL
COMPLIANCE

Number of System & Equipment that Require Testing.

Last Month

A 97% 95%

PAGE

6
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COMPLIANCE RESPONSIBILITY

Landlord Compliance Responsibility

DHCW Compliance Responsibility

)

3%

6%

( OouT OF DATE

) @

This Month Last Month

A 95% 92%

| NHS Digital Health and Care Wales

This Month Last Month

A 99% 98%

2 0 0 1 3 1 2

3 2 1 0

Media Point
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MONTHLY COMPLIANCE TREND

—eo—Compliant

jﬂi;ﬁ‘.——

-

This line denotes the

JAN FEB MAR

| NHS Digital Health and Care Wales

APR

MAY

JUN

JUL

AUG

SEP

QO minimum % compliance

requirement of 90%

This Month

A 97%

Last Month

95%

92%
94%
94%
93%
96%
95%
96%
95%
97%
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ESTATES COMPLIANCE REPORT

) Compliance due / awaiting
B compliance

KEY AREAS

B Non Compliance

Asbestos Compliance Percentage Legionella Compliance Percentage Fire Risk Assessment Compliance Percentage

Media Point
(DHCW)

A 100% A 89%

The graphs show the compliance percentage of Asbestos surveys, as well as Legionella (Water) and Fire risk
assessments. At Media Point we will request the Fire Risk Assessment renewal that has a month before expiry.

| NHS Digital Health and Care Wales PAGE 9
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99% 99%

Compliance Criteria

. Green — Action complete

Yellow — Action on target to be completed by agreed date
Orange — Action not on target for completion by agreed date

Red — No Action taken 6 months beyond agreed completion date

ESTATES COMPLIANCE REPORT

Compliance Action Plan
Overview

Overall
Compliance

80% Our compliance is currently at 100%, with 80% of actions
complete and 19% of actions on target. One low risk action has
passed its agreed completion date not no target for completion
1% by the agreed date. 166 actions have been completed and no
actions have gone 6 months beyond the agreed completion date.

19%

0%

Number of Actions across DHCW by Priority

Compliance Category
Fire
Water

Asbestos

| NHS Digital Health and Care Wales
10/20

Compliance Subcategory

Fire Risk Assessment

Legionella Risk
(and other water related)
Assessment

Asbestos Risk
Assessment

High Medium Low

PAGE 10
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PLANNED
PREVENTATIVE
MAINTENANCE
(PPM) OVERVIEW

Routine testing has been completed as planned at the
majority of sites and is currently at 99%.

Compliance Criteria
l Green — PPM above 90% compliant
Yellow — PPM 80% - 89% compliant

l Red — PPM 79% compliant and below

| NHS Digital Health and Care Wales
11/20

Ty Glan-Yr-Afon % Complete Bocam % Complete

Total Inspections 462 Total Inspections 224

Total Complete 462 Total Complete 222
Mambhilad % Complete Technium 2 % Complete

Total Inspections 135 Total Inspections 152

Total Complete 135 Total Complete 151
Media Point % Complete Castlebridge 2 % Complete

Total Inspections 20 Total Inspections 235

Total Complete 89 Total Complete 232

DHCW - 2021 % Complete _ Last Month
99% 99%

Total Inspections 1298

Total Complete 1291

11

385/394



12/20

| NHS Digital Health and Care Wales

Environmental Performance

At DHCW, we acknowledge the potential impact that
we may have on the environment due to the nature of
our business practices; therefore, we are fully
committed to reducing this impact across the scope of
our operations and the services that we deliver.

This report details how DHCW has performed against
our goals to reduce water consumption and energy
(gas and electricity) emissions, and increase the
amount of waste that we recycle as an organisation.

IT waste and other emission reporting categories
performance is also communicated.

12
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I so 1 400 1 P E RFO RMAN c E SHE Inspection Actions - Outstanding

The Environmental Legislation, Environmental Aspects Registers and KPI’s (objectives and targets) continue to be updated and Last Month 20
monitored regularly. The Environmental Awareness Group met on September 1st to discuss suggestions and gather feedback. )
This Month A D52

We are up to date with the EMS Internal Audit Schedule. There are 52 SHE related corrective actions that are in progress, as a

result of recent inspections, which primarily relate to compliance documentation and housekeeping. Environmental Awareness Campa'gn
Vi \"'} |

An EMS Internal Audit was carried out at the start of September. The audit assessed our readiness for the 1ISO14001 external ) . ) .
audit and provided guidance on performance. No opportunities for Improvement (OFls) or Minor/Major Non Conformities This month's campaign provided
(MinNCs/MajNCs) were identified. information for our employees relating to

Recycle Week.
ISO14001 external audit update — The 1SO 9001 and ISO 14001 combined surveillance 4 external audit started on 26t

September, and is due to continue on October 5t — 6™, there have not currently been any NC’s identified during the audit. . . .
Environmental Training

Embedded changes contributing to carbon reduction:
* Daily air conditioning management is in place at TGA;
* Biodiversity improvements on the 2" floor of TGA have been implemented;

One member of the Corporate Services team
successfully completed a Carbon Literacy

e Staff continue to work from home, where suitable; Project training course, which was delivered
* Digital solutions continue to be used, where possible to reduce paper usage; by SOS-UK in conjunction with The Open
* The EMS Team continue to undertake relevant training and attend online webinars to further knowledge in this area. University.
QIAL Actions QIAL Queries and Environmental, Waste and Training will also be provided by BSI for
in progress Actions Closed Complaints Energy Training Road to Net-Zero Training.
1 13 0 87%
I NHS Digital Health and Care Wales PAGE 13
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ESTATES COMPLIANCE REPORT

ELECTRICITY FIGURES
2022/23 - QTR 1

120.00

100.00 95.79

80.00
70.12

58.66 59.06
60.00

Total Electricity Accumulative CO2 Emissions per m2

Tonnes CO2e

000 The graph shows DHCW'’s accumulative CO2 emissions, from electricity

usage during QTR 1 2022/23, as well as a comparison to previous years.
20.00
From the data we can see a:
2019 - 2020 2020 - 2021 2021 - 2022 2022 - 2023 * 19% reduction in 2022/23 compared to 2021/22

Electricity emissions target: 3% reduction * 27% reduction in 2022/23 compared to our baseline year (2019/20)

0.00

The reductions listed above can be attributed to higher rates of staff
Working from Home across the organisation together with the use of
renewable electricty.

I NHS Digital Health and Care Wales PAGE 14
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We have had two F-Gas
leaks at our sites.

14.00 13.68
12.00 11.72
10.00
(o}
€ 800
[}
N
Q
o
6.00
4.00
1.95
2.00 .
0.00
2019 - 2020 2020 - 2021 2021 - 2022

Gas emissions target: 3% reduction

I NHS Digital Health and Care Wales
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9.51

2022 - 2023

ESTATES COMPLIANCE REPORT

GAS FIGURES
2022/23 - QTR 1

Total Gas Accumulative CO2 Emissions per m2

The graph shows DHCW’s accumulative CO2 emissions, from gas
usage during QTR 1 2022/23, as well as a comparison to previous years.

From the data we can see a:
» 388% increasein 2022/23 compared to 2021/22
* 19% reduction in 2022/23 compared to our baseline year (2019/20)

At Ty Glan-yr-Afon we experienced a slow gradual gas leak, which had
effected our gas emissions. This has now been resolved and emission
data has been corrected accordingly.

PAGE 15
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ESTATES COMPLIANCE REPORT

WATER FIGURES
2022/23 - QTR 1

1000.00

1400.00

800.00
660.89 Total Water Accumulative Consumption

600.00
437,95 . I The graph shows DHCW’s accumulative water consumption (m3)

400.00 during QTR 1 2022/23, as well as a comparison to previous years.
200.00 I
0.00

2019 - 2020 2020- 2021 2021 - 2022 2022 - 2023

From the data we can see a:
* 68% increasein 2022/23 compared to 2021/22
* 45% reduction in 2022/23 compared to our baseline year (2019/20)

Water consumptiontarget: reduce consumption by at least 4% year on year

The increase for 22/23 can be attributed to a water meter problem
experienced at one of our sites. However this is still greatly reduced
compared to the baseline year, which can be attributed to higher rates
of staff Working from Home across the organisation.

I NHS Digital Health and Care Wales PAGE 16
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ESTATES COMPLIANCE REPORT

10.00
9.00
WASTE FIGURES
8.00
g
~ 7.00
2 2022/23 - QTR 1
é 6.00
e
S| s.00 . .
3 The graph shows the accumulative recyclable waste weight
o 40 compared landfill waste weight during QTR 1 2022/23.
<
2/ 3.00
00 From the data we can see that 99% of DHCW'’s waste has been
recycled, repurposed or reused.
1.00 1% y ’ p p
0.08
0.00 T . .
General Waste Landfill Weight (Tonnes) All Recyclable Waste Weight (Tonnes) Waste operations across the estate are under control with 5 out of 6
sites sending zero waste to landfill.
Waste target: at least 68% of DHCW waste to be recycled
I NHS Digital Health and Care Wales PAGE 17
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Row Labels Sum of Total Number of Units Collected

User terminals and systems 1
UPS 13
TV's 4
Telephones 3
Tablet 17
Servers 66
Scanners/Laminator/Shredder 3
Printers - desktop 56
PC's 362
Networking gear, switches, hubs 62
Monitors (flatscreen) 252
Monitors (CRT) 1
Mobile phones 3
Mixed WEEE 2
Laptops 278
IT Parts 2
Fax 1
Docking Port 76
Boxes of cables, chargers, adapters 7
Grand Total 1209

| NHS Digital Health and Care Wales

IT WASTE FIGURES
2022/23

DHCW IT Waste Disposed

100% of WEEE waste has been recycled, repurposed or
reused, in 2022/23. The table (left) shows the total number
of IT equipment units (by type).

Total Units

1209

18
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ESTATES COMPLIANCE REPORT

SUSTAINABLE TRAVEL 22/23

FLEET VEHICLES VS. EV FLEET

Fleet Vehicles

EV Fleet
8103.1

12019-2020 2022-2023

EV Staff

33899.7
37247.5

STAFF EV USAGE

m2019-2020 2022-2023

21723.2

The above graph shows a comparison of Staff EV Charger usage in 22/23 compared
to 19/20. As you can see, the distance travelled in EV vehicles, has increased by
approximately 83% when compared to the baseline year.

Sustainable Transport Update

Two additional EV charging points have been
installed at TGA. This now brings the total number

The above graph shows a comparison of kilometres travelled by EV Fleet

Vehicles vs Internal Combustion Fleet Vehiclesin 2022/23 compared to
2019/20. As you can see, the distance travelled in internal combustion engine
vehicles has increased by approximately 9% when compared to the baseline

BUSINESS TRAVEL (KM)

year; however, over 8,000 km’s were travelled in electric fleet vehicles.

I NHS Digital Health and Care Wales

24309.25

Biz. Mileage

m2019-2020 2022-2023

The above graph shows a comparison of business travel in 22/23 compared to
19/20. As you can see, business travel has reduced by approximately 84% when
compared to the baseline year.

charging points available at TGA to 8.

Four sites have EV chargers available for staff to use.
DHCW currently has three EV fleet vehicles used by
Corporate Services and Client Services.

Facilities such as bicycle racks, showers and changing
rooms are available at several sites that enable staff
to make more sustainable commutes. In addition to
this, the availability of homeworking for all staff has

reduced the need for commuting.

PAGE 19
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CARBON FOOTPRINT 22/23

2.15

0.11
0.09

0.05
0.04
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20/20

Gross Emisisons (%)

=

= Electricity Indirect Emissions

= Electricity WTT Emissions

= Gas Direct Emissions

= Gas WTT Emissions

= Water Indirect Emissions (Supply)

= Water Indirect Emissions (Treatment)
= General Waste Landfill

= General Waste WtE

= Recyclable Waste

= WEEE Recycled

= Business Mileage Indirect Emisisons
= Business Mileage WTT Emisisons

= Fleet Vehicle Direct Emissions

= Fleet Vehicle WTT Emissions

Performance (22/23 .
Carbon Footprint

22/23:

QTR 1) vs Baseline
(19/20 QTR 1):

Gross -51% 83.659 MtCO2e

Net -50% 39.338 MtCO2e

Net Emissions (%)

A\

_\ l
011
009

019 —
0.44

Carbon Footprint Carbon Footprint

per person:

0.013 MtCO2e 0.095 MtCO2e

0.006 MtCO2e 0.044 MtCO2e

= Electricity Indirect Emissions

= Electricity WTT Emissions

= Gas Direct Emissions

“ Gas WTT Emissions

= Water Indirect Emissions (Supply)

= Water Indirect Emissions (Treatment)
= General Waste Landfill

= General Waste WtE

= Recyclable Waste

= WEEE Recycled

= Business Mileage Indirect Emisisons
= Business Mileage WTT Emisisons

= Fleet Vehicle Direct Emissions

= Fleet Vehicle WTT Emissions

*QOur Net emissions are calculated based on Gross emissions minus REGO supplied electricity.
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