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1 [bookmark: _Toc131502797]BACKGROUND

The purpose of this document is to give an overview of the Annual Plan 2023/24 for the Quality and Regulatory function in Digital Health and Care Wales (DHCW). The document defines the approach to Quality and Regulation, its achievements in 2022/23, the plan, objectives, and priorities for 2023/24 including the delivery plan. The plan covers the scheduled audit programme and governance arrangements and finally highlights areas of risk and opportunities for consideration.
2 [bookmark: _Toc131502798]DHCW APPROACH TO QUALITY ASSURANCE & REGULATORY COMPLIANCE

The importance of quality is increasing, DHCW will be required to comply with the Duties of Quality and Candour in the Health and Social Care (Quality and Engagement) (Wales) Act 2020, set out by the Welsh Government. This duty will apply to all health service functions, not just clinical functions and in future, NHS bodies will be required to publish annual reports that set out how they have complied with the new duties.  The new candour report will be generated by the clinical team, oversight of both duties is proposed to be under the remit of the Quality & Regulatory Group.

Every employee within DHCW is responsible for quality and we qualify this through the application of relevant Internationally recognised Quality Standards. DHCW’s The Quality Assurance and Regulatory Compliance Team aim, and objective is to be at the forefront of regulatory development and compliance, including changes to UK Medical Devices Regulations and keeping abreast of regulatory developments.

DHCW have a quality framework which is supported by the Integrated Management System (IMS). Quality and Regulatory are over seen by the Quality and Regulatory group which is supported by the Integrated Management Systems Group and Medical Devices Alerts Group. Alongside these have been several groups that govern processes including the Wales Informatics Assurance Group, Operational Service Board and Operational Services Group. The Audit and Assurance Committee provides assurance to the Board on the Quality and Regulatory plan and its deliverables. These groups all support DHCW requirements and have the added functionality of bringing a higher level of Quality and Regulatory support and visibility via the introduction of the Audit and Assurance Committee. 


2.1 Key Deliverables in 2022/23

There have been a number of achievements during 2022/23,  including:

iPassport
Successful implementation, development and roll-out of iPassport electronic Quality Management System. Initial on-boarding of teams/departments across the organisation onto the controlled document module.  

Quality Portal
The development of the quality portal has helped improve the visibility of quality within the organisation as it makes information easier to locate when conducting Internal and External Audits. The portal is the main focus point for all quality and regulatory activity.   

Risk-Based Internal Audit Programme
To comply with ISO Standards requirements, a risk-based internal audit programme has been developed and rolled out throughout the organisation. The programme collates data and information from various sources throughout the organisation to capture areas of risk and auditing them to check they are within compliance. During 2022/23, a total number of 105 planned audits have been identified across all standards.

To underpin the audits an internal auditor training program has been developed and delivered to key audit leads and volunteers across the organisation. In total 56 members of staff have attended and received the in-house training from the quality team, with further training sessions being arranged.

Reporting/Metrics
Formulation of the team and organisation metrics, reporting on various key work streams. Metrics have given an insight into areas of risk within the organisation to compliance with standards. 

Quality Improvement Action List (QIAL)
An in-depth review of the QIAL was conducted at the beginning of the year, this included reviewing and closing historic actions and escalating all actions that have passed their target date for future action to be taken. As a result, the amount of open actions decreased with the majority being within their target dates and the monthly target of 95% was achieved.   
 
2.2 DHCW Quality Strategy 

Our Quality and Regulatory activities are captured in our Mission 5 - to be the trusted strategic partner and a high quality, inclusive and ambitious organisation.        

Quality is central to all DHCW and is supported by adherence to:  

· Quality planning - Annual quality and regulatory plan and improvements and integrated across 
the Directorates and supported by the internal audit programme.

· Quality controls – Through the proactive development of an internal audit programme that the Quality Standards and Regulatory Group develop and manage, with all progress being reported to the Audit and Assurance Committee on a regular basis.

· Quality Improvements – The organisation has a strong culture of organisational learning and improvement.

2.3 [bookmark: _Toc131502799]  Defining Quality through Standards
As a digital organisation our key assets are our workforce skills and its capability. This accreditation demonstrates our commitment to people practices that are principled, relevant and developmental. BS76000 is a standard that requires clear understanding of the purpose of and vision for our business, thoughtful execution and a commitment to excellence via continuous learning and development. This standard is about our staff and developing the organization to be the best it can be, through reflection, recognition, appreciation and improvement of people practices.

Importantly for the organisation, DHCW holds the standards certification for ISO 20000 for all its critical IT Service Management Systems and ISO 27001 Information Security Management for all ICT operational services and cyber security. The service desk quality is underpinned by the work with the Service Desk Institute. All of our standards have been carefully chosen for their applicability to our requirements. The IMS is continually reviewed in accordance with the requirements of ISO 9001 and ISO 14001.

Our internal Quality Framework supports and maintains certification to the following International Standards:

· ISO 9001:2015 		Quality Management Systems
· ISO 14001:2015 		Environmental Management Systems
· ISO 20000-1:2018 		IT Service Management Systems
· ISO 27001:2013		Information Security Management Systems
· BS 76000:2017			Valuing People 
· BS 76005:2017			Valuing People Through Diversity and Inclusion
· BS 10008 			Evidential weight and legal admissibility
· Service Desk Institute

Regulatory focus will be on improving existing processes and developing new internal processes, systems and standards to enable compliance with medical devices and other future regulatory developments. 
[bookmark: _Toc131502800]2.4 	Duty of Quality 
It is a requirement for DHCW to adopt the principles around the Duty of Quality as outlined in the Health and Social Care (Quality and Engagement) (Wales) Act 2020, which was passed by the Senedd on 17th March 2020 and received Royal Assent in June 2020 and will be implemented on 1st April 2023.  As part of the compliance with this Act we now have presence on the workshops run by the Welsh Government and on the NHS Wales Duty of Quality Implementation Group, DHCW are developing process to meet the legislative requirements of this Act which includes submission of an annual quality report and consideration of an ‘Always On’ approach to Quality reporting.
The Duty of Quality intends to unlock the potential of NHS bodies to demonstrate that quality is at the heart of all they do.  It also applies to Welsh Ministers, in relation to their health-related  functions. 


The new duty requires NHS bodies to exercise their functions with a view to securing improvement in the quality of health services, and outcomes for their populations. Importantly, it applies equally to clinical and non-clinical services.  

The Quality and Safety Framework (2021) states that an organisation should function as a quality management system to ensure that care meets the six domains of quality: 

· Safe
· Effective
· Person-centered
· Timely
· Efficient
· Equitable

The Framework also introduces five additional core concepts (Quality Enablers), these are:
· Visionary and compassionate leadership
· Culture and valuing people
· Data to knowledge
· Learning, improvement and research
· Whole systems perspective

DHCW will continue to work on adapting and integrating these six domains and five Enablers into the current quality approach. This will be beneficial and productive in driving the organisation forward. 
[bookmark: _Toc131502801]3	THE OBJECTIVES FOR QUALITY AND REGULATORY WITHIN DHCW FOR 2023/24

The Quality and Regulatory statement of requirements for 2023/24 for key objectives, summary activities required to deliver these and estimated quarter of delivery:

	Objective
	Key activity to meet objective
	Deliverable
	Monitor/KPIs

	Compliance with the Health and Social Care Quality and Engagement Act (Wales) 2020 – Duty of Quality
	· Alignment of DHCW business to Duty of Quality requirements
· Development of initial ‘Always On’ Quality report
· Development of first DHCW Annual Duty of Quality Report
	Q1 23-24

Q1 23-24

Q4 23-24
	Executive review/Quality and Regulatory Group


	Quality Management Systems:
DHCW to be fully onboarded with the iPassport system and to review their compliance as part of the monthly Directorate meetings
Completion of the document module role out on iPassport. Develop procedures and implementation of, and training for Non-Compliance and Internal Audits Modules.
	· Activate SSO (Single Sign On) 
· Roll out On Boarding to all directorates in-line with the Implementation Strategy.
· On-going development of other Modules within iPassport (Including internal & external audit, non-compliance, standards, change control). 
· Design a structured On Boarding process and training package for Non-Compliance.
· Approval from WIAG for Non-Compliance and Internal Audit.
· Develop a process and procedure for System back-ups.
	Q1 23-24

Ongoing


Q3 23-24


Q1 23-24


Q1 23-24

Q1 23-24
	Quality and Regulatory Group

	Compliance and Audit:
Work with the Standard leads to support the Organisational needs for current standards and legislation. Review requirements for future use.

	· Review the function of the IMS group and Quality and Regulatory Group.
· Duty of Quality Annual report requirements
· Support the standard leads during External Audits.
· Develop iPassport process for management of Legislation Register, including Change Management process.
· Assess the Organisational needs for adoption for current and new standards.
	Q1 23-24

Q4 23-24

Ongoing

Q2 23-24


Q2 23-24

	Quality and Regulatory Group

	Improvements:
Increase the visibility of Quality Standards & Regulatory at a departmental level and integrate it across the Organisation by developing processes. Team members to source and attend quality training and learning course to development knowledge and skills


	· Insider articles to raise awareness of Quality within the Organisation
· 10 talks on (Quality, Medical Devices, iPassport, all improvements)
· Integrating Quality at a departmental level by working with leads to focus on Quality Management activities in their agenda's, including developing a proposal for Directorate Quality Business partner.
· Develop and deliver two Induction packages. One for new DHCW employees and the another aimed for new members to the Quality Team. 
· Source training and learning opportunities to enhance team knowledge and skills in various areas. Team development to include: 
· RCA Training
· DMAIC Training 
· PDCA Training
· Pareto
· Kaizen
· Develop quality learning and training materials in iPassport.
· Develop and maintain a capacity plan for the team.
· Develop and maintain an Organisation Site Master file, that all employees will be able to access and view.
· Implement a Director led, Quality supported GEMBA process across DHCW.
	Ongoing

Ongoing


Q1 23-24




Q1 23-24



Q1 23-24








Q2 23-24

Q1 23-24

Q1 23-24


Q1 23-24

	Quality and Regulatory Group

	Measurements and Analysis:
Continued / increased monitoring of Quality Activities and regulatory compliance with associated and defined post-effectiveness processes


	· Development of Quality related metrics and KPI’s from the whole organisation in line with the legislative requirements of the Quality & Engagement Act.
· Implementation of formal Continuous Quality Improvement tools to support the Duty of Quality Requirements.
· Developing methods within iPassport to monitor post-effectiveness around processes and process change.
· Introduction of Formal Root Cause Analysis methodology and associated training.
	Q2 23-24



Q2 23-24


   Q2 23-24


Q2 23-24


	Quality and Regulatory Group

	Medical Devices:
Project plan in place for implementing a process for supporting end to end product lifecycle and release. In-line with regulatory timelines. Including: Categorisation, Submission Release and UKCA marking to comply with UK Medical Devices Regulations.



	· Review of Services within Portfolio for MD considerations
· Design History File (DHF) Requirements/Contents Finalised.
· Design Processes Defined and Documented (to include User Requirement Specification (URS) Process, Design Planning Process, Design Input process, Design Output process, Design Review process, Design Verification process, Validation processes. 
· Product Technical File (PTF) requirements/Contents finalised. 
· Product release and registration processes defined and documented. 
· Embedded in New Services Portfolio CAB BAU (New Service Request Form – MDR field complete).
· ISO 13485 Gap analysis for application/service identified as SaMD
· Remedial Action Plan for Gaps identified. 
	Q1 23-24


Q1 23-24

Q1 23-24







Q2 23-24

Q2 23-24

Q2 23-24


Q1 23-24

Q3 23-24

	Medical Devices Alerts Group

	Medical Devices:
Oversee the Medical Device and Alerts Group -To monitor, facilitate and implement the requirements of the current UK Medical Devices Regulations (MDR) and any future updates. Formulate training and awareness to support the new MDR.
	· Produce regular presentation updates on MDR requirements to appropriate areas.
· Create and define any training requirements to support MDR implementation (e.g., Auditor Training and Training Modules to support individuals involved in MDR related activity). 
· Review ToR for the Medical Devices Alert Group. 
	Ongoing


Q2 23-24





Q2 23-24

	Medical Devices Alert Group



[bookmark: _Toc131502802]3.1	External and Internal Audit Requirements

Compliance with the quality standard will be audited during the year on scheduled external audit dates, these are led and supported by a representative for the standard.  The external audit includes those standards that DHCW is working towards as well as the recertifications. A summary of the external audit programme for the forthcoming year is scheduled below:
[bookmark: _Toc131502803]3.2	 External Audit Schedule to Support Standards 

	DHCW
	Summary of Clauses Covered
	Schedule Dates

	Quality 
(ISO9001)
	Context of the Organisation : Leadership : Planning : Support : Operation : Performance Evaluation : Continual Improvement
	Re-certification Audit January 23, further dates TBC


	Service Management
(ISO20000)
	SM Policy and Plan : Document Management and Control : Resource Management : Service Improvement (PDCA) : Service Transition : Service Reporting and Service Level Management : Capacity Management : Information Security Management : Service Continuity : Availability : Incident Management : Service Request Management : Problem Management : Configuration Management : Change Management : Release & Deployment Management : Budgeting & Accounting Management : Relationship Management : Supplier Management
	TBD


	Information Security
(ISO27001)
	ISMS Policy and Plan : Organisation of Information Security : Human resource security : Asset Management : Access Control : Cryptography : Physical and environmental security : Operations Security : Communications Security : System acquisition, development and maintenance : Supplier relationships : Information security incident management : Information security aspects of business continuity management : Compliance
	May 23
(Certificate renewal)

	Valuing People, Diversity & Inclusion
(BS76000 / 76005)
	Context of the Organisation : Leadership : Planning : Support : Support mechanisms : Staying in/continuing the relationship : Getting in/starting the relationship : Operation : Performance Evaluation : Improvement
	TBD 

	Environmental Management
(ISO14001)
	Environmental Strategy : IMS Policy (Inc Environmental Statement) : Environmental Management SOP : Environmental Aspects Register : Legislation Register : Environmental Objectives and Targets : Training : Awareness (Control of Contractors) : Communication : Monitoring and Measuring : Documented Information : Emergency Preparedness and Response : Internal Audit (SHE Inspections) : Management Review : Non-Conformity and Corrective Action (SHE Action Plans)
	Re-certification Audit January 23, further dates TBC


	Software Development
(DHCW standards)
	Requirements gathering, analysis and specifications : Planning, estimation and work item tracking : Source control : Software design and maintainability : Coding standards : Code reuse : Observing the 'Definition of Done' : Deployment : Governance of Technologies
	TBD


	Service Desk
Institute Certificate
	Leadership : Policy and Strategy : People Management : Resources : Processes and Procedures : Managing Employee Satisfaction : Managing the Customer Experience : Management Information and Performance Results : Social Responsibility
	TBD

	GAMP 5 v2
	 DHCW follow a risk-based approach to Computerised System Validation based on Good Automated Manufacturing Practice (GAMP5 v2) guidelines; this approach allows activities to be scaled according to the scope, complexity, and categorisation of the system, to meet the expectations of the end user and governing regulatory bodies.
Validation is key to ensuring that the systems we supply and/or host are fit for their intended purpose throughout the life cycle of the system. The Validation Team support Projects and Operational Services to adopt a life-cycle approach to Validation from the initial concept phase through to retirement of the system.
	Working in compliance with

	Infra Tech Assurance
	Design : Topology : Current v Future: : Management : Documentation : Resources (finance) : Resources (human) : Resources (skills and capabilities)
	Working towards

	Digital Economy Act / Trusted Third Party
	DEA Research Code of Practice : DEA Research Code of Practice : DEA Research Code of Practice policies : Information security policies : Organisation of information security : Human resource security : Asset management : Access control : Cryptography : Physical and environmental security : Operations security : Communications security : System acquisition, development and maintenance : Supplier relationships : Information security incident management : Information security aspects of business continuity management : Compliance : Research Governance : Human resource skills and competencies
	TBD

	Medical Device Directive (ISO13485)
	Quality Management System : Management Responsibility : Resource Management : Product Realisation: Measurement, analysis and improvement
	Working towards

	Information Management (BS10008)
	Information Capture : Information in Structured Databases : Version Control : Storage Systems : Information Transfer : Indexing and Other Metadata : Authenticated Output Procedures : Identity : Information Retention and Disposition : System Maintenance : Information Management Testing : Information Stewardship
	TBD

	Business Continuity (ISO22301)
	Context of the organisation :  Leadership : Planning : Support : Operation : Performance Evaluation : Improvement
	Working towards

	Digital Accessibility
	Organisation maturity assessment : Service Assessment (Management elements) : Service Assessment (Technical against WCAG 2.1)
	Working towards

	Microsoft 365 Compliance
	Protect Information : Govern Information : Control Access : Manage Devices : Protect against threats : Discover and respond : Manage internal risks
	Working towards



[bookmark: _Toc131502804]3.3	 Internal Audit Schedule to Support Standards
The Quality and Regulatory group maintains oversight of internal audit compliance and has moved the schedule from a clause-based approach to a dynamic risk-based internal audit programme which has proved to be more effective in evaluating audit requirements. The Quality Assurance and Regulatory Compliance team have developed and delivered a comprehensive internal auditor training programme to all standard leads and representatives from different departments across the organisation.

[bookmark: _Toc131502805]4	THE QUALITY AND REGULATORY GOVERNANCE FRAMEWORK
In continuing to increase the support to form part of the governance framework, as well as to meet the requirements for reporting, the Quality Department will conduct the following meeting:

· Quality & Regulatory Group 
· IMS Assurance Group 
· Medical Devices and Alerts Group (MDAG) 
· Wales Informatics Assurance Group (WIAG) 

Terms of Reference for Quality & Regulatory Group will be amended to reflect the Groups role as Implementation and Oversight Group for the Duties of Quality and candour.
The Duty of Quality requires a defined Internal and External Governance Framework, this has been proposed to DHCW Management Board as follows:

i) Internal – Report generated by Quality & Regulatory Team with input from identified leads (membership of Quality & Regulatory group), review and approval as per Table 1.

Table 1. 

	Item
	Group
	Purpose

	Annual Quality Report (drafted by Quality & Regulatory Team) 
	Quality & Regulatory Group
	Review

	
	Incident Review & Learning Group
	Review

	
	Management Board
	Approval

	
	Audit & Assurance Committee
	Approval

	
	DHCW Board
	Approval




ii) External – Reviews from NWSSP Internal Audit Team, Audit Wales, and Peer Review by another NHS Body Quality Team prior to submission to Management Board and alongside internal reviews from Quality & Regulatory Group and Incident Review & Learning Group. 

Annual plans and monthly progress reports are produced to support the visibility of Quality and Regulatory across the organisation. To ensure operational oversight by Management Board and scrutiny by Committees the report feeds into the Management Board for operational performance, and both the Audit and Assurance Committee and Digital Governance & Safety Committee for governance. These then feed into the DHCW Board.  


[image: ]

[bookmark: _Toc131502806]5	OUTCOMES

DHCW will build on existing expertise supporting and advising on Regulatory, Quality and Governance arrangements for digital solutions and services across the Health and Care sector in Wales. 
It will: 

· Support the Quality Planning, Continual Quality Improvement and Quality Control, of Digital Health and Care services across Wales. 
· Provide advice and support services in terms of interpretation of Quality & Regulatory Compliance requirements for digital services. 
· Assure the processes adopted within NHS organisations in relation to Quality, Assurance and governance arrangements for digital solutions, when requested by Welsh Government or Health Bodies. 
· Ensure that digital services that are deployed and developed by DHCW meet the minimum standards for strategic, architectural and technical fit, as set by the CDO. 
· Ensure Regulatory Compliance and Informatics Assurance (including patient safety) of digital Health and Care services hosted, deployed and developed by DHCW by working with regulators, the CDO and their relevant officials.
· Evidence our commitment to quality through compliance with recognised standards and legislation. 

A harmonised approach to quality management and regulatory compliance across DHCW will ensure that required standards are being maintained centrally. Key focus areas for the department are:

· Health and Social Care (Quality and Engagement) (Wales) Act 2020 compliance 
· Focus on new UK Medical Devices Regulations and activities to support full software lifecycle.
· Increasing the visibility and integration of Quality into the organisation.
· Increased support around external audit and focus resource on internal audit.
· Increasing and formalising monitoring and analysis with a view to improvements.
· Rolling out of further iPassport modules.
· Develop and publish a Quality Annual Report and ‘Always On’ report in line with the new Duty of Quality requirements.
· Producing regular reports on Quality metrics and Quality Improvement plans.
· Provide training/education on QMS for Board members in line with institute for Healthcare Improvement (IHI) framework to support implementation of the Duty of Quality.
· Continue with the Risk-based Internal Audit Programme.
· Continue with the development and maintain the Quality SharePoint Portal.

The plan will be overseen by the Head of Quality & Regulatory and the Executive Director of Finance & Business Assurance. Progress will be reported monthly to Management Board through the Quality section and quarterly to Audit & Assurance Committee.

[bookmark: _Toc131502807]6	AREAS FOR IMPROVEMENTS 

	The following are areas identified during the development of the plan which are potential 	improvement areas:

· Strengthen our risk-based internal audit programme with improved numbers of trained auditors against a revised streamline internal audit schedule. It will continue to target two audits per month, targeting areas highlighted in the data capture framework. 
· Periodic internal auditor training shall be rolled out across the organisation, continuing to build a pool of auditors to support the programme. To date the Quality Assurance and Regulatory Compliance team has led 87% of all risk-based internal audits, continued focus shall be given to obtain commitment from trained auditors to firstly support and then lead risk based internal audits, improving engagement from across the organisation and building a quality culture.  
· Support ISO/BS standard leads with preparation for external audits. SOP is required to define and manage this process.
· Develop and maintain a quality  section on the DHCW website for presenting qualitative and quantitative information in readiness for ‘Always On’ quality reporting.
· Further development and roll out of additional iPassport modules.
· Implementation of the Quality & Engagement Act 2020 requirements.
· Developing additional processes to ensure compliance with the Quality & Engagement Act 2020.
· Gap analysis to be completed for ISO 13485:2016 to enable DHCW to seek certification to this standard in readiness for the updated UK Medical Devices Regulations.
[bookmark: _Toc131502808]7 	SUMMARY

DHCW will continue to be a source of Quality Management and Regulatory Compliance guidance, to ensure that all digital solutions and services that are used across the Health and Care Sector in Wales, are of the appropriate regulatory quality. 

The introduction of the Duty of Quality in April 2023 will be beneficial in embedding Quality throughout DHCW and will increase Quality Team engagement with all teams in DHCW to ensure we fulfill our Duty of Quality. Digital Health & Care Wales must publish an annual report setting out how they have complied with the new Duty.  This will build on and replace the current Annual Quality statements. The Duty applies to all health service functions, not just clinical functions. The implementation of the duty of quality will be managed by the Quality Assurance & Regulatory Compliance Team, and the Duty of Candour will be managed by the Associate Director of Information Governance and Patient Safety, as the Operational Lead for Candour. The annual report will provide information from the Duty of Quality alongside the Duty of Candour implementation within a joint annual report to the Welsh Government.

Medical Device Regulation overall compliance project plan is currently 52% complete. Assessment work on the existing service portfolio has been completed and is now at 95% complete due to gap analysis. Focus continues with the design planning stage for presenting the process proposal. Medical device file SOP completion due Q4. Any new work for any service will be recorded as MD as part of the New Service Request form process also through the current assurance process, via the MD assessment form. 


8 	CONCLUSION


DHCW commitment and drive to improve quality and regulatory compliance and in particular 	compliance relating to the implementation of the Duties of Quality and Candour in the Health and Social Care (Quality and Engagement) (Wales) Act 2020 are covered by the actions detailed in the above plan. It will be overseen by the Quality and Regulatory Team and progress will be reported formally to the Management Board.
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